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DeleteProbeTask
DescribeAutolnternetSwitch
DescribeBandWidthBanner
DescribeBlockIPBySGSwitch
DescribeCFWInfo
DescribeCcnSASEEdge
DescribeCcnWithEdge
DescribeCcnWithRoute
DescribeCfwBandWidth
DescribeCfwExportBind
DescribeCfwlInsStatus
DescribeCfwUpdateStatus
DescribeEdgelpFlowLists
DescribeFwConfig
DescribeFwEdgeBar
DescribeFwEdgelps
DescribeGuideNetFlowSwitchAPI
DescribeMessageCenterSwitch
DescribeNatNewFlowStatsData
DescribeNatProbeEip
DescribeNatSwitchlList
DescribeNoticeCommon
DescribeOverviewFlowStat
DescribeProbeHistory
DescribeProbeTask
DescribeProbeTaskDetail
DescribeSerialRegion

DescribeSubnets
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DescribeSwitchCommon
DescribeSwitchError
DescribeSwitchLists
DescribeSwitchStatus
DescribeSyncAssetStatus
DescribeTiWhiteList
DescribeVpcFwCrossStatus
DescribeVpcFwGroupSwitch
DescribeVpcFwRegion
DescribeVpcFwStatusBar
DescribeWebCosUrl

DescribeZone

ModifyAllPublicIPSwitchStatus

ModifyAllSwitchStatus
ModifyAllVPCSwitchStatus
ModifyAutolnternetSwitch
ModifyCommonStatus
ModifyEdgelpSwitch
ModifyEdgelpSwitchAll
ModifyEdgelpSwitchWeight
ModifyEdgeSwitchRecovery
ModifyFwConfig
ModifyltemSwitchStatus
ModifyNatFwVpcDnsSwitch
ModifyNatInstance
ModifyNoticeCommon
ModifyPublicIPSwitchStatus
ModifyRunSyncAsset
ModifySerialRegion
ModifySwitchCommon
ModifySwitchErrorignore
ModifySwitchStatus
ModifyTiWhite
ModifyVPCSwitchStatus

ModifyVpcFwName
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ProbeQuickly
RemoveAcRule
RemoveAclRule
RemoveNatAcRule
RemoveNatFwTcRule
RemoveVpcAcRule
RemoveVpcFwTcRule
ResetAclRuleHitTimes
ResetNatRuleHitTimes
ResetVpcRuleHitTimes
RunSyncAsset
SetNatProbeEip
SetNatProbeTrafficStatus

UpdateCfwldpsMode
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BRI
EOSZV]
RIFEHATE): 2024-09-03 18:49:57

tcecloud API X MAEIERHITEMIIE , IS MERBHTEEAHLBERSHPESER(ER (Signature ) ISIEERES. EREEHTEFIER , 25
UEEHE Secretld # SecretKey ; ZRFERBREEIE , BRIESAPIZARERIS , AUEEBA=APEEO,

s=E s

1. e FEilE

FEERER=APIZE , BREAPIESANAERBLEEIE. T2FEIFEE Secretld F1 SecretKey :
e Secretld FBFHRR AP ERESH

o SecretKey BFINEEEFHBMIRS eSHIIESEFHENEH.

* AFPRERSEIE , BHRitE,

HEREEIENERSEAT :

1. & FtcecloudEEPMEHIE,
2. BIE=APIZSRIEHI S TRE
3. E=APIZSATNE , mir [#r] BIeILABIEE—XdSecretld/SecretKey

R FREKSHRSOLUAERX] Secretld / SecretKey,

2. R
BT LZeEiESecretld 1 SecretKeyf5F , ATLENSZERT . UTEBEMSEBINEMIFE :

1RIZFAFRY Secretld 1 SecretKey SBIE :

e Secretld: AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
e SecretKey: Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

AR XBERER , SiRIEAFERERE Secretld 1 SecretKey #HTREUR(ME |
LA=BRSS2EEELAIFIZR(Describelnstances)igsk Al , BRAFERAX—EOR , HiERkSHETaNT:

SHEIR 225%8 SHE
Action TR Describelnstances
Secretld 4Eld AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp EEN R 1465185768
Nonce REHIEREES 11886
Region SERIRFTEX ap-guangzhou
Instancelds.0 HEARISLHIID ins-09dx96dg
Offset RIEE 0
Limit AR 20
Version BORAS 2017-03-12

2.1 HBEHRF

BN BERSEIZSHENTHRT ( ASCILER) AFHF. 5 1) RZSHESHTHF | SEERISYREIR , X250\ ; 2) &2 ASCIRBELR/N | 20
Instancelds.2 EHEE Instancelds.12 [ , FEEFEER  UAREREE. BRI LEREES PIVEXRHFRECRECIIX—I8E , a0 php A9 ksort BR&Y. ik
RIS HEFSERNT:
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{

'Action’ : 'Describelnstances’,
'Instancelds.0" : 'ins-09dx96dg’,
"Limit' : 20,

'Nonce': 11886,

'Offset' : 0,

'Region' : ‘ap-guangzhou’,
'Secretld' : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version": '2017-03-12',

}

ERECRERRINESARN , A EERGITRISEETHIR | S2IR05ER—EEA.

2.2, BHEBRFRFER

WEBERBERFRER. FEL—SHFFRNERSEIS U SEER ="S8E "I/ | A%t Action 281, EHSHEFRA "Action” , S8UEA
"Describelnstances” , EIETLEH S Action=Describelnstances , & : "S¥E"HFRBEMIEurldREEE,

REEENENS S8R HHEE—R | REERESRFHFEN:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0Offset=0&Region=ap-guangzhou&Secretld = AKIDz8krbs)5yKBZ
Qpn74WFkmLPx3EXAMPLE& Timestamp=1465185768&Version=2017-03-12

2.3. PHEEEIRFRS

WEBREMS AR TR, SEFRNFHRALUTLNSE:

1. iEKk7AiE: 345 POST #1 GET A= , IXE(ER GET &K , iTRHEALAE.

2. ERENEELAIFIZFR(Describelnstances)iEKig=Z 7 : cvm.cloud.sunhongs.com, SEFRANEKIFEREROMBERIARTAR |, FEISEOWA,
3. BRI BRIRAZAPIEREZEERN / .

4. iERFRE: B E—SERANERFRIE,

BERFERMBHERNA: BRAE + BEREN +EKER + 7 + 1E5KkFHH

REIRHHEER A

GETcvm.cloud.sunhongs.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=1188680Offset=0&Region=ap-guangzhou
&Secretld=AKIDz8krbs)J5yKBZQpn74WFkmLPx3EXAMPLE& Timestamp=1465185768&Version=2017-03-12

24 ERREREA
I SBERSZER, E5LER HMAC-SHAL Eiixy E— Sk iENEB RN FREHTES | ARIEEMINEZE(E Base64 H{T4mID , BITIASRENEEE,
BB |, LA PHP ES 41
$secretkKey = 'Gu5t9xGARNpq86cd98joQYCN3EXAMPLE';
$srcStr = 'GETcvm.cloud.sunhongs.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=08Region=ap-g
uangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));
echo $signStr;

REBENER SN
EliPOYW3pW28FpsEdkXt/+WcGel=

ERECREFRINESRN , IR LERITRIFECH TSR , SRIRNESR B SHIFHR—EDE.

3. BRHmWI

ERRYEREHTREERIFAERSEH , FEEHT URL 43,

W SRR Z A EIPIYW3pW28FpsEdkXt/+WcGel= |, BRESRIMNEEE EIERESEL ( Signature ) 9 : ElIPIYW3pW28FpsEdkXt%2f%2bWcGel%3d , B
FTFEMRERIER URL,
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R NRAPRERIGER GET , si#&iEK751%)9 POST @Rt Content-Type J3 application/x-www-form-urlencoded , M &% BRI FAEERSENESTEM
URL /RiG , 2EEN=-FFEAREEm. Ik ASCI ==/ URL RIORIEELLL UTF-8 #T4mg.,

AR FREESH http BESEMNFESEIHT urlencode , FEXMIERT , MARENERHHT URL HIET , BUFR URL RGSSHERLM.

AR Rt BB RS TR | MK RFC 3986, fiEF %XY IHSHFRGMINFHTES IR , AP XY B+HNHHFH (0-9 IKEFB AF) |, &
RINER3IRER.

4. 7KW

HRIESCRRIE | FAEL TSR LWANEIR | BIRIELIERE

FEIRAED ERAEA

AuthFailure SignatureExpire SEILH
AuthFailure.SecretldNotFound EHAFE

AuthFailure SignatureFailure BEER
AuthFailure.TokenFailure token &R

AuthFailure InvalidSecretld BEHAEE (AR API BEERY )

5. &R E R

FESCRRVBS APL 3.0 Y , R EFIR S tcecloud SDK 3.0 , SDK S TERMNLRE , FRAMRACT=RIBMIEIEOET, HARESS SDK thi, LATISHR
BIEEH -

* Python

* Java

e PHP

* Go

e JavaScript

e NET

ATEBENRRESEIR | TEUERRRES A B LRNSSIREARSI, BROES. BREDINSHNEEI DASEIRNE , ABREERSS
g AFEEEM | LT RIEREREM SDK .

EREREIHHAY url BTREA ¢ https://cvm.cloud.sunhongs.com/?Action=Describelnstances&Instancelds.0=ins-
09dx96dg&Limit=20&Nonce=118868&Offset=08&Region=ap-
guangzhou&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliP9YW3pW28FpsEdkXt%2F%2BWcGel%3D&Timestamp=1465185768&
Version=2017-03-12

FR BT IR REEN , MEREARRALFAIE , EHISRSLE url FEXEERPIIHSER curl SEHSRERNSIREERGER | S2EH, ATEE—
ALAEFEIRER url , BEEXTRAIRR Secretld §] SecretKey NESLAEA | FHERRSXFIATERAES Timestamp .

IR EIENTRAT , TRMEES  BEERESERHUTERIN url TREPERAR , RIASHNIRFAR  BXAFHBERL. RAERESLEE  BES
THEIERRRNE].

R IMURB(UERT APL 3.0, FeeEEATHENESME | BMEZIRRN APl | HFFEATERESSHESEITEER | B RAISSRR S o1E.

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;

import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
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private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {

Mac mac = Mac.getlnstance(method);

SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.cloud.sunhongs.com/?");
/] EEWERNSEHTFHAT | atFATreeMap{RIEIRE

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");
}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {

StringBuilder url = new StringBuilder("https://cvm.cloud.sunhongs.com/?");

// EFRERAur RS SEIRFR B EK

for (String k : params.keySet()) {

/] BEXSER B TUrlencode , AT keyEBRENFH , HLAMIXIHvalueitiTurlencode

url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");

}
return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {
TreeMap<String, Object> params = new TreeMap<String, Object>(); // TreeMapa LB zhHEEF

// SCBrEFBRT R4 SEFEREMEY , 414N : params.put("Nonce", new Random().nextInt(java.lang.Integer.MAX_VALUE));

params.put("Nonce", 11886); // AHSEL

// SEPRBRBRT R M RS ZR0RYE] , 590 : params.put("Timestamp", System.currentTimeMillis() / 1000);

params.put("Timestamp", 1465185768); // AHSEL

params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // AE&#4
params.put("Action", "Describelnstances"); // ANFE%]

params.put("Version", "2017-03-12"); // A&

params.put("Region", "ap-guangzhou"); // NHEEL

params.put("Limit", 20); // W$3£#

params.put("Offset", 0); // Al5353%

params.put("Instancelds.0", "ins-09dx96dg"); // WE£41

params.put("Signature”, sign(getStringToSign(params), "Gu5t9XxGARNpq86cd98joQYCN3EXAMPLE", "HmacSHAL")); // At&4

System.out.println(getUrl(params));
}
}

Python
R WIRETE Python 2 IMEHIE T , TEFLE requests (KEfiE :  pip install requests .

# -*- coding: utf8 -*-
import base64
import hashlib
import hmac

import time

import requests

secret_id = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query_str = "&" join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
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return base64.b64encode(hmac_str)

if _name__ =='_main_"

endpoint = "cvm.cloud.sunhongs.com”

data = {

'Action’ : 'Describelnstances’,
'Instancelds.0" : 'ins-09dx96dg’,
'Limit' : 20,

'Nonce' : 11886,

'Offset' : 0,

'Region' : 'ap-guangzhou’,
'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12"
}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)

print(data["Signature"])
# HRhSSCBRER | DS TTREr =it

# resp = requests.get("https://" + endpoint, params=data)

# print(resp.url)
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EOEAV3
SIFESRATE: 2024-09-03 18:49:57

tcecloud APl X MAEBERETEMIGE , IS MNERBFEZALLBERSHIEAERER (Signature ) LUSIEERESHD. SREERTEFIEEN , R85
IEEIHE Secretld #[1 SecretKey ; ZRFERBRERFIE , IBRIESAPIERANERIS , BULERAAPIEO,

ssEr s
1. gt
HEHERER=APLZH , BRIESAPIZHAEHEREEIE. L2EIEEHE Secretld # SecretKey :

o Secretld FFFHRR APLERESH
* SecretKey FIFINEE R FHFEIRS ST mIEEE FFERINER,
* AFPRAMSRERSEIE , BRiEE,

REREEIERNERSEMNT

1. EFtcecloudEEBPEHIE,
2. BI{ERAPIZSANIEHI S TRE
3. E=APIZATNE , M [#r] BIRTLABIEE—XdSecretld/SecretKey

R | FFRERSRESEILUEBRXY Secretld / SecretKey,

2. TC3-HMAC-SHA256 & 755%

IR }WTFGETAE , R7#F Content-Type: application/x-www-form-urlencoded thi¥i&=(. X3FPOST/i% , BHEISZHF Content-Type: application/json AR
Content-Type: multipart/form-data FERMYARS | json IEXERARTE W SIEONSE |, multipart X RESEISEOSE | WRHZIEOAREEFER json &
B, BRSO,

THURRSSHREA MNKSEFFIREAGF  DEBRNMESSMMEIIR. FHIWXAEEITEASLHIZIZRIM NS : Limit 7 Offset , £/ GET 73i& AR,

RIZAFAY Secretld 1 SecretKey 982 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #1 Gu5t9xGARNpg86cd98joQYCN3EXAMPLE

2.1. HEAiEIE RS
RIS HHEHEIEKE ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + \n' +
CanonicalQueryString + '\n' +
CanonicalHeaders + "\n' +
SignedHeaders + "\n' +
HashedRequestPayload

e HTTPRequestMethod : HTTP i&Xk75i% ( GET, POST ) , A/Rfils7 GET ;

e CanonicalURIL : URI £ , API 3.0 EZERNIERAT (/) ;

* CanonicalQueryString : &2 HTTP i&K URL FIYEIAIFRIE |, XF POST &K , BREATFRE , }WF GET i5k , W9 URL a5 (? ) EEMNFHFENST , &
THEMER : Limit=10&Offset=0, i*& : CanonicalQueryString EE45d URL 73,

* CanonicalHeaders : £5&ZRLEMER | ZDEA host fl content-type FENLES , (BAIIMABEN LSS 58 LIEEESERIE—ENZeM. s
M = 1) k&R key #0 value Fi—4p/ NS |, HEIFEREZIE |, 1RHB key:value\n 18 HHEE ; 2 ) S4SLER |, RAESLED key (B ) FEHEFSHTHHE, LI+
79 : content-type:application/x-www-form-urlencoded\nhost:cvm.cloud.sunhongs.com\n

 SignedHeaders : £5&ZHILEMEE. , HIALLRIBEREMLLERS5TE4E , #l CanonicalHeaders B SHILEPRSE—XIMAI, content-type F host Joisk
SLER. BHEM : 1) L3R key NG | 2 ) Z40KEB key (N ) IRBBFEHFHITHEE , FHFEUDS () DR, HHIFA . content-type;host

* HashedRequestPayload : ERIEMAIGE(E , iHE/5E7 Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , ¥t HTTP iEREEANES payload fif
SHA256 1875 , SAIEH7/NHEIRID , RERIBEERINEFR, T3 : 3T GET 5K , RequestPayload BEIEANZTF/FE , XJF POST i&3K , RequestPayload B
79 HTTP iEKIEX payload,

HRIELAERIN |, REIFSEIRHSEERBNT (AT RAEN  \n TREEEBRITERN—T8K) -
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GET

/

Limit=10&Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.cloud.sunhongs.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

22 ST
RIS FHE G SR FMEE

StringToSign =

Algorithm +\n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

Algorithm : E&85% , BRIEEA TC3-HMAC-SHA256 ;

RequestTimestamp : {5RATEIR, , BIERLERHY X-TC-Timestamp BUE , 21 L7R=BIERSS 1539084154 ;

CredentialScope : ZIEBE , 1§30/ Date/service/tc3_request , & HEE. FEKAVIRSTILLLEFRTE (tc3_request ) . Date Jg UTC FRAERTEIRIEHE , BUES
EMAHSE X-TC-Timestamp &EHY UTC FRERTEIHIA—3L ; service AF=RE , LRSHERANFRIZE—3, Hif0 cvm, 31 EREER , BUEH 2018-10-
09/cvm/tc3_request ;

HashedCanonicalRequest : BHALIRHHEFFSHSEIERBIIAHE , iTE5EAN Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

=T

1. Date WAIM\BSEIRE X-TC-Timestamp &85 , BR¥XJ9 UTC+0, MIRIMARFAMHRESR , FIIFR/\K , BSHEAXMG EEBRTD) , EE2RER
WTESRM. BIRAHER 1551113065 , 4R/ \XAIR[AR 2019-02-26 00:44:25 , BEIHESEIRY Date BY UTC+0 RIEHAR Y 2019-02-25 , M4 2019-
02-26,

2. Timestamp WRZEHFIRARE , BERBRKEHDIRER EEELSH , REEETADHNNERY, MEKIEAREREEL |, TESSiET—
BREdlE)fE |, EROERY (RESZIHER ) .

RIEA LRI | EIPERIRMFERFRERNT (ATREN , \n SMTFHEE SERITEI—T8R) -

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91¢9¢192c14460df6c1ffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. i HEE
1) HEIRESEER | MABIT

SecretKey = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request")

SecretKey : [RIAAY SecretKey ;
Date : B Credential #f§ Date FER=E , f0_L7=~f , 792018-10-09 ;
Service : B Credential 9 Service FEREE. , S LM, 79 cvm ;

2) iHESEE , MRBIT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

* SecretSigning : BILL EITEBRIIRES B ;
e StringToSign : BISE2ITEERIRSEEF/HE ;

2.4. $H8 Authorization
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TN &IHHE Authorization :

Authorization =

Algorithm + "' +

'Credential=" + Secretld + '/ + CredentialScope + ', ' +
'SignedHeaders=" + SignedHeaders + ', '

'Signature=" + Signature

* Algorithm : &&75% , EE/ TC3-HMAC-SHA256 ;
o Secretld : Z$AXIHRHY Secretld ;

¢ CredentialScope : W EX , EIEEHE ;

* SignedHeaders : I EX , 858 BHLIMES.

* Signature : £

HRIBLA LRI | REIHSEIRIES

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df
4582db9e9bf4672ba50567dbal6cbecfl74c474

RETEIEARERWT

https://cvm.cloud.sunhongs.com/?Limit=10&Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_request, SignedHeaders=content-t
ype;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbal6c6ecfl74c474

Content-Type: application/x-www-form-urlencoded

Host: cvm.cloud.sunhongs.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

3. ERLW

TRESSIRIBER | FAEUTERAMEEIRD | BHRIELIRE R

IR HEIRA
AuthFailure.SignatureExpire SRITH
AuthFailure.SecretldNotFound ERFE

AuthFailure SignatureFailure SEER
AuthFailure.TokenFailure token fEiR
AuthFailure.InvalidSecretld BRAEL (A== APL BAZR)

Java

import java.io.BufferedReader;
import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util.TimeZone;

import java.util. TreeMap;

import javax.crypto.Mac;
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import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {

private final static String CHARSET = "UTF-8";

private final static String ENDPOINT = "cvm.cloud.sunhongs.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";
private final static String CT_JSON = "application/json";

private final static String CT_FORM_DATA = "multipart/form-data";

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getInstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm”;

String host = "cvm.cloud.sunhongs.com”;

String region = "ap-guangzhou";

String action = "Describelnstances”;

String version = "2017-03-12";

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
//ERHRX , SNBSS
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkkkkkkkkk 59% 1 0 ;#g*m%i%*% Kkkkkkkkhkkkkkk

String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host";

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printin(canonicalRequest);

// *kkkkkkkkkkkk .,I)J;g% 2 0 ;#g?%%g?ﬁ% Kkkkkkkkhkhkkkkk

String credentialScope = date + "/" + service + "/" + "tc3_request”;

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.printIn(stringToSign);

// Kkkkkhkkkkkkk ﬁg% 3 0 .‘L.I.gég Kkkkkhkkkkkkk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.println(signature);

// *kkkkkkkkkkkk .,I)J;g% 4 0 m&; Authorization *kkkkkkkkkkkk
String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "

+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.println(authorization);

TreeMap<String, String> headers = new TreeMap <String, String>();
headers.put("Authorization", authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
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headers.put("X-TC-Action", action);
headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);
headers.put("X-TC-Region", region);

}

}

Python

-*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# TIPS
secret_id = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.cloud.sunhongs.com”

endpoint = "https://" + host

region = "ap-guangzhou"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# khkkkkkkhkhkk ig;‘% 1 : ﬁ?g%mﬁ%*% khkkhkkhkkkkkhkk

http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&0Offset=0"

ct = "x-www-form-urlencoded"

payload = ""

if http_request_method == "POST":

canonical_querystring = ""

ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host”

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

# khkkkkkkhkhkk 55% 2 : ?#?%ﬁ%g?ﬁ% khkkkkkkkkkkhkk

credential_scope = date + "/" + service + "/" + "tc3_request"

hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

# *hkkkkkkhkkkk 55% 3 . .‘L_I_gég *hkkkkkkkhkkhkk

# RS EHERE

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)
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H Fhkkkkkkkkkkok 55% 4 - B‘-_'H% Authorization ***#x#xsxkkxk

authorization = (algorithm + " " +
"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHESHRNETERLER

headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,

}
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SRS E: 2024-09-03 18:49:57

1. ARSSHbuE

=RIKE (CFW

itbiz ( Region ) RIEYIEERIAIRHOAIMIEXIE,, tcecloud ZMIMIEARIME B5E2iEE | REFRMRERAEERSEMAISEL. AT HEHEME. 25

HEE , ESRRSFEIRSE PRI,
ERILIBIT APLED BRI SESARIETIR,

2. BN

tcecloud API FIRTERECIS@IE HTTPS #TiE(E | IREEREMNBEEE.

\E\ S N

3. 1BKAE

S HTTP EKk753%:

e POST (#7F)

o GET

POST #&3K3745#9 Content-Type 28 .

e application/json (##F ) , WIRER TC3-HMAC-SHA256 &&7574.
¢ application/x-www-form-urlencoded , #/Rf#FH HmacSHAL & HmacSHA256 &&75i%.
e multipart/form-data ({NZBoEOSEF ) |, WER TC3-HMAC-SHA256 B&757%.

)

GET i5RkaNEREXNAE#EIT 32 KB, POST iEKkFERAEETAA HmacSHAL, HmacSHA256 RIAS#EIE 1 MB, POST iEk({FER&E 51458 TC3-HMAC-SHA256

BI3ZHF 10 MB,

4. FRERS

Y9fEFAUTF-84wAT,
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EILEES

AR E: 2024-09-03 18:49:57

IEfREIZES
PA=ARSS2RAGEEOEERLAIRESIZ (DescribelnstancesStatus) 2017-03-12 hrA</afl , EJERMRD , HET8gRIREINT A

{

"Response”: {

"TotalCount": 0,

"InstanceStatusSet": [],

"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc”
}

}

* Response RERZEH Requestld EEEMNFER , TiCERBINES . RE APIMET |, IXESIRE.,

* Requestld FFF— APLiEKAIME—IRR , W5 APL HILRE |, ATLABRERIA] | FHEMEZ ID KRR,

° MRTYEEMNTFERS , ERUAEMEOENNFE , ARNEOMRENFERS NEOSEFIIEN., HFIHEY TotalCount ] InstanceStatusSet 199
DescribelnstancesStatus #OEXNFE , BT EAEKNAFEERE =RSEELA , Bt TotalCount TEIHER FABRENE 0, InstanceStatusSet FIZRA

=y

=,

TR AR
SRR , EEEIEPITTH -

{

"Response": {

"Error": {

"Code": "AuthFailure.SignatureFailure",

"Message": "The provided credentials could not be validated. Please check your signature is correct.”
b

"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

}

}

Error (OHIIEREZIEKRBRALY. Error ZEREREAERRY Code #1 Message FEATARLMAT 2V EIRER.

* Code FREMHBIVERID , HiEKH BN LA RIS RO E A TSRS S a3 R SRS R EEE X R R EF R 2.
* Message B RHTIXMEREEMNERRR , EEUSKESARMEN , W ATESEERSTEREN , B AKX MNREE,

* Requestld FFF— APLiEKAIME—IRIR , W05 APL HEURE |, ATLABREREA | FHEMEZ ID SRR,

AHIEIRMG (TODO: EEER, REENFEE?)

IREIEERPUNFIFE Error FER , NZRAVER APL OIS,  Error iR Code FERFNMEIRG , ATASSEETREHIMAVEIRIS ANTIARIG , TRIIH T AHERG.

FHIRED fEREd

AuthFailure InvalidSecretld FREE (2= APLEERE ) |
AuthFailure.MFAFailure MFA &%,
AuthFailure.SecretldNotFound BRI,
AuthFailure.SignatureExpire SRITH,

AuthFailure. SignatureFailure BEER,
AuthFailure.TokenFailure token $HiR,
AuthFailure.UnauthorizedOperation Rk CAM $31%,
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DryRunOperation
FailedOperation
InternalError
InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

WREFRA © Efi=_V1

FERMEA

DryRun #{F , KRBEKRESEMINN , RESIET DryRun 2%,

(S SR
MEBEEIR.
EORFE.
SHEER.
SHEEEIR.
B ECEPRE.
ROSEIER.

BEORAAEE.

TERADREGET T 4REPR .

BIFHR S,
BFEE.
BFAFE.
BEAAA.
RIZBURLE,
RASEEIR.
BFEASH.

http(s)iEKMXEEIR , R37FF GET #1 POST 5K,

EOARSTISAEtbE.

=Rk (CFW)
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RS E: 2024-09-03 18:49:57

HEHERTIRRAPIZOSNENNSE  HRE | e MEORMEEANET ARSI TR | EEREKIITERTXLSH , FEERKER

% 5

BBFE V3
fs5F8 TC3-HMAC-SHA256 &850 , AHSHHEER—HE) HTTP Header i53KLEB+ , 40T :
SHETR el Wik R

X-TC-Action Strin = BEMEORTR. BESEZEOXETEASH LTSI Action BUIRER. HIN=IRSEEMNEGSLAIZIZRZED , BUES
9 = Describelnstances,
MR SE , FRIRRE BRI MERETE. BEOESHMEREESERZOSXETPBASEHA TS Region AR, T

X-TC-Regi i 2
CRegion  Sting B o ssrirmmmtmnes , BOTRGATIYSIRIE , LIRS SRR MRS,

X-TC- I = L4507 UNIX BHE)E , SricRARS APLIERAORTIE. a0 1529223702, FE : R SIRSSEMIEEERISSHh , S5
) nteger 2 N .
Timestamp BTHEIR,
X-TC-Version  String = BER AP BORRZA, EUESEROSMERASRIESE Version R9EAE, HIIN=ARSS#8AIMA 2017-03-12,
HTTP tRESDIANIESLERFER | 540
TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Hep,
Authorization  String 2 - TC3-HMAC-SHA256 : &&75i% , BRIEEEIZE ;
- Credential : &&EiF , AKIDEXAMPLE £ Secretld ; Date 2 UTC #RERTERIBER , BUEEEMNESE X-TC-
Timestamp 1#2E#7 UTC FREREIHEA—E ; service A= me , LSRN REEZ—E, flticvm ;
- SignedHeaders : 25&ZITERILEHEE , content-type F1 host J9wsEsLER ;
- Signature : BEHE,
Ot £ TEFELE O A Ft R — A pct TR T [ o i iy < A -
X-TC-Token String = IERSEBRTAIRY Token , FEESIGRIEZE—RMER. IGRZHE Token FEIHOSERSEAEOIRE, KEZHER

ZEFE Token,

BEHZE V]
58 HmacSHAL #1 HmacSHA256 &R 540 , AHSHEESR—EEKES , (0T
SHEWR Sl Wik ik

BRENEOEMR. RESEROXEPRASHAHESE Action BiRIE. HINN=IRSEMNEALAZIRED  BUEA

Action String = Describelnstances.,
Region String = Wi SE , FSRIRRA BRI MEIRAVEEE. FEOESZAEREESE RO S PRASEH QLSS Region AR
== BH. iR REROARTEERZSH , BOETSIISRNRE | REMHEESBZSHEASEL,
Ti = 8T UNIX RHIEIE , ATiCRAHEE APLERIOATE. (201529223702 , AR SLFIRTEMEEIT A , 23 [EESRITHE
imestamp Integer 2 =

N

Nonce Integer 2 BEHIERESL , 5 Timestamp BX&#ER , ABFRHLEERINE.
. E=APIZSA _FERIEARREHAY Secretld , —4 Secretld YIRIME—HY SecretKey , M SecretKey SFRAERIERE

Secretld String 2 .

% Signature,
Signature String = BERES , FRWIEIRERNEEN | FERPRESRNEASETESE. BRTERESEOS00Y,
Version String = EERY APL BURRA, BUBSEEOMEFANSLTESE] Version ASIRIA. HINI=ARSSEEAIMRA 2017-03-12,

B2, BRISEEF HmacSHA256 F1 HmacSHAL, REIEEIHSEI HmacSHA256 Bt , Z{#F HmacSHA256 &

Si tureMethod Stri &5
gnatureifetho M9 B aiEse | BEERIER HmacSHAL RIFSE,

\|
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SHER &Sl Wik A
T . - IEAIEBRTFIRY Token |, FEESIGIZE—REER. IGATEE Token FEZHIDSEIRSEAEORE, K%
oken String A

$HARE Token ,

MBI

ithiz; ( Region ) RIEVIERIHIRHOAIMIEXIE, tcecloud ZMIMIEARIME B5E2EE | REFRMRERAEEASEMFAINEL. AT HOHEME. RS T
BEE  ENSRRFIREE PRI,

ERILUBIT APLED BRI SRR,
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BIRESRATE: 2024-09-03 18:49:57

1. gOEA

EOEKES : cfw.api3.cloud.sunhongs.com,

BlELEAPHIN
BOAEOIERIRERIRS) : 200%/70,
$EOEHATE : 2023-08-15 17:29:54,

FEOBREE NEN,
2. MNSHL
IFERSEGIRNGIE TEOBRSEIED AHSH , REAHSHFIRNA LS
SHEWR itk FEFNULL ESid
Action = & String
Version 2 & String
Region = = String
Area & & String
Data = &= Array of SecurityGroupApiRuleData
Direction 2 & Uint64
Type &= = Uint64

3. S

SHETR KA
Status Int64
Requestld String
H 2
4. $EIRAY

4

[

7

WASME , 03RRI , JEO « iRANEIY

C.

KEH.

=Rk (CFW)

-

L

NHBE, AZORYE : CreateSecurityGroupApiRules
AHSE, AEORYE : 2019-09-04

AHBY, AEOTFEGBISH,

R IRRIE S S

kel e

A, 0 ik, 1 N
BAKE, 0 /51E, 1 : 5, 2 : i

W—EK ID , SRiEKRBSIRE., EUTRAFEREZREKR Requestld,

UM T #0532 IEERATEIRD | BAERIGIEN A TSR,

FRIRAD

FailedOperation
InvalidParameter
UnauthorizedOperation

LimitExceeded
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AR E: 2024-09-03 18:49:57

1. gOfEiA

BOWSREE : cfw.api3.cloud.sunhongs.com,
Iz S|

SRR SIREIRA © L0000R/FD,
BEOEEATE) : 2023-03-24 11:41:03,

EOBIRSENEN,

2. MNSEL

IUTERSEGIRNGIH TEOBRSEDO RS, TEAHSHIIRNATERS,

SEER WAL FEEFNULL el A
Action 2 & String ANHES¥, AEORYE : DeleteSecurityGroupAllRule
Version 2 B String AHESE, AEOBE : 2019-09-04

Region 2 & String NHESH , AEOAZTEEBLSEH,

Area 2 & String =itk Sy Ve

Direction = S Uint64 F5E, 0 Huh, 1: Auh

3. ImHEEL

SHER ESit) R

Info Int64 REEER)jsonFHF&

Status Int64 O: #ERRTN | 3FO : 1RAERIK

Requestld String E—EK ID , ®RiEKESRE., ELRNFEERHZXIERE Requestld,

4. T8RS
UG T OS5 IBEERRIEIRT |, EbiERIGIF N A HHEIRAD,
FRIRAD HA
FailedOperation
InvalidParameter
UnauthorizedOperation

LimitExceeded
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bRz =B

RS E: 2024-09-03 18:49:57

1. gOfEiA

BOWSREE : cfw.api3.cloud.sunhongs.com,
HIBRRARY

SRR SIREIRA © L0000R/FD,
BEOEEATE) : 2023-03-24 11:41:03,

EOBIRSENEN,

2. MNSEL

IUTERSEGIRNGIH TEOBRSEDO RS, TEAHSHIIRN TGRS,

SHER Wik FBEFNULL eSis) 3%

Action =2 & String NHSE , AEOBYE : DeleteSecurityGroupRule

Version 2 ES String AHSE, AREOBYE : 2019-09-04

Region 2 S String AHBH , AEOFFEELBILSH,

Area 2 = String BN EEE

Direction = S Uint64 FmE, 0 Huh, 1: b

Id = & Uint64 Fre ZMIBRAIAIID

IsDelReverse S S Uint64 EEMERESRN , 0:F,1: 2
3. B

SHER ESidl 1%

Info String IREIZRIER

Status Int64 RAME , 0 BT, 3E0 @ 5K

Requestld String E—iEK ID , ®RiEKESRE., ELRNFEEREZXIERE Requestld,

4. FEIRTG

UM T 3O S5 B EERATEIRS , BAERIGIEN A HEIR,
FHIRED A
FailedOperation
InvalidParameter

UnauthorizedOperation
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RS E: 2024-09-03 18:49:57

1. gOfEiA

BOWSREE : cfw.api3.cloud.sunhongs.com,
KRS AXBELHIFIE

SRR SIREIRA © L0000R/FD,
EOEFHAETE : 2023-03-24 11:41:03,

EOBIRSENEN,

2. MNSEL

=Rk (CFW)

IUTERSEGIRNGIH TEOBRSEDO RS, TEAHSHIIRN TGRS,

SHER WA FEYFNULL ESidl
Action 2 & String
Version = = String
Region 2 & String
Area =2 & String
By & & String
Limit =3 a Uint64
Offset =2 & Uint64
Order = S String
SearchValue & & String
SecurityGroupld = S String
Type & S String

3. BIHBE
SHER ESidl i)
Data AssociatedInstancelnfo SRS
Total Uint64 schlgE
Requestld String

4. FERRG

UG T OS5 BEEERRIEIRT |, EbiERIGIFEN A HHEIRD,

FHIRED

FailedOperation

WREFRA © Efi=_V1

AHSE , AEOBYE : DescribeAssociatedInstancelList
NHBE, AEOEYE : 2019-09-04

AHBY , AEOTFEEBISEH,

HtahCAD (6 : ap-guangzhou ) STISBST =2 s
HEF=FER

BCREH

FIFRRE R

HFER (ascFF deschgr )

FUMEREM (JSONFRFE )

ZL4EID

SEISREY,'3 B ovmLfl, '4 B clbsLfl, 'S Renistfl, 6 R = 4R

W—EK ID , SRERIBLIRE. EUDBHFEREIZRIERE Requestld,
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InvalidParameter

UnauthorizedOperation

LimitExceeded
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1. gOfEiA

BOBRES : cfwapi3.cloud.sunhongs.com,
B EMNIEIZE

BRI SIRZIRS) © 10000R/FD.
BEOEEATE) : 2023-03-24 11:41:03,

EOBIRSENEN,

2. MNSEL

LINERSEGIFNGIH T EOERSHFED A TS,
SHER WAIE FBEFNULL
Action < a
Version = =
Region 2 a
Area = =
Direction 2 &

Filter 5 =
Limit 7 S
Offset & =
SearchValue & &
Status a =

3. EHSE
SHETR KA
AllTotal Uint64
Data SecurityGrouplListData
Enable Uint64
Total Uint64
Requestld String

4. §5IRE5

UG T 25Ok S5 EAERAERIS | AftERGiFEL A

HEIRE

WREFRA © Efi=_V1

=Rk (CFW)

FENHSHIIRD LTSRS
ESidl i)
String NHESE, ABEOBYE : DescribeSecurityGrouplList
String NHBE, AEOEYE : 2019-09-04
String AHSY, MEOFFEEGBLLSH.
String HulEAD (5l ap-guangzhou), SIS = 2 ERibE
Uint64 0: HHBEHINY |, 1 @ NuERRRY
Uint64 0: ANigig , 1 iS=IEREAN , RETRFEAL
Uint64 B, BiAR10
Uint64 RBE . BIAI0
String HRE
String R, R, 0 THEEEAMN , 1 SRR
fiEk

TEFESEEHAIDEE

LR EMNTIZREE

eI £ AR R R/ 2SR

FIR LRI S EE

H—ER ID , SREREHRIRE. EDEAFREERIZRIERA Requestld,

R,
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FEIRAS R
FailedOperation
InvalidParameter
UnauthorizedOperation
LimitExceeded
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BT EFATE: 2024-09-03 18:49:57

1. gOfEiA

BOERES
EREREERRN

cfw.api3.cloud.sunhongs.com,

EOAZEOIESREREERE : 200%/70.
EOSEFAATE) : 2023-08-15 17:29:54,

EOBIRSENEN,

2. MNSEL

IUTERSEG IR TEOBRSEO 7S,

SEETR WhiE FEYFNULL
Action — &
Version 2 =
Region = &
Area &= &5
Direction = &
Edgeld & 5
Status 2 &
A s,
3. S
SEETR St A
Status Int64
Requestld String
3
4. 551xt8

PUMRGIH TR S5 BIEERAIEIRG |, BbERGIER

FEIRAD

FailedOperation
InvalidParameter
UnauthorizedOperation

LimitExceeded

WREFRA © Efi=_V1

ESidl
String
String
String
String
Uint64
String

Uint64

0: 1Ea5AkEn, Eifth: IEEki

HE—EK ID , SRIERE=

NHEERG.

=Rk (CFW)

S¥ , AEOBYE : ModifySecurityGroupAllRuleStatus

AHESE, AEOBYE : 2019-09-04

D

AHBH , AEOFFEELBLSH,
NATH, R SIENES
B, 0 ik, 1: A
Edge ID{&

FIRMNPIAT , 0 : 25M=M , 1 : =%EH

RE], EfRREEREIZRIEKRAY Requestld,
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BEOIRESE NN,
A 3le,

2. NS
LATNERSEGIRGIE T EOBSKSHEMESI LS,

SHER Wi AFNULL

Action = =

Version P! a

Region 2 ES

Taskld 2 FS

3. S

SHETR ESid]
AcINum Int64
AclType Int64
TaskActionList BetaTaskAction
TaskInfo AutoAssistantUserConf
TaskName String
Requestld String
4. $HIRMG

ZEOBERSSEEEXAERD , AMERDFIL

WREFRA © Efi=_V1

St} A
String AHS# , AREOBYE : DescribeBetaTaskDetail
String NS, AEOEYE : 2019-09-04
String AHSBH , AEORTELIRLSEH,
Jlie 2500 7 S A
Int64 F5id
A
aclFIEL

1155288 1border 2nat 3vpc 4sg
RS
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EiRS AR

EOAZEIESSRERERE : 200%/7D.

EOSEFRATE : 2023-06-27 11:28:51,

MRS E N EN,

2. MNBEL
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ITFERSEGIRNG I TEOBRSEDO RS, TEAHSHIIRN TGRS,

SEER Whi FEEFNULL e AR
Action =2 & String ANHESE, AEOBYE : DescribeBlackListQuota
Version 2 = String AHSE, AROBYE : 2019-09-04
Region =2 & String NHESH , AEORSTEEBILSEH.
3. BB
SHER eSic) faik
NeedQuota Uint64 EERCER
RemainQuota Uint64 RISRECER
ReturnCode Int64 OR%IH JE0 21K
ReturnMsg String success B Efthsm
TotalQuota Uint64 SECER
Requestld String HE—iEK ID , BIRIEREBIRE, EZERAEFHREREZRIBERA Requestld,

4. EiRAY
PUMRGI T OS5 BEEERAIEIRS |, BUbERIGIEN AHHEIRS,
HEIRE
FailedOperation
InvalidParameter
UnauthorizedOperation
LimitExceeded
ResourcelnUse

MissingParameter
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RequestLimitExceeded
Resourcelnsufficient
ResourceUnavailable
ResourceNotFound
DryRunOperation
OperationDenied
ResourcesSoldOut
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BEORWSEREN,

2. MNBEL

UTERSEGIRNG I TEOBRSEO N HSEH

SHER Wik FEEFNULL
Action 2 =
Version = =
Region 2 B

3. EHSE
SHER ESidl
ExpandBlackList Uint64
MaxImportQuotaBlackList Uint64
MaxImportQuotaWhiteList Uint64
NeedQuotaBlackList Uint64
RemainQuotaBlackList Uint64
RemainQuotaWhiteList Uint64
ReturnCode Int64
ReturnMsg String
TotalQuotaBlackList Uint64
TotalQuotaWhitelList Uint64
UsedBlackList Uint64
UsedWhiteList Uint64
Requestld String

4. EIRIS

UG TR S5 IBEEAERAIEIRD | B iERIGE N A

WREFRA © Efi=_V1

S# , ANEOBYE : DescribeBlackWhiteQuota
AHSE, AEOEYE : 2019-09-04

RHBY , FEOTTFEEGBILSH.
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RASHEZER
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REBEREERR
RS BRIARECER
BZBRIRECER
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ResourcesSoldOut
ResourcelnUse
Resourcelnsufficient
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EOSEFATE : 2023-03-24 11:41:03,

MRS E N EN,

2. MNBEL

ITFERSEGIRNG I TEOBRSEDO RS, TEAHSHIIRN TGRS,

SEER WAYEE FEYFNULL B3] faik
Action =2 &5 String NH2E , AEZEOBYE : DescribeBlockBylpTimesList
Version 2 P String NHEBE, KEOBYE : 2019-09-04
Region 2 B String AHBH , AEORFEELBILS,
Direction & S String J3mE
Edgeld & B String VpClEIFKIEFF XiAid
EndTime — S String ZETRATE)
Ip 2 S String ipEIA&MH
LogSource =& B String BEKIR move : vpcalRk %
Source & & String KR
StartTime = & String FroaRdTE
Zone &= & String Ibial
3. MHEE
SHER et faik
Data IpStatic IREEHE
Requestld String HE—EXK ID , ®REREBSIRE., EAIARRN R EZRHIZXIEKRE Requestld,
4. tHIRG
ARG T # O SSBERXAERID | BABERIDIFEI A IR,
SHIRAD ik
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UnauthorizedOperation
LimitExceeded
UnsupportedOperation
ResourcelnUse
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AuthFailure
InternalError
RequestLimitExceeded
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ResourceUnavailable
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InvalidParameterValue
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EOSEFRATE : 2023-03-24 11:41:03,

EMBIRESENEN,

2. MNSEL

IUTERSEGIRNGIH TEOBRSEDO RS, TEAHSHIIRNATERS,

SHER
Action
Version
Region
By
Direction
Limit
Offset
Order

RuleType

SearchValue
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=
=
=
=
E
=
=
=
E
=
=
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E
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=
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3. S

SHETR
Data
ReturnCode
ReturnMsg
Sourcelist
Total

Requestld

4. EIRAY

FBEFNULL

H o
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sy
BlockIgnoreRule
Int64

String

String

Int64
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2
String
String
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String
Int64
Int64
String

Uint64
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HEFEF : EndTimef55RAT1E) , StartTimeFF4aRHE , MatchTimes#HREL
FIMZEEY - 182, 2508

R, jsontEXFRE |, SWHE"(" |, 154 : domain , BIEELR : level , BUBRE : ignore_reason , &
LEMSEIE : rule_source , HIENIE : address , TEHIIEE : common

R

HIZRERE

RHE, 0: EART , 3F0 : ERKW
KHER | success : iR | fail : EHEM
REFHFR THUIE

BREREE  BFAT
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DescribeBlockList &E& LR EE=IEFIZR
BUAZECIESRGRERPRE) © 100000R/FD,
EOSEFAETE : 2023-03-24 11:41:03,

MRS E N EN,

2. MNSEL

IUTERSEG IR TEOBRSED LHSH , TBAHSHIIEL

SHER WA FBEFNULL ESidl
Action 2 & String
Version = = String
Region 2 S String
Assetld = S String
By = &= String
ByPass = = String
Country = &= String
Direction = = String
EndTime 2 & String
Limit b3 = Int64
LogSource & & String
Offset = & Int64
Order & & String
SearchValue S S String
Source = = String
StartTime 2 S String
StatTimeSpan = & Int64
3. S
SHER S fEk
Data BlockInfo [HRTCRES
TopCount Int64 BIE
TopData BlockInfo ENENCRES
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NHESE, AEOEYE : DescribeBlockList

28, ANMEOEYE : 2019-09-04

>
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SHEFR i) A
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Requestld String W—iEK ID , ERIEKREIRE. EMIITATEERMZRIEKRA Requestld,

4. tHIRMY

UM T 3O S35 BIEERATEIRDS | BAERIGIFEN A TSR,
FHIRIG
FailedOperation
InvalidParameter
UnauthorizedOperation
LimitExceeded
ResourcelnUse
MissingParameter
AuthFailure
InternalError
RequestLimitExceeded
Resourcelnsufficient
ResourceUnavailable
ResourceNotFound
DryRunOperation
OperationDenied
ResourcesSoldOut
InvalidParameterValue

UnknownParameter
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MRS E N EN,

2. MNBEL

IUTERSEG IR TEOBRSEO 7S,

SHER Wik FBEFNULL
Action = a
Version b= &5
Region 2 a
EndTime 2 B
QueryType = =
SearchValue = 5
StartTime = B
Top = S

3. EHSE
SHETR ESid] fEk
Data StaticInfo I
Requestld String

4. tHIRMY

UM T 3OV S5 2 EERATEIRS | BAERIGIEN A HLEIR,

SHIRAD

FailedOperation
InvalidParameter
UnauthorizedOperation
LimitExceeded

UnsupportedOperation
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>

HE4  FEROTFEERBILSH.

>

ZEERATIE)
FFREA |, HegR FE=FZ— : port. address, ip
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EOiEKER : cfw.api3.cloud.sunhongs.com,

DescribeBlockTimesList&Zeh - BRMTHTEEE

EOAZEIESSRERERE : 200%/7D.

EEOEATE : 2023-03-24 11:41:03,

MRS E N EN,

2. MNBEL

ITFERSEGIRNG I TEOBRSEDO RS, TEAHSHIIRN TGRS,

SEER WAYE
Action 2
Version =
Region =
EndTime =
SearchValue &
StartTime 2

3. S

SHETR ESidl
Data IpStatic
Requestld String

4. EiRAY

FBFNULL S 1%

& String AHSE, AEOBYE : DescribeBlockTimesList
B String AHSE, AEOBYE : 2019-09-04

S String RHBY, AEOTFEEGBILSH.

= String L5ERATIE)

& String ESicE S

Ey String FroaRTE

134

s 2

W—EK ID , SRERHBIRE. EUDRFERHHZREKR Requestld,

UM T OS5 BEERATEIRD | BAERIGIEN A TLEIR,

FRIRAD

FailedOperation
InvalidParameter
UnauthorizedOperation
LimitExceeded
UnsupportedOperation
ResourcelnUse

MissingParameter
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ResourceNotFound
DryRunOperation
OperationDenied
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EOiEKER : cfw.api3.cloud.sunhongs.com,

BEMAFREAIFRE IR
EOAZCIEFSTERIRS) : 100000%/75,
SRS : 2023-03-24 11:41:03,

MRS E N EN,

2. MNBEL

UTERSEGIRNG I TEOBRSEO N HSEH

SHER Wik FBEFNULL

Action 2 a

Version = =

Region = =

Limit = =

Offset = )

SearchValue & &
3. S

SHETR ESidl

Data BorderProtectDetail

ReturnCode Int64

ReturnMsg String

Total Int64

Requestld String

4. §51RE5

=Rk (CFW)

ESit] R
String NHEBE , AZOBYE : DescribeBorderProtectList
String AHEBE, AEORE : 2019-09-04
String AHBY, AEOTFEEBISH,
Int64 BRHE
Int64 REE
String BRBY, jsont8X=F/E , =WE"(}
)0
EEMBRTIREEE

REME , 0 E=ARTH , 3E0 @ EERM
IREMSE | success : FAID , fail | ZiEKLH
HREREE , BFHT

E—ER ID , ®RIERBSIRE. ERAEFEERAEZRIER Requestld,
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FailedOperation
InvalidParameter

InternalError
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KIS SRR RS

BRABCIE SRS © 10000R/FD,
BT : 2023-03-24 11:41:03,

EORIESERER,

2. MNSHL

IUTERSEG IR TEOBRSEO RS, TEAHSHIIRNATERSE,

SEER WAIE FEEFNULL
Action = a
Version =2 &
Region = a

3. S

SHETR ESidl

Leaks LeakTrendsHead
OtherAttacks LeakTrendsHead
ProtectInfo CfwProtectInfo
ReturnCode Int64
ReturnMsg String

Requestld String

4. F51RA5

UG T OS5 B EEAERAIEIRD |, B ERIGIFEN A HHEIRD,

SRS
FailedOperation
InvalidParameter

InternalError
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String AHSE, AZEOBYE : DescribeBuyPagelnfo
String AHSE, AEOBYE : 2019-09-04
String AHBH , AEOFTFEEZBILSH,
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ERHN T RRE RS
ErtipimRE Rt
PP E R ST
IREMAZSES 0 B AF0AALTD
IRESE success L Efth A<RLLH
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EMBIRESENEN,

2. MNSEL

IUTERSEGIRNGIH TEOBRSEDO RS, TEAHSHIIRNATERS,

SHER WA
Action 2
Version =
Region 2
Limit a
Offset &

3. ImHEEL

BHETR ESidl
Data InsInfo
Total Int64
Requestld String

4. EiRAY

FEEFNULL B faik

& String NHEE , AEOBYE : DescribeCfwInsCvmlList
= String AHSE, AEOBYE : 2019-09-04

= String PHEBY  FEOTTEEGBILSH,

a Uint64 Limit

- Uint64 Offset

A
Data
Total

W—iER ID , SRERERIRE. EDRNFEERFIZRIERA Requestld,

UM T OS5 BEERATEIRD | BAERIGIEN A TLEIR,

FRIRAD
Resourcelnsufficient
AuthFailure
DryRunOperation
InternalError
InvalidParameter
LimitExceeded

MissingParameter
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BOWSREE : cfwapi3.cloud.sunhongs.com,
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BRIABECIESRGRERERE : 200R/FD.

FEOEFRATE : 2023-11-30 14:11:52,

EMBIRESENEN,

2. MNSEL

IUTERSEGIRNGIH TEOBRSEDO RS, TEAHSHIIRNATERS,

SEER WAIE FEFNULL &St b

Action =2 & String o=s

Version - ES String ~HSE, AREOBYE : 2019-09-04
Region 2 " String NHBH , AEOFAFEERBISH.
Limit = & Uint64 Limit

Offset & &5 Uint64 Offset

3. ImHEEL

SHER ESidl 1%
Data CfwInsInfo Data
Total Uint64 Total
Requestld String K—iEK ID , SRiEKEPSIRE. EUREATEERHZRIEKAY Requestld,

4. tHIRMY
UM T OS5 BEERATEIRD | BAERIGIEN A TLEIR,
FRIRAD
Resourcelnsufficient
AuthFailure
DryRunOperation
InternalError
InvalidParameter
LimitExceeded

MissingParameter
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SRS : 2023-03-24 11:41:03,

BRS8N EN,

2. MNBEL

U ERSEGIRNG I TEOBRSER D 23t

SHER Wik FBEFNULL
Action 2 A
Version 2 &
Region 2 &

3. S
SHER ESidl
Data CfwUserStatusData
ReturnCode Uint64
ReturnMsg String
Requestld String

4. ERAY

£ | TERAHSHGIRNATHERSLL,

it A

String NHESH , ANZEOEYE : DescribeCfwUserStatus
String NHSH, AEOE : 2019-09-04

String NHEH , FEOAFEGENSEH,

fA
HPERER
EMIREREIRD

ZOREER

B—ER ID , SRERERIRE. EEEANFRERFZXIERA Requestld,

UG T OS5 BEEERAIEIRS |, B EIRIGIEN A HHEIRD,

SEIRAD
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MRS E N EN,
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ITFERSEGIRNG I TEOBRSEDO RS, TEAHSHIIRN TGRS,

SEETR WAL FEYFNULL it 00
Action = -3 String NS, ANZEOEYE : DescribeCheckCLSStatus
Version - ES String AHSE, AREOBYE : 2019-09-04

Region 2 B String AHBH , AEOFFEECBLSH,

3. S

SEER it R
Status Int64 BEHE
Requestld String E—iEK ID , ®RiERESRE. EMRNFEEREZXEKE Requestld,
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EOSEFAETE : 2023-03-24 11:41:03,

ORISR ER,

2. MNSEL

IUTERSEGIRNGIH TEOBRSEDO RS, TEAHSHIIRNATERS,

SEER WAIE FEFNULL ESid] faik

Action = -3 String NS, ANZEOEYE : DescribeChooseAsset
Version - ES String AHSE, AREOBYE : 2019-09-04

Region 2 & String AHBY  AEOALFTERBIESH,
FuzzySearch %S S String BRI

Groupld = 5 String 4Hid

InsType = = String Bk 1

Limit B a Int64 TR/ 0 238

Offset & & Int64 frize

Zone a & String Ithiag
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SEER it R
Data Instancelnfo BIRES
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Requestld String HE—iEK ID , BRiEKRESIRE., ERIEEREZXIERE Requestld,
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FailedOperation
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IUTERSEGIRNGIH TEOBRSEDO RS, TEAHSHIIRNATERS,

BHER WAISE FEEFNULL ESid] A
Action =2 & String nHESH , ANZEOEYE : DescribeCidrRelatedInstances
Version i = String NS, AEORYE : 2019-09-04
Region 2 & String 2HESY , AEOTFEEGELSEH,
) . ST,
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= A I mmmmmmE
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N e
3. mHESE
SHETR e i) AR
Relatelnstances FwRelatelnstances SLEFEER
TotalCount Int64 SRS
Requestld String W—iEK ID , ®XIEKREEBSRE, EEEHEERMIZRIEKRE Requestld,
H 3
4. %EIBEE%
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1. gOfEiA

BOBRESE : cfwapi3.cloud.sunhongs.com,

3.3 AR AUR , OSURRERE , KIFPE , LGS
BRABCIE SRS © 10000R/FD,

BEOEEATE) : 2023-03-24 11:41:03,

EORBSEREN,

2. MNSEL

IUTERSEGIRNGIH TEOBRSEDO RS, TEAHSHIIRNATERS,

SEER Wik FEEFNULL i) faik

Action 2 & String AHSE, AZEOBYE : DescribeDbOverview
Version - S String AHEBE, AEOYE : 2019-09-04

Region 2 = String AHBH , AEOFFEEBLSH,
TimeType = & String SHXIREIIR,

AHEISREL : 1: 24/NBJ8HE |, 2: TREUE

3. S

SHETR ESic) Do

DbNum Int64 RS

DbTypelnstances Dblnstance RSB

DbVisitChart Dblnstance EREC H R E

DbVisitltems Dblnstance HiREsE)top5

NoDefendDbNum Int64 R

RiskDbNum Int64 RS HOERZEES

Requestld String W—iEK ID , BRIEKRESRE, BRI EERMZRIERE Requestld,
4. RIS

ZEOFERSSBEREXAERD  BERIF ARG,
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EOiEKER : cfw.api3.cloud.sunhongs.com,

DescribeDynamicListF=Rzhas5Ze

EOAZEIESSRERERE : 200%/7D.

EOSERATE : 2023-06-27 11:28:51,

MRS E N EN,

2. MNSEL

IUTERSEG IR TEOBRSED LHSH , TBAHSHIIEL

SHETR
Action
Version

Region

3. S

BHETR
AlertList
LastTime
ProductList
ReadList

Requestld

4. EiRAY

=
=
=
=

=
=3

ESidl
AlertAd
String
Productinfo
String

String

FEFFNULL Bt
& String
&= String
& String
R
i ikbanner58

BIE—IREFRAE

HSER

UM T OS5 BEERATEIRD | BAERIGIEN A TLEIR,

FEIRIG

FailedOperation

InvalidParameter

UnauthorizedOperation

LimitExceeded

UnsupportedOperation

ResourcelnUse

MissingParameter
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1. gOfEiA

EOiEKER : cfw.api3.cloud.sunhongs.com,

BERBAEAsd-wan=BiX %

EOAZEOIERITELRE) © 10000R/FD,

EOSEFRATE : 2023-03-24 11:41:03,

BEORWSEREN,

2. MNBEL

IUTERSEGIRNGIH TEOBRSEDO RS, TEAHSHIIRNATERS,

SEETR WAL
Action 2
Version =
Region =

3. S

SHEBIR ESidl
Status Int64
Requestld String

4. F51RA5

FEFNULL St fA
& String AHSE, AEOBYE : DescribeEdgeCFWSwitch
B String AHSE, AEOBYE : 2019-09-04
= String ~HBH , AEOLFEGZENSEH,
i)

K& 0 RAErER 10 ATLAMER

B—EK ID , SREREBRIRE. EAPEANREREZXIERA Requestld,

ZEOERISSEERERAERD , AR TR,
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1. EOfmA

EOiEKER : cfw.api3.cloud.sunhongs.com,
BRI KRS ISIETABIIAS
BRAECIESRITERPRE : 200R/7D,

EOSEFAETE : 2023-08-30 20:45:07,

MRS E N EN,

2. MNBEL

UTERSEGIRNG I TEOBRSEO N HSEH

SEETR WhiE FEYFNULL
Action = &
Version 2 =
Region 2 &
By A S
desc [&F

FwRegion &= S
Limit = )
Offset &= &
Order S &
TimeType &= &=

3. IS

SHER ESidl
InBypassFlowMax Int64
InBypassLineCharLst FlowLineChar
InFlowMax Int64
InLineCharLst FlowLineChar
InSerialFlowMax Int64
InSerialLineCharLst FlowLineChar
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String AHSE , AMEOBYE : DescribeEdgeFwFlowsStat
String AHBE, AEORYE : 2019-09-04
String NHEBY  FEOTTEECBILSH,
. IHBHIIATT I,
String asc
. IHBHIIMATT I,
string BAESEAIID
Int64 IS EISATT L,
FRREHITTAD A
Int6a IBHIIMATT I,
FRREZLHTAS TR
) I BHIIMRT L,
String i
Int6a IS EISMATT AL,

EEAIRTEIXE LIS, 2: 24 N8G , 3: 7R, 4:11H

A
FENIIEERE
ERRNITEESE
NI ERE
N E R
BITAMIHERE

BT NI E R
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SHER ESid] HA

OutBypassFlowMax Int64 HubE RIS ERE

OutBypassLineCharLst FlowLineChar EERHIT & EEE

OutFlowMax Int64 ik ERE

OutLineCharLst FlowLineChar TSR

OutSerialFlowMax Int64 HuLeRTIEERE

OutSerialLineCharLst FlowLineChar BRITHISFEEEYE

SerialWidth Int64 BTSRRI

Width Int64 RS

Requestld String W—iEK ID , BRIEKRESRE, BRI BEEREZRIERKE Requestld,

4. RS
BB T B SS BIR RO AR | EUBERAD I S 200,

FEIRE 1t

[

FailedOperation
InvalidParameter
UnauthorizedOperation
LimitExceeded
UnsupportedOperation
ResourcelnUse
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AuthFailure
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RequestLimitExceeded
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ResourceUnavailable
ResourceNotFound
DryRunOperation
OperationDenied
ResourcesSoldOut
InvalidParameterValue

UnknownParameter

WRARERS : Efi=_V1 55221 W H904m

\|



5 |ZEE AR

AR E: 2024-09-03 18:49:58

1. g@OEiA

EOEKES © cfwapi3.cloud.sunhongs.com,
S|ZEEFHAA

ERAEOISESERERERE : 200%/7D.

EOSEFAETE © 2023-06-27 11:28:51,

BRS8N EN,

2. MNBEL

U ERSEGIRNG I TEOBRSER D 23t

£, TRAHSS
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SEETR WA FEYFNULL el A
Action = & String NH2E , ANEZEOBYE : DescribeEngineUpdateOverview
Version 2 B String AHSE, AEOBE : 2019-09-04
Region =4 & String AHSH , AEORFTELRLSEH,
3. S
SHER ESid) faik
Description String S|ZEEHES
NatStatus Int64 nat3|EEFRE
Time String AN S A 1E)
Version String RAS
VpcStatus Int64 vpcs [ EEFHIRE
Requestld String H—iEK ID , BRIEKRESRE., EEATEERMZRIERKE Requestld,

4. §51RE5

UG T OS5 BEEERAIEIRD |, BbEIRIGIFE AHHEIRD,

FEIRAD
FailedOperation
InvalidParameter
InternalError

InvalidParameterValue
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1. ZOHA

EOiEKER : cfw.api3.cloud.sunhongs.com,
et S e =<t 2 4 o T B
BOAZEIERIRERIRS] : 200%/70,

EOEFHATE : 2023-06-27 11:28:51,

MRS E N EN,

2. MNBEL

ITFERSEGIRNG I TEOBRSEDO RS, TEAHSHIIRN TGRS,

SEER WAl FEYFNULL el faik
Action 2 & String AHSE , AEOBYE : DescribeEventAssetnfo
Version 2 = String AHSE, AROBYE : 2019-09-04
Region 2 = String AHSH , AEORFTEELRLSEH,
Assetld =2 & String &reld
3. MHESE
SHEIR &Sl R
AssetInfo AssetInfo BAEER
BarData BarData SfgimdTop5
PieData PieData TEEMSFELT
Requestld String H—iEK ID , BRiEKRESIREl., BRI EEREIZXIERE Requestld,

4. tHIRMY

UM T OS5 BEERATEIRD | BAERIGIEN A TLEIR,
SRS AR
FailedOperation

InvalidParameter
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BOBRESE : cfwapi3.cloud.sunhongs.com,
KRS B EIRGIE

BRABCIE SRS © 10000R/FD,
BECIEHASE : 2022-07-18 16:45:09,

EMBIRESENEN,

2. MNSHL

IUTERSEG IR TEOBRSEO RS, TEAHSHIIRNATERSE,

=Rk (CFW)

SEER WhIE FEFNULL Bl A
Action =2 =3 String NHEESH , ANZEOEYE : DescribeEventNamelist
Version 2 = String AHSE, AEOBE : 2019-09-04
Region = a String NHBH , AEOFFEERBULSH.
Direction S = Int64 FAE, I, Ot , AL
FwType & &= Int64 BAXIESREY | OFEXM , 1vpc , 2nat
KillChainList a & Array of String TRIsEI s

3. BHBE
SHEIR ESit) A
Data String REE
ReturnCode Int64 REE
ReturnMsg String RENE
Requestld String W—iEK ID , ®XEKESIRE, BRI HEEREIZRIERR Requestld,

4. FEIRTS
UG T OS5 IBEERRIEIRT |, EhiERIGIFN A HEIRAD,
FEIRIG
AuthFailure
ResourcesSoldOut
UnknownParameter
InvalidParameter

LimitExceeded
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L. ZOmA

EOIEKIEER : cfw.api3.cloud.sunhongs.com,
AEFEITHESH

EUAEOIERITEIRE © 10000IR/FD,

OIS ATE) : 2023-03-24 11:41:03,

EOBIOEE R,

2. MNSEL

IUTERSEGIRNGIH TEOBRSEDO RS, TEAHSHIIRNATERS,

SEER Wik FeEFNULL eSic) ik

Action =2 =3 String NHSH , AEOBYE : DescribeExportLogs
Version 2 B String AHESE, AEORYE : 2019-09-04

Region 2 B String AHBH , AEOFTFEEZBILSH,
EndTime £ & String (IEEEEERAT A

Filters = = Array of CommonFilter HREHES

Index 2 ES String HEEERR

StartTime 2 & String ivias eling|El

3. ImiHEEL

SEER eSis) i)

FilePath String SHHIREGERE

ReturnCode Int64 IREPRZSHS 0 B IEOAELEN

ReturnMsg String IREWSRA success Ak EHAth a0

Status Int64 SHRE

Requestld String WE—iEK ID , SRIEREPIRE, EITRATFERMIZRIFRE Requestld,
Se

ZEOETISSBIEEXAEIRID , BEAERIBEN ARG,

WRARERS : Efi=_V1 55226 T FH904



SREX AP BO KA (4R)RIID ARG IR

AR E: 2024-09-03 18:49:58

1. g@OEiA

EOiEKER : cfw.api3.cloud.sunhongs.com,

SRENFEF B K R (4R IIDEFRFIZR
EOAZCIERSTERIRS) : 100000%/75,
BEOSEHATIE) : 2023-03-24 11:41:02,

MRS E N EN,

2. MNBEL

U ERSEGIRNG I TEOBRSER D 23t

SHER Wik FEYFNULL
Action = &
Version =2 &
Region 2 =
A s
3. S
SHER St
Data FwGroupIdName
Requestld String

4. F51RE5

£ | TERAHSHGIRNATHERSLL,

Sl A
String NS, AEOBYE : DescribeFwGroupldNames
String NHBE, AEOEYE : 2019-09-04
String AHBH , AEORTFEELBILSH,
fEA
B K& (4EFIER)

E—EK ID , ®RIERBSIRE. EERNFEERAZRIER Requestld,

UG T OS5 BEEERAIEIRS |, B ERIGIEN A HHEIRD,

FEIRAD

FailedOperation
InvalidParameter
UnauthorizedOperation
LimitExceeded
UnsupportedOperation
ResourcelnUse
MissingParameter
AuthFailure
InternalError

RequestLimitExceeded
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1. #FOHA
EOiEKER : cfw.api3.cloud.sunhongs.com,

SRENFRF AT VPCR KR (4R) & VPCRE KIESL R R ER

BROAREOIERIRERIRE] : 100000R/FD,

EOEFHAETE : 2023-03-24 11:41:03,

OIS A .,

2. NSE

UNERSHTIFRGIH TEROBRSEMESPD AR |, RBEAHSHTIRI GRS

SEER Whise FEFNULL ESid] R

Action =2 &5 String NH2E , ANZEOBYE : DescribeFwGrouplnstancelnfo

Version 2 & String NHBE, KEOEYE : 2019-09-04

Region 2 S String AHBH , AEORTFEEBLSEH,

. WEEII AT,
B & a5 S
y ting HERF RTINS
. . fliz 500 S U1
EndT a & St N
natime 1 HRRAORLERSE , BIRME

Filters & & Array of CommonfFilter ggzﬁgfm°

Limit 2 =& Int64 ,g; %‘Mﬁm‘

Jlie 500 o S A

Offset = = Int64

*¢ = ¥ R
. WEEII AT,
Ord 5 5 St
rder | | & ring desc : 185 ; asc : FHi%. (RIEBYSERIOMEHTHIF , X BA0EABY BARE(E
. . Jliz 500 o S U1
T & B

startfime string I RARRIARIE) , TR
3. IS

SEER it R

Total Int64 FKAE(4R) N

VpcFwGrouplst VpcFwGrouplnfo BAXIE (ZH)

Requestld String HE—EK ID , ®RiEKESIRE., ERNFEEREZXERE Requestld,

4. EIRAY

UM T OS5 ZEERRTEIRD | EAERIGIEN A HLEIRD,
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UnknownParameter
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AR E: 2024-09-03 18:49:58

1. gOfEiA

EOiEKER : cfw.api3.cloud.sunhongs.com,
DescribeGuideldpsinfo 35 |S4=#iE {8 EaEO
EOAZEIESSRERERE : 200%/7D.

EOEFRATE : 2023-03-24 11:41:03,

MRS E N EN,

2. MNBEL

IUTERSEGIRNGIH TEOBRSEDO RS, TEAHSHIIRNATERS,

SHER Wik FBEFNULL St 1)

Action =2 &5 String NHSE, AEOBYE : DescribeGuideldpsinfo
Version 2 ES String AHSE, AREOBYE : 2019-09-04

Region 2 a

3. S

BHER it A
Data IdpsInfo FSISEBEAAEEARER
Requestld String H—iEK ID , BRIEKRESRE, AT BEEREIZRIERKA Requestld,

4. F51RA5

ZEOERISSEERERAERD , AR TR,
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1. g@OEiA

EOiEKER : cfw.api3.cloud.sunhongs.com,
DescribeGuidePortProtect 35| S&iK EEEE
BRAECIESRITERPRE : 200R/7D,

EOEFRATE : 2023-03-24 11:41:03,

ORISR ER,

2. MNBEL

ITFERSEGIRNG I TEOBRSEDO RS, TEAHSHIIRN TGRS,

BHER RAIE FEFNULL ESit] A
Action 2 & String AHS% , AMEOBYE : DescribeGuidePortProtect
Version 2 RS String AHESE, AEOBYE : 2019-09-04
Region =2 S String NHBH , KEORSEEELLSEL,
N e
3. mHEsE
BHER il Eiiha
Data PortProtect ZHIROREER
Requestld String —iEK ID , ®RiEKRESRE. EMRIEEREZREKE Requestld,

4. 5ERtS
LUNAE T O SSBERXAIEIRD |, EittERiBiEI A SR,

HHIRE3 5
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LimitExceeded
UnsupportedOperation
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MissingParameter
AuthFailure
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RequestLimitExceeded
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1. gOfEiA

EOiEKER : cfw.api3.cloud.sunhongs.com,
DescribeGuideScanInfoiF5 |43 OER
EOAZEIESSRERERE : 200%/7D.

EOEFRATE : 2023-03-24 11:41:03,

MRS E N EN,

2. MNSEL

IUTERSEGIRNGIH TEOBRSEDO RS, TEAHSHIIRNATERS,

SHER WAL FEFNULL ESidl 1%

Action =2 &5 String NESE , ANZEOEYE : DescribeGuideScaninfo
Version 2 ES String AHSE, AROBYE : 2019-09-04

Region 2 & String AHSH , AEORFTELRLSEH,

3. S

SEER St A
Data ScanInfo HEER
Requestld String E—iEK ID , ®RiEKRESRE. EMRNEEREHZXIEKE Requestld,

4. tHIRS

UM T O3B EERRYEIRT | EERIGIEN A LSRG,
FEIRAD
FailedOperation
InvalidParameter
UnauthorizedOperation
LimitExceeded
UnsupportedOperation
ResourcelnUse
MissingParameter
AuthFailure
InternalError

RequestLimitExceeded
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1. gOfEiA

EOiEKER : cfw.api3.cloud.sunhongs.com,
DescribeGuideUserStatus #1335 | S5epitRA U E T
BRAECIESRIERPRE : 200R/7D,

EOSEFAETE : 2023-03-24 11:41:03,

MRS E N EN,

2. MNSEL

IUTERSEGIRNG I TEOBRSERD NHSH , TBAHSHIIRNAHIEK

SEER WAl FEEFNULL
Action = a
Version = B
Region 2 a

3. S

BSEETR &S]
Data GuideUserStatus
Requestld String

4. F51RA5

ESidl 3%
2
String N

(%)
o+
=,
=1
«Q
N
&>

1%
WFS ISR

28, ANMEOEYE : 2019-09-04

1Y FROFTFEERBILSH.

B—ER ID , SREREBRIRE. EAPENRERHZRIERA Requestld,

UG T OS5 B EEERRIEIRG |, B ERIGIEN AHHEIRD,

FEIRAD

FailedOperation
InvalidParameter
UnauthorizedOperation
LimitExceeded
UnsupportedOperation
ResourcelnUse
MissingParameter
AuthFailure
InternalError

RequestLimitExceeded
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FOMZOIESIERIRE : 100000%/7,
SRS : 2023-03-24 11:41:03,

ORISR ER,

2. MNBEL

IUTERSEGIRNGIH TEOBRSEDO RS, TEAHSHIIRNATERS,

SHER Wik FBEFNULL

Action = a

Version b= &5

Region 2 a

EndTime 2 B

Limit = &

Offset = a

Probeld S &

SearchValue S Fi

Serviceld S &

Sort &5 &5

StartTime = &

Status & B
3. EHSE

SHETR ESidl

Data HoneyPotAttacker

ReturnCode Int64

ReturnMsg String

Total Int64

Requestld String

4. $EIRAS

ZEOTRESBERXNERS , BtEREFER
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ESidl 1%
String NHSH , AZEOBYE : DescribeHoneyPotAttacker
String AHBE, AEOBYE : 2019-09-04
String AHBY, MEOFFEERLLSH.
String ZEREM
Int64 BRHE
Int64 fREE
String REtd
String BREM
String Zigid
String He
String FHIARTIE
String HERS
1172
IREIEER

RE , 0 : EaRT |, 3E0 @ EAIRI
KSR | success : EATY | fail | EiELY

HRSEREH BTSSR

K—iEK ID , RiEKEPSIRE. EIARTEERMIZRIEKAY Requestld,

AN HEERS,
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1. g@OEiA

EOiEKER : cfw.api3.cloud.sunhongs.com,

EERRSSIR
EOAZECIE SRR : 200/70.
BEOSEHATIE) : 2023-06-27 11:28:51,

MRS E N EN,

2. MNBEL

U ERSEGIRNG I TEOBRSER D 23t

SEER Wik FFFNULL

Action 2 &
Version b =
Region 2 a
Limit = &
Offset = &
Probeld & &

SearchValue & =
Sort 2 &5
A s

3. WS
SHETR ESid)
Arealists SelectInfo
Data HoneyPotInfo
ReturnCode Int64
ReturnMsg String
Total Int64
Requestld String

4. F51RA5
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S, TEAHSHIIRNATERSH.

AHS% , AMEOBYE : DescribeHoneyPotList
NEBE, AEOEYE : 2019-09-04

REBH, FEOTTEEGBUSEH.

1
o

T

=1

1
e

RSB, jsont&BRFHE |, SUE"()" , ZEREIRS : service_type , 32HZE! : interaction_type , i :
region , Zf&ld : service_id , ZH#ERTR : service_name , FE : bait , FF3% : switch , JKZ : status , HEHEE

Z : common

HiFS8 , IREHEE MBI Kprobe_countasc , #RETEE M KE/\probe_count:desc , GraREMNEIR
hit_times:asc , apFREIMAZ/hit_times:desc

R

HiEIER

ERIRSTIREE

WSE , 0 : EiEpY , JF0 : Eif
KSR | success : iR | fail : EEW
ERERDE  BTFOR

E—EK ID , ®RIERIBSIRE. EBRNFERAZRIERE Requestld,

UG T OS5 BEEERAIEIRG |, B EIRIGIE AHHEIRD,

HHIRE3
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SRS : 2022-07-18 16:43:24,

BRS8N EN,

2. MNBEL

ITFERSEGIRNG I TEOBRSEDO RS, TEAHSHIIRN TGRS,

SHER WA FBEFNULL
Action = A
Version 2 &5
Region 2 A
IPList 2 B
3. EHSE
SHETR ESil
ReturnCode Int64
ReturnMsg String
StatusList IPDefendStatus
Requestld String

4. EIRAY

ESidl 1%

String nNHESH , ANZEOEYE : DescribelPStatusList
String AHBE, AEORE : 2019-09-04

String NHBY  FEOTTEEGBILSH.

Array of String &r=ld

E—EK ID , 8RERBIIRE. EDRNFERHEZRIERE Requestld,

UM T 3O S5 2 EERATEIRS | BAERIGIEN A HLEIRD,

SHIRAD

AuthFailure
ResourcesSoldOut
InvalidParameter
LimitExceeded
MissingParameter
UnknownParameter

RequestLimitExceeded

WREFRA © Efi=_V1

=Rk (CFW)

%241

\|

£904m



=

ResourcelnUse
Resourcelnsufficient
InternalError
OperationDenied
ResourceUnavailable
UnsupportedOperation
DryRunOperation
UnauthorizedOperation
FailedOperation
InvalidParameterValue

ResourceNotFound
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DescribelpsRuleListNew

IR A: 2024-09-03 18:49:58

1. ZgOiEis

EOIEKIEER : cfw.api3.cloud.sunhongs.com,

DescribelpsRuleListNew

BOANECIESIAZIRE) © 10000R/FD,

BOEHASE : 2022-12-21 09:42:50,

EMBIRESENEN,

2. MNSEL

IUTERSEG IR TEOBRSEO RS, TEAHSHIIRNATERSE,

SHETR
Action
Version
Region
By
Filters
Index
Limit
Offset

Order

3. ImiHEEL

SHER
Category
Data
ReturnCode
ReturnMsg
Total

Requestld

4. §51RE5

=
=

il

D

]|

i

el

il

o

FEFNULL

|

O o

i

%7
String
IpsRuleDetailNew
Int64

String

Uint64

String

ESidl fEik
String AHSE, AEOBYE : DescribelpsRuleListNew
String AHSE, AREOBYE : 2019-09-04
String AHBY, FMEOFFEEGRLSHL
String HEFRFRTFREIRYFER
Array of CommonFilter HIERHES
String FETENRS| , HERRER , IR ENATRESR
Uint64 [EDES
Uint64 WisE
String desc
b
25
3¢
code
code iR

HE—ER ID , ®REREBIRE. EDERHEERHHZXIERA Requestld,

UG T 3O S5 B EERATEIRD | EAERIBFEN A TLER,

HEIREY

WREFRA © Efi=_V1
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IR HnA
UnknownParameter
AuthFailure

OperationDenied
ResourcelnUse
InvalidParameterValue
ResourceNotFound
ResourcesSoldOut
MissingParameter
ResourceUnavailable
Resourcelnsufficient
FailedOperation
InternalError
LimitExceeded
UnauthorizedOperation
UnsupportedOperation
DryRunOperation
InvalidParameter

RequestLimitExceeded
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fREYIRER

AR E: 2024-09-03 18:49:58

1. ZgOiEis

BOBRESE : cfwapi3.cloud.sunhongs.com,
ERPRENREEE

BRABCIE SRS © 10000R/FD,
BEOEEATE) : 2023-03-24 11:41:03,

EMBIRESENEN,

2. MNSEL

IUTERSEGIRNGIH TEOBRSEDO RS, TEAHSHIIRNATERS,

SHEIR Wik FUVFNULL 23

Action 2 a8 String
Version = & String
Region 2 a8 String
By & & String
FuzzySearch a8 a8 String
Limit 2 5 Int64
Offset =2 &5 Int64
Order B B String

SearchValue & & String
A s,
3. BHESE
SHER i)
Data IsolateTable
ReturnCode Int64
ReturnMsg String
Total Int64
Requestld String

4. EIRAY

=2

#2280, AMEORYE : 2019-09-04

>

KHBY, FROTTREBISH,
HEFFRR

TEHAEE

KE

fRcE

FHEFBERF asc/desc

=Rk (CFW)

Eif%{4 <br>"SearchValue":{"InstancelD":"1", "InstanceName": "v_tpq"}, <br> EiFHEFAIFER <br>
"Srclp": //IR %44 1,2,3 ¥z <br> "Uuid": //#llid<br> "DstContent" //BHJ<br> "CloudCode": /=~
B<br> "UpdateTime": //BfiE]<br> "Disable": //4RZ& <br> "Resource": //&F=H <br> "Insld": //&F=<br>
"DetectedTimes" //ik#] <br> <br>common FgEFER F1 T EFuzzySearch IhaE —H Biimab MFLIEEER

A

R

ZERAET

0 iR[EIRETH JEOREIKI
success IREIpLT BN
e

E—IEK ID , @RIERIBSIRE. ERREFERAZRIERE Requestld,

PUMRBIH T OS5 BEEERAIEIRD |, B ERIGIFE L A HHEIRD,

WREFRA © Efi=_V1
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FailedOperation
InvalidParameter
UnauthorizedOperation
LimitExceeded
ResourcelnUse
MissingParameter
AuthFailure
InternalError
RequestLimitExceeded
Resourcelnsufficient
ResourceUnavailable
ResourceNotFound
DryRunOperation
OperationDenied
ResourcesSoldOut
InvalidParameterValue

UnknownParameter
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HERER-TENR
AR E: 2024-09-03 18:49:58

1. g@OEiA

EOiEKER : cfw.api3.cloud.sunhongs.com,
BRRERTEN R

EOAZEOIERITELRE) © 10000R/FD,
EOEFRATE : 2023-03-24 11:41:03,

MRS E N EN,

2. MNBEL

ITFERSEGIRNG I TEOBRSEDO RS, TEAHSHIIRN TGRS,

=Rk (CFW)

SEER WhisE FEFNULL £ R

Action =2 5 String IS ANEOBYE : DescribelsolateNetCard
Version 2 = String AHSE, AREOBYE : 2019-09-04

Region 2 = String NHBH , AEORFEERBISH.
InstancelDList = & Array of String EREFLAIFIER

3. S

SHEIR st R

Data IsolateNetCard ZRET

ReturnCode Int64 Uaan Sy

ReturnMsg String success b EfthZkig

Requestld String H—iEK ID , ®REKESIRE, TR EEREIZRIERR Requestld,

4. tHIRMY
UM T OS5 BEERATEIRD | BAERIGIEN A TLEIR,
FEIRIG
FailedOperation
InvalidParameter
UnauthorizedOperation
LimitExceeded
ResourcelnUse
MissingParameter

AuthFailure

WREFRA © Efi=_V1
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InternalError
RequestLimitExceeded
Resourcelnsufficient
ResourceUnavailable
ResourceNotFound
DryRunOperation
OperationDenied
ResourcesSoldOut
InvalidParameterValue

UnknownParameter
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HEHITRERLSEN

AR E: 2024-09-03 18:49:58

1. g@OEiA

EOiEKER : cfw.api3.cloud.sunhongs.com,
BAEEITEEREES

EOAZEOIERITELRE) © 10000R/FD,

EEOEATE : 2023-03-24 11:41:03,

ORISR ER,

2. MNBEL

URERSEG IRV T EOBRSEIRD N HE

SHER
Action
Version
Region
EndTime
Filters
Index
Limit
Offset

StartTime

3. WS

SHER
Data
ReturnCode
ReturnMsg

Requestld

4. $EIRET

ZEOE TS BEERAEIRIS , BhERIGIFELD

AR FEFFNULL
= a
£ &
= a
£ &
A a
= =
= a
2 =
= a
e
LogAsyncRespond
Int64
String
String

WREFRA © Efi=_V1

String

String

String

String

Array of CommonfFilter
String

Int64

Int64

String

B
=4

EIfEE success pHh Efth AAh

bt
IREWAZSES 0 AZh JE0AALTH
1R|

=Rk (CFW)

B

"
NS, AEOBYE : DescribeLogsAsync

28, ANEOEYE : 2019-09-04

>

HE¥  FEROFFEREBLSH.

5>

=

iSRRI
IRRMHAS

HEEERR

BREH

R#E

IS FFAAR )

K—iEK ID , 8RIEKREPLIRE. TR EERMZRIEKAY Requestld,

ANHEEIRS,
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NATE 8Lt E

AR E: 2024-09-03 18:49:58

1. gOfEiA

BOWSREE : cfw.api3.cloud.sunhongs.com,
NATE Slg2sLhliteis 2

SRR SIREIRA © L0000R/FD,
BEOEATE) : 2020-07-07 15:31:32,

MRS E N EN,

2. MNBEL

IUTERSEGIRNGIH TEOBRSEDO RS, TEAHSHIIRNATERS,

SEETR WAL FEYFNULL it 00
Action = -3 String NH2E , AMEOBYE : DescribeNatExistRegions
Version - ES String AHSE, AREOBYE : 2019-09-04

Region 2 = String AHBH , AEOFFEEBLSH,

3. S

SEER i R
RegionList String IR
RegionStatusList RegionStatusData Wi TZR
Requestld String H—iEK ID , BXIEKRESIRE. EMIIEATEEREZRIEKRA Requestld,
H
4. %EBEEE.'J

UG T OS5 IBEEERRIEIRT |, EhiERIGIF N A HEIRED,
FEIRIG
FailedOperation
InvalidParameter
UnauthorizedOperation

LimitExceeded

WREFRA © Efi=_V1
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SRENFE A iZ4ENAT L)

AR E: 2024-09-03 18:49:58

1. g@OEiA

EOiEKER : cfw.api3.cloud.sunhongs.com,
GetNatFwInstanceWithRegion 3REVEFHTIZIS4ERINATELG) | #5_Eithis
EOAECIERITEERE © 10000R/FD,

EOEFRATE : 2023-03-24 11:41:03,

MRS E N EN,

2. MNBEL

ITFERSEGIRNG I TEOBRSEDO RS, TEAHSHIIRN TGRS,

SEETR WhlE FEYFNULL St E00
Action = =3 String NHSE, AMEOBYE : DescribeNatFwlnstanceWithRegion
Version 2 & String AHEHSE, AEOBYE : 2019-09-04
Region 2 & String NHBH , AEOFTEEBL S,
A g
3. mHEsE
SEETR il A
NatinsLst NatFwInstance SCAIELE
Requestld String W—iEK ID , ®XIEKESFSRE, TR HEERHEIZRIEKR Requestld,

4. 5ERtS
LUNAE T O SSBERXAIEIRD |, EittERiBiEI A SR,

HHIRE3 5

[

FailedOperation
InvalidParameter
UnauthorizedOperation
LimitExceeded
UnsupportedOperation
ResourcelnUse
MissingParameter
AuthFailure
InternalError

RequestLimitExceeded

WREFRA © Efi=_V1
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IR 1)

=4

Resourcelnsufficient
ResourceUnavailable
ResourceNotFound
DryRunOperation
OperationDenied
ResourcesSoldOut
InvalidParameterValue

UnknownParameter
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EifnatipaizHAN as S

AR E: 2024-09-03 18:49:58

1. gOfEiA

BOWSREE : cfw.api3.cloud.sunhongs.com,
BEInat IR i

BRABCIE SRS : 20000R/F5.
EOSEFAETE : 2023-12-01 14:18:45,

EORIESZRER,

2. MNSEL

IUTERSEG IR TEOBRSERO NHSH, .

SEER WAIE FEFNULL et ik

Action =2 &5 String NS, AZEOBYE : DescribeNatFwRuleHitDetail
Version 2 ES String AHSE, AREOBYE : 2019-09-04

Region 2 & String AHSH , AEORFTELRILSEH.

Uuid 2 B Int64 MRS BLAIHE—id

3. S

SHETR it A
Data NatRuleDetail FUEEECES
Requestld String K—iEK ID , SRIEKEPLIRE. TR EEREZRIEKAY Requestld,
HAE
%Eﬂf

UM T O3B EERATEIRS , BAERIGIFEL
FEIRIG

FailedOperation

InvalidParameter

UnauthorizedOperation

LimitExceeded

AuthFailure

ResourceNotFound

MissingParameter

OperationDenied

InternalError

WREFRA © Efi=_V1

FHIRID,

=Rk (CFW)
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Dy =Rk (CFW)

IR 1)

=4

InvalidParameterValue
RequestLimitExceeded
ResourcelnUse
ResourceUnavailable
ResourcesSoldOut
UnknownParameter

Resourcelnsufficient
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NATRAKESBLIF RIS

AR E: 2024-09-03 18:49:58

1. gOfEiA

BOWERES  cfw.api3.cloud.sunhongs.com,
NATRS KB E 2R

BUABECIERIMERIRE] : 100000%/%S,
BESEEAIE) : 2022-08-24 11:28:28,

MRS E N EN,

2. MNSEL

IUTERSEG IR TEOBRSETO 7S

SHER Wik FEFNULL
Action 2 =
Version 2 &
Region 2 a
Limit = &
Offset & &
SearchValue B &

3. S
SHETR KA
Data NatProtectSwitchDetail
ReturnCode Int64
ReturnMsg String
Total Int64
Requestld String

4. §51RE5

UG T # Ok S35 EAERANERT | Bt ER G

HEIRE

AuthFailure
ResourcesSoldOut
UnknownParameter

InvalidParameter

WREFRA © Efi=_V1

=Rk (CFW)

£ | TBRAHSHGIRNATHERSLL,

ESic) R

String AHSE , AEOBYE : DescribeNatProtectList
String AHEBH, AEOEYE : 2019-09-04

String AHBY, AEOTFEEGBILSH.

Int64 BIKE

Int64 EIIW

Array of Filter IREUNATEH RIS IR S 41

R

NATRK S ENRIFF R

KE , 0 EERTD , 3F0 : AR
RMER , success : EERLLY |, fail : B
EREREEH

E—EK ID , ®RERBSRE. EERNEERAZXIER Requestld,

R,
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LimitExceeded
MissingParameter
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
UnauthorizedOperation
InternalError
OperationDenied
ResourceUnavailable
UnsupportedOperation
FailedOperation
InvalidParameterValue
DryRunOperation

ResourceNotFound
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NATRGKEFFRIRESE

AR E: 2024-09-03 18:49:58

1. gOfEiA

EOiEKER : cfw.api3.cloud.sunhongs.com,

FIF RS NAT B 50RES
EOAZCIEFSTERIRS) : 100000%/75,
SRS : 2023-03-24 11:41:03,

MRS E N EN,

2. MNBEL

U ERSEGIRNG I TEOBRSER D 23t

SEER WAYEE FEFNULL
Action = &
Version = =
Region 2 a
Area 2 a
Ids = a

3. ImHEEL

SHER ESid]

Data NatSwitchStatusInfo
FailData SwitchFaillnfo
Requestld String

4. EiRAY

S, TEAHSHIIRNATERSH.

ESit] 1%
String AHSE , AMEOBYE : DescribeNatSwitchStatus
String AHSE, AEOEYE : 2019-09-04
String AHBY , FEOFFEEGRLSHL.
String piih
Array of Uint64 Biidia
1%
R&FIFE
HIRMEIER

E—EK ID , &RERESIRE. EDRIFEERAIZRIERE Requestld,

UM T OS5 BEERATEIRD | BAERIGIEN A TLEIR,

FRIRAD

FailedOperation
InvalidParameter
UnauthorizedOperation

LimitExceeded

WREFRA © Efi=_V1
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EHERIMNREE REtopS

AR E: 2024-09-03 18:49:58

1. gEOfER

EOiEKER : cfw.api3.cloud.sunhongs.com,
ERERINRIZREtopS
BRAECIESRITERPRE : 200R/7D,

EOSEFAETE : 2023-07-25 10:50:21,

MRS E N EN,

2. MNBEL

ITFERSEGIRNG I TEOBRSEDO RS, TEAHSHIIRN TGRS,

SEER WAL FEEFNULL e it HHAR

Action 2 & String ANHS¥, AEOEYE : DescribeNetFlowDoaminTop
Version 2 5 String AHSE, AREOBYE : 2019-09-04

Region =} = String AHSBY , AEORTELIRLSEH,

Instanceld & & String scfild , NgERMES

TimeType 2 & Int64 BHEISEEL , 0: 7K, 1 : 24/N\ed

3. IS

SHEMR St faik

Data NetFlowDomainTopInfo LR

ReturnCode Int64 W&E , 0 EiFpEY , 3F0 : FEifRI

ReturnMsg String KEEE | success : EIFRLDN |, fail : BRI

Requestld String HE—iEK ID , BIRIEREBIRE, TSR FHRERFHZIRIBERA Requestld,

4. 5ERG
LUNAE T O SZERRAIEIRD |, EitERiBIE I A HEIRD,

HEIRE 5

[

FailedOperation
InvalidParameter

InternalError
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ERERIINERERTIZR

AR E: 2024-09-03 18:49:58

1. g@OEiA

BOWERES  cfw.api3.cloud.sunhongs.com,
ERERINERIRETIR

BUABECESRERIRE] : 200R/%D,

EOSEFRAIE - 2023-06-27 11:28:51,

MRS E N EN,

2. MNBEL

ITFERSEGIRNG I TEOBRSEDO RS, TEAHSHIIRN TGRS,

SEER Wik AYFNULL KR
Action 2 & String
Version = = String
Region = B String
Instanceld S S String
Limit 2 a5 Int64
Offset 2 &= Int64
SearchValue 2 5 String
Sort p=3 = String
TimeType 2 &5 Int64
A g

3. S
SHER S
Data InstanceDomainInfo
ReturnCode Int64
ReturnMsg String
Total Int64
Requestld String

4. EIRAY

NHS¥ , AEEOBYE : DescribeNetFlowDomainInfo

T8, ANEOEYE : 2019-09-04

>

REBH, FEOTTEEGBUSEH.
SEflld |, AEEMES
BOHE

fwEE

=Rk (CFW)

RS, jsont&XFRIE , SWHE"(" |, 1% : domain , KA : risk_assess

HFSE , hiaRENNEIXflowCountasc , ihEREMAZ N flowCount:desc , RILIAIAATEIMNEIK
end_time:asc , SREiAARTEM AR \end_time:desc , iHaNREM/INEIAtotal_count:asc , iFANREMAE/N

total_count:desc

BfEIERY , 0: 7R, 1 : 24/

1290

BHifER

WSE, 0 : =AY, 3F0 : HFKK
ISR | success : iR | fail : EARH

EIRERZE  BTFOR

HE—iEK ID , SRERBIRE. EENHEEREHZXIERR Requestld,

UG T OS5 B EEERAIEIRG |, B iEIRIGIE A HHEIRD,

HHIRE3
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IR i

[

FailedOperation
InvalidParameter

InternalError
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ERERIINRERAIE

AR E: 2024-09-03 18:49:58

1. g@OEiA

BEOBRES

cfw.api3.cloud.sunhongs.com,

BTN EAEFSLAIF IR
EOAZEIESSRERERE : 200%/7D.

EOSEFRATE : 2023-06-27 11:28:51,

MRS E N EN,

2. MNBEL

ITFERSEGIRNG I TEOBRSEDO RS, TEAHSHIIRN TGRS,

SHER
Action
Version
Region
Domain
Limit

Offset

Sort

=

=

=
E

TimeType 2

3. S

SHER

Data

ReturnCode

ReturnMsg

Total

Requestld

4. tHiR

5

FFNULL 263

= String
= String
&= String
= String
&= Int64
= Int64
= String
= Int64
ESidl

InstanceDomainInfo
Int64

String

Int64

String

=Rk (CFW)

FeSEflFIER

B

R

NHBH, AEOYE : DescribeNetFlowDomainInsInfo

AHSE, AEORYE : 2019-09-04

AHBY , AEOTFEEGBILSH.

EitaEEE

BHE

DuEs=

HFs# , hiaEMN B X flowCountasc , hiaiiEMAEMlowCountdesc , EiTiAARTEM/NEIX
end_time:asc , RITIAHIERIAINAZE)\end_time:desc , FHIENREMINEKtotal_countasc , IIENREIMAEN/

total_count:desc

AJIEIZREY , 0: 7R, 1: 24/0\a

A

HFER

WSE, 0: =R, 3F0 : EiKW
WHER | success : EiFRE | fail : EEWRH
BEFEREE  BFHSR

B—iER ID , SRBERESIRE. EDEAFREERHIZRIERA Requestld,

LAMRBIE T 1O SBEEXRERD |, HBERBIFE LA E RS,

FEIRI

FailedOperation

WRANFRE :

Einz_V1
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]
InvalidParameter

InternalError

BRI R EopS
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SRR E: 2024-09-03 18:49:58

1. B@OfEiA

BOBRESE : cfwapi3.cloud.sunhongs.com,
EEAINRE R opS

BRSO SIRZIRA © 10000R/FD,
BT : 2023-06-27 11:28:51,

EMBIRESENEN,

2. MNSEL

LITNERSHGIFRNGIH T EOIERSEHFIRRD 3T
SHER WA FBEFNULL
Action = a
Version = =
Region = a
Instanceld = =
TimeType = &=

3. EHSE
SHER ESidl
Data NetFlowDomainTopInfo
ReturnCode Int64
ReturnMsg String
Requestld String

4. §51RE5

ESid] 1%

String NH2E , AEOBYE : DescribeNetFlowDomainTop
String AHEBE, AEORE : 2019-09-04

String NHEBY , FEOTTFTEECBILSH,

String SEfilld |, AEEEE

Int64 RTIEIEY , 0: 7K, 1 : 24/0\id

3%

LR

RE&E , 0 Z8RT |, 3E0 : EiFRI
KREER | success : EiFIALL | fail : EifFEW

W—EK ID , BRiEKRHBRIRE., EUDETERHIZREKA Requestld,

UG T OS5 BEEERAIEIRS |, B EIRIGIEN A HHEIRD,

SRS
FailedOperation
InvalidParameter

InternalError

WREFRA © Efi=_V1

=Rk (CFW)
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AR E: 2024-09-03 18:49:58

1. gOfEiA

EOiEKER : cfw.api3.cloud.sunhongs.com,
REROREREEES

BUAZECIESRGRERPRE) © 100000R/FD,
EOSEFATE : 2023-03-24 11:41:03,

MRS E N EN,

2. MNBEL

UTERSEGIRNG I TEOBRSEO N HSEH

SEER WAIE FEFNULL ESid]
Action 2 & String
Version = = String
Region p=3 &= String
Assetld S & String
Direction 2 & Int64
EndTime =2 & String
StartTime = a String
3. B
BHER ESidl i)
Data Trendsltem R[EEEE
ReturnCode Int64 IREPRZSEG
ReturnMsg String REER
Requestld String
4. tHIRS

ZEOBELSSEERXAEIRD , AMERIDFIL

WREFRA © Efi=_V1

HEERIG.

R

NS, AMEOBYE : DescribeNetflowCenterTrends
RIEBE, AEOBYE : 2019-09-04

REBH, AEOTFEEGBILSH,

#r=ld

731, OFEZNSNER , 1HMERIIE)
HEREERATE)
HEFTART(E)

E—ERK ID , RIERBIRE. EDRAFEEREZRIER Requestld,

=Rk (CFW)
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RINAEIEHE

AR E: 2024-09-03 18:49:58

1. g@OEiA

EOiEKER : cfw.api3.cloud.sunhongs.com,
DescribeNewAuthInfo 1S TS HAE
BRAECIESRITERPRE : 200R/7D,

EOSEFAETE) © 2023-05-18 18:41:08,

BRS8N EN,

2. MNBEL

ITFERSEGIRNG I TEOBRSEDO RS, TEAHSHIIRN TGRS,

SEER WhisE FEFNULL £t R
Action =2 5 String NIESE , ANZEOEYE : DescribeNewAuthlnfo
Version 2 P String NHESE, AEOBYE : 2019-09-04
Region 2 & String AHSY  AEOLFEELBIESH,
A sl
3. mHEsH
SEER il R
Data AuthInfo BERIEIEE REER
Requestld String W—iEK ID , ®XIEKESBSRE, TR HEERHEIZRIERKE Requestld,

4. F51RE5

UG T OS5 BEEERAIEIRS |, B ERIGIEN A HHEIRD,

[

HHIRE3 5
FailedOperation

InvalidParameter

UnauthorizedOperation

LimitExceeded

UnsupportedOperation

ResourcelnUse

MissingParameter

AuthFailure

InternalError

RequestLimitExceeded
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IR 13

=4

Resourcelnsufficient
ResourceUnavailable
ResourceNotFound
DryRunOperation
OperationDenied
ResourcesSoldOut
InvalidParameterValue

UnknownParameter
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1. gOfEiA

EOBEKIES © cfwapid.cloud.sunhongs.com,

NATHRTT - SIS SERIRTREL SR

EOAZEOIERITELRE) © 10000R/FD,

EOSEFRATE) : 2020-06-30 12:28:29,

MRS E N EN,

2. MNSEL

IUTERSEGIRNGIH TEOBRSEDO RS, TEAHSHIIRNATERS,

SHER Wik
Action 2
Version =
Region 2

3. S

BHETR
LargeUseNum
MediumUseNum
RegionlList
SmallUseNum

Requestld

4. EiRAY

FEFNULL
a
B

&)

s
Uint64
Uint64
String

Uint64

String

=2

ESidl 1
String A
String N
String UN
i)
WRELSKEYERE
MRELShEYERE
EijclliEesihezllEs
MRELS/NEUEFE

E—EK ID , &RiEREBSIRE. EDRIFEERMZRIERE Requestld,

UM T OS5 BEERATEIRD | BAERIGIEN A TLEIR,

FRIRAD

FailedOperation
InvalidParameter
UnauthorizedOperation

LimitExceeded

WREFRA © Efi=_V1

T8, ANEOBYE : 2019-09-04

HEY  AEROFFTEERLSH.
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Region 2 & String AHSH , AEORFTELRLSEH,
3. S
SHER ESid] R
Data UserDetectedInfo —RARAPER
ReturnCode Int64 IS OIERE , IF0RE
ReturnMsg String KEEE
Requestld String HE—iEK ID , ®REREBSIRE], EAIERRAT R EZRAZRIERE Requestld,

4. §51RE5

ZEOERSSEEERAERD , BRI ARG,

WREFRA © Efi=_V1

=Rk (CFW)

%273

\|

£904m



BRI REYIR

RS E: 2024-09-03 18:49:59

1. gOfEiA

EOEKEE ;. cfw.api3.cloud.sunhongs.com,

ENRREIIR

EOAZEIESSRERERE : 200%/7D.

EOSERATE : 2023-06-27 11:28:51,

MRS E N EN,

2. MNBEL

UTERSEHGIRNG I TEOBRSEE D 23

SHER
Action
Version
Region
Limit

Offset

SearchValue

Serviceld

Sort

=]
=
=
=

=
E

il

Jalil

3. S

SHETR
Arealists
Data
ReturnCode
ReturnMsg
Total

Requestld

4. F51RA5

FEFNULL

iy

iy

iy

iy

iy

ESidl
SelectInfo
ProbelnfoRsp
Int64

String

Int64

String

sm
String
String
String
Int64

Int64

String

String

String

=Rk (CFW)

S, REAHSHPIRNAIERSH,

NHESE, AEOEYE : DescribeProbelist
AHSE, AEOBYE : 2019-09-04

AHBY , FROTTFEEGBUSEH.

RS, jsontE{=fFa , SUHE"(}" , ZBEEL : deploy_mode(1:EIP , 2:CLB) , iz : region , #R$t1d :
probe_id , #REtEFR : probe_name , ik : address , FF3%k : switch , 487 : status , Fi/BFABMEEI ¢
vpc_id , FRERVEMRETR - vpc_name , ERESLHIId : instance_id , ERESLAIEFR : instance_name , K58
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3. S

SEETR
ReturnCode
0 AT 1 e

Status

OFFRN 1 IR 2025R 3 BPOH= AtNiERT

Requestld

4. $EIRES

ZEOBELSSEERXAEIRD , AERDFEIL

WREFRA © Efi=_V1

FEFNULL

a

=
(=)

=
=

=
=

o

ESidl
String
String

String

String

Int64

String

HEERIG.

£ | TERAHSHGIRNATHERSLL,

N2, AEOBYE : DescribeSetNatProbeEipTaskStatus
RESH, FEOEE : 2019-09-04
AESY , FEOFTEERILSH.

ISETIS R,
F55id

Tk

ES 5B

ESER

=Rk (CFW)

HE—ER ID , SRIEREBIRE. EDERHEERHHZRIERA Requestld,

%289

\|

£904m



SRENE DGR

RS E: 2024-09-03 18:49:59

1. gOfEiA

BOBRESE : cfwapi3.cloud.sunhongs.com,
SKENE HHNZ

BRABCIE SRS © 10000R/FD,
BEOEEATE) : 2023-03-24 11:41:03,

EMBIRESENEN,

2. MNSEL

=Rk (CFW)

IUTERSEGIRNGIH TEOBRSEDO RS, TEAHSHIIRNATERS,

SHER WA FBEFNULL
Action = a
Version 2 &5
Region = a
InsMsg &5 &5
Limit 5 &
Name =2 5
Offset &
Search &5 &
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1. g@OEiA

EOEKES © cfwapi3.cloud.sunhongs.com,
B KEEFF K- VP CGAFR K AE-FAB LSV PCHRFNE
BRAEOIESORERIRS] © 100000R/7D,
EOSEFATE : 2023-03-24 11:41:03,

MRS E N EN,

2. MNBEL

ITFERSEGIRNG I TEOBRSEDO RS, TEAHSHIIRN TGRS,

SEER WhisE FBEFNULL St A
Action =2 & String NHSE, AEOBYE : DescribeVpcTopolLists
Version 2 FS String NHEHSE, AEOBYE : 2019-09-04
Region 2 = String NHEHBY  FEOTTEEGBILSH.
RegParams 2 S String json=TFER
N sg
3. WmHESE
SHEFR it HnA
Data String json=fFER
Requestld String E—EK ID , ®IRiEKESRE., EREFEEREZXIERA Requestld,
H N
4. %EBEEE.'J

UM T #0532 IEERATEIRD | BAERIGIEN A TLEIRD,
SHIRED
FailedOperation

InvalidParameter

FRIERS : Efh=_V1
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1. g@OEiA

EOiEKER : cfw.api3.cloud.sunhongs.com,

SERL- B gt RSB HFIER
EOAZCERRERIRS : 200%/70.
O S : 2023-06-27 11:28:51,

MRS E N EN,

2. MNBEL

U ERSEGIRNG I TEOBRSER D 23t

SEER WAIE
Action 2
Version =
Region =
Assetld a
By £
Direction -
EndTime =
EventName B
Level a
Limit =
Offset a
Order &
SearchValue a
Source a
StartTime =
Status &

3. IS

SHETR ESidl

Data WarnEventData
Total Uint64
Requestld String

WREFRA © Efi=_V1

FEEFNULL

a

oy O o oY D o oy Dy

i

i

i

i

S, TEAHSHIIRNATERSH.

1%
FIRE R

BEH

HW—iEK ID , XI5

SEEREYIE)

LSt

ISR

"%E

HEFF | desc @ [#FF | asc : Tt
#ERE

FHRIR

FreaRdIa)

EHMERSEIE , 0 BRef, 1 RBTRLE

RELIRE, EARFERAZRIEREN Requestld,
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4. RS

ARG T O SSBERXAERID | BAERIDIFEI A IR0,
FRIRTY A
FailedOperation

InvalidParameter
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1. g@OEiA

EOiEKER : cfw.api3.cloud.sunhongs.com,
HEPL-R2EMFIER

EOAZEIESSRERERE : 200%/7D.

EOEFRATE : 2023-06-27 11:28:51,

MRS E N EN,

2. MNBEL

=Rk (CFW)

ITFERSEGIRNG I TEOBRSEDO RS, TEAHSHIIRN TGRS,

SEER AR FEYFNULL
Action 2 a
Version 2 =
Region = =
Assetld = &
By & £
Direction &5 &
EndTime = =
EventName S B
Level &5 &
Limit & &
Offset & 5
Order & &
SearchValue & &
Source S a
StartTime = &
Status & &5

3. IS

SHEBR ESidl

Data WarnEventData
EventNamelist String

Total Uint64
Requestld String

WREFRA © Efi=_V1

ESic) R
String NHEBE , AZOBYE : DescribeWarnEventList
String ~HSE, AREOBYE : 2019-09-04
String AHBY , AEOTFEEBIHSEH,
String &= 1d
String HEF=ER
String il
String ZEERAT(A)
String Evle il
String BRER
Uint64 FH
Uint64 wizlE
String HeR | desc : (&R, asc: AR
String ERE
String FIRTRIR
String FFIARTiE]
Uint64 BHEERSTIE , 0 Bnedf, 1 RABTRRE
R
FIZREUE
REFHRBIERTIR
REH

E—EK ID , ®RIERBIIRE. EBREFERAZRIERE Requestld,
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4. RS

ARG T # OS5 ERXAERID , BABERIDIFEI 2 IR,
FRIRTY A
FailedOperation

InvalidParameter
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1. g@OEiA

EOiEKER : cfw.api3.cloud.sunhongs.com,
DescribeWebAssetFilterList 2= =3 Webid g%k
BRAEOIESORERIRS] © 100000R/7D,

EOSEFATE : 2023-03-24 11:41:03,

MRS E N EN,

2. MNBEL

st dlES

ITFERSEGIRNG I TEOBRSEDO RS, TEAHSHIIRN TGRS,

SEER AR FEFNULL B ik
Action = &5 String NIESEL , ANZEOBYE : DescribeWebAssetFilterList
Version 2 B String AHSE, AEORYE : 2019-09-04
Region 2 & String AHBH , AEORFEEZBILSH,
FuzzySearch S S String TEHIE
Limit & & Int64 TR/ OEEEB
Offset & & Int64 IR E
Zone & & String biaf
3. IS
SHEMR ESis) i)
Data WebAssetsInfo HIRES
ReturnCode Int64 EOREEERS , 075K JE0K
ReturnMsg String EOREER
Total Int64 0
Requestld String H—iEK ID , ®REKESIRE. TR EEREIZRIERR Requestld,

4. FEIRIS

UM T 3O S35 ZEERR0EIRD | EAEERIGIEN A HLEIRD,
[EIRIG
FailedOperation

InvalidParameter

UnauthorizedOperation

WREFRA © Efi=_V1
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LimitExceeded
ResourcelnUse
MissingParameter
AuthFailure
InternalError
RequestLimitExceeded
Resourcelnsufficient
ResourceUnavailable
ResourceNotFound
DryRunOperation
OperationDenied
ResourcesSoldOut
InvalidParameterValue

UnknownParameter
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BRI Web B = RE5IFR

B RSEFRTE: 2024-09-03 18:49:59

1. g@OEiA

EOiEKER : cfw.api3.cloud.sunhongs.com,

DescribeWebAssetScanList &= A= Web &= [RAT5IE

EOAZCIERSTERIRS) : 100000%/75,
SRS : 2023-03-24 11:41:03,

BRS8N EN,

2. MNBEL

UTERSEGIRNG I TEOBRSEO N HSEH

SHER Wik FBEFNULL
Action 2 A
Version P2 &
Region 2 A
FuzzySearch S S
Limit S S
Offset S =
Zone & &
3. IS
BHER ESidl
Data WebAssetsInfo
ReturnCode Int64
ReturnMsg String
Total Int64
Zonelist WebAssetsZonelnfo
Requestld String
4. tHIRG

UG T O3B EERATEIRD | EERIGIFL

SHIRAD
FailedOperation

InvalidParameter

WREFRA © Efi=_V1

ESidl R
String NS, ANZEOEYE : DescribeWebAssetScanList
String AHBE, AEOBYE : 2019-09-04
String AHBY, MEOFFEERLLSH.
String BEHEIER
Int64 b NI
Int64 mEE
String s
5%
G EE S

BOIRESEIRS |, 015K IF0E

HE—EK ID , ®RIEREIRE. EDERFHEERHHZRIERA Requestld,

AHIEIRE.
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UnauthorizedOperation
LimitExceeded
ResourcelnUse
MissingParameter
AuthFailure
InternalError
RequestLimitExceeded
Resourcelnsufficient
ResourceUnavailable
ResourceNotFound
DryRunOperation
OperationDenied
ResourcesSoldOut
InvalidParameterValue

UnknownParameter
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#retibwebfRBEIRGIZE

RS E: 2024-09-03 18:49:59

1. gOfEiA

BOERIEA : cfwapi3.cloud.sunhongs.com,
BErEhiyweb RS EIANIR
BUAZECIESRGRERPRE) © 100000R/FD,
EOEFRATE : 2023-03-24 11:41:03,

MRS E N EN,

2. MNSEL

IUTERSEGIRNGIH TEOBRSEDO RS, TEAHSHIIRNATERS,

SHETR Wk AFNULL - 28R R

Action 2 & String  AHBE, AEOEYE : DescribeWebServices

Version 2 = String  AHSE, AREOEYE : 2019-09-04

Region = = String  AHSH, AEOAFEEZBUSEH.

B = = Strin HEF=ER . VulnCountiZiRIREREHER | VisitCountanifzialREHER , AttackCountiZIIEIREHER |

Y 9 AuthUserZiRiBtn RS STHS , LastVisitTime By Rt

Instanceld & & String LD , EFLAFIDHETIER

IsAccessed 5 = Int64 IFRRRERANNIEA , 2RRREFRENLS] , ORREE L EPLA

IsNew = 5 String  1IFRRREMNLS , 028F

Limit = A" Inte4  KE

Offset 2 ES Int64 RBE

Order & & String  FFERER asc/desc
i <br>"SearchValue":"
{&#34;CloudCode&#34;:&#34;1,28#34;, &#34;,common&#34;:8#34,8#34;}" <br> EHHIEHIFER <br>

. "Srclp": //IR 2544 1,2,3 18 <br> "Uuid": //#llid<br> "DstContent" //BfY<br> "CloudCode": //=~

SearchValue = &= String . | . N N N
f<br> "UpdateTime": //BdiB] <br> "Disable": //{k7&<br> "Resource": //&F=H <br> "Insld": //&rF=<br>
"DetectedTimes" //iR&] <br> "ProtectType"// B5iFA = ( -1:3KF53F , O:EREFGF , LEREHF ) S&M4
-1,0,14&z{ <br> <br>common AEEFER fl T~ HEFuzzySearch IhsE —BE BlimaABMNFLNEFERRM

ShowYwUser & = String EEARNEHERAF : LEx , EfttRExR

TimeType 2 = Int64 EHFREERORZR24/\0T , 1KFTXR

Ywld a a String  iE#EdFIFR , ZNIAFEESOESIREF | ZShowYwUser g1 |, iZSEENTRHE—ME4ERFRIRS

A e
3. S

SEETR i 00

Data WebServicelnfo ICRES

ReturnCode Int64 REHE
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SHEFR e it A

ReturnMsg String RENE

Total Int64 e

Requestld String HE—EK ID , ®RiEKRESRE. BRI HEEREZXEKE Requestld,

4. §51RE5

PUMRGIE T OS5 BEEERRIEIRS |, BUbEIRIGIEN A HHEIRS,

[

FEIRAD i)
FailedOperation
InvalidParameter
UnauthorizedOperation
LimitExceeded
ResourcelnUse
MissingParameter
AuthFailure
InternalError
RequestLimitExceeded
Resourcelnsufficient
ResourceUnavailable
ResourceNotFound
DryRunOperation
OperationDenied
ResourcesSoldOut
InvalidParameterValue

UnknownParameter

WRARERS : Efi=_V1 55330 70 H904mm
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B RSEFRTE: 2024-09-03 18:49:59

1. gOfEiA

EOBEKIES © cfwapid.cloud.sunhongs.com,
THITHEE&SH

EOAZEOIERITELRE) © 10000R/FD,

EOEFRATE : 2023-03-24 11:41:03,

MRS E N EN,

2. MNBEL

UTERSEGIRNG I TEOBRSEO N HSEH

SHER WA FBEFNULL
Action = a
Version = B
Region 2 &
BucketName &5 &5
BucketRegion S &
CompressionFormat = &
DataFormat b3 =
EndTime = &
Filters & &
Index = B
Length = A
Order = &
StartTime = &
StorageDays = a
TaskName = B

3. S

WREFRA © Efi=_V1

String
String

String

String

String

String

String

String

Array of CommonfFilter

String

Int64

String

String

Int64

String

=Rk (CFW)

B
5

H5%0 , AEOBYE : ExportLogsOffline

>

AHBE, AEORYE : 2019-09-04
AHSH , AEOFAFTELRLSEH.

I BEISNARIIL,
CostzfiEtR=R

HEHrIIMAT I,
CostFiistattiag

WEERIIMAT I,
E485=, zip. targz. tarzst, .tarlzd, {E=FE4E

I SERISNARIIL,

IS EIS R,
TiIEE4EERAT A

ISETIS R,

URE SR

IS ETII R,

BERERR

IS EIS R,
BEHE , F023SH

HEEFIIMAT T,
HEHEF | descRIiEIfER | ascAIEIFE

IS HIS R,
fiasizag iz

I SEISNARIIL,
MHIERS , 1=K, 7EXR , -LKA

IS HTIS R,
ESER
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SHER ESit) A

ReturnCode Int64 IREPRZSHS 0 B IEOAELEH

ReturnMsg String IREMSE success BiTh Efth ARk

Requestld String W—iEk ID , ®XIEKEFSRE, SRR HEEREIZRIERK Requestld,

4. §51RE5

ZEOERSSEEREXAERD , BERF ARG,

WA : M= _V1 58332 0 904
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1. g@OEiA

EOBEKIES © cfwapid.cloud.sunhongs.com,

MEBSANEIHEETIR. BEsI=mn
EOAZCERRERIRS : 200%/70.
O FEEAEAE : 2023-09-25 18:45:43,

ORISR ER,

2. MNBEL

IS

ITFERSEGIRNG I TEOBRSEDO RS, TEAHSHIIRN TGRS,

SHER WA FeEFNULL ESidl

Action = &= String
Version = = String
Region = &= String

CoverDuplicate 2 & Int64
ImportFileUrl = = String
RuleType 2 & Int64
N s
3. WS
SHETR ESic) ik
ReturnCode Int64 IREPRZSHS
ReturnMsg String REER
Requestld String

4. $EIRES

ZEOTRESBERXIERS , BtEREFEl

FRIERS : Efh=_V1

R

AHSE, AEOBYE : ImportBlockIgnoreRulelList
RILBH, AEOBE : 2019-09-04
REBH, FEOTFEEBISEH,

LS ERISNARII,
ROESESHE  1BS  FIAES  hIESHRE

HSEISATIIL,
S HHtbhE

HEHRISMRI.
MM | 18958, 2508 , ASOFEEsEt

BEXK ID , ®RERESIRE, EfARRRREERAIZXIEKRA Requestld,

RS,

=Rk (CFW)
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B RSEFRTE: 2024-09-03 18:49:59

1. g@OEiA

EOiEKER : cfw.api3.cloud.sunhongs.com,
B’

EOAECIERITEERE © 10000R/FD,
EOEFRATE : 2023-03-24 11:41:03,

BRS8N EN,

2. MNBEL

IIFERSEG IR TEOBRSERDO RS, TEAHSHIIRIL

SHER WA FEEFNULL ESidl

Action = &= String

Version 2 = String

Region = &= String
RangeType = &= Int64
ScanDeep 2 5 String
ScanfFilterlp 5 &= Array of String

ScanPeriod & 5 String
ScanRange = = Int64
ScanType 5 = Int64
A s
3. MHEE
SHER ESil i)
ReturnCode Int64 BEOIREREIRG , 05K FF0KM
ReturnMsg String EOREER
Status Int64 AREE 0 - pTh , 1 HUTHRR Eift « K
Requestld String

4. tHIRG

ARG T # O SSBERXAERID | BABERIDIFEI A IR,
SHIRAD
FailedOperation

InvalidParameter

WREFRA © Efi=_V1

=Rk (CFW)

B

"
AHSEH, AEOBYE : ModifyAssetScan

280, AMEOEYE : 2019-09-04

>

14 FEROTTEERLSH.

0

iR« IR 2 BEAESS
FERE © 'heavy’, 'medium’, 'light’
AN FRETIBRTEES
RangeType 32 2H0HRIN , ERHESSATE
HiEE - Linh, im0 +RE

128284

E—IEK D, ®RERBSRE. EEORNFEERAZRERN Requestld,
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LimitExceeded

(s WS Uit A iV e S 2

RIFEFATE: 2024-09-03 18:49:59
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1. gOEA

EOEKE : cfw.api3.cloud.sunhongs.com,
ModifyAssetScanFilter& =S A =1 TR E
BOAECIEREREPRE : 200R/7D.

EOEHASE : 2023-06-27 11:28:51,
BOBREE YL,

2. NS

LINERSEGIR(GE TEROBRSESMO AHESE |, TEAHSEPIRI N TSRS,
SHETR WA FEEFNULL ESit) iR
Action = =& String AHBE, AEOBYE : ModifyAssetScanFilter
Version =2 5 String nHE&H , ANZEOEYE : 2019-09-04
Region = =" String NHBY , FEOFFTEEBILSH.
FilterList = 5 Array of String iEipES
A s
3. mHEE
SEER it R
Requestld String H—iEK ID , BRIEKRESIRE., BRI EERAZXEKE Requestld,

4. §EHIRE5

UM T O3B EERATEIRD | EAERIGIFEN A TLER,

FEIRIG

FailedOperation
InvalidParameter
UnauthorizedOperation
LimitExceeded
UnsupportedOperation
ResourcelnUse
MissingParameter
AuthFailure
InternalError
RequestLimitExceeded
Resourcelnsufficient
ResourceUnavailable

ResourceNotFound

WREFRA © Efi=_V1

=Rk (CFW)
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IR fik
DryRunOperation

OperationDenied
ResourcesSoldOut

InvalidParameterValue

UnknownParameter
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B RSEFRTE: 2024-09-03 18:49:59

1. gOfEiA

EOiEKER : cfw.api3.cloud.sunhongs.com,

BrERE

EOAZEIESSRERERE : 200%/7D.

EOSEFAATE : 2023-09-11 01:24:19,

MRS E N EN,

2. MNBEL

UTERSEGIRNG I TEOBRSEO N HSEH

SEETR
Action
Version

Region

3. S

SEER
ReturnCode
IS
ReturnMsg
Hthe

Status

0 iEKATh

2 iEREM

3 BRI - SR BR

Requestld

4. EIRAY

=
E=
=
=

=
E

FEEFNULL

a

i

oy

String

Int64

String

sm
String
String
String
ik
0 BTN
success I

R
HS4 , AZEOBYE : ModifyAssetSync

VHSE, AEOBYE : 2019-09-04

D\

AHBY , FEOTFEEGBLSH.

W—EK ID , RERIBIRE. EUDRHFERMIZRIERE Requestld,

UM T 3O S5 2 EERRTEIRDS | BAERIBIEN A TLEIR,

SHIRAD
FailedOperation

InvalidParameter

UnauthorizedOperation

WREFRA © Efi=_V1

=Rk (CFW)
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LimitExceeded
UnsupportedOperation
ResourcelnUse
MissingParameter
AuthFailure
InternalError
RequestLimitExceeded
Resourcelnsufficient
ResourceUnavailable
ResourceNotFound
DryRunOperation
OperationDenied
ResourcesSoldOut
InvalidParameterValue

UnknownParameter
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BrEeFIWebi3is
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1. g@OEiA

EOiEKER : cfw.api3.cloud.sunhongs.com,
B IWeb T

EOAZEOIERITELRE) © 10000R/FD,
EOEFRATE : 2023-03-24 11:41:03,

MRS E N EN,

2. MNBEL

ITFERSEGIRNG I TEOBRSEDO RS, TEAHSHIIRN TGRS,

SEER Wi FEYFNULL St R

Action 2 & String NS, AEOEYE : ModifyAssetWebScan

Version = S String AHSE, AREOBYE : 2019-09-04

Region = = String AHBH , AEORFEERBILSH.

AssetType 2 = Int64 BrEESEAL | LAip 29WebfRSS 3ARELRE

RangeType = = Int64 FmERE ¢ 1SZRDH 2 EHBESS

ScanDeep = & String FBRE © 'heavy', 'medium’, 'light'

ScanFilterlp 5 & Array of String SR FHEX AN FRASTIRRIIP R e S

ScanFilterWebld B 5 Array of String S EMAEXN FRALIL I Web B F=IDIFES

ScanPeriod & & String RangeTypeu2 2440500 , ERMESE

ScanRange 2 = Int64 FHEEE : LA, K0 +FH, 3i%0+350<, 4im0+iFsiH+350<
3. WS

SHER &3t i)

ReturnCode Int64 EOIREEERED , 05K JE0KK

ReturnMsg String EOREER

Status Int64 AREE 0 2 BT, 1 HUTHRER EAfth « K

Requestld String E—i5K ID , BREREBIREl. EIDREHEEREHZRIBERE Requestld,

4. §E5IRAS
UM T O SBEEXAYEIRS , BERIBIEN A HEIR,
SRS A

FailedOperation
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InvalidParameter
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RS E: 2024-09-03 18:49:59

1. gOEiA

ZEOiEKER : cfw.api3.cloud.sunhongs.com,
EXbetalEs

BRUAECIESORERPRE) © 100000R/7D,
EOEFRATE : 2023-05-16 17:08:07.

OO S ER,

2. MANSEL

IUTERSEGIRNGIH TEOBRSEDO RS, TEAHSHIIRNATERSE,

SEER 045w FEFNULL Sl A
Action =2 &5 String NH2E , AMEOBYE : ModifyBetaTask
Version 2 & String NHBE, KZEOBYE : 2019-09-04
Region = & String ~HBH , AEOLSFEGERSEH,
TaskActionList 2 a Array of BetaTaskAction ﬁg@%@aﬁﬁﬁg
WBEFISMART I,
=] =
Taskld 2 A Int64 F52id
TaskInfo & & AutoAssistantUserConf mﬁ;&m’m'
TaskName = & String g;g:;%mm.
A s,
3. mHEE
SHETR E-Sit) Ak
Status Int64 AT ORlTh 152
Requestld String H—iEK ID , ®RIEKRESRE. EMARIHEERHZXEKE Requestld,
H >3
4 %Eﬂf
ZEOTRESBERXNERS , EtEREFERNAHEERD,
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(B EAREES i plFFX

RS E: 2024-09-03 18:49:59

1. gEOEA

EOBEKIES © cfwapid.cloud.sunhongs.com,
IERERR S B EEIphIFF X
EOAZEOIERITELRE) © 10000R/FD,
EOEFRATE : 2023-03-24 11:41:03,

MRS E N EN,

2. MNBEL

IUTERSEGIRNGIH TEOBRSEDO RS, TEAHSHIIRNATERS,

SEER WA FEYFNULL &St ik

Action 2 & String AHSE, AMEOBYE : ModifyBlockIPBySGSwitch
Version - ES String AHSE, AROBYE : 2019-09-04

Region 2 & String AHSH , AEORFTELRLSH,

Switch =z = String FFx |, false : %7, true : FE

3. S

SHEMR &3t i)

ReturnCode Int64 OfERARTD , EfhREIR

ReturnMsg String HiREREERRE

Requestld String W—iEK ID , ®XIEKRESSRE, SRR EEREIZRIERK Requestld,

4. SRS
LUTNAE 7O SSBERXAIEIRD |, EitERiBIE I A HEIRD,

HHIRE3 5

[

FailedOperation
InvalidParameter
UnauthorizedOperation
LimitExceeded
UnsupportedOperation
ResourcelnUse
MissingParameter

AuthFailure
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InternalError
RequestLimitExceeded
Resourcelnsufficient
ResourceUnavailable
ResourceNotFound
DryRunOperation
OperationDenied
ResourcesSoldOut
InvalidParameterValue

UnknownParameter
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1. gOfEiA

EOiEKER : cfw.api3.cloud.sunhongs.com,

(RIBRRFNEIHEEIIR. BUBFIZRMN
BOANECIESIRZIRE) © 100000%/FD,

EEOEATE : 2023-03-24 11:41:03,

BEORWSEREN,

2. MNBEL

ITFERSEGIRNG I TEOBRSEDO RS, TEAHSHIIRN TGRS,

SHER Wik
Action 2
Version 2
Region =
Rule 2
RuleType =

3. S
SHER ESidl
ReturnCode Int64
ReturnMsg String
Requestld String

4. EiRAY

FEFFNULL ESid)

S String

& String

S String

B IntrusionDefenseRule

oy

Int64

fiA
IREPATSED

REER

=Rk (CFW)

B

&
AHSE, AEOBYE : ModifyBlocklgnoreRule

28, ANMEOEYE : 2019-09-04

>

REBY, FEOTTFEEGBUSH.
A

MIMZER | 155, 2508

E—EK ID , &RIEREBSIRE. EIDRIFEERMIZRIERE Requestld,

ZEOETISBEEXRAEIRIS , BAERIBIEN A TSR,

WREFRA © Efi=_V1
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1. g@OEiA

EOiEKER : cfw.api3.cloud.sunhongs.com,
ModifyBlockTopEGE BTREO
ERAEOISESERERERE : 200%/7D.
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