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BATRIECPUED

13212

R SEMEMBRERE | TIEIIMREIRSS | ISIRRIMIF S |, LIRSS,

HHBRARSS

1. BFE—EHID/BRRAN—NERE | SERAMSHEFE (BRSS] > [Service]l | BERSFIFRAM (MR] .

& &85/ cls-bk4wr2rd(test)

Service
BEAER
e
— - A
&= iR
Ttemss M
kubernetes

BRIHE v
e - 555

Service

Ingress
REEE v
EUER M
EEE
=HE v
B
=t

2. B [1]B%] .

2

¥

ClusterlP

ClusterlP

FE=EE default

1Pt @

{(IPV4)
172.16.252.1(BRZ21P)

{(IPV4)
172.16 253 16(fBSIP)

BEAHIE | BEL THINMIES=RRS TKE hECE. SEMMBRIRSS. ERASRERSS TKE
MIRHE , REF TR APLER , EaIES5IFE1E Docker RIFIER , EIRERIRERS | URFERAZSHZIRS.

FRIERS : Efh=_V1

EAREREQD

1.02122.32

SRR

2021-08-06
11:08:17

2021-08-06
11.28:35

BaRSS (TKE)

EBRRSEREE R
Q 31
BE

EEEEST EE v
i
HEDS

FriMaster Kubernetesigz

YAMLEIZETIR

Q o

|+=

e

EFAES SEYAML

BRERLE. 4. T RENSEHEER
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) e8RS (TKE )

NN
ClEEEEAINgInXARSS

BRITEHTAYE: 2024-08-23 15:08:00

RIS EERHBEIAR T BAREEZE — SRR EERFAAY Nginx BRSS.

R Rl Nginx fRSSZAT , Bwiifie « — I eIFRIER. BXRUECIRERIFAEE | SIeIEERT.

Ell##E Nginx iR5%
1. &5 TKE 2418,

2. BEEMSHETR [KEF] | BEEEFFIRTTH— 1 &EF [ID/&2FR] .

a

|+=

IDIETR CPU 283 5B EEHUT keshRF  HEREEm TS Rttt EfAE/ECPUE ERRERED R BE
%88 W BT 1.20.6 P LT s 132112 1022232 =SS EE v

3. (EEEFIUEE M , 1% [T{EfR#k] > [Deployment] , f£DeploymentyIZREm# T [HE] .

& =8¢/ cls-bkdwr2rd(test) YAML GIEEEHER

Deployment

EFRER S
— i &E7E default v Q o L
TRE -
P B Labels Selector IE{T/HIEPod R R
Teese M IEEEN KIS, ER LSRRI R hE

Deployment

StatefulSet

DaemonSet
Job

CronJab

4. 1 [#EWorkload] TWEEHALATESE.

o

TERER - MABENSER , XELL nginx 19/,

o

A : I TAERERIEE R,

o

R - BOAMBEATFRES | SHHERETE,

[e]

REE : RIESSIRE R TIER. BIAK default,
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) Haalkss (TKE)

o A . EET(FREAIRE
o pIAEEE

= B BENX , XELL my-container 3/,

FiR  IRIECERESREH TR | XELA nginx 736,

BREIRA (Tag) : SEEHEMA (Tag) .

CPU/ATFRRE! : BEcEiZ TR ERRICPUBRHIFIR IR,

GPURRS : FeB 1z TIEREERNSRDOGPURIR , IETHIREFNE B RBIGPURIR.
» INRTE  REZSRANTE,
o LR
» FET - ERIRELOIEE.,
» HE3ET  BRECRERM  WBHETHES (pod) #E.
o iENgE ( Service) :
* ik [EA] Serviceizill , RIFE— N SHEFEMIService,
v IRBIBIES - ASENL | XEBIEF AN,
» IROBRGT | BRRHOFIARSIHOERESO,

5. By [8lgEWorkload] |, 585k Nginx PRSSHIEIZE,

1518 Nginx fgRS%
REFFAREE Nginx fRSS.

o BT AEIYE IP 518 Nginx IRSS.,

i 7 [528%] TUiEs® [ARSS] > [Service] |, fEServiceF|ZREMmBFNINFEIIE InginxfIIRS . HEANGInXBRBANFIBR.

WRARERS : Efi=_V1 5827 T 6553



€ =8/ cls-bkdwr2rd(test) / Service:kubernetes(default)

15 = YAML

HEER

EFR kubernetes

Namespace  default

Ak

Labels component: apiserver, provider: kubernetes

ClEZRdE 2021-08-06 11:08:17

Selector

mEE ClusterlP

EEHP 17216 252 1

Cm .
HEE mE ‘s=a0 B0

TCP 6443 443

2. FAIET NSRRI _EE PRI thE S IPBRSSIROISKI1E) Nginx ARSS.
o BIFERSS EFRIGE) Nginx RSS.
EERNEIRS SR UERBI RS 2RIEE.

N Nginx RSS=RAIBMARIET,

Welcome to nginx!

If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.

For online documentation and support please refer to nainx.org.
Commercial support is available at nginx.com.

Thank you for using nginx.

WREFRA © Efi=_V1
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%

HEHelloWorldf&F

BIFEAYE: 2024-08-23 15:08:00

RIS EERHBEAR T BNMAREEIE — SRR EERTAIAY Hello World A Node.js hRAIARSS.

F—2  WEREHIFRG

WERNFER
1. gIEE— hellonode BISZIF3E |, INA serverjs 314,

[root@VM_88_88 centos ~]# mkdir hellonode
[root@VM_88_88 centos ~]# cd hellonode/
[root@VM_88_88_centos hellonode]# vim server.js
[root@VM_88_88_centos hellonode]# Is

server,js

serverjs 0 :

var http = require('http’);

var handleRequest = function(request, response) {
console.log('Received request for URL: ' + request.url);
response.writeHead(200);

response.end('Hello World!");

2

var www = http.createServer(handleRequest);
www.listen(8080);

2.k Hello World 2F%.

[root@VM_88_88_centos ~]# node server.js

FIFFRIREER curl MARZFERER: , BENISSERLA IP sttt : dOA9AZCiE) |, 1070 8080 .

[root@VM_88_88 centos ~]# curl 127.0.0.1:8080
Hello World!

& Docker &%
195 Docker BIEESIFIBEW : AT Docker FHik.

1. 7£ hellonode 3432 |, BlJ7 Dockerfile 3244 :

FROM node:4.4
EXPOSE 8080
COPY serverjs .
CMD node server,js

WREFRA © Efi=_V1
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2. i@iF Docker build #p$HI5EE&,

[root@VM_88_88 centos hellonode]# vim Dockerfile
[root@VM_88_88_centos hellonode]# Is

Dockerfile server.js

[root@VM_88_88 centos hellonode]# docker build -t hello-node:v1 .
Sending build context to Docker daemon 3.072 kB
Step 1: FROM node:4.4

Trying to pull repository docker.io/library/node ...

4.4: Pulling from docker.io/library/node

Removing intermediate container 1e8d01dc319f
Successfully built 027232e62e3f
[root@VM_88_88_centos hellonode]# docker images
REPOSITORY TAG IMAGE ID CREATED SIZE

hello-node v1 027232e62e3f 54 minutes ago 647.4 MB

HEZHESR gcloud RREE
BZREIREFEN | BROEERYIE,
[root@VM_3_224_centos hellonode]# sudo docker tag 027232e62e3f ccr.cloud.sunhongs.com/test/helloworld:v1l
[root@VM_3_224_centos hellonode]# sudo docker push ccr.cloud.sunhongs.com/test/helloworld:vl
The push refers to a repository [ccr.cloud.sunhongs.com/test/helloworld]
1b8da8805305: Pushed
20a6f9d228¢0: Pushed
80c332ac5101: Pushed
04dc8c446a38: Pushed
1050aff7cfff: Pushed
66d8e5ee400c: Pushed

2f71b45e4e25: Pushed
v1: digest: sha256:38b194feeee09abf8eed5e7abca82b9fe494b18b953c771ce8ebefa387107be9 size: 1772

F L BTiZiEGEIE Hello World RS

IR TE8IZ helloworld BRSZZHT , BWiiifE: — 1 EIZIFRIER. BXRUACIEEHINFARGE  SUNESHIRSTKE L
BB ERRRD .

6l helloworld fRSS

1. ZR TKE &44.

2. BFEAMSHESRY (58] | BEERFIRIT— &R [ID/BFR] .

3. AR TUAEE [TEfaEk] > [Deployment] , #£"Deployment"FIZREmEET [FE] .
4. 1 [##EWorkload] TREHMALATSEL.

o TIF#EAE : MABENEMR , XELL helloworld J34
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) Haalkss (TKE)

o SLHINEES :
o #WR: BENX , XELA my-container 3|

o HR : RIBLFREIFHTIER , iIXELL helloworld 94l

EEEE

O z===Esse
HENE wigtals DockerHubisE

helloworld

@) testkeyshe/keyshe QCLOUD HUB

@) yunding-tce-chongging/yund... QCLOUD HUB

¢2Y thedtceingin-ipve QCLOUD HUB

@) tse_base/polaris-server QCLOUD HUB

@) polaris_mesh/polaris-server QCLOUD HUB

20 «

o GIAEE ( Service) : Ak [[FA] Serviceizfl , SfE— N SHERERBMIService
o RBBHIEF - AHENL | BT RAEANIHE

o IROBGY : BRRIHOFIRSIHOERESO

5. B eIEWorkload,

Aia] helloworld RS
BRAFEFA A helloworld fRSS.
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%

o B hEYE IP 58 Hello World BRSS

BesiRSS (TKE)

i. [EESRFTUmIERE [BRSS) > [Service] |, f£"Service"FZRERFNINIFTERIZ A helloworld BIBRSS , # AhelloworldiRSSHIIFE

bd

°

& =85/ cls-nmigigvhitiecls) [ Service: (default)

irE = YAML

BAEE

iR

Namespace default

b

Labels

HEFE 2023-03-07 19:44:19

ipFamilyPolicy

ipFamilies

Selector app.kubemetes.iofinstance: grafana. app.kubernetes.io/name: grafana

s oo LoadBalancer

=8P

REHEP

e e AR BRSO
TCP 3000 80

ERgE

ExtemnalTrafficPolicy ~ Cluster

Session Affinity None

EEBER Bk

2. TENERR M L E PRI SREISEIPIRSSIROSKIEE) nginx BRSS |,
* EIBRSBBFRIAIE Hello World BRSS
EERNEIRS SR UBERBI RS ZRIE.

A Hello World fRSSEEHIZIAIIETR,

< C |©O .

Hello World!

WREFRA © Efi=_V1
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2

B5Cf5lkikWordPress

BIFEAYE: 2024-08-23 15:08:00

WordPress 2 PHP {55 AMNIEREFE. FAFPTLESS PHP f1 MySQL BUEERRS LK ETE MY, , tBal LR
WordPress H{E— AR EIRRFHRIEMA.

A EENBIARER tutum/wordpress $E{&REIE—NAFHARIAY WordPress Rjufi,

IR SUEEESLAIMRAY WordPress {REENIKER | ZREPEET WordPress FrERIEITINE |, EIENENCIZERRSENA |, (BfEH
EASL{IRRAY WordPress FRESRIEEURRISA WS , BINEERBEEN MySQL SiFEREE_V1EHERE CDB MEEENEUE. i#
15152% (#F CDB A9 WordPress, 7E8l& WordPress RS 281 , S iEA:

o —NEMZ_VIKF., BXRINAEEZEMZ_VIKF B [EMRE] ESEXEREMERE_VIKF.
o P EIRIFRISEE. BXRUTEIREHINFEER S0 et .

ElEE WordPress 55
1. &R TKE =58,
2. BEAEMSHEPR (58] | BREERTIRT— &R [ID/BFR] .
3.7 [&=5%) Tm , %% (T{Efazk] > [Deployment] , #EDeploymentFIZ=EBEEE [FizE] .
4. TE"$iEWorkload T , IRIELIRER , RETIEREEAER,
5. HGEE.
o B MNSITEENEMR , ALl wordpress 73l
o % :1ES tutum/wordpress .,
o A& (Tag) : 5 latest,
6. IREIHIANEE ( Service) . @ik [FA] Service , EABRIHRORSHOLBIZE 180 .

RSN 2ERTERNET ANEREREME | FIHRZEHIE30000-32768ikK 0 , BNET RS HNSRRSTAFEREA. 1#F
B2l BRkESTeERE

R EESOG ESEO0

TCP v *

) M)

WRAREE © HfRE_V1 5833 TW #6551



3
7. Bt 6lEE Workload, 5Spk WordPress BRSZHIBIE.

EAEIRF NROAIRE.

1518) WordPress RS

RHELAT 7307518 WordPress 53,
o BT REINME IPKifE) WordPress BRSs. BERSTUERM [IRBER] EEREISE IPFIREISEID.,

ihlnligs

me@P [ 350 (SHEAE : SEEEEMVIP - e IR0 )
BEIP 1 52121 (E£ERpE : REEERSP - BESm=0)
HESS@ 2R (-i0bopb, 03.50 )

o ERRNEMMRSSEFUTUERBIRSSZRIDE.

BN WordPress BRSSESHIZAIANIATA,

WREFRA © Efi=_V1

BaRSS (TKE)

5834 T 655



ERRUEAN , IEEFMELRE.
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{FFACDBAYwordpress

BIFEAYE: 2024-08-23 15:08:00

fEEsLfihiy WordPress 7-IFREAIINME T aNfaliRIERIZE WordPress fRSS. B3Lfiki WordPress FIZIERSZIR— 1N S8E1TH
MySQL #iERE |, EAXEFREETLURES , EethFE—NIE | IRERERMREELE | SiRFEFERN AR aEXR.

REEENMBIMITIRE MySQL #iER: | SRELH)/BREFNEEREEE. BIIFHER Z4UERECDB ALK ATTE.
TR TEeIEE(SR CDB B9 WordPress fRSZAT , S RHE:

o —NEMZ_VIKF. BXRINALEZEMA_VIKF , B iEMRE ESEXEREMERE_ VK.
o —MEEIFRIERE. BXRUTCIRERINFMES S0 FEsE: .

61|z WordPress g5
$—% : SI@E=EUERE CDB
1. BRIEREEHE .

2. BEFAEMEEHIZRTTAY [ID/BFR] (40 : vpC-xxxxX ) .

thams | ==

ID/2ER IPv4 CIDR

VG-
Default-VPC

(ales
vpc2

Vi
vpci

3. TERVEMZIFIBIR | iGFAUERERR TR MySQL , BaEAM (A1) .
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< iE[M@ | - -i_Eri'l‘%E & FEMBSTRER
EERE 10 iz a0
TEEE ] &40
RIEEEEIR EHMEEE ] a0
NATRISE 0 iz
VPNE 0 D
VPNIEER] 0 iZhn
THERE ] Zhn
MySQL ] i
SQL Server 0 i
TDSQL ] iz
HOEEE PostgraSOL 0 e
EiFfEReadis ] 1

4. EEWEECE | FehRYISTRE. EXFEBEN #EEMYSQL.

5. ISLAY MySQL 1S HIFE MySQL sThiFzR,

6. ¥tk MySQL sEfl, Sadafl B4 ST (#0%ai] .

7. EEWRWEXSE , RehE (HE) FFailet.

[e]

TR | R MySQL SRS NZAEE.

o

RBXNNEGHR . FEERENNSHE , BARR.

o

BENXRO : #iEEREmE , BA% 3306,

[e]

rootMKFEEHG « FEIEA MySQL HURRERIFBFEEIASA root , IEALFARIREILL root IKFHYERS.
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%

o FEABS : BIRMANER,
8. Bitx MySQL SLAIRIRSEE 0 BT | IRBEERIIRLEI,
£ . elEfEA CDB 19 WordPress RS
1. &5 TKE 1=#8.
2. BEAMSHEP (58] | BREERTIRTI— &R [ID/EFR] .
3.7t [5=5¥] Tum , %% [T{Ffazk] > [Deployment] , #£Deployment?ZREBEEE (] .
4. 7E"$hiEEWorkload TUH , HRIBLFRER  RETIEREEANER,
5. BIGECE,
o B : MINIGITEEEMNER , ALL wordpress J3fl,
o Hi{& : IS wordpress .

o [R4& (Tag) : iEE latest,

WREFRA © Efi=_V1
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o BHIES (TKE)
EfrEE
WA 4
=& wordpress
g wardpress EERE
FHEEE (Tag) latest
CPU/ATRE CPUFR#$! AT
request  0.25 - limit 0.5 # request 256 - limit | 1024 MiB

RequestF T RIS BIEE SEFTID SR Srequestn BRI RSEN SRS HEEM.
Limit T = EESERERIE LR 2RSS M sEREatTE.

zme @ FIETE WESESA

= REYESAE SENEERER BT SR RENATBTEN
AN

6. BEETRETH [BRERIRE] | ERHNTRSIRSG  BERETETH [FETE] . RXES
WORDPRESS_DB_HOST = =#iEEE MySQL Ayt
WORDPRESS_DB_PASSWORD = #J{a¢RHESHIZ R

i
s

HETEE ) WORDPRESS_DB_HOST

WORDPRESS_DE_PASS!

I
*

FEEREESISFE. 5N M | FHA RS

7. REIROBRE. BERROMRSIHOEBIRES0.

IR REEERNR 2 ERTERNET RMNERERME | FERRERE 30000-32768 in , BNETsERHNESRRSTIEE

R, F#EEN SRRSTEARE
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o
0y
0wt
NG BEE0 BEEO00
TCR ~ BO BO
)

8. Bat: €l Workload, 525% WordPress IREHIGIZE,
TR HETREREOARE.

1518 WordPress RS

BHE=F75i5E WordPress RS,

o B REISE IPkifE) WordPress BRSs. BEIRSZRERN (IRSSERE] EERFYE IP FIRAi9E ID.

< cls-h9bgbkzi(vxjun-custer)/default/wordpress

LTI ESER =it BH=

Bz

EESERGE  wordpress

wEE ETHR®

iETER cls-h9bgbkzi

MEHSEID

ERE(label) gcloud-app:wordpress €237

Bz 2018-10-09 11:35:18

ER e
hEEE
hEESEP E 3.500g | ( sMRtiATE] : SEEEEIVIP + REgEEIrE)
REIP 1 52121 ( £EEAER  BESERRSIP + BESYIms0)
BAASE  RREEE ( lb-i0bipb, 03.50 }

WREFRA © Efi=_V1
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0y

o 1B R k518 WordPress RS, ERBRSIEHSEMNSIES , BE (LEi9E]
ID , EHE=ERS.

o ERARNEMMRSSEFUTUERBIRSSEMRIEE.

BN WordPress BRSSESHIZAIAIIBITA,

English (United States)
Ay paall Ayl

Ayl

Azarbaycan dili

Sadbodl s

brnrapcku

EIEG

Bosanski

Catala

Cebuano

Cestina

Cymraeq

Dansk

Deutsch

Deutsch (Sie)

Deutsch (Schweiz)

Deutsch (Schweiz, Du)

FAAnvika M

ERREEAY , TEE SHERARE.
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FFiEE
SREE
ERRFhIA

EITEFTAYE): 2024-08-23 15:08:00

ERHEAER

BRSBTS ARNES , DABETATRSSE. RGBSR, FALMEER RN,
LSO

TKE REFESER Kubernetes ££8% , 8L TAWG :
* Master : BT EEEHNEEERT N,

* Etcd : REFBNERHIVSER.

LS Sit]

TKE SERMER S L AT

. CVM e

. NSTEBESEE (Master, Etcd RAIFIFEAENAR )

IITAREMR ST

BN

TKE B AE IRt ER 2B E AR Master JRI7ZEEL, EFRZED , Kubernetes £E¥f Master # Etcd iSSP EEEWER
CVM L, %488 Kubernetes EEEHIFTE EIEFUEENUR,

==

o IZIE(UERHTF Kubernetes 1.10.x LA ERRAN,
o iZIEIF , Kubernetes ££8£AY Master #] Etcd BELEVINEE R IFZLE,

REHERERK | EFEESINE. VAERESE .

ES S #iY Master TIRECE BT REE

291005 81%16GB SSDE SR 38lE
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o
0y

SRS #iY Master T EfiS FESIVERIE =1
#3500 16#%32GB SSDERSi# 38
Master MIEPRHI5EE

NTIREERRSHS T BUFIRSER RS | R EEENAT | IRELITIRS :
e Master&Etcd BTRERE/DEEIS,
e Master&Etcd T mBEE4Z NI EAINE,

* Master&Etcd TrisEs® SSD BIF ARG,

ES=E

ATRIEEERIREND  URRESERIIRENER , EIHIIELITEN

MI7EREET |, IBAEMIER Master T 3232 Kubernetes izf7A9%Z A,

o JHVEREHER , BAE(EK Master i MEHIEE S,

o IREEE  IBAEIEN/MBRERF BRI ORI,

o ISTEREIEL  IBEABIEHRU/MER Master TmAUBFRIEREX (FREBE crt, key).

o IEMEBERT , BAEEREATTHRAT docker hiAs.

o IFRERRT , BARERHTTRBRERF kernel, nfs-utils FHEXEM.

53R

BaRSS (TKE)

o 1ZMAH : kube-APIserver , kube-scheduler , kube-controller-manager , tke-tools , systemd , cluster-contrainer-

agent,
o ZMBHFELESE] | kube-APlIserver 24 , kube-scheduler 24§ , kube-controller-manager £%4,

o EFINEIOEIRE ( E4EEARRTF ) : hpa endpoint , master service account , kube-dns , auto-scaler , master cluster

role , master cluster role binding.

SERFERIRE
- olpsER
L

o GRS
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%

° TFHREEE

o CVM ZEEERFLS
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R EanEHA

BIFEAYE: 2024-08-23 15:08:00

SRFE AP

W& 1588

ellfees SEIFAOIE , [(EERIBRRIR.

AitEEEE EHITREETE |, MNP REHERTRT.
=17 SEIERIET.

FHéke FHREREP.

pillESes SERFTEMIRR .

FE ERPEAERE | IHRNBRAEE,

WiBE . BEERESET Kubernetes BAFARNIRS. WIRIEEEARSERSTEIEE CLB, CBS 2% IAAS BiR , MEABEE(FH
CLB #0 CBS , i57E TKE #4IEIpa3dRaY Service 1 PersistentVolumeClaim X458, NSRS R CLB w45 kg CLB sy T

CBS f=HI&aillkx CBS , ReRIRZSE/EIZEHAY CLB F0 CBS.
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P ZEEIRSS ( TKE )
elfER=SEE:
EIREHATE: 2024-08-23 15:08:00
Y S OE=
BUEREERIRT , IS SRS ENERIIRT R |, MBS R R EENCIRS SR ENERINVIET R, A SESEXE

RUSERwellE S

EERSIREA
. R R MEEARET SE A | MRS R ERATAN,

o BRICHFRIEEAIEERFIEXNAN : CentOS > CentOS ERIBENHER.

EEC R
REEHER
1. B5 TKE =458,

2. EEMSHES , B (58] | ENSEHFEETE.

ErfEE [}
IDHEER CPU 2888 == S5 kBshR#E SRR fi=t e FoNE SAE/SCcPuU@D
cls»
x88 =T NVE== a1 =
sniutke01 4 h =i e =3 e 35
=3k

3. 7£ [s=RrErE] mBE (Bl

4. REEEENEE  8F [T .
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o SREFEWR : HEOBMISEIER. NBIL60MFR.
o CPUZRHY : IRIEFREISIERI RIZEM,
o Kubernetes R4 : 1%54% Kubernetes k2,
o E£ER¥IP R . 1RMHIPVAFNIPVA/IPVEINH%
o IEfTRTEM : 12t dockerfcontainerd FEFNIEIR,
o FrfEMbE : N ERIBFTTEMIR U SRERARME. FIPHMTEEER | RS TERE.
o BN : MIMBHINEAREIE , BRILAXETE FEMEME,
o BEERIERRM | SRS RRNEIEL
o BRI : NEEANDREOEAESEMEHISEERAY IP itk , BT RPod#E FIRFEEFFService#iE LIR,
o IBMERR | IKFRERR,
o EREHER : CIEEEHVBXER. ZERKET £HER IE.
o BHRE:
» AR ipvs3dE | iERHEERBASIFRA  BRT ARG R TMREERE L.
» TILURIIIRE" : ATKEESRECERS | SRR RIRS IR IR B s RERHTE.
» BENSY  EEETENSHCRECEER.
RN
1 "SR A S |, ISR BRI AIEL.
FESHEEWT
o Master : Master FIEIET5ERTE 7 ISEREAIEIER.

o Node : Node EERIRERFGITIRSEIEFRNITIETS R, EalLAECIE SR UERSEEEN Node T, BATLAESERFCIE
SRS ERIN Node T4,

o Master&EtcdiflB : {RIBUITFEK , iR IRSES.
» TBK : ST RRNSRS N T BEXEPEEA) Master 8; Etcd |, (RIEERF RS B,

» TRRE  EELERNERES N FRRRIRIBEEAT Master 8¢ Etcd |, (RIS ESRIRT AL,
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MEB BT CPU 4ZAINNEL , BINERSRIFSE LHIEEUA,

RGR AR T MHFFR50G" , o LIURES ST E.

» BUER : Master f] Etcd EIARENEBBRMARA  BANEERIER | BULBERHMIZE.

» NNEE  ESERBANIP , REEHELM IP,

= BB IRE>=34.

o Node#l# : &4 "Node" &% “SIEIZRE" At , ANk, FaILUSREEN=IRSESEA Node T |, BRI LATEER S TAEH R
10 Node 5.

s AR : EALIERMSRES N BXZPEFR Master 8 Node T, (RIEERFESRIR B,

TR  EELARRHERS N FRARIREFEEA Master 8F Node T, (RIFER RS BAM,

B : MEUAESRSE LOIEEMA,

RER : AN A MFEER50G" | EALIRIES BT E.

* ¥UER : Node JLIEMENIRIER ERELIEE.

AR | AEDERBARIP , RFEHEAN [P,

- B iRE>=1A.

2. BF [T | kREZEM.

EE=RSS3E
1L "ZENEE + , BESRSBOHHEE.

WRARERS : Efi=_V1 5548 T 6550



HIREER

Z28 @

BRI

FFRE

HAERS

ZENE
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> ERIRE

EEENEEERESES

EERTREEEEIREEEMEMEIREMetd B ST REENEE R, FHIEEREEIERSMdockerBR

Ivar/lib/docker v

e

HiERERR= /varlib/docker, 888 = /varflib/docker

B =RRm-20210409164832608 v C) FasEENY

FZLEEENBET SMERERENE, FNEERIBE0000-3276850, SR HNERRE A HRRE

MEEIESEERBESE MR, Sl epeed

2EEG IENEREH SMERER

it EFICEEENER, EsdERZCVMERISEEEN.

ubuntu

Linux 2822810313001, E/-EA=TA([a-z] [A-Z] [0-91FI[() ~1@#$%"&+=_|0[]'<=, MAHHTS)

amFE
LRI R EBFIRDDOST, WAFKIZEEHISR

v i

aEBEmTRER. SITHSEEE, BRI ERER

FESHERAWT

o HOEMER  AQIL.

o R RLEBAHKENTRE  BTRERRSHFONKIHEES., SESRRSTEERE .

o BRFA  RE=MERH.

o IREWHE  BRERTREYNERD.

o MBPXERER : BIANRELEEERN S, R UENERERENERARSHIS.

o BEM4ERER | Bl EIR BB ENERES R,

o ReNNE : TNERBTE , TEAHRZHFHEDDOSHIF. WAFFI=REELHF

o HiNE : AIERETE  RBRTEST IR, STHISESE | RRAMHRIEN ISR
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AR5 (TKE)

, (LRSI R

FHESE SSH iR,
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s BERE

o HEEMYEE : BFEaEESLS)

o Hli(cordon) : HWHTRE , BAEZHAIPodBERZT R
2.8 [F—#) | wEHHARERER.

3. B [5epk] | BPAJ5eRkel.
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SR TN

B HATIE: 2024-08-23 15:08:00

B MEn=

R ESEXERAHITY M8E. TKE SREF AT B854
o FRRI/BIRTIR

o BRI/ AERTIR

s TEABETR

BIFESA

BER TKE =Ha.

BIFLER
FRRIVBRTR

ErEs FrET AL TENRMITR , SCREHNFIT &, B TR, SREHNFNES.

WETR

BREBMESSEETAIE5]. SIB@EREY , BILUE mENEE H , BRERRSSE  FIERHITT B85,

BIRER
BINRIEESE BIRT .

T aEEtR

BesiRSS ( TKE

B CVM EERNEEREY TKE EEHERZINEMN T R T B8Es  BTZIRMF TKE SR ERNRETN  FEEERERT

R T REY kubelet #HTERERME | LIEILL TKE SRFRANECERIZZL.
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ERREERT
RITEFATE: 2024-08-23 15:08:00

37—

ERILUEIY Kubernetes é3$17 T B Kubectl NASHEZ st 251552 TKE &8, ANIIE S aiEZEEERE.

ARG
IIRIBIBIE RO | HERERR Kubect! TRETSR -

W8 . FRIESCPRESK | BT vI.8.13 B VS FRERY Kubect! fRAR.,
e Mac OS X &4t #117LA T 454 | 3K Kubectl TH :

curl -LO https://storage.googleapis.com/kubernetes-release/release/v1.8.13/bin/darwin/amd64/kubectl

e Linux &4
PUTLAT @S, 3REX Kubectl TH :

curl -LO https://storage.googleapis.com/kubernetes-release/release/v1.8.13/bin/linux/amd64/kubect!

¢ Windows &%
TS |, $KBY Kubectl TR :

curl -LO https://storage.googleapis.com/kubernetes-release/release/v1.8.13/bin/windows/amd6é4/kubectl.exe

HAEL TR
L& Kubectl TR

1. 2% Installing and Setting up kubectl , &% Kubectl TH,

588« WREBELE Kubectl TR |, BRIEASE,
2. PATLATERS | I TR,

chmod +x ./kubectl
sudo mv ./kubectl /usr/local/bin/kubectl

3. FUTUAT &S |, MIKZ2RER.
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kubectl version

EHHEULITRAER. | BIRRZIAI.

Client Version: version.Info{Major:"1", Minor:"5", GitVersion:"v1.5.2", GitCommit:"08e099554f3c31f6e6f07b448ab3ed78d
0520507", GitTreeState:"clean”, BuildDate:"2017-01-12T04:57:25Z", GoVersion:"go1.7.4", Compiler:"gc", Platform:"linux/
amd64"}

PSRRI S ERLUIEBER

1. 2R TKE 2514,

2. EAEMSHES , B [HE] | ¥\ e ETE TUmE.

3. SRR BEREERIN (ID/2FR] | PN R B IR .

4. EEMSHES , BF [(BXMER] | #NEAER TE.
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TEER v

wETHE

FEEEFEREQ ZHARE

EBEES ubuntu16.04.1 LTSx86_84
EeriEEs Global Router
££85ID cls-hkxtsszc
ek =P
k&shizd 1.16.3
=il TR
TeAE 14~
Rt A b
TR vpc-ed0vy281 [
=
0
PR cni
iEERE 2020-07-29 11:09:26
VPC-CNIig=t ® ki
it xs

5. " BEAMSR T, B (SEFHEIE) 1 (B7FE] .

6. SRR SR B0  , EERFE. ERMIERER.
BE  ERTLURIESERRG K |, B [EWI] 8¢ [TFEk] 1S$5EF CA IEBRFEIA D,

7. SRR SRS EOF , FREBEEAL.

AR5 (TKE)

o EEIAERSHIA @ "SMRISIEIHELE" A0 “PAIRIGIAIEAL" (RISFEONME , AU TEAECE | RIRTERAESERHAAEN EHT Kubect! 45

A
Yo

o SRERARIBIEIAG @ "SMREEHAL IRER "EFR" , JE%F iRE Kubectl a5 Baithe BERERINEHUEHITIIE,
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o ZREX VPC RIBIEIAD @ 4 "WRIGEMIE" IREN "EFE"  IEESZFIRENAR hosts , BT SHHAR M.

£ /etc/hosts HRIBEINNMIREIRY IP #ig2. EalLAFRNRE | LIS E LU TBEHTIRE.
sudo sed -i '$a **IPiiE** **imZ**' /etc/hosts
SHEER | Ba5% K8 Kubectl tp$ Baibe (FRAMEEIMBIHEEZ BT,
W . AERATATR (BETREE CHMERE ) | AMBIREEERFAE N AT RRER.
8. B k] .

BHEREEGER Kubect! 3R/EERE
R Kubectl I{FiEK , BHEBER
WA ZAAERTEIR Kubect! I{EERE , TEEAEHFNIERERREFENES L.
BKAE
Kubect! fp$&=CaI AR
-s "IHAER" --username=FF% --password=%5fg --certificate-authority=IF B

il

BesiRSS ( TKE

B,

kubectl get node -s "https://cls-66668888.ccs.tencent-cloud.com" --username=admin --password=6666090IB2gHD88882

qulfLMy6666 --certificate-authority=/etc/kubernetes/cluster-ca.crt

&3 Kubect! BeBE4 , KHAER
WwEE . 1ZEAERT BT Kubect! #2FEERE , RFERE IR, MESCUSRIATKERER.

1L &EL T | 182 Kubectl BeEXHHRIZE, IEBER.

kubectl config set-credentials default-admin --username=admin --password=6666090IB2gHD88882quIfLMy6666
kubectl config set-cluster default-cluster --server=https://cls-66668888.ccs.tencent-cloud.com --certificate-authority=/e

tc/kubernetes/cluster-ca.crt
kubectl config set-context default-system --cluster=default-cluster --user=default-admin
kubectl config use-context default-system

2. EcEepkfE | UTLATE< | 3REX node TTRIER.

kubectl get nodes

REEERULITES | BPRMESERI.

NAME STATUS AGE
10.0.0.61 Ready 10h
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RE Kubectl < Ezh# M2
EEILLEHTU TS | B Kubect! (RS | AT,

source <(kubectl completion bash)
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PAESES

BIFEAYE: 2024-08-23 15:08:00

S

BESIRSS TKE 1A Kubernetes hRARIZHEE , (EENEIILIIEEXNEITHAY Kubernetes SE8HH1TH R, FRENITES : ARHIBIEIR
B. 4% Master F1F4% Node,

FHRIA]

o FHEBTFTAYRE. BFEEHT.

o BEFRERA  BEESH MSESMEERRTS. BEEALER | BALUBTES |, thrlLIBTRRR TREREI B EH T2

.

o FHRIGFF : FHREEHAT , WRSE5SR Master IRAFH , BRRTTAL Node WRATFHE . BRRISIEPAEIIREHITETERE.

o {\SZHREF AR TKE IREHISHE Kubernetes MRS , RA3ZiFES MRATFHR (FIa0L.8BHT L 10EEAHREL12 ) , BINHERR
Master hrAF1 Node iRA—EIRTA BT 4REH R T—hRA,

o CSI-CFS HH-AFSIA/E : <F CSI &4+ COS CSIF1 CFS CSI, AE Kubernetes hRANEEIRY CSI iRHRAEIUTES: , EIEEY
& BERARE TKE 114K A EhRARY , 7FEAESENmEEH%SE CSliEH ( ERAEATINEELEFERTAY COS #1 CFS 7% ) .

o Kubernetes 1.10 # Kubernetes 1.12 hiyANi&EscAY CSI iEEFIRAZ0.3,
o Kubernetes 1.14 RLA FIRANERCHY CSI #4210,
o HPA 533/ : 7£ Kubernetes 1.18hzA 21 , HPA shEF5|FBAY deployment I35:AY apiversion BJaER extensions/vlbetal , i

Kubernetes 118k A2 f5 , deployment A9 apiversion 2B apps/vl , ATRESEERFHNRE] Kubernetes 1.1827J5 , HPA %4,
WIRIEER T HPA THEE | BINERRZAET , T T®H< | & HPA X954 apiVersion #J#&%] apps/vl .,

kubectl patch hpa test -p '{"spec":{"scaleTargetRef":{"apiVersion":"apps/v1"}}}’

* Helm RIFSSKIEIRL | BNRIFISRFAY Kubernetes BIMRATRAIER , BIEEINATARENNARBIE SE=RRMMA, #iY
EFRERR  EECTEASEENNAIIR | WAESHSNERIRSEE. BLNARSXERAR Kubernetes BIiEET , LLAIET
BEREF RN ABRIRA. BLNARTREERBXIERAR Kubernetes iEE , LLFNEERFARER.

e Nginx Ingress hR4af : extensions/vlbetal #1 networking.k8s.io/v1betal API fRAHY Ingress ANE v1.22 iRAChEFERE ML, &
ER¥EE Nginx Ingress RIRRABIBELLEYE , £ Kubernetes fRAZ! v1.22 KA EARAR , TEAMSTERES Nginx Ingress 42
1,
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IRIEE TR

FHREEEERUF MR FH% Master Kubernetes ks #1 F+4% Node Kubernetes irZs.

HFMaster HETR

ERERHIRFH ROV T

HZMaster

b -3 37 v

RA: BEITH

IittiRERE, oIFAR Tt

F+%% Master Kubernetes R4~
iREA : BRIESIRHTE R, MIEEEF Master [RAHALE , BEFHREELERS - 1094, EIHREEIE T AR ERIVEERE,

Master Khirads5/MEAFH4%i58E

Bal Master R ESIEAIRAFR (HIRINL.14FREN1.16 ) . IMMRAEFHR ( FISOML.14.3FKFI1.14.6 , S Mv1.18.4-tke STHE!
v1.18.4-tke.6 ) .

WiBA :

o HRMAHE (FIOILI2AKEILLIL)  BECREBENSH  EECENRERANEENSE. FESHAMRE. FEUYSR 8
ENX kubernetes BHEHEH.

o ZMEATHRE , BERENEENSHSWIRE  THRENRE.

RS

o FHRED , EFMAITE FHRAAL.

o 17.8hwA TKE £8F , MBt&EA bridge , ERFFHRASEMMIIIRMEEN A cni.
o ERFHRASIR kube-dns # core-dns,

o CUEEHRHIERIERDHE (NS ipvs ) |, ZH&EF Master IRAFHREL.10F1L. 1 2/F8 A SHHTIE,

WRARERS : Efi=_V1 5858 TW #£655T



kN

) Haalkss (TKE)

o FERSETRE & Master lRATELLIOMRALLLE , Node TrRIRAELSIRALIT , PVC TIEESAAT A,
* FH master sepkfE , BNERRFART RIRA.

Master FERARE
Master FRFERDA3INEE : BIBHUEFR. Master TEBEEFR. EEHREFE.

o FHRRIBRERME | BSRAFRBERERAY | FINERAHE | LRSTHRSHEGRE.

e Master TREAHAR : BREHITFIIFE Master FISIRZEE#H TR , B Master FIENMEEFRREEH T I —MEERYT
%, TKE £5F4 kube-apiserver , [FFH4% kube-controller-manager #1 kube-scheduler , &% kubelet, BARLERIT :

o EHTHERL kube-apiserver H{4E#S Pod XIMAY yam| SIHRZE.,
o & LH] kube-apiserver pod E&#E , kubernetes IR AEEIEHE,
o [F , ffXFH kube-controller-manager ] kube-scheduler,
o Ft&k kubelet , FAEEFE Master TRZER ready.
o FUSERME
o RETHREEMBAEM , 1N kube-proxy ( FHEHEIRFNEHREEH on delete ) . cluster-autoscaler B43,
o HUTLEEMRIBAHMERAGREIHEE , BHIRSHESHAGRE.
Master AEIRELER
1. SRBHRMSEHE | BERANSH=TRY K.
2. ESSEFETETH |, IEEEFHRERHEEIIR [FHMaster KuberneteshkAR] , ATk MasteriiE.
3. (FARIIESEFHRAAG |, BT [REEHFE— DARAENR] .
4. 8F [F—#]  #BAFRRERE.
5. IR RBIRAE , BE (5Tl | FEARSTH.
6. RIS B U MAYSERPN S BB TR E.

4% 53 Kubernetes kg2~
5EBf Master Kubernetes WRAFR5epkfE , SEFFIRTSENZERH T B BAAR.

RS

o FHEHD , EFEEEFHRAAL
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* % Node FAANTFIE(THET , ATHHTFHRIRE,

BEERRS
FH& TR Kubernetes iR EERFNTFHR M RIBREITFHR BRSO, SARFEEE

o ERRHMAR  RAEEDRNAXNARTRRA. (CHFARAFE , fla0l.108JHKZEL12,
o [RMREIAR | [RIAELE , (V& Kubelet, kube-proxy B,

ERRA TR
ETERNTRARRBRAARNLGN , B—RERSN— I TRE TR , RESAE AR ST N REIF R,

o FHEEMEE : MM LR Pod HTIRERIAVIEE. BEARNFREMSEIUNT
o FHZTIRATE TIERER Pod M, HRETRE , HILIFREE Pod HEZH0 , MIEEREY , FEEHITHER.

o LATRGEEHIE TIFREISH2HS

|7-1b-controller

= cbs-provisioner

= hpa-metrics-server

= service-controller

= cluster-autoscaler

IKZ Pod : BT RINCATNTERE , BERESERST < LA Pod.

BHER BT RNERTBE. 2P BRHTEANBETIE AW mEsRha Node SEfI , FrLATIRAT label, taint &8
MEEREIERER.

BRDR | ERTRIRMERS  FERLENIRA kubelet,

o AEERE  KETRESR ready , EEAREER , FICEXSRIAR A Pod LLHIREBIRAE.
EXATHFHIRES ™ ( Node Kubernetes hizas )

1 ERBHEBSIEHE | EIRLMSA=TRY &8,

2 EEHEETE , IMERBEARERREIN [FHHR KuberneteshikA] , BEATHRT RIQH.,
3. IEEARISHA [ERRIFER] .

4. FRBETHARIANE | B [(RERESARE LARASFR] | F8E [T—#].
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5. AL RIERERY | BMEAMRFEARNTS , BE [T—2] .
6. ERHREESERT  KEFBATRER , BE [(5eak] BIAFHER.
1. BEDRIHRHE | EERMET RS,

RN T IR
TRRMFRRBRIFRISG, | A—RERESN TR TAR , RESATRARBENT ST I NERIOFR. SEER
T

o AHERT : BIINERT =LA kubelet F1 kube-proxy 814,

* AFEHRE  RETRES ready , FEEXFIAA A Pod LUAIREBIRAE.

[FRETF SIRMES B

1 ERBHERSIEHE | EBRLMSA=1RY &8,

2 EEHEETE  MERREARERREIN [AHTR KuberneteshikA] , BEATHRT RITH.,
3. EEA RGN [RRIFR] LR BIRRA.

4 (FHFEEAIAAE | BE [(RERESHREE LRRAZR] | HEE [T—2] .

5. A REERLRY | SEAMURFERRNTR  BE [T—2] .,

6. ERRRESEF  MNMESEHERSE [5Ek] BIRTFRFAH.

7. BEDRIRHE | EERMET RS,
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SRR AIPVS

BIFEHAYE: 2024-08-23 15:08:00

37—

ZIABRT , Kube-proxy {#F iptables 325LHR Service Bl Pod Z[ERITEISE, TKE SOFREFFEET IPVS REREH LI RELY
&5, FFiE IPVS IERFRHNEEEE | cliREEIFRIaTY EIFtse.

ES=E AT

FINRE(NFECIR RIS | BRI IFERRFIEN.

IPVS FES 5B ERL , EWNAEFNENERA IPVS 7 Iptables JBF.

SERETS IPVS AR XKML

IPVS {513t Kubernetes 1.105% LA FARAHY TKE E2BF434,

EMEL TR
1 255 TKE #2414,

2. EQIEER , & [ERHEE] WA |, 15 "Kubernetesh A" iIRE NS TF1.1089 Kubernetes bz , FEE [BRIRE] | 732
[ipvs S73%] .

3. IRREIRTE SR | SehEERFAIEIR.
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SEEAGPURE
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37—

MREHNISHFEHTREFS. SHETTESNS | BELUERERRS S GPU I8

ANFEMER GPU Ihge , FEAALUEMRY GPU CVM HiR.
[ER GPU EEBLITAMII

o SRR GPU TR

o #iE GPU =iRSEE

o AINEAE GPU =irsSes
* Bl GPU fREHISE

o EEEHaReE

o @BidM AL Kubect! f5< 82

i~y a

OEF TKE =414

FEEIN

o {XfEEEE Kubernetes fiRAKXTFL.8.* 8 , Z4HFF GPU HE.

* BW|ZEAHE GPU , BNEITLUBEKR—EZEZ 4 GPU,

* ENERCFAIMEEERGER GPU Ih8E.

BIFLE

FESEH RN GPU TR
TR0 GPU 3Ll FRaRT i -

° F#E GPU =fR55ES

* HINEA GPU =fRS=S

WREFRA © Efi=_V1

FToEEK GPU B9—/NEB5.

D
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B ZIRERT AR B EHRIER(ER GPU &=8.
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2] BEIRS (TKE)
e GPU =fRSGEE
1 EENSHES |, B [EEF] | #NSEEFETETUE.
2. EEE0iE GPU =iRSEsNERHTH , BB [FETA] .
3. (EEERNESTRE |, 45 [SLHIFR] RSB "GPUNIEY" | HikiE GPU 1+ ERIRISLFISEEY,
& HiEDS
(v) smEs Q ==z
BikiE
=
Kubernetesig® 1.105
it
EEERE
HEEL © el
FirTEhsiEg
A © m m
TERE © v Roger-Intern hd
SR £MEEE  SeR SI0E 0 BEE | oER 2R
SoipEER GPUHERIGN2
] i) s CPU T BET BEEZH
Q GPUHERIGN2 GM2 TXLARGES6 28 BGGE afEE
T

4. ZRAERTESERE | STRRelE.

BT "ENEE" /Y , TKE SEaRIBERIGTIELRT GPU R9IKEN

RINEA GPU =iR5E8

1L EEMSiv=F , B (8] | BN SHEE " TE.

2. EFERINSH GPU mRSH[AIEEHTH , BBE [(MINERTR] .
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IRIRAE | BEBROEMIEER.
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3. H'EETRNH , AIXEER GPU TR, BE [T—2] .

o EERE

SEEEFREVPC (vpe-mjekzyps) FEEITEIATES BiEE(1)

Q ins-882zduir
ins-882zduir -

ins-renmepdb
ins-G5tedvs1
ins-nebfuizj
ins-m2wxsp0l (i)

ins-pnzbowdt (i)

ins-2rgdg2q7 (i)

4. FRRERTESERE | STRGRI.

T "=ENEE" BT, TKE SEMNRIEIEEINEHT GPU FUIRHZEFIINRE | BEFROEMRE.

Bl GPU BRSSHIAER
BIE GPU fRSSHIZEEH LI TRIFTS I |

e EIEHaHeR

o EIRAEL Kubect! f3$BlE

EHEREA eI

1L wENSiv=S , B (8] | HNSEEE"TH.

2. BEFECIE Workload BISEEF [ID/&2FR] |, BEAFFEIE Workload RISSEF ETRITE.

BaRSS (TKE)

3.7 "TFA%L" T , {EEI%#E Workload 38!, #FAXMNAYSERE. Flgn , %EF [TfFfazk] > [DaemonSet] |, #A

DaemonSet EETTMA.
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€ =B/ cls-ol9bzwty YAMLBEEEE

==
ExEE DaemonSet

] .
- e 2E258 defaut . Q

BFETHE

o
Jo=

Z& Labels Selector I THEPod R B
TiEtE v

Deployment user001 k8s-app:user00i, q... k8s-app:user00i, q... 212 EfEE SEvaVL Bl
StatefulSet

DaemonSet

Job

CronJob

4. B [FrE] | HN"#iEWorkload Tum.,

5. IRIENEER , RETFRHE. wRTEFHER. FE "GPURE]" & , iRE GPU [RHIRIEE.

gpEeieE) @ EiEys==
ISR, BannhrEE. TIES. TREriEs. NS, BRI, FeEuilesisERat. aEEt i

TiTERE
K
=R
=g EHEEE
HIBAREE ( Tag )
CPU/AERS CPUFRES! AEFRS]
request  0.25 - limit 05 = request 256 - limit | 1024 MiB
Request B TS EEE S5 HTNT SR Erequest TERATS B ER S tlBE.
LmitE e E RS EEEENEL R A REER roaS Bt E.
GPUFRF! o+ 4
meze @ Higs MESHESA

e REUE=AR | BENEEEER LIET ERERATEHNTIEN
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6. B [BUEWorkload] , TRk,

BRI Kubect! fp$El@
BB R AEL Kubect! a5l , £ YAML 247N GPU =,

ERFAE EIRFEILET M SN REEERSSREHF RS=AEE MESHYAMLER , #ET=E nEEREEEEI
[ o= e RE
1z Mneldudidg:
L 208 creationTimestamp: null
21 spec:
22 containers:
23 - image: nginx
24 imagePullPolicy: Always
25 name: test
26 resources:
27 limits:
28 cpu: 5@em
29 memory: 1Gi
38 nvidia.com/gpu: "1"
31 requests.
32 cpu: 258m
33 memory: 256Mi
34 securityContext:
35 privileged: false
36 serviceAccountName: ""
37

FIE=RSE

WREFRA © Efi=_V1

MUIENES

volumes: null
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) e8RS (TKE )

CVMZE=RERE M 4S

BIFEHAYE: 2024-08-23 15:08:00
SR ERBEMERERNEREN. BYIREERNEINEEEMET LRI EEFHIME RIS .

o SREFMISR | NERENENDEAET RMESHEIBTEIRAY IP it , eI LUSEAE SR FMAT RN T RAMNE, BESFAEMEN
NEATSE FABRNEIFR .

o FEEMILE : NERANNBBENEESEMEIIETERA IP bl , EILBEEN = AMEMRIEABEME | RIEEGRIERRRS
HEN LR, BHOEENSAN CIDR BRET kubernetes service ; tBAJLIRIBENERIIE N T mlUpod B LR , BSNERRE
BRRSHSE—TEIX/NINERBTIZENSE Pod AY IP itbik,

SHMBEREMEBRXR

o SRNEFIBREME MR REER,

e F— VPCH , FRSEHISHRMNENERIEES.

o FEEMLER VPC BSHESRY , (HEDEMENER,

SEME ST VIERIRER

s EHNBHRSBRZAEERE.

c EHANBRSTREEDE.

o EHANBRE RIFEE Redis. =EERE Memcached S5 EE— VPC TRMEIRE.

o RERMRERTEIE,

o REEMINERREIE.,

* RERHRERS IDC HE,

BREMILRIEA

o 7528 CIDR : &8/ Sevice. Pod Z&EIRFTEMER.

* Services #8 LIR/E&EE | IREDECL Sevice A CIDR K/,

BEEIRSS TKE SEFERIAGIEE3/ Sevice : kubernetes, hpa-metrics-serviceube-dns , kube-dns , EEHAG 2N &R
£, EBAELEBRServices #2 FIR/EEERE serviceMax - 5,

* Pod #& FFR/Node : IRESELEE Node A9 CIDR IR/,
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N Hamikss (TKE)

REERRSS TKE EEEFEIALIEE2 kube-dns 8 Pod 114 17-Ib-controller f Pod, ¥3F— Node £f Pod , B=/MthEARRE
DESDBIRE - MES | JiEshFnR St , Fitk Node &AHY Pod #{E = podMax - 3,

WRAREE © HfRE_V1 5869 TN #6551



) BERS (TKE)

IRE IS ERERIE
RITEFATE: 2024-08-23 15:08:00
BEaE

XFFER ( Peering Connection ) 2—FfATHE. BRENZ LRFEERS  ILWTER CRIRKIREEHEE. SaLIBEXIEFHEHESN
EEAE VPC THBEREE. XTTRIINEERE , BOLSE SIENSEE.

o ANHELICRIZERACHRITRAG. XTU@eRERF  BHLISE SRR HTEIE.
o IBESHHRNESIERAMINEY , FIUTRESR, ENSEERVEM  FHIERHSIRETRR. C(VM 224, 7/ ACL RS
REHER.

o BGOSR GERISRER. EREnERASREE  BRXIREA.

ER{ELR

RS ENELER

1 BRTKE 23,

2 (EMSES , Bt (48] | ¥\ BYEE T

3. B FRERIRERMEERHBEENSERF (ID/EAFR] | MNSEHNEERE. W FEMR : fla, #A A SEHIVEERE.

& EB A YAMLBIEEERR

Deployment
EHEE
E= 5 =EZE  default v Q o

— . N
e a2t Labels Selector IBTTHEPod iR BME
Tfeias v first-workload k8s-app:first-workload...  k8s-app:first-workload... 11 EFTHOE EFEE £ -

Deployment

StatefulSet test k8s-apptest. gcloud-..  k8s-apptest. goloud-.. 1/ EFRAOE EFEE FE -

4. EEMNSHES | &% [BXER] | #NEXNSETE.
5. 1ER "BAER" o "BasMEs" HIREAIHER.

6. EEHT B3 - BBS | ICRB— R B EMEBIIW R,
flgn | iER B SERF A RRMESAIMIERATHERTS.

[ Jiz:eiE
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L. IR EREMEEFIE.
2. EEMSHES , BE (FR] | #NFRTE.

3. BENEHERARIEE FWAIKEKISHZR.

-
IDIZEr ¢ Pl CIDR

4. EXREKERARNEAEENE , BE [FrEsERK] .

5. TSR (FrERE] EAY , REKHER. TESHERUT

o BHA%R : BN B EEERIIMER.
o THEKE kR NEERE.
o Tt : EEREEIAIFERE,
6. BE [EU] | Al ARERHRERIEE.
7. EEHT £R2 - £E]6 , TR IREHARNEE.

SR
BEZAFALEE , FRNBRTEESE WREIHENRE,

1 BREH ARSI, FEER A NSRPIHIEER B (A, WTERM: :

WREFRA © Efi=_V1

AHE @

BesiRSS ( TKE

FEIRRE

-

iy

rio-
loo:
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[ root@centos-ssh-8456T58d49-hvok2 /1# ping 172.31.0.6
PING 172.31.0.6 (172.31.0.6) 56(84) bytes of data.

64 bytes from 172.31.0.6: icmp seqg=1 tt1=62 time=1.47 ms
64 bytes from 172.31.0.6: icmp seq=2 ttl1=62 time=1.29 ms
; from 172.3 y: icmp seg=3 ttl=62 time=1.44 ms

2. RERF B 9B | FHEEES B (UBSRPILIEE A B8, WTER: :

[ root@centos-d999ccdd6-z4214 /1# ping 192.168.0.11
PING 192.166.0.11 (192.168.8.11) 56(84) bytes of data.

64 bytes from 192.168.0.11: icmp seg=1 ttl=62 time=1.40 ms
64 bytes from 192.168.0.11: icmp seq=2 ttl=62 time=1.36 ms
64 bytes from 192.168.0.11: icmp seq=3 ttl1=62 time=1.41 ms

WREFRA © Efi=_V1
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5572 70 #655m



3
0y

IR B ERH R EE

BIFEHAYE: 2024-08-23 15:08:00

37—

BaRSS (TKE)

XFFER ( Peering Connection ) 2—FATHEE. BRENZ LRFREERS | ILETEHEME_V1 ERRREEME, KT UEEY

FEE | BOLSE IENEEE, SUIBE SRS AR SRR,

o ANHELICRIZERACHRITRAG. XTU@eIRER  BHLISE SRR HITEIE.

o BESHRNESIEEMINEY , FHRRER. HENSEEETAON  FHEEFSRERRN. (VM 224, 7/ ACLNRER

BHER,

EMELS R

RSRNESERE

1. ZF TKE &44.

2. EEMISH=S , B (5RF] | FENSEFEE AL

3. LR EREBMEAFRER A EBAIERF (ID/EFR] |, HENZERRIEERE,
4. EEMSHES |, &% [BEXER] | #NEXNEE .

5. 1CR "BEMMSE" th "FREMEEL . "TRME" 1 SRS iER.

6. EEHT £B,3 - LS | iICRB—IERDSR FIEE . "TRMNE" f "BIENE" BER.

B, TR T SRS BER.
ECERBE

L I EAEMEEHE.

2. EEMSHES , BE [(MFER] | SEANFEREERE , FCRIFEEZN [ID/E2FR] .

3. EEMSH=F , BF [FW] , BN FMN"EERE.

4. BENFERNRIEE FRAIREXEHEZR.

WREFRA © Efi=_V1

g0 , iR B SERFR=RR "FTIEME
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| —— |
fE=4=4 FRIEFES IPv4 CIDR IPvE CIDR HRT

5. FEREXERFRERAY"BOAFE TUE |, B (FmEIsHERIK] .

6. TESREHAY FEIH " EOY , RERBER. TESHERWT
o BV : BN B SERFARRAIMER.
o TR | IR NEHERE,
o Tt . BEEEVANFEE.

7. BE (8182 | e ANnISEHRAVECE.

8. EEHUT £E3 - BT , STRImIRARNEE.

FURER
BesZBHLIEE , BRfERDIABEE ITEERENRF.
1 SRER A RS | FHESERF A IBSRPINII5E B B8, WTER:

WREFRA © Efi=_V1

ARE T

SRS (TKE
FELIREE
rib- i
rtk i
rti i
i
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P TER], E FshiftHnsertBH TR,

[root@centos-sh-65d4dc775-csjd5 /1# ping 172.31.2.7
PING 172.31.2.7 (172.31.2.7) 56(84) bytes of data.
icmp seg=1 ttl=60 time=28.

, from 172.31.2.7:
, from 172.31.2.7: icmp seg=2 ttl=60 time=28.
, from 172.31.2.7: icmp _seq=3 ttl=60 time=28.
, from 172.31.2.7: icmp Sseg=4 ttl=60 time=28.
 from 172.31.2.7: icmp seq=5 ttl=60 time=28.

--- 172.31.2.7 ping statistics ---

5 packets transmitted, 5 received, 0% packet loss, time 4006ms
rtt min/avg/max/mdev = 28.706/28.810/28.953/0.202 ms
[root@centos-sh-65d4dc775-csjdb /]1#

2. BRERT B 9B | FHEEES B UBSRPILIEE A U8R, WTER: :

[root@centos-bj-bdcd88f45-w9tgz /1# ping 10.110.1.4

PING 10.110.1.4 (10.110.1.4) 56(84) bytes of data.
, from 10.110.1.4: icmp seg=1 ttl=60 time=35.0 ms
, from 10.110.1.4: icmp seg=2 ttl1=60 time=35.0 ms
, from 10.110.1.4: icmp seg=3 ttl=60 time=35.0 ms
, from 10.110.1.4: icmp _seq=4 ttl=60 time=35.0 ms

--- 10.110.1.4 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3003ms
rtt min/avg/max/mdev = 35.010/35.045/35.082/0.033 ms
[root@centos-bj-bdcd88f45-wOtgz /1#
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IREREEHSIDCEE
RITEFATE: 2024-08-23 15:08:00

BIEm=

BRSSP IDC EEEERBIFMAR | €4F0 IPsec VPN,
o RXHELCEIBERFHTRIT R, XTSRS | SRILIS% SR HITEIR.

.« FSCRRESIRSHTER VPC A IDC YUSDIEITSAE VPN fniis, BEEREE , GTUSE VPN &
H?,
o (it
s
BEEESHEE

1. &% RIBYELSYE , RIBYELE,

3. 2% SlETARX | BIETERK.

4. WIFA#ET <5 IDC Hil.

BA - HUTLCERAT | IBRIESR =5 IDC B , ibEd.

5. /fEEEIIE , appID , &&F ID , vpcID , &KX ID 8 | BRRIZHTZIMHhENEC S TBEREMNE,

6. 1R IDC (ERIROMNEEL | R F .

o % IDC fEFAYR BGP thill , FRMEREHIGBEIEL.

o HRHEfbINY , FE IDC AEEILIAERMER T—HIRHREIEEMX,

7. WIERES55 IDC B,

B VPN 5518
ELE SPD $EHE

1. BRNEREREA,
2. FEAE SRS , B [VPNGEE] > [VPNIBIE] | VPN i SIS m.

3. B FRERE SPD REERIAIR VPN EIERY ID/&FR.

WREFRA © Efi=_V1
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EREENELL
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3 2SEEMRSS ( TKE )
4. 7 VPN @iEpiFiEtam |, BB [SPDERR] = TH [4REB) |, iSINSEEMER,
& testifts

BAEE EHREE

BFEE -~ 55
VPNIEIEESHE  test
VPNEEID v i
ELESic] IKE/Psec
VPRI te in

AriERlEs v &)

PPl e 1

HIEETE 2019-01-10 18:20:13

i FiEplEs HsEMER

Hn 10.0.1.0/24 192.165.1.0/24

5. BE [fRF] .
6. EEHT B3 - LB,S , EcEXNm VPN BiERY SPD 5REK,

RIS RERIRY
A . — P FMRBEE—NRAR  EXRRSNRAR | BRERARE—MPERERE.

L EEMSH=F , BE (BBER] | EAKRBREERTE.

2. #E IRERMRERHAERE i REEHERAERE NECEIRAE , REZIRHRAY ID/EATR , ENRHBRIGFIBRE,
3. B [FhISERERIR] | BIIE=RMER,

4. 1%F RECFN] &, aE [FEFM] | RECFHETER 7M.

5. EEHT ]2 - PRA |, EEIRIEIRE L MIEAA_ VISR ERNER.

FUHRER
AR FHALURR.
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ErFRTES | FShifts Inserif TR

I# ping 172.31.224.226
PING 172.31.: .31. 226) 56(B4) bytes of data.

® 1 ccs nodel 2 ol iLv T * Y 5 the. 7 MEmaster

- .226 ping statistics
5 packets transmitted, ® received, 180% packet loss, time 3999ms

[root@t-centos-sh-6545fdcf4-xkgdc /1# ping 172.31.224.226
PING 172.31.224 b ( - 226) 56(84) by

64 bytes from 172.: 226: icmp_seq=2 ttl=62 time

hd bytes from 172.: i

time 1999ms

4c /]# ping 172.31
2 . 226) 56(84) byte
64 bytes 31. .226: icmp seq=1 ttl=62
64 bytes 2.31. 2 icmp seq=2 ttl=62
64 bytes 2 - icmp seg=3 ttl=62
64 bytes ; : icmp seg=4 ttl=62
~

6 ping statistics
ackets transmitted, 4 received, 0% packe
rtt min/avg/max/m 6.978/27.826/27.883
[root@t-centos-sh-6545fdcf4-xkgdc /1#

AesA5 VPN Wi FHELLIEIE.

BBE © == RS IDC HEET IPsec VPN Bi@ , TEZERE SPDEIEHERHEZE.
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RERCE
RRCEEIL

BITEFAYaE: 2024-08-23 15:08:00

R CEEMIA

RECERTEI Docker $515: , Docker HGATEHEREEIRS , BNEEEEERME—RR (REE0 Registry il +REEBFR+5H&
Tag) .

TRiRRE

BERRRESISAHREMAFTARTRE.

{SEFFEED

o HECEENEF

o IR ERECRE
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RECEEAYE

BIFEAYE: 2024-08-23 15:08:00

37—

RIEBERTFI Docker 35 , Docker IRERATHERHRRS B MEEEENE—RR (&R Registry #lE +RZEEFR+R&
Tag) . &S Docker Hub B BGMBFAAERER.

BIFLR

FERGCE
A . BRERRGEENRR  FECTERGERE.

1. BRTKE HHIA.,

2. EEENSHERN [REREE] > [RORE] .

3. BB MRRESEXEEERE [FHE] #THBL.
o FAFE  BWARLEIAFNKS , 2EEREI=zFEDocker BIRCENSH.
o HY : REBERIISTFS Docker RECEEIL.

tlEmR=E

LSRAMSHETN [(REEE] > [(BSBR] | N RNSE TE.

2. EHRREG RES  EF (wexE] TEFRE (HE] .

RiRER v SREESEES 2

FAoEE anias=E

MEEE ENE Bl BME
BEEEFIEAE

HFo0m SASTT 20 - 1 ME
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3. e (Frgma=iE] B0, MAmBTEaARE (18%] .

A RTARREEE— , BEFEERNGRTASREREMAFER | BELHMERR AR,
ERE&
L iFEANSI=FR (REEE] > [(RAURE] | BN HRAEE TE.

2. EHAREGRE  BHREIIRRESH (FE] .

HERER SERSOERET L
BMER  BE=E

==2m Q

EER = sE=E T S tUEREE 2HE

SREsTEFEAS, ERLzEeE

Hom| HORTT W0 -~

3. MAmGEREE , e [1B%] .
A RTEATOEETRRSG  BREEZATFAANRBIIAIRL , A3LL tkefiletest 796,

HEXREIRGORE
EREMAZ_V1 registry

1. FERIGEIRIA T SHAMEXERFIT , BERMHEIZ_V1 registry.,

$ sudo docker login --username=[username] ccr.cloud.sunhongs.com

username : Hinz=_V1KS , FHERETH.
2. M NERE R R,

s
HRIEA TR E RGeS PRIBRXESHIT . LERE.

$ sudo docker tag [Imageld] ccr.cloud.sunhongs.com/[namespace]/[ImageName]:[{E{&hRAS]
$ sudo docker push ccr.cloud.sunhongs.com/[namespace]/[ImageName]:[{& &R AS]

WRARERS : Efi=_V1 5881 T 6550
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* Imageld fIRHRAS : RIECSERGERHR.

* namespace : FBRGCERESHHEHE,

* ImageName : TEi=H G EIEEAYEEZTR.

THE®

L T THSERIREGCE , FRANTHERGCETERENER.

$ sudo docker login --username=[username] ccr.cloud.sunhongs.com

2. B S hRIEXRERFHT . THERE.

$ sudo docker pull ccr.cloud.sunhongs.com/[namespacel/[ImageName]: &R AS]

HERE=&
L SNSRI (REEE] > [(RAVREG] | HNHANEE TUE.
2. EFFEMREEETAN (HER] .

3. R MG CE B0 , B [HE] BMRZRETERE.

iillma g Ed X

CmEEEREeE" =

B8 NRFBEMPREEAIRENRE , TIABSREREER  HNRERA TERE | RIEREEEXI NIRRT TR ECE.
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WITEENEREECE

SIS AT A: 2024-08-23 15:08:00
AN BAEEIE Docker Compose 18— NIRRT registry 385, {#F3 DockerHub B %4 |, registry $RGRA

79 registry:2.5.0 , Nginx {B&RA7 nginx1.11.5 , XEFENE registry IMERUIEZENER , EFEERIEWE registry IRSSERAE
ERISFEFIRAY Harbor,

registry #hiA

registry /& Docker B95557F76ERSS , DockerHub LAY registry S{&I Registry E/5%& , ESIFMERIERZE GitHub BERES

°

1852 regqistry
L. ZEIR55 88 HHTATR 9% Docker , IXEBMHEMANE_VL (Ubuntu Server 14.04.1 LTS 6441 ) SigkOIEEIRSSS:,

curl -fsSL https://get.docker.com/ | sh

2. 4% Docker Compose,
Docker Compose E—MENRIE(TE 4 Docker BT A,

{5 Docker Compose RFEBEE—NMEEENXHHFENZA Docker Beg , BIEA—KmIEE 1 A=8E5 , Docker Compose L@
TS RAENERIRR | REEINFEFTEX IS, BX Docker Compose #IFiEHE GitHub THE,

curl -L https://github.com/docker/compose/releases/download/1.8.0/docker-compose-$(uname -s)-$(uname -m) > /us
r/local/bin/docker-compose
chmod a+x /usr/local/bin/docker-compose

3. [B5 registry fRSS , WHIFELS Nginx F registry ISR | RN E N HES MR,

docker-compose up -d
o {ZILARSS.
docker-compose stop

o EFEMRS.

docker-compose restart
o TERRS.

docker-compose down

WRARERS : Efi=_V1 5883 T 655X
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kN

%

TRIRETE(E
HEm®

BesiRSS (TKE)

1. B8R registry fRSE{FER HTTP Y , ATLA Docker BEIESHEEELE --insecure-registry localhost &I , &

4 /etc/default/docker 3ZEA0TF -

DOCKER_OPTS="--insecure-registry localhost"

2. &3 Docker,

service docker restart

3. FIEY E1E451& docker pull ; docker tag ; docker push ( tag ZRIAJ latest ),

docker pull hello-world
docker tag hello-world localhost/library/hello-world
docker push localhost/library/hello-world

THEBR

docker pull localhost/library/hello-world

s

docker rmi localhost/library/hello-world

SRR
HRBB OB

# curl http://localhost/v2/_catalog
{"repositories":["library/hello-world"]}

REEEERAYELHAT

# curl http://localhost/v2/_catalog
{"repositories":[]}

$RENGES: tag P

# curl -X GET http://localhost/v2/library/hello-world/tags/list
{"name":"library/hello-world","tags":["latest"]}

WREFRA © Efi=_V1
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IEEEES& manifests (58

# curl -H "Accept: application/vnd.docker.distribution.manifest.v2+json" -X GET http://localhost/v2/library/hello-world/ma
nifests/latest

{

"schemaVersion": 2,

"mediaType": "application/vnd.docker.distribution.manifest.v2+json",

"config": {

"mediaType": "application/vnd.docker.containerimage.vl+json",

"size": 1473,

"digest": "sha256:c54a2cc56cbb2f04003c1cd4507e118af7c0d340fe7e2720f70976c4b75237dc"
12

"layers": [

{

"mediaType": "application/vnd.docker.image.rootfs.diff.tar.gzip",

"size": 974,

"digest": "sha256:c04b14da8d1441880ed3fe6106fb2cc6falc9661846ac0266b8a5ec8edf37b7c"
}

]

}

Hrh ¢54a2cc56cbb2f04003c1cd4507e118af7c0d340fe7e2720f70976c4b75237dc BJ9#iT docker images BT ZHY IMAGE ID,
layers R THEGHERXER , JLUET layers #97Y digest SRHAEN blob , #I1ER FEIRENE blob,

IRENEE (% blob
£ EEFREX hello-world:latest (&R manifests (SEFRE— layer , LA ABISRIRBAIAERE = blob, HIEVAIZEER EIRENAY
blob 53714 sha256 2—5. HWT docker pull LR ERERSREEIRERAY manifests (/8 , FFAEY blob,

# curl -s -X GET http://localhost/v2/library/hello-world/blobs/sha256:c04b14da8d1441880ed3fe6106fb2cc6falc9661846a
c0266b8a5ec8edf37b7c -o hello-world.blob

# Is -| hello-world.blob

-rw-r--r-- 1 root root 974 Nov 23 09:56 hello-world.blob

# sha256sum hello-world.blob

c04b14da8d1441880ed3fe6106fb2cc6falc9661846ac0266b8a5ec8edf37b7c¢ hello-world.blob

MpRER&

HIpREH& ( soft delete )

B5@IT curl -i SEERENEEGAY Docker-Content-Digest |, registry 2.3 fRARLGHIRRAMIRIE header H5E Accept:
application/vnd.docker.distribution.manifest.v2+json , FUIERAREIRIZE schemal B digest , 5 schema2 #J digest &< , {FF
HEELARLEEIRER digest MIFRATEIRE] 404,

# curl -i -H "Accept: application/vnd.docker.distribution.manifest.v2+json" -X GET http://localhost/v2/library/hello-world/
manifests/latest

HTTP/1.1 200 OK

Server: nginx/1.11.5

Date: Wed, 23 Nov 2016 02:17:51 GMT

Content-Type: application/vnd.docker.distribution.manifest.v2+json
Content-Length: 524

Connection: keep-alive
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Docker-Content-Digest: sha256:a18ed77532f6d6781500db650194e0f9396ba5f05f8b50d4046b294ae5f83aa4
Docker-Distribution-Api-Version: registry/2.0
Etag: "sha256:a18ed77532f6d6781500db650194e0f9396ba5f05f8b50d4046b294ae5f83aad"

{

"schemaVersion": 2,

"mediaType": "application/vnd.docker.distribution.manifest.v2+json",

"config": {

"mediaType": "application/vnd.docker.container.image.vl+json",

"size": 1473,

"digest": "sha256:c54a2cc56cbb2f04003c1cd4507e118af7c0d340fe7e2720f70976c4b75237dc"
12

"layers": [

{

"mediaType": "application/vnd.docker.image.rootfs.diff.tar.gzip",

"size": 974,

"digest": "sha256:c04b14da8d1441880ed3fe6106fb2cc6falc9661846ac0266b8a5ec8edf37b7c"
}

]

}

RiE E—2IREIRY Docker-Content-Digest & , iR[E] 202 FafRALI.

# curl -k -v -s -X DELETE http://localhost/v2/library/hello-world/manifests/sha256:a18ed77532f6d6781500db650194e0f93
96ba5f05f8b50d4046b294ae5f83aa4

* Hostname was NOT found in DNS cache
*Trying 127.0.0.1...

* Connected to localhost (127.0.0.1) port 80 (#0)
> DELETE /v2/library/hello-world/manifests/sha256:a18ed77532f6d6781500db650194e0f9396ba5f05f8b50d4046b294ae5f
83aa4 HTTP/1.1

> User-Agent: curl/7.35.0

> Host: localhost

> Accept: */*

>

< *HTTP/1.1 202 Accepted**

* Server nginx/1.11.5 is not blacklisted

< Server: nginx/1.11.5

< Date: Wed, 23 Nov 2016 02:29:59 GMT

< Content-Type: text/plain; charset=utf-8

< Content-Length: 0

< Connection: keep-alive

< Docker-Distribution-Api-Version: registry/2.0
<

* Connection #0 to host localhost left intact

AR

# curl -X GET http://localhost/v2/library/hello-world/tags/list

{"name":"library/hello-world","tags":null}

HIpRE& ( hard delete )
7 E—seh , RIS THIRA manifests (S8, SIS blob M7E L FIRGRESIE , HUTHI T RS AIUEETIMIR blob,
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docker exec -it myregistry_registry_1 /bin/registry garbage-collect --dry-run /etc/registry/config.yml

EER blob , BKHEZTRE , FERT TENGS.
R T TERG SR registry SRR ( RISENAITE registry BEEXHFIRE ) | BUATESS

docker exec -it myregistry_registry_1 /bin/registry garbage-collect /etc/registry/config.yml

FiR
B

|-- config

| |-- nginx

| | -- nginx.conf
| *-- registry

| *-- config.yml

*-- docker-compose.yml

nginx.conf

worker_processes auto;

events {
worker_connections 1024;
use epoll;

multi_accept on;

}

http {
tcp_nodelay on;

# this is necessary for us to be able to disable request buffering in all cases
proxy_http_version 1.1;

upstream registry {
server registry:5000;
}

server {
listen 80;

# disable any limits to avoid HTTP 413 for large image uploads
client_max_body_size 0;

location /v1/ {

return 404;
}
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location /v2/ {

proxy_pass http://registry/v2/;

proxy_set_header Host $http_host;

proxy_set_header X-Real-IP $remote_addr;

proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;

# When setting up Harbor behind other proxy, such as an Nginx instance, remove the below line if the proxy already has s
imilar settings.
proxy_set_header X-Forwarded-Proto $scheme;

proxy_buffering off;
proxy_request_buffering off;

}
}
}

config.yml

version: 0.1

log:

level: debug

fields:

service: registry
storage:

cache:

layerinfo: inmemory
filesystem:
rootdirectory: /var/lib/registry
maintenance:
uploadpurging:
enabled: false
readonly:

enabled: false
delete:

enabled: true

http:

addr: :5000

secret: yoursecret

docker-comose.yami

version: '2'

services:

registry:

image: library/registry:2.5.0
restart: always

volumes:

- /data/registry:/var/lib/registry
- ./config/registry/:/etc/registry/
environment:

- GODEBUG=netdns=cgo

command:
["serve", "/etc/registry/config.yml"]
proxy:

WA : M= _V1 5588 TW #6551



=

%

image: library/nginx:1.11.5
restart: always

volumes:

- ./config/nginx:/etc/nginx
ports:

- 80:80

- 443:443

depends_on:

- registry
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beta kubernetes.io/instance-t
beta kubernetes . iofarch

beta kubernetes.io/os
failure-domain. beta kubernete
failure-domain. beta.kubernete

kubernetes.io/hostname

iRi8Label

Kubectl i&8¥i 53 Label

1. %% Kubectl , FH&EzSR. BIFFBIESE B Kubect! EZEH.

2. JTLAT @S | IRET A Label,

kubectl label nodes <node-name> <label-key>=<label-value>

3. T T ®< , EFT R Label,

kubectl get nodes --show-labels

REESMUIT™MES.

= QCLOUD

= amdbd

= linux

= sh

= 200001

= 172171245

NAME STATUS ROLES AGE VERSION LABELS
172.17.124.5 Ready <none> 12d v1.10.5-tke.3 beta.kubernetes.io/arch=amd64,beta.kubernetes.io/instance-type=QCLO
UD,beta.kubernetes.io/os=linux,failure-domain.beta.kubernetes.io/region=sh,failure-domain.beta.kubernetes.io/zone=2
00001, kubernetes.io/hostname=172.17.124.5
172.17.124.8 Ready <none> 12d v1.10.5-tke.3 beta.kubernetes.io/arch=amd64,beta.kubernetes.io/instance-type=QCLO
UD,beta.kubernetes.io/os=linux,failure-domain.beta.kubernetes.io/region=sh,failure-domain.beta.kubernetes.io/zone=2
00001, kubernetes.io/hostname=172.17.124.8

FRIERS : Efh=_V1

BesiRSS (TKE)

%110 ™

\|

£655m



3
0y

Bl {h4aZE

BIFEHAYE: 2024-08-23 15:08:00

37—

RIES eI RYaH

Bl e

[ShellieaSits

EL R
1. BRTKE #5418,
2. mEMSAEH |, s [5EF] | NSRS TTE.

3. BEEECRMEERNEEE (ID/ER] |, HEANZEEHISTERE.

& 2/ clsk9sTlaf(tketest)

Deployment
£ L) eploy
ez - Bl -
po E Labels Selector

aaaaaaa

4. EEMSHES  &F [(TREE] > [RgEdE] | #NHEAYIR TUE.,

fBaERTIE

{méisE D/ &7 s FHHE RMEER

SEENERENGEENENT, SRR EEEE e

WREFRA © Efi=_V1

L

BesiRSS (TKE)

=143

%111 |

\|

VAMLORERR

£655m



& RS (TKE )

5. "H(RgEE TUE [ 25 RAHITIRE.

LA SF11.MEDIUMA(FRERISF11, 2624GB)
EiEEE RS 50GE
TiEs EREE
N AL #
b EHEER EIFEEREE EaERER
ErE root
Lin E30fE, =0 #: +=_ EEREE
EERRETEREIES
E====10] HERARRO-202206241... v
ElllE= =]
BFsmFll ) s
» SRS

— e

WRALFRS : Efina_V1 %112 ;8 #6551

\|



) EEARSS ( TKE)

FFID FREZER ARER

subnet-1mtdpdrg subnet2 =EMEE
subnet-q2rdrt3k tke-cni =EMSE
subnet-1ljnxsz4 tke-subnet =EMSE

:, SHATEEEEETEREEE, FHEISHENT ESRE B

B BEX , TRIBISFEREERHTHE | HERLRREE.
AIESH/MNEURE | RIESSIRR R TIERE.
BERAR  RUHUT=MERAN | BRELRERH TSR,

- RETET | RIEETREENER

- PATBPRERETR Y | BIENRBEEEERN XS, R—MLEMERERNERTRSH/AN. #FEBESMI SSH ZiE(/
document/product/292128/6092),

- SSHESH : WINEER A TSR AR ZSR EHI. MNREBSSHEALUWRIEREIRRERR | Enie , 5S%[8E SSH
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- *EoENER | P BERNEREETAERESE.
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DaemonSeZEBLA T A pod SREER

T 10 SRR
SR = 10 STHETEREREEES
AEETR SEFEFEPodiIT S

& Ekube-system namespace EDaemonSetEERPodiI T =

ress Q &l most-pods least-waste
BEEE— M REER T =

o BMER : BANDE. FEENESE  SEHPTRATSHERRSISMWARESR. FEESN iy EaR.
s BBEE : HIEIEENESEET.

o BRAHERERY  ZHEFFHTURRHTESNOT RS, EIAR"10", iHREEENIRE.
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RN EEFRFEENRECR | ERTUTEGES

o EALIBITR4EE T A U SHRETN , ERMANREEEMYEE.,

o EEILUBI EGRERNT R BEEsR 7 RE CHEEERR | HTESSHIRASE,

o EEILIT Y RAIEIAMARR (G SR THHIRRRERSEY BRN ) | HTXKETE,

o EAILIEERNMERNBECE | £BHEICR M REREARFEICR

i8R :

o EFEZMEFEAERERT , CA ( Cluster Autoscaler ) RERIEESERVREEHITT HES , LEMAEICRAILUA CA #9 Event 1531,

o MRERFXVFEFRBANFRBCR , AR0 CARTH , ATHNREAFBREEZ AT 8 ENCR.

AR

EEEAT ARG A. FHEIESN e hgEd.,
EHN"REEIIER TE. FESEN E5(F4HE4E.

EREL R

BEELRMHECR

1. BRTKE =454,

2. EFEMSHETR [BgEH0] > (E4EI0EERE] | BEEREHRFEIN (RE] .

3. FESRHRY IRETIRE BT , ISR S TheEANRRE | Al RSt HolgsEItEeaNaEER,
4. BEHERIRIFFEEHFANIRE.

BEEHSAK

1. Bx AERSENE.
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2 NS (RO | SN RS SRR,

3. T REDHT RE LR, A EEE R HIA N ARSI BEER.
4. igevent.source.component:cluster-autoscaler , BT,

5. FEAMKIREREATEELIES , XTSI TR,

BEENET RbHECR

1 BRTKE BHE , WRLMSHEFRE (58] .

2. 1" SEEEETR FIKRTUE , MR EFREERE ID | MENIREERF "Deployment” T,

3. MRS AT T > (e, MEN RYBE5ZR T

4. TERYEADIFE R , B EAME4EA ID.

5. FENIZ(RAEEIFBI | IR YEEs0 T |, BT E5R4EICR.
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Kubernetesyig2 &1
R

BEEFATE): 2024-08-23 15:08:00

SR eI

el BRI E ERIR(EIRE Kubernetes XI5t , {54l Deployment, DaemonSet £, Kubernetes XIS 2&BFHIFASLIR , FsRE
HERNIETIWSE. AR Kubernetes WEAIUFRIARBRIZ N

o IFEETHNAERER
* NAEFRIBANEIR
* NFRERXEIIRIES

AT RS EIY TKE 1548 8E Kubernetes API {88 Kubernetes BOx452 , 5I40 Kubectl,

XTRDER
Kubernetes EREXNSRFESALATSEE :
o T{EfRZ;

o Deployment : FHFEIREEEEMNAT Pod,

o

StatefulSet : SN R TIERE; APl W& , BiZMARFE AT RSN BERE.

o DaemonSet : FURATAEIAS TSR LIEST Pod , HIIEERE,

o

Job : = Job BIFE—NEZ Pod , EEIZ{TEIR.

o

CronJob : =TI Job 55,

* RS

o Service : {2 Pod 35389 Kubernetes X952 , AILURIBI S ERE N AFZEE,

o Ingress : BIEEREH Services FIFMEBIHIAAY Kubernetes X952,

* EE

o ConfigMap : BFRFEEEE.
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o Secret : BT REFHEMER | HIINED. SHEE,
.
o Volume : BILATFAEBSESAIEIERATEIR,
o Persistent Volumes ( PV ) : Kubernetes SR BH—L1FHE,
o Persistent Volumes Claim ( PVC) : iER7FfEAIRARE, Q05R4E PV EL(E Pod , B4 PVC BT ITEtREL.
o StorageClass : FRFHIATFAERYZREL, 6lIiE PVC Bt , i81J StorageClass SIRIEEZRENTF E | RIFHERVIENR.

Kubernetes XA & Namespaces. HPA, Resource QuotasZ&#t+ft , el LRI S EEFERAAER Kubernetes 35, AERR
A Kubernetes AI{ERRINISAER , EZHAAER Kubernetes B75 /id &Hifl,

NSRS TRIR(E
. Tt

o Deployment &1

o

StatefulSet &I

o DaemonSet I8

o

Job S8

o

CronJob &1#

e RS

o Service &8

o Ingress &1

=

o ConfigMap &1

o Secret HE

o 1A

o Volumes &&#
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o Storage Classes &8
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Namespaces 2 Kubernetes fEE—PMEEEFHF TIEEBIMEXDAINIS |, EETLAUBIE Namespaces H{TEEZMBAS N RBERIXIS .
7£ Namespaces T , Kubernetes SSIZFRAAE—, SO LB R RESHTIRERRNSE B TARRE Namespaces [4&

ESphalist; e

{ERTTE

1B TKE $=H&sEA -
TKE #=#1 5124t Namespaces BIIEHHETINEE.

g

1. BRTKE =414,

2. mEMSHEERE [88F] | SNEHEERA.

3. IEEFREREERE Bz (ID/BFR] | HANSEEHFBT.

4. FEERRFERAEN | EF [fR=E] |, #A NamespacelH.

€ £/ ds-nmrgigvh(tkecs)

R Namespace

— .

szzg L P [

&
LienE default Active
SxEE
B - kube-node-lease Active
EEEE

kube-public Active
EWEE
EEEE

kube-system Active

B

=

5. BE [#2]  MASR. fdE  BE [8ZNamespace] FepkelEE.
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fmd
BIECEMNSE TKERESETEEIE: gcloudregisirykey

B R IRECHIPR
1l EHBTERHE , REFEREXINAInamespacelZ2(FFIRY [BEaEE] | HARERAE.

Namespace

alo s

B = b

B

CUEERTE =213
default Active - ?gzjl;::;ﬂ?

2023-03-07

node] Activ R s
kube-node-lease Active 154915 EIEE
2023-03-07 .
. Activ - CREE
kube-public Active 16.42.16 BEEE
2023-03-07 _
oy R e
kube-system Active 154216 ETEE

2. FRRECESIRFITNE , JLUBTRE (fiEkcan] ek EITE. 7. EbRIRRE.
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HREL A SRS FEEELimitRange

() FEETEEECPURE imitrequesBIETE, AIETIe0EIE, LAESECPUARE imitrequest, BUASETEES

LimitRange, E&E&=ResourceQuotas [4

- IR

[ i

bt

CPU Request
CPU Limit
Memaory Request

Memaory Limit

- FiEERRRE

» ELfth iR PR

3. FEfmiELimitRange NH ] LARIEIR B B IFRPR ] .
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Namespace: default W

EFEISIRE fRIELimitRange

() ==ESLimitRangeiES, E&= IAERELimit Range [2

:

EilRequest 0.000 = 0 Gi

Ehah Limit 0.000 = 0 Gi

18T Kubect! 5
BZFEEZR Kubernetes BRI,

#@id ResourceQuota i&E Namespaces &iRAI{E BT

— N EZT AT LUAES A ResourceQuota &R , 1 ResourceQuota BILURETE A Namespace FRHVERLAR, LIRS
Namespaces SRERIERLIRAT :

o HERRAYECER , fla0 CPU, AE.
o FHEERIVESE , HIUNiEREENEEE.
e Kubernetes SIgRA%T4Y , a0 Deployment NEIECER.

AEHY Kubernetes x4 , ResourceQuota XIFNERUSEREES . EZFEIEE Kubernetes ResourceQuota 75344,
ResourceQuota FI7R{BIMN A7 :

apiVersion: v1

kind: ResourceQuota

metadata:

name: object-counts

namespace: default

spec:

hard:

configmaps: "10" ## 2104 ConfigMap
replicationcontrollers: "20" ## £2204" replicationcontroller
secrets: "10" ## 522210/ secret

services: "10" ## 52210 service

services.loadbalancers: "2" ## §222/ Loadbanlacer &8 service
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cpu: "1000" ## 1% Namespaces TE&ZEA10004 CPU RIEIR
memory: 200Gi ## % Namespaces F&RZ{FEFE200GiIHIAF

&Bid NetWorkPolicy iZ& Namespaces RZ&RIIEREH]
Network Policy 2 k8s 1##HI—F&EIR , BTENET Pod HINEIREREE. ANALPRE Namespaces , iaILAES Pod 5 Pod Z
ERIMLEIGIaEE] , BliEl—E Pod EFTIUSHEHEA Pod , LIREE network endpoints #{TiE(5.

TEEERENERZ NetworkPolicy Controller , Fi&@id NetworkPolicy SE3l Namespaces Z JAIHIRIZS =4 FREIEIEEI&EE #/8 Network
Policy #{TRIZ&IERIIES].
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Deployment BT Pod RIRIRFNZERI Pod AEITERES | ERTHELRTHNARERF. EHLUREWSHERX , Xt Deployment FizfT
89 Pod RIBIAZL. FEEREE. EFRIESHITHA.

Deployment $=H512{F55|
& Deployment
1. &R TKE =515,
2. EEMISAV=S |, BE (KEF] | #ENSEEE T,
3. HEE IR Deployment RYEEEE [ID/BFR] | BEATFEIE Deployment RUSEEFESTETMAL
4. BE [FE] | #EN"#iEWorkload TUHE,
5. fRIBSCFRESK | iIRE Deployment 8%, X@ESHEEWT :
o TIEfaEs : BEN.
o @EZTE : IRHELIRE KE TIERE,
o 37 : 4% “Deployment ( BT FEAIEEEPod ) “,
o SINEER  IRIESCFREK , 9 Deployment B9— Pod IRE— S EZ N RENEEE,
= B BEX.
» R RIESCRRR R TIERE.
» REIRA  RIELREKHITIES.
* CPU/WTFBRH! : AJ1RHE Kubernetes RFIRE H1TIRE CPU FIRNFHIIREIEE | IREIL SRR,
» SRIRE  URE 'TEER, "BTee BTN | BHRERRE RS2,
o SLfI¥E : RIECIrRRERETL | REXLHIEE.

WRALERE : Efina_V1 2132 T #6551

\|
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6. Bt [EJ#EWorkload]) |, 5RkblE. HizfTHE=HIEEERT , BIZ< Deployment TAYETAE Pod BEIETSHK.

€& £8/ cls-59z7eksl YAMLIEEERE

Deployment
=xEs ploy
- L EEE - I |
EEE=E e1:4 Labels Selector ETHEIEPod SR B4
Tiemg v _ . . .
first-workload k8s-appfirst-workload...  k8s-appfirst-workload. .. mn EHTANE EFEE BEE -
Deployment
StatefulSet test k8s-app:test. gcloud-..  kBs-appiest. geloud-.. | 11 SFENE EFEE 55 o
DaemonSet
T Deployment
B YAML

1. B TKE i=HlA.
2. EEMSHES |, BE (KR8] | HNSEEE " TE.

3. BEFREEH Deployment RISSEE [ID/&FR] |, BEAFFEHT Deployment RISEFETETEL.

€& &5/ cls-69z7¢eksl YAML RIS

Deployment
=ETEE

e o #EZE default - Q o
— .
e &t Labels Selector IETHEPodEE BME
Tfeias v first-workload k8s-app:first-workload...  k8s-app:first-workload... 171 EFTHOE EFEE £ -

Deployment
test k8s-appitest. goloud-..  k8s-appitest. goloud-.. 1M EFTHNE EFEE BEE -

StatefulSet

DaemonSet

4. EZEEF YAML 1Y Deployment 174 , B [EZ£] > [4RIEYAML] , #A\EHT Deployment T,

5. £"E#Deployment TaH , w48 YAML , B2 [5Ek] | RIRJT&EHET YAML,

\|
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BesiRSS (TKE)

<  EHiDeployment

terminationMes

terminatiorMe

artPolie
dul er§ default—ze

securityContext: {}

terminati ontx ePer

condi ti
— lastTran=itionTime =il
lastUpdateTime: —-18T02
! Iln-'-_l:nl mindimum availabili tar.
ore: Minimum vailable
rue”

© hrailable

TpdateTime:

. ReplicaSe

E#PodElE

1. Z5 TKE £414.

2. EEMSHAV=H , BE (58] | FENSEHEE TE.

3. EEHEENH , REFEEHEEN Deployment RISEEY ID , EAFRFEHPodECERY Deployment FISEEFETETIHE,

4. FEEFH=EM Deployment 175, 835 [EFPodftE] .

WREFRA © Efi=_V1
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%

& =R p)
Deployment
EXER
ERFE

— - I
=EE B Labels Selector
Tiemsl - as-test kSs-app-as-test. qcloud- kBs-app-as-test. qoloud-appas-test

Deployment

gcc-stress k8s-app-goc-stress, gelo kBs-app:gcc-stress, goloud-appoge..
StatefulSel
Daemonset nginx@ KES-3ppNgInK, qeioud-a.. K8s-app:nginx, qGcloud-app:nginx

5. f"E#fPodEcE " TH , IRIESLIFERIENEH L , RESH.

<  HEffiPodiiSH

inf AP odEYE

3

m

"

AR5 (TKE)

TS

default

|-

B
EILHEE EFP0ES BERER B

EFTFEE EFPodAlE EFES S

Siscian [Erodem | mae W5

HiEE (EE RIIERE
hESIRNE, HeEREREE. DVEE ZERNESE. THTRNFS, EETY. PVC, FREEISHENEEEST. EEMEIE
el t=
4
T nginx2?
BEGITH, RERSSFE. IFEESEEC"), BRsRarLasE
R ceryimi8-hg teecloud fsphere  IEERE
REERE (Tag) v
CPUW/MEFRS CPURRS! mER
request 025 - lmit 05 = request 256 - limit 1024 MiB
Request i TR SR SEE PN T RaArequestifE R SRS DS EN,
Limitf 2 SR RPN LR SRR F o ERaEE 2.
MEER @ mE v PATH fusrfipcalisbin:fusriocalibin: Ausriskinfusribin:/sb %
in" Min A
EEY v  NGINX_VERS 1.19.0 %
o
BEX v  MNJS_VERSIOF 041 L%
o
BEY v PKG_RELEAS  1-busfer . X
i
FiEEE
HEha=i, AFRoRE _ ), BFLIEETTS
FEEaaE
o

6. B [5Tpk] |, BIAJ &S Pod ECE.

SRR

1 EERFEENE , BEFEENREA Deployment RIEEE ID |, EARFEFRER Deployment FISEEFEIERE.

2. EEEFHEGN Deployment 1740, BB [E#iR&] .

WA : EfiE_V1
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& £/ cls-69z7ekdl

Deployment
EXEE
TEEE -
HETE =42 Labels
Tiems M first-workload k8s-app-first-workload. .
Deployment

test k8z-app:test. gcloud-. ..

StatefulSet

DaemonSet

3. " REHRG TE , IRIELIRRERENEHNLI  RESEHL.
4. 8 [Sepk] | BIATEHRA.

EfmpEDeployment

1. E&5 TKE =HlA,

2. EEMSHES | BE (58] | ENSEFEETE.

default A
Selector IETEIEPod R

kas-app-first-workload. .. 1M1

k8z-app:test. gcloud-. .. M

3. AR EEEF Deployment fUEEEE [ID/BFR] |, BENFFEFEEE Deployment (USEEFETERE.,

€ &8t/ ds-TTkBasTkivpc-eni-EiEip)
Deployment
EFER
R =t Labels Selector oty AEPod iR
Temzg b as-test kéis-app.as-test, qcloud- kés-app.as-test, qcloud-app-as-test 3
Deployment
gec-stress kBs-app:gcc-stress, qclo.. kBs-app.gcc-stress, goloud-appgc 17
Statefulsel
Daemonset nginx kBS-appinginy. qcloud-a KB5-appngink, qcioud-app:nginx "
Job
CronJob
=i v
= v

4. EREEFEE B Deployment 1791, B [E2] > [EFEFE] | BH"EHPE"EN.

5. ®'EHHME BN, BE [58R] | RIATEHHEBEDeployment, dITNER: :

WREFRA © Efi=_V1

AR5 (TKE)

YAMLGIEEHE

BME

EFRAE | EFRE | BEE ~

EFERNE EFEE B -

YAML

Q
e
SFOHNE SRPwES DR 55 .
EFCONE BEFcEE ByEe B .
FrareE TreaEs Trae ([Ee)
I 4
A
SEAEYAML
25
%6136 T H655m



%

SERTIRBIRIG

1. &5 TKE 1=HI8.

2. EEMSHES |, BE (8] | HNSEEE " THE.

EHERE

TR ESNAREDeployment: nginxid?
i S R = b A e R e

AR5 (TKE)

3. AEFEEH Deployment R9EET [ID/&FR] | HEAFEFAEREE Deployment (USSR EERE. W TEMR

& =Ry

EFER
TaEE ¥
EEEE

Tirms -
Deployment
StatefulSet
DaemonSet
Job

CronJob
Exhiel T

s -

EEip)
Deployment
El -

U]
as-test
gec-siress

nginx@

Labels

kBs-app:as-test, qcloud

kBs-app:gce-stress, qclo.

KkBs-app:nginx, qcloud-a...

Selector

Kk8s-app:as-lest, qcloud-app-as-lest

kBs-app.gccsiress. geloud-appge

KBs-appngin. qcloud-appinginx

apESEeiA | gefaunt

SRR odiki

33

1M

n

YAMLAIEEETR

4. EREEFVEREREE 9 Deployment 1770 , B [E£] > [EHHEERR] | B EHHEERE SO,

5. EFRERI BN, EFTREERE , BE (5ek] . TERE

WA : EfiE_V1

Qo 1
=
EEAE EiroiiE SRt 55
EFTHNE BHPokE BIES B2 .
AR EPolE EEE 55 -
EiEE
=
EEYAML
e
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) e8RS (TKE )

& ERRERR

SE SRR

7., EETIFREEEANES 2

FSE AR TR F2E B0 25 SEE1E
Q DTS Pt e
B oess IPidht g
ins-ddxqOvrx -
— R He_clsijjrcajc_\\-urwr 10.0.0.73 SH1LARGES
thoe_cls-s)irgbjc_worker 10.0.0.73 L=
irsodovtme P ) SH1MEDIUM4
cls-siirgbjc-worker-me-2chbldpd 10.0.1.16
[E;%& Deployment
1. B3 TKE =514,
2. EAENSHEF , BE (58] | HNSEFE1E TUE.
3. BEFEMELR Deployment RYEEEE [ID/BFR] |, HEAFRFELR Deployment FISEFEIETIHE. W TER :
€ EE/ cls-69z7ekdl YAMLAEEERE
Deployment
EHxEFEE
e L5 SEZE | default - Q
— . I :
sE=E &R Labels Selector IBfTHIEPodiE 13
Lizms M first-workload k8s-app-first-workload...  k8s-app:first-workload... 11 EFLANE EFEE EX -
Deployment
Statefulset test k8s-app:test. goloud-..  k8s-appitest. goloud-.. 1M EHEANE EFEE FE -
DaemonSet
4. BEFERIRAY Deployment Z#R , B Deployment {SERMA.
5. %8 [BTHR] & , EREERIRATH , 2F (ER] . FERR :
WRAFTE : Efins_V1 138 Tm H655m



€ £E/ cs-olgbzwiy / Deploymentreviews-va(default)

PodEHE Eilhh =i H= =g YAML
RES REAIEE =157
v E SiE: istiofexamples-bookinfo-reviews-v1
K= (tag) : 1.80
v E FiE: istiofexamples-hookinfo-reviews-v2
K=FE (tag) : 1.8.0
v E Hig: istio/examples-bockinfo-reviews-v3

e+ (tag) : 1.8.0

6. TESEHRY [(EIREIR] RES , B (1BX] | TAlEiR.
iE% Pod #i=
1. B3R TKE =HIA.,

2. EEMSHES |, B (KR8] | BN"SEFEE " TUE.

&aaiRSS (TKE)
252 3 B
2018-12-18 10:31:24
2018-12-18 10:31:24 i
2018-12-18 10:31:24 i

3. BEEEIEE Pod #E2HY Deployment RIEEEE [ID/ZFR] |, HAEFEEE Pod #1829 Deployment USSR ETENE.

& £8 cls-69z7ekgl

Deployment
=5EE
_ i == default v
TREE -
SESE &R Labels Selector
Tiems T first-workload kss-app:first-workload. .. k8s-app:first-workload. .
Deployment

StatefulSet

DaemonSet

test k8s-app:test. gcloud-... k8s-app:test. gcloud-...

YAMLSIEEHE
Q o
IS THIEPod R B
1M EFERNE EFEE FE -
1M EFTHOE EFEE Ex -

4. EFEREE Pod #ER) Deployment 1770 , B [EFSLHIEE] | N EHLHIEE"TE. N TEMD

WREFRA © Efi=_V1
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< EEEhEE

=HEE @ - ,
O FaiEs EEosabineE

S T+ 4

BT RET2FEEE. WEmETEE (pod) HE EEEEE

5. IRIESCAREKIFEE Pod $082 , B [EILAIEE] | TRIEZ.

Kubectl #2{E Deployment 55|
YAML =6

apiVersion: apps/vlbeta2
kind: Deployment
metadata:

name: nginx-deployment
namespace: default
labels:

app: nginx-deployment
spec:

replicas: 3

selector:

matchLabels:

app: nginx-deployment
template:

metadata:

labels:

app: nginx-deployment
spec:

containers:

- hame: nginx

image: nginx:latest
ports:

- containerPort: 80

* kind : xR Deployment %IR8,

WRALERE : Efina_V1 25140 T8 #6551
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* metadata : Deployment f9B#R. Namespace. LabelEEREE.

* metadata.annotations : XJ Deployment FUEI5MNREE , FIEITIZEE0RE TKE BIEMEERE
e spec.replicas : Deployment &#Y Pod #&.

e spec.selector : Deployment &8 Seletor %7 AY Pod A Label,

e spec.template : Deployment &1 Pod AYFMIEIRECE.

B2 SHFEES Kubernetes Deployment B753#,

Kubectl €lj# Deployment

1. 8% YAML 7=f5] , ## Deployment YAML 3214,

2. L% Kubectl , FHEREERY. BIEFEBFSE B Kubect! KR,
3. FUTLATE< |, B Deployment YAML 324,

kubectl create -f Deployment YAML M {4-&FR

fugn , BlE— 3R nginx.Yaml f Deployment YAML 34, MEA{TLAT &<

kubectl create -f nginx.yaml

4. PUTLAT S | BWIEIEERRI.

kubectl get deployments

RESUAT™ES | BPFReII.

NAME DESIRED CURRENT UP-TO-DATE AVAILABLE AGE
first-workload 1 11 0 6h
ngll1l142m

Kubectl & Deployment

#Id Kubectl &3 Deployment BLAT=M73i%. HAP , 75i%— # 757&Z $59525F Recreate 7] RollingUpdate FRFHEEFIHRAS.

* Recreate BHTRIENICHREHES Pod , BEHEIE Deployment,

* RollingUpdate SRR RN ETRR , iF N3 Deployment f Pod, RollingUpdate ifs2iFE s, 2B EHATIEERE.
ik

WRALERE : Efina_V1 %5141 ;1 #6551
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HATLATa<$ , &5 Deployment,

kubectl edit deployment/[name]
75 EERTESRAEAIGE , FENEENEFEEER. SLIBEIH 5 EEFERAY Deployment 44,
BiE=
PATLU T @< | EfEER SRS,

kubectl set image deployment/[name] [containerName]=[image:tag]
EIFSF Deployment NEBSEAZE | WSEHRT , (NEFHBHREE.
BEE=
PATLA TS | REFEER R,

kubectl rolling-update [NAME] -f FILE
EZRAEHTSN RNEFRA.

Kubectl [ali& Deployment
1. HUTLATE% , && Deployment BIEHHE.

kubectl rollout history deployment/[name]

2. JPTLATa S | EEREERAFS.

kubectl rollout history deployment/[name] --revision=[REVISION]

3. FUTLAT &<, EREIRI— MR,

kubectl rollout undo deployment/[name]

FAEERIRIRAS | AJHATLAT @<L,

kubectl rollout undo deployment/[name] --to-revision=[REVISION]

Kubectl §% Pod #E2

FasE#T Pod ¥
PATLATERS | FahEH Pod #&E.

kubectl scale deployment [NAME] --replicas=[NUMBER]

B&iE#T Pod #E

WRALERE : Efina_V1 25142 T8 #6551
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R

FFESEETHAY HPA ThaE. TKE SIZRRISEEFRRIATTS HPA ThaE.
BIFSR

HUTLAT @< , 188 Deployment FIEEH 45,

kubectl autoscale deployment [NAME] --min=10 --max=15 --cpu-percent=80

Kubectl! ffi& Deployment
PUTLATE< | MifR Deployment,

kubectl delete deployment [NAME]

WRALERE : Efina_V1 25143 ;0 #6551
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) e8RS (TKE )

StatefulSet&1E

BIFEHAYE: 2024-08-23 15:08:00

Eikl)

StatefulSet TERTEEBRSHINA | IR Pod HERIEIGEEIZINSABNRAR. Pod TREHEKRERG , WRAFHLISRE. &

FEFANEER |, EALABI RIS T XN, WRNAEFAREEFARIRRAT , @EER Deployment EBENEIE
J_\%_ o

StatefulSet = & &{FE5|

Bl StatefulSet

1. ZR TKE 48,

2. EEMSHES , B [88F] | BN SREE T,

3. AR EQRE StatefulSet R9SEREF [ID/BFR] |, HARFEIE StatefulSet RUSSEFEIEME.

4. %% [T1EE] > [StatefulSet] |, #A StatefulSet (EEIE. W TFEM® :

€& £5/ cls-ol9bawty YAMLEEREE

=res Stateful Set

et SE=E . o
weem - == s a o

For=e =4 Labels Selector nJiE/HEPod B

=

TiemE: v . . P—— n
eureka k8s-app.eureka, qcl...  k@s-appeureka. gc.. 202 EirEE HEYAVL iR

Deployment

StatefulSet

DaemonSet

5 B [FE] |, #HN"#EWorkload " TR.

6. HUESLEFREEK , iR E Deployment 8%, *ESHSEUT
o TIFtaE® : BEX.
o @RI : IRIELIRR K TIRE.

o ZEA . %% "StatefulSet ( BIRESERNETTPod ) 7,

WRARERS : Efi=_V1 55144 T H6551
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o SLHINZSEE : IRIESLRREK , 79 StatefulSet f9—1 Pod I8 B— RSN ARINEEE.
o Bk : BEX.
o H& : IRIECIRFE R TIESE.
o FREIRA : IRIESCRRB I TES.
o CPU/RFRRH! : AIHRIE Kubernetes BHRIRHI #TIRE CPU FIAFAIRESEE | IBaWSAIRITHE.
o BRIRE : RE "TIEER'  "BfIeS"  "ETEH  'AREREE" | "R TS
o SLAIENE : RIFSCIRRREREET S  RELHIHE.
7. 8 [BI#Workload] |, SeRkEIEE.

B StatefulSet

B YAML

1. E&5 TKE =HlA,

2. EEMSHES | BE (58] | ENSEFEETE.

3. AEFEEH YAML RSEE [ID/&7FR] |, HNFERT YAML ROSSEF S I,

4. 35612 [T{ef#E] > [StatefulSet] , # StatefulSet (SE A,

€& &8/ cls-0l9bzwty YAMLEEEE

S Stateful Set

ST = - ¢
wesm - 29 ot a o

= Eir Labels Selector o[IE/HEPod R 1BE

|4=

Tietndk v ) . P .
eureka k8s-appeureka. qgcl...  k@s-appeureka. qc.. 202 S SEYAVL Bie

Deployment

StatefulSet

DaemonSet

5. EEE&EH YAML i StatefulSet 1700 , Badh [4REBYAML] |, FNEEHT StatefulSet TR,

6. /£ [E#StatefulSet] TOE | f@iE YAML , 85 [586k] |, BDRTEET YAML,

SRR

WRALERE : Efina_V1 28145 T #6551
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L A EERFEE TUE |, BEFEENIRGRA StatefulSet FUSEF [ID/BTR] |, ENFEHRERT StatefulSet RISERFEIENME.

2. EREFEIRAN StatefulSet 177 , BaE [EFEEA] .

€ £/ cls-olSbzwty YAMLEIESSE

I Stateful Set
— i e SZSA  qetaut - Qo L
= Eir Labels Selector o[IE/HEPod R 1BE
Liems N eureka k8s-appeureka. qcl..  kis-appieureka. gc.. 272 EFEE EEvaVL Bl
Deployment
StatefulSet
DaemonSet
3. £ "RAIEHRG IUH |, RIEDrERENERLR | RESEHL
< EIEHIRER
ERTI ERER (EE) v
RIS TE SR, AT A L S RS I RS RS
5=
Partition i)
Hee
=i gureka
& cer.cos tencentyun.comioolor | EEEE
Eiglzd (Tag)
4. 82F [5Epk] | BIRTERTRE.
EFPodEcE
WRAFTE : Efins_V1 146 W H655]
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%

1. B3 TKE =H8.

2. EEMSHES | BE (58] | ENSEFEETE.

BesiRSS (TKE)

3. EEHEENH  BEREEENHEEN StatefulSet F9EEEF ID , HAFEFPodELERY StatefulSet FISEFEIEITMH.

4. EEEFEFEBGM StatefulSet 1750 , BadE [EFPodEiE] .

5. £ "EHPod i E TUH , RIELAIRBERIENEH LI RESHL.

6. B [5Tpk] |, BIRJ &S Pod ECE.

SERTRBERIG

1. B TKE =HlA.

2. EEMSHES , B (58] | ENSEFEETE.

3. BB FEETEH StatefulSet BY&EF [ID/AFR] |, HNFEFAESRE StatefulSet RUSERFSIETUA.

4. EREEHRERE A9 StatefulSet 70, By (BEZ] > [EFAERE] | B BHMEERK E0.

5. E'EHTARRIR BN BN RERE  BE (Sok] .

Kubect! #{E StatefulSet 55|
YAML 7561

apiVersion: v1

kind: Service ## gg2— Headless Service , FEFZ4 M4
metadata:

name: nginx
namespace: default
labels:

app: nginx

spec:

ports:

- port: 80

name: web
clusterIP: None
selector:

app: nginx
apiVersion: apps/vl
kind: StatefulSet ### llgE— NginxfJStatefulSet
metadata:

name: web
namespace: default
spec:

selector:

WREFRA © Efi=_V1
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matchLabels:

app: nginx

serviceName: "nginx"

replicas: 3 # by default is 1
template:

metadata:

labels:

app: nginx

spec:
terminationGracePeriodSeconds: 10
containers:

- name: nginx

image: nginx:latest

ports:

- containerPort: 80

name: web

volumeMounts:

- name: www

mountPath: /usr/share/nginx/html
volumeClaimTemplates:

- metadata:

name: www

spec:

accessModes: [ "ReadWriteOnce" ]
storageClassName: "cbs"
resources:

requests:

storage: 10Gi

e kind : #RiR StatefulSet FiREAL,

* metadata : StatefulSet (9EBFR. LabelEEAEE.

* metadata.annotations : X3 StatefulSet FIEIIM5ER , ALEITIZSEURETKE AIEIMLIREES.
e spec.template : StatefulSet B2 Pod FUFAEINRELE.

¢ spec.volumeClaimTemplates : $2telEE PVC&PV AYEHR,

FELSEIEETEE Kubernetes StatefulSet B75301Y,

Bi& StatefulSet

1. 2% YAML 7=l , % StatefulSet YAML 3214,

2. L% Kubect! , FIEREERE, IRIE¥BIESE B Kubect! ZEEEEY,
3. }TLAT A< | Bl StatefulSet YAML 3214,

kubectl create -f StatefulSet YAML SA4ZFR

WRALERE : Efina_V1 25148 T4 #6551
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Bign , BIEE—N4E 9 web.yaml B9 StatefulSet YAML 3244, MAATLAT @< -

kubectl create -f web.yaml

4. PUTLAT S | WIEIEERRI.

kubectl get StatefulSet

REEUAT™ES | BPFReIEI.

NAME DESIRED CURRENT AGE
test11 10s

BT StatefulSet
PUTLA TS , BE StatefulSet RIEHTHRARSEAL,
kubectl get ds/<daemonset-name> -o go-template="{{.spec.updateStrategy.type}}{{"\n"}}'

StatefulSet BLATFIFHEFTRAGSEEY
e OnDelete : BATEFER, ZEFEIREES StatefulSet [5 , EFMIFRIERY StatefulSet Pod A<L81z257AY StatefulSet Pod,

* RollingUpdate : 37§ Kubernetes 1. 78 EEhRA. ZEHERIRIEEHT StatefulSet 1545 , IBAY StatefulSet Pod E#4RIE , FHLL
BINE AT EIESRY StatefulSet Pod ( Kubernetes 1784 )

FiE—
WITLA TS, B3 StatefulSet,
kubectl edit StatefulSet/[name]
WA AERTEREERNIGIE , FENEEFMEFTEREER. LB S EEHEER StatefulSet 244,
FE=
PATLA TS EFEER SR,

kubectl patch statefulset <NAME> --type='json' -p="[{"op": "replace"’, "path": "/spec/template/spec/containers/642959856
40140800/image”, "value":"<newlmage>"}]'

FRINRSF StatefulSet RUEMhS4IAZE | WSEHRT , (NEFHBRRE.
SNEREEHTHY StatefulSet BIRFNEFHITTAIREE , ATHUTIAT @ SEEEFINE ¢

kubectl rollout status sts/<StatefulSet-name>

fifpg StatefulSet
HITLATES |, Mibk StatefulSet,
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kubectl delete StatefulSet [NAME] --cascade=false

--cascade=false &% Kubernetes {R#ii& StatefulSet , BARMIFR(ET Pod, WNEMER Pod , MIHTLA TS ¢

kubectl delete StatefulSet [NAME]

B % StatefulSet F8XIR{ERTEE KubernetesE 5455/,
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DaemonSet&iE

B EAYE: 2024-08-23 15:08:00

Eikl)

DaemonSet TEMTEEEHERNNEERES , AT RAIEERE. DaemonSet RIEEFTEEERD T R LISIE{TISERT Pod, 3
TRMNZIEEFART , B2BBERE Pod ; TRHFEIRERTE | Pod 1 ENEIML.

&=

EHECE T Pod B9 nodeSelector g affinity 221 , DaemonSet E12fY Pod ISIZRBIEEARAEMNIEE., EHRECE Pod A nodeSelector
g affinity 224 , WISEFRBNT = LEEPZE Pod.

DaemonSet $=HI&812(FE5|

Bl DaemonSet

1. Z5 TKE =414,

2. EEMSHEF , BE (58] | #ENSEHFEETE.

3. BEFEEE DaemonSet RIEEE [ID/EFR] | BENTFEIZE DaemonSet RISERFEIENE.,

4. %82 [T{efA#] > [DaemonSet] , #N\"DaemonSet"{=E A,

€ £E2/ cls-ol9bzwty YAMLGEEEE

==
=xEE DaemonSet

TREE v _

FEZHE

Jo=

= Labels Selector ST/ HAEPodEE B
TietaE M

Deployment userd01 l8s-app:user0Dl, q.. l8s-app:user00l, q .. 212 EiEE HEvavL B2
StatefulSet

DaemonSet

Job

CronJob

5.8 [Fr] | #N"#iEWorkload TamE.

6. IRIESLIREK , IRE DaemonSet 2%, XESHEEWNT :

WRALERE : Efina_V1 28151 ;1 #6551
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o T{rtaE® : BEX.

o ApRE(A : IRIESCRRT R TR,

o A . %% "DaemonSet ( EBNFENLLIEITPod ) 7,

o SLIAZSES : tRIBLAREK , 8 DaemonSet f9— Pod I§B— M E MR ERIEES.

o &R BEX.

o H& : IRIECIRFE R TIERE.

o REIRA : IRIESLIRBIRHTES.

o CPU/AITFIRH : AJ4RIE Kubernetes BIRPRH #H1TIRE CPU FIRFRIRRGESERE | RS SR,

o BRIRE : RE "TIEER'  "BfTwS"  "ETEH  'AREREE" | "R TS

7. B [BUEWorkload] , FERBIEE.

B DaemonSet

3T YAML

1. ZR TKE &4I4.

2. EEMSA=S , B (5] | N SEEETAE.

3. AR EER YAML R9SEEF [ID/2FR] |, HAGER YAML SR STENA.

4. %3 [IT1etaz)] > [DaemonSet] |, #N"DaemonSet"{SEHMH.

& £5 cls-olSbzwty

==
E=EE DaemonSet

B Labels

-
TEEE i

fEE=(E
Selector
TiEaE v

Deployment user001 lBs-appouser00i. q... lBs-appouser00i., g...
StatefulSet

DasmonSet

Job

CronJob

WREFRA © Efi=_V1

IBTT/EEPodiE

212

BeaiRSS (TKE)
YAMLAEEHE
Q o 1

B

EFEE REvAL Hiz

26152 T #655m
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3
0y

5. FEEZEEH YAML fi§ DaemonSet 1750 , Bady [4RIEYAML] |, HN"EHDaemonSet"TaA,

6. f£"E#DaemonSet " TWH , 4%iE YAML , B2 [Eak] | BIRTEEHT YAML,

ERES

{RE Kubernetes 1.68(E S rA+374F DaemonSet iRENEFINEE.

BaRSS (TKE)

1 EEHEENH , BEREEIRGA DaemonSet F95EF [ID/EFR] |, HANRFEHESA DaemonSet FISEAFSIERNH,

2. EEEFHEEM DaemonSet 179 , B [FEfEE] .

€ £8/ cls-ol9bzwty

=GR DaemonSet

B Labels

TREEE v

&E=E
BEZE
Tietazk v

Deployment user001 k8s-app:user00i. q...
StatefulSet

DasmonSet

Job

CronJob

3. £ "REEHRG W , RIESRERIENEHLN  RESH.

WREFRA © Efi=_V1

default v

Selector

k8s-app.user00i. q...

BTSSP

2i2

YAML SIEEE

BE

EirEE [EEvave B

153 T #655m
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< ENEHRR

EshRSS (TKE)
EHAT. ENEE gD v
WERETEAIEN, SNAT AL SRS SRS
L) 10 o
ERES

MaxUnavailable

1
FrirES A FIPodE 2
HeE
= userd0
&Hie corcos tencentyun.com/ces-d | IRIESE
FHEEES (Tag latest

4. B [5epk] | BT ESRE.

EHPodEiE

1 B TKE =HlA.

2. EEMSHES , BE (KR8] | ENSEFEETE.

3. EEHEETE , RLEEEENREEA DaemonSet BYEEE ID |, HNFEFTPodELERY DaemonSet BISEEFETREHE.
4. EEEFIESN DaemonSet 174 , B [EfFPoditE] .

WREFRA © Efi=_V1
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.
(S

« s

p)

Deployment

EXER

PemE . m =

-t

Tieeat N
Deployment
StatefulSel

DaemonSet

5. fE"E#HPodEcE " TNH , HRIESLRR>

<  HEffiPodiiSH

6. B [5Tpk] |, BIRJ &S Pod ECE.

SERTIRBIRIG

1. &2 TKE i=#HIA.

=

as-fest
gcc-stress

nginx &

el Tt

2. EEMSHES , BE (8] | HN"SEEE " TUHE.

WA : EfiE_V1

AR5 (TKE)

TEEE | default - a ¢ 3
Labels Selector imiTHREP o iR B
kés-app-as-test. qcloud- kBs-app-as-test. qoloud-appas-test 3 EFEHERE EPoES BER B e
k8s-appgec-stress, gelo kBs-app-gcc-stress, gloud-appge.. 11 EFmE EFPuE EEe EF
KBS-appnginK, qCious-a.. K8S-app:ngink, qcloud-app:nginx 171 Eﬁg(ﬂﬁi EiRR ES -
-~ N "
EEHAN | IRESE,
R0EEE
AEFRMTE BacsiERREE. TUBE. TEENIEE. THEENFS, i . PVC, FREREISHNEESREY. MERESIE
e
T nginx2?
BEIFH, REESS¥FE. SFERELEEC"), BfRsRaTLasE
R ceryimi8-hg teecloud fsphere  IEERE
REERE (Tag) i
CPUMEFRSE CPURRS| m=ER
request 025 - limi 05 = request 256 - limit 1024 MiB
Requestfi TR IR, SEHE PN T R Grequestir E R RIS SEEaaE N,
Limitf -2 S =S FRERNEC LR SEREEE F o EEEET 2,
HEEs @ BEY ¥ PATH fusrilocalisbin:fusriocalin:iusnisbin fusrioin:/sh y ®
in" fin -
EEY v  NGINX_VERS 1.19.0 y ¢
r
BEY * NJS_VERSION 041 y b4
-
BEY * PHG_RELEAS  1-busier y *
fd
FETE
HEgns=d, SFRoRs-. " ") BaEmbiFEis
=
"
5155 T #655m)



2

%

3. BB FEETEH DaemonSet FIEEF [ID/ATR] |, HNSFEFAESREE DaemonSet FYSEEFETETA.
4. EFEFINARREE 1Y DaemonSet 179, B [F£] > [EAERE] | BH SEERIKE E0.

5. E"EIRERI B0, EFTEESRE , BE (5] .

Kubectl #2/E DaemonSet ig5|
YAML 5561

apiVersion: apps/vl

kind: DaemonSet

metadata:

name: fluentd-elasticsearch
namespace: kube-system
labels:

k8s-app: fluentd-logging

spec:

selector:

matchLabels:

name: fluentd-elasticsearch
template:

metadata:

labels:

name: fluentd-elasticsearch
spec:

tolerations:

- key: node-role.kubernetes.io/master
effect: NoSchedule

containers:

- name: fluentd-elasticsearch
image: k8s.gcr.io/fluentd-elasticsearch:1.20
resources:

limits:

memory: 200Mi

requests:

cpu: 100m

memory: 200Mi
volumeMounts:

- name: varlog

mountPath: /var/log

- name: varlibdockercontainers
mountPath: /var/lib/docker/containers
readOnly: true
terminationGracePeriodSeconds: 30
volumes:

- name: varlog

hostPath:

path: /var/log

- name: varlibdockercontainers
hostPath:

path: /var/lib/docker/containers

WREFRA © Efi=_V1

BesiRSS (TKE)
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) EEARSS ( TKE)

iE : LAEYAMURBIZIAT https://kubernetes.io/docs/concepts/workloads/controllers/daemonset , BlIZERIEIREIFIES 285
RIENARIRYER |, (UEF AN B DaemonSetiIZERK.

* kind : xR DaemonSet FiRZE,

* metadata : DaemonSet BYBFR. LabelEEAREE.

* metadata.annotations : DaemonSet BYE/MRER , AIEEIZS R E R E_V1 TKE A9Z/MEsREE
* spec.template : DaemonSet &2 Pod HUFAIEIRCE.

ELAEEE Kubernetes DaemonSet B75304Y

Kubectl €l& DaemonSet

1. 8% YAML ;=5 , %% StatefulSet YAML 14,

2. 2% Kubect! , FiEREsERt, BIFFEIFSE B Kubect! ZEiEEEY.
3. HITLLTES |, 6 DaemonSet YAML 3244,

kubectl create -f DaemonSet YAML S44ZFR

Flan , GIE—N4E A fluentd-elasticsearch.yaml B9 StatefulSet YAML 324, MBITLAT &S -

kubectl create -f fluentd-elasticsearch.yaml

4. PATLATERS | BERIEE SR,

kubectl get DaemonSet

REEEULATES | BPRRCIZRI.

NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE SELECTOR AGE
frontend 0 0 0 0 0 app=frontend-node 16d

Kubectl &3 DaemonSet
HITUATES , &F DaemonSet [UEITRERER,

kubectl get ds/<daemonset-name> -o go-template="{{.spec.updateStrategy.type}{{"\n"}}'

DaemonSet BLA TN EHTRILSE

e OnDelete : BRAFF RS, 1ZFHHRIREEH DaemonSet [5 , EFHMIERIEE DaemonSet Pod A< 6lE&#FfIDaemonSet Pod,

WRALERE : Efina_V1 28157 T8 #6551
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kN

%

BesiRSS (TKE)

* RollingUpdate : 3%#% Kubernetes 1.68{EShRA., ZEFRMEEZT DaemonSet ##R/5 , IBAY DaemonSet Pod E#&IE , HE

LURsNEFTS VB #THY DaemonSet Pod,

FiE—
HATLA @< , &5 DaemonSet,

kubectl edit DaemonSet/[name]

75 RERT ERAEAIIIE | AENEEF NG ERER. SRLIBTLSEEHEER DaemonSet 24,

p):
T TSRS | EFiEERsRmE G,

kubectl set image ds/[daemonset-name][container-name]=[container-new-image]
EIRSF DaemonSet RIEMMSHAZ , WESEHAT , (NEHMBSRER.

Kubectl [E]i& DaemonSet
1. H4TLATHS , &F DaemonSet FIEHHE.

kubectl rollout history daemonset /[name]

2. JPTLATES | EEREEREFS.

kubectl rollout history daemonset /[name] --revision=[REVISION]

3. PUTLATa< | EIREIRT—MRAS.

kubect! rollout undo daemonset /[name]

FAEERIRIRAS | AJHATLAT &<,

kubect! rollout undo daemonset /[name] --to-revision=[REVISION]

Kubectl #lfx DaemonSet
HITLA TS |, #ilkk DaemonSet,

kubectl delete DaemonSet [NAME]

WREFRA © Efi=_V1
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) e8RS (TKE )

Job&E1#

BIFEHAYE: 2024-08-23 15:08:00

Eikl)

Job #ZHIEEREIE 1-N 4> Pod , 1IX Pod $ZIRIZITHINETT , EEIE(TER. Job AIAFHEITE. HEAHEHE. BILREESH

1TIRE. FHIE. ERRBERRBISZIARK, Job FITME  AEEEEHHI Pod , AR Pod , EAIfE "BE" PEECTTAHAY
Pod BIBE. WNREMPERT Job , Job SR Pod tLERERIHMIFR , EEEAZi% Job €AY Pod BIATE.

Job =HIEE{FES

Bl Job

1. B3 TKE =44,

2. EEMSH=S , B (5] | FENSEEETE.

3. AEFRECR Job HEEE [ID/AFR] |, EARFEIE Job R EENE.

4. %% [(TfFtazk] > [Job] | #A"Job"{EERMH.

€& £8/ cls-ol9bzwiv YAMLAEE S

=xEE Job

e RE=E - p

WEZE &R Labels Selector HTE EERE e

J=

EE
Liens job-test k8s-appjob-test. ... controller-uid:0e67... 1 1 FREYAML R
Deployment
StatefulSet

DaemonSet

Job

CronJob

5 B [#mE] |, #EN"#iEWorkload"TTH.

& FEWorkload

WRALERE : Efina_V1 28159 ;0 #6551
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%

AR5 (TKE)

f=7u

e

HEZTE

e

JobiES

#EE (HEE)

=hREEs

6. RIBELFRTFK |,

default v

Deployment (FI¥ EAVEEZEPod)
DaemonSet (F5-1E41 LiE{TPod)
StatefulSet (E¥EEFETPod)
CronJob (#:EBCrongiitRIEHET)

O Job (BRESE)
BESrE 0 1
HTE Q@ 1

RN = OnFailure -
@

EIEEEE
HERREEE, B iRE. SESNEE. SOUFENFS, BB, PVC, Secret, REERRISRMAETEER. FRESIB

EIR

#Hig HERE

SR

(Tag)

CPUIRTFIRS CPUR#H FIrFER
request 025 - limit 05 #  request 256 - limit 1024 MIB
RequestB T4 BREE, BEEDET S0 equestii = RATE RIS SEo0IEEN,
LimtET 2SS RS ENEA IR BaREEH FoaaEssEid=.

HETE @ fRigTrE Z|FConfigMap/Secret
FEEHEGSH/IEFE, SFRTIE, HEFELS=FL

ErsRieEs

A= Workload#E5RiE, ERAERSEERLIETERYAMLETAZ BTN

e Workload Hiig

IRE Job 2%, XESHERWT :

WRAREE © HfRE_V1 %160 @
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) Haalkss (TKE)

o T{FtaE® : BEX.

o ApREA : RIESCRRTG R TR,

o KA : EHE "Job (BURMESS) .

o JobigRE : IRIELFRFEK , /9 Job BI— Pod IRE— I HEZ N ARERIEER.

* EERY : 1IRE Job BN Pod FEESHITHIREL.

» FHMTE :iRE Job FTHUTAI Pod HE.

* KWEERE | IRE Pod TERRERLGAIESRE.

= %3F Never : REZHRS | HZ Pod THHEARREL.

= 3%$% OnFailure : Pod 45517 , REEBEHE.

o LHINESE : IRIELRRFHXK , /9 Job —1* Pod IRE— 1 HEZ MRS,

» BFR BEX.

B | IRIESCRRR R TR,

» RERE  RELRRERETIES.

» CPU/AR7TFBRH : AIHRIE Kubernetes B5IRIRS #H1TIRE CPU MIRFAIRESEE | B8 S5a9GE M.

» BRIRE  RE 'TEER  'BIRd ‘BTN | 'BRERRE  "BRESSH.

7. 8 [BI#Workload] , SoRkeIEE.

BE Job &

1. &2 TKE i=#HlA.

2. EEMSHES |, BE (KEF] | BN"SEEE " TUE.

3. BHFRETE Job REAIERF (ID/BFR] | EANGEE Job RERIEEFEETAE.

4. %32 [T1ER#E] > [Job] , HA"Job"{ERITMH.

WA © Efi=_V1 161 ™
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& £/ cls-ol9bzwtv

sre Job

Ity HEEE
TEER -~ i e ==(E default

EE=E B Labels Selector
&=
LfeRE job-test k8z-app;job-test, .. controller-uid-0e67 ..
Deployment

StatefulSet

DaemonSet

Job

Crondob

5. BEFEEEINERY Job &R, AIAJEE Job #18.

fifip& Job

Pod th=EIRIHMIER , IHEBEAZZ Job BRI Pod HIEE.

Kubect! #{E Job 155|
YAML 75:451

apiVersion: batch/vl
kind: Job

metadata:

name: pi

spec:

completions: 2
parallelism: 2
template:

spec:

containers:

- name: pi

image: perl
command: ["perl", "-Mbignum=Dbpi", "-wle", "print bpi(2000)"]
restartPolicy: Never
backoffLimit: 4

* kind : #xiR Job FiRREL,

* metadata : Job fBFR. LabelEEA(ZE,

HIE

4

BeaiRSS (TKE)
YAMLSIEEHE
Q o 1
EERE B
1 SEYAML F

* metadata.annotations : Job FYEWNMRBE , BIEBITIZS IR EHNZ=_V1 TKE AUSHMEIEEES.

WREFRA © Efi=_V1
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) EEARSS ( TKE)

* spec.completions : Job EAY Pod ESHITIXEL,
* spec.parallelism : Job F47#14789 Pod %4,

* spec.template : Job EIEHY Pod HUFMIEIRECE.
Bl Job

1. 2% YAML 7=l , /% Job YAML 32i4.,

2. % Kubect! , FHZEZEEES.

3. BliZ Job YAML 3214,

kubect! create -f Job YAML S{4Z#R

BN, IE—ANXFE S piyaml B9 Job YAML 324, MIHUTLAT &< :

kubectl create -f pi.yaml

4. PUTLATa< | IEEIZ 2B,

kubectl get job

REERULATER | BPRReIZRI.

NAME DESIRED SUCCESSFUL AGE
job101m

fiflB& Job
HITFLL TS | kg Job,

kubectl delete job [NAME]

WRALERE : Efina_V1 25163 T #6551

\|



) e8RS (TKE )

CronJob&IE

BIFEHAYE: 2024-08-23 15:08:00

Eikl)

— CronJob JEZE{LITF crontab ( cron table ) XHHEI—1T. ERIBIEENTUETTIEREET— Job, Cron #&=iHBEANT :

# BB
#—8 (0-59)
#| ——/\Et (0 -23)

#||—HB (1-31)
#|||—B (1-12)

#|||| —=H3 (0-7, 2HIH =087 )
#1111

#*****

CronJob $=HI&#{FE5|

£l& CronJob

1. B3 TKE =44,

2. EEMSHEF , g (58] | SN SEEFETE TUE.

3. BEFELRZ CronJob RIEEF [ID/2FR] | EAFFEIEE CronJob RUSSEFEIENME.

4. 158 [IT1Et#] > [CronJob] , #A"CronJob"{EE A,

& £8 cls-ol9bzwty YAMLAEEEE

S CronJob
— . HEZE  default v a o 1
WBEZH B MATHER HTE HEE BE
LiEms cronjob-test HlEEEs 1 1 SEYAML fREz
Deployment
StatefulSet
DaemonSet

Job

Crondob

5.8 [Fr] | #N"#iEWorkload TamE.

WRALERE : Efina_V1 25164 71 #6551
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&S HERS (TKE)

TieEsE B WorkloadE#

feEk
e kBs-app =| Value
Ogas S8, SFRsRE-), BEbAlSFEF, S SFEER
EEEE default -
=R | Deployment (A5 E&IEEEPod)
() DaemonSet (FFE-{-EH LETPod)
() StatefulSet (FREEFNETPod)
O CronJob ($=EECrondYitRIERHET)
) Job (BREREEE)
HiTEsRE HEANTERE, I ***** command to ex
JoiEE
ESrE0 1
FHIE @ 1

M E SR OnFailure "
@

HEE (HE) BIEdEE

hESEEMUTE, BeisEiEe. E8fEs. HFENFS, S, PVC, Secret, FEESIIESREMEERESP. FHEES| e
SHRERE
VA 4
= BEAEEEW
BELFE, HEaS\SFE. SFRaRE), BErELSEFrLasEE
HiE EEEE
REEE
(Tag)
CPUIF=IREl  CPUREH TR
request 025 - limit 05 = request 256 - BImit 1024 MIB
Request B TS ESE SEETHT SinarequestfiERITEEEERN SE0IESL
LimitFE 2SS ERERNEN LR B EEN M Saiherad =,
HEEE 0 frigzr= E|FConfigMap/Secret
FEZHEES/UISFE. SFR TS FEFSELESFFL
T BT
= Workload#BsErlE, BRtESEEr LI EYAMLETA R EHTIEN
WRANERE : B _V1 5165 10 #6551



) EEARSS ( TKE)

ETEREE

BlEWorkload His

6. IRIESCRRE K , IRE CronlJob 24, XESHSEWT :
o TIEE®E : BENX.
o #pR(A : IRIESCIRT R TR,
o KA . % "CronJob (#ZRRCronAYItHIERIETT ) ",
o HATIRES : fRIE Cron IBTVIRE(ESHIEEIHITRER.
o JobigH
» EEXE : Job BIEHY Pod FEESHUTHIRE.
» TR : Job HITHITHY Pod £E.
» KWESHEE | Pod FAREREELENESRE.
* Never : FEEE8 , EXE Pod THASRIEL,
* OnFailure : Pod #40E1T , BIREEHSD.
o SCAIRZSES : RIESCRREK , /9 CronJob 9— Pod IRB— RSN RIS,

" BFR BEX.

B8 RIESChRFR R TR,
» RERE  RELRRERETIES.
* CPU/RITFBRE : AJHR{E Kubernetes RFIRS H{TIRE CPU FMIRFAIRESEE | RS SHMRIIME.
» BRIRE  TRE 'TFER 'BIRd  'BTEY | 'BRERRE  "BRESSH.

7. 82 [BI#Workload] |, SeRkelEE.

B CronJob
EFPodEiE

1. 23 TKE =414,

WRALERE : Efina_V1 28166 T0 6551
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2. EEMSHEF , BE (EEF] | BN"SEEE " TNE.

BesiRSS (TKE)

3. (EEEIEETHE , BREFEFEEEAY CronJob RYEEEE ID , HANFEFHPodELERY CronJob AYSERFESIETIME.

4. (EEEFTIESE CronJob {700 |, B [FHPodEiE] .

5. " EHPodEcE " H , IIESLIHERIENEH LN | RESH.

6. Bt [5epk] |, BORIEEHT Pod FcE.

SERTR R RS

1. %3 TKE =54,

2. EEMSHEF , BE (EEF] | BN"SEEE " TE.

3. BEFREEHT CronJob RIEET [ID/2FR] | HENFEHTEERE CronJob RISSEHEIERME.

4. EREFFRERE 89 Cronlob 179, B [(EZ] > [EFMEEREE] | B EinAERK E0.

5. FEEENAEREE B0 , ERT AR , fE (5] .

&E CronJob R7&

1. ZR TKE #=HE.

2. EEMSAEF , i (58] | HNSEEE T,

3. BEHEEEE CronJob IRSHIERE [ID/BFR] |, BEAFFEE CronJob RESHVEEFETRITE.,

4, %1% [TiEaE] > [CronJob] , #N"CronJob"{(EETRME. M TNEFI: :

€ £/ cls-ol9bzwty

S CronJob

et SE=E v

EE = B WATHEE HIE EERE

= -
LiEeE cronjob-test preee 1 1
Deployment
StatefulSet
DaemonSet

Job

CronJob

WREFRA © Efi=_V1
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EEEVAML e
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) BesiRSS (TKE)

5. BFEEBEEEINASA CronJob Z#R , BIAI&EE CronJob #IE,

Kubectl #{E CronJob $g§35|
YAML 73+451

apiVersion: batch/vlbetal
kind: CronJob

metadata:

name: hello

spec:

schedule: "*/1 * * * *"
jobTemplate:

spec:

template:

spec:
containers:

- name: hello
image: busybox
args:

- /bin/sh

- -C

- date; echo Hello from the Kubernetes cluster
restartPolicy: OnFailure

e kind: %R CronJob #RSEEL.

* metadata : CronJob BJZFR. Label EEAXEE.

* metadata.annotations : Xf CronJob FIE/MBE , AEITIZS & ERiNE_V1 TKE FIERIMEEEE
* spec.schedule : CronJob #1179 Cron RYSEHS.

e specjobTemplate : Cron #1479 Job 1&if,

€lE CronJob

Bik—

1. 2% YAML 7=/ , % CronJob YAML 324,
2. %% Kubect! , FHZEEEERS.

3. JUTLAT®< , 8 CronJob YAML 37#4,

kubectl create -f CronJob YAML S4B FR

fign , BlE—ANSU4E A cronjob.yaml §9 CronJob YAML 3214 , NEATIATERS ¢

WRALERE : Efina_V1 25168 T0 #6551
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) e8RS (TKE )

kubectl create -f cronjob.yaml

HiE=

1. B IHT kubect! run ©< , HuERIZE— CronJob,
FIEn , REREIE— N AEESTEEEEER CronJob , IHfFLATSRS ¢

kubectl run hello --schedule="*/1 * * * *" --restart=OnFailure --image=busybox -- /bin/sh -c "date; echo Hello"

2. PUTLATE< |, IIEEIZE R BRI,

kubectl get cronjob [NAME]

REEEULATES | BIRRCIERI.

NAME SCHEDULE SUSPEND ACTIVE LAST SCHEDULE AGE
cronjob * * * * * False 0 <none> 15s

HHER CronJob
o HITIBRG<SET , IBIARSFELEELZER Job , BUITIZHSHBRIEIFESIZEEAY Job,
o HITULINBRASRET , ERUEERY Job FIE ALY Job IASHRR IEEIMIER,
* WNZEMIFR CronJob EIZERY Job , i5FaNtR.

PATLLTE<S | MR CronJob,

kubectl delete cronjob [NAME]
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IR E TAFRERI SRR

BIFEHAYE: 2024-08-23 15:08:00

153K ( Request ) 5 BRI ( Limit )

Request : BEERNGNRREX , (FASREAERNTZRO K. RAEITREISRRRE > = BRAREKEN T RIFS
BERBAEENZ TR, {8 Request SHAIRHIRBAIRARIERRIRE. Limit | SEREEERNEREAE.

888 : EZ Limit f] Request SHINE , BF BEE XS,

CPU pRfHli5eRR
CPU ZERFFRE CPU A CPU IRBINIERE , LUZ (U) I, 14PN,
8

* CPU Request {EREERIAIMKIE , EEBZRIMIZER/ET R LDE CPU ERREIR , 718 "EHES CPU" HiR.
e CPU Limit fR#IZERS CPU FIRRI LR | FMREFTAMEBRE ( CPU Limit >= CPU Request ) .

RERRHAA

AERBERAFRFISESERARFERREEZ. LA MiB RERAL, BiFANEL.
WiBA :
* 7F Request {EAEERIIIKIE , EOIEN NIZBSRET R ESEARE | FR8 "EDERE" FE.

* AEEBRANEEER, XPRLAMEASEERRNFEYEEN , £ OOM BXIE. FEWARE Limit BF , BRIA Limit =
Request , {RIEAESHIEFEIE(E.

CPU {#FEE#0 CPU A=

* CPU ERHENHEIME , FEirFEAN CPU BIERZEL , CPU RFIERI CPU RIFIRHEIRIHIKTKIEESZE CPU FRE.

 CPU fFRZA1EHE , %= CPU MFRES CPU EiztHE ( SiE5T5m /8 CPU #itLE ) «

(e

—MEEARITBIBE Request F Limit BOERD , IREEREEIELA 4UAG (U5, BEEREMFA Pod (Podl , Pod2) , &4 Pod H2
JRIZE/ ( CPU Request , CPU Limit , Memory Request , Memory Limit) = (1U, 2U, 1G, 1G), (1.0G = 1000MiB) TmE
CPU fIREFNRIRERERIN B
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CPU {FHEM. NS
{ | A-F4E
— HIREEER
THAFHE_
||
| |

BE& 5B CPU HiEN : 1U (8L Podl ) + 1U (5fE Pod2 ) = 2U , RIKeILASECHY CPU HiFH2U,

EEPEHARFEIEA : 1G (2 Podl) + 1G (HBE Pod2) = 2G, RIRTUDENREFERRF2G. FRLAZT RALBEEE— (
CPU Requst , Memory Requst) =(2U , 2G)aY Pod &8 , ei&EEZ21 ( CPU Requst , Memory Requst) = (1U, 1G) AY Pod
gB%O

ERIRPRHISE , &1 Podl 1 Pod2 EREIFI LR (2U, 1G) , BMERIRZ=RAIES T , Pod (R CPU KIE&RAREAZI2U,

RS RIRBRHIHER
TKE SARBEAAIS BB RN DRI Request 55 Limit (8, (B EARECHSREINTRIOET , AXHN TSNS
RIS | BRI TR SRS RHESMRBINE | FHRLIE A SRRV ERBLTENRS Request , Limit 39

Request AY21=.

Request = Percentile(SCfrfazE;[7d],0.95)
Limit = Request * 2

IRSRIRIEAEE (LRt ) MABEFTTENMEEX , BNSBENA ASFAREEE  SXEHTE. fli, Xi=R& tag,
namespace , serviceName &, ERLLRIERRFRESEIENE  WEFEAZ.

EEENS . EERIEY  ERRNEROESLHFNER | TREHTIAT/LRUER

1. LEEEANHETENER , RFEGFT BRSNS (Lhrthd ) KT14401 , BIE—XAVEUE.
2. BN EERIREE LR EN Request & Limit,

i8R
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1. AT HEFERREDE RIS EN , B L , SREHETETISHMERK , HEFEER.
2. (FFEHEFENRERSS | TSR NSRRGSR RBEREMN. ERFH , MASRIERFIIRIREIR.

3. EFEREVE , BILURIER USSR MAER AEEE,
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=]y

L

BIIRE TERETERIREREREMN | Bz T(FRE T Pod EEHAHTAE. FEUTNAZS

* 1§ Pod IE{THEIEERIT R L.
* 1§ Pod IETHERE—FAE (FRBILETAKX. NEFEY ) TR,

* 1 Pod BEFTBEITRLE (B R— , AMIEHMAHI Pod FILEE ) .

EREE

AUTEFH

- RETERABHEEFOEEIN , B0 Kuberetes FAU/REL 7L HAOKA,

- KRR Pod SESTERAL) , ERRER BRSNS , SAEEANARRTSSOEE,
. RSN | REHT RN Label, FEHSI BT Label,

IREREEAN

BesiRSS (TKE)

REHERFRL TREBSHRE , ML T FRETREREMN. ETLWRIESIIRER | SR TR EESEE

o EETRAEE : IREXLH (Pod ) EEIHEEMNN TR L , LT RIRE,

1
I
il
i
H
i

O ==vome EEMEEAN

ins-2rgdg2q7(tke_cls-osvocprp_woarker)
ins-d32y9rmi{tke_cls-osvocprp_worker)

ins-cimg57np(tke_cls-osvocprp_worker)

o BESEEMN : sTEENXSES (Pod ) WEEAN , FLECSLAIIRES.

WREFRA © Efi=_V1

%173 ™

\|

£655m



) EEARSS ( TKE)

ToEEER gxvsmE O S=wEEal
BHRESREN In . 3
REREEREH In . 5
EEEgRE

BE ARSI RFRME

o EHIREERFEM  AEHEUNRBEFAMERM  WEEZRIA node, MRRBETRBEFRM , WEREKK.

o REWRBREXRFM  AEHENRFHEEFAESRG  WERZIRIA node, MRBETRBERM , WETNIBEREEEET R,

BEEERNSERILIRIZZERERN , SRR RIS T

In : Label 8 value 7E5IIZE.

* Notln : Label #J value R7EFIZR.

e Exists : Label R key 757E.

» DoesNotExits : Label i key R1F1E,

* Gt : Label FEXTFIFRE ( FRFHRLE ) .

e Lt: Label BOE/NTHIZR(E (FFRFEBE ) .

JRIES MR

IREHERENEEE I T A Yaml E| Kubernetes £8% , Kubernetes 9 Affinity and anti-affinity ¥l#I&{#15 Pod Z—EM N TE
&, 8% Kubernetes fJ Affinity and anti-affinity Hl#I/ 28] BEEFIS.
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B TERERIERIOE

BIFEHAYE: 2024-08-23 15:08:00

SEBERAIZET Kubernetes, Kubernetes STRSRIZSISHHTRMBIEAN , FHRIEFNAEAMSRIREIRE | HUTHIMOIRIE,

RO EZR
RIS HIATEE -

o BEETENE  ATRNSHRESEE  BUTHUT ps BTNBEHEREFE. URBHENFENELY , SRHSNZAFTITER
BF. WRBFNFERER  WAHRITEETERE,

o DEENENE  ATRNASREDERIFFRGIERFER. G0, BFIEMRRKE | FEINRHEELENE 2B MNRIE
TRIREENTeR A BEIRIRSS. LR , ATBUBRMBERELTVREREFHE  WNEFEDEMTK. NREHRIMBERTRN , KiF
SREBIERINEZERR. MRSH[MECERY , WX iZER697.

fEEREST(

TCP ¥ROIERN

TCP inOERMAEIEANT © XTIt TCP BEIRSZHIARS | SR AEIMERNZARRES TCP iEE, WREZMT , IEFRNAT) , SN
BRMSKM, 5E5F TCP ImRNAE , AUEESRITAYIRO. fl0 , —14 redis T8 , BAIRSHORE 6379, H(HZBHEKE T
TCP imOERN |, FHEERMIROZ 6379 , IBAKRF MRS IZ AR 6379 imIAME TCP &k, WISRIEZAMT) , IERFGEMT) , &
liisi ST

HTTP SRR

HTTP ISRERUZ SIS FHRM HTTP/HTTPS IRSBHIERS | FERRAHMIHZ AR AEE HTTP/HTTPS GET 153K, #15%R HTTP/HTTPS
response JREIFBET200 - 39956 , IEBFERNIATH , BNERNLM, B HTTP SRR ES R RITANROF] HTTP/HTTPS A9
BEKERR. BN, 124t HTTP RSSAIUBEE | BRSSimO 80 , HTTP & RR{Z/9 /health-check , BRASEFSEHAMHBXIS AL GET
http://containerIP:80/health-check &3,

PTRORE

PTaSRER—MEEANRELI A NEKRBFEE— I EaRNTRTHS | AR ESSRRRTZGS. RGN
REERZO , BRI, BUEERK. 3T TCP imOHRM 0 HTTP iSXkERN , ERTLABTHY T SRENSREN

o IIF TCP imOIRM , alLAS— MEFXIAESHIHOHH T connect, W15 connect f¢h , BIASIREIO , TRLRE-1,

o XJF HTTP iEKERN , AJAS—MHIAKIIBZRHIT wget FHEE response RUIREIRD, a0, wget http://127.0.0.1:80/health-
check , ANEBRMEFIFE200 - 399KFTE , HIAKRME 0, BNLRE -1,
R

° WNIEEENITHIEFESSERGT , BUSREAZFEFTIIITRM,
o WMERHITHIGRSE— shell K , FeEEIFIEEHAMEANITHS | TEMLHARMFERESS. fi0, HAR
/data/scripts/health_check.sh , BRAERMITRRSIEERT , I8 EAIERS sh /data/scripts/health_check.sh ,
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—— Ry g
He HSH
o JSRNEERY : SR, IEEDTENE  SATHARN. G0, EIRERRENS , BBARRNESERRENSTETHA.
o [EIFRETIE) : ER{URD, IEERBRIOEAMRE. FIa0 , BFREERERMKL0 , BIAKEAERL0sIEE IR,

o WARCEERY : E{UFD. IEERERRNASERIATE. MME) TCP imOERM, HTTP iEKIRN. FUTaSE=MA , HBIFRR TCP iEE
FERTRTIE]. HTTP iEKIaRGBRT R EILAR T an S ORI AiE].

o BEREE : BOR. BERFRMEESMINIZORGE  THESREMRRA. FI0, RREERERS , WRBREREELIRIRNER
BeH . NN R,

IR MREREERNXRENFENE | BMARRRERERL  BFRERHEEEBHRINNTL.

o FEREEE - B0, IEERFOEERANS VNG , ZHERREFARERN. flU , MERSRERENS , NiRBRERHRESLIR
EIRMAY , HINNER R EERR.
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KB TEREIETm SIS
RITEFATE: 2024-08-23 15:08:00
1A

BB TR ST , BEEIIREREELOTERMETAEE. ERANBERT | BESETHAGS , IRERFET—MEN
WOHRESHENHANME , EFEBEFEARILIT=MEE -

* T/EB= (workingDir) : IEEHBINTIEER.

* &E1T®m< (command ) : BFEIRGIZITAIEIRG L.

o WwOBH (args) : EBRIEITHIHIISH.

TYFEZRixAA

workingDir , BEEHBINITIEER. WRAEE , VEmEIE. NRREEE  WERSRETHISIAE. IREGPUNRISIEE
WORKDIR , BfEfEHI&RIEE . W workingDir EiIAA /",

SIS HEYER

B (#B] | THRIUEE docker run &R RS _VISSEIRES.

Docker (OREGIABFHEREGERIEXTEIRE | MRAREE TR, FRFSETRESIFIHRHENEANG SIS
Docker [RAEEMHIFERA “Entrypoint” F1 “CMD”, i#{EAJZ&& Docker #Y Entrypoint 588 1 CMD 88, SNSRIGECIEIRSAT |, &
ETERNETROMNSH , BRRSBLESREMERIEIAGS (B "Entrypoint” #1 "CMD" ) . EHIRIZIT :

$5f& Entrypoint & CMD BRENETHS BREMIEITEH RENT
[Is] [/home] NRE RRE [Is / home]
[Is] [/home] [cd] RKE [cd]

[Is] [/home] RRE [/data] [Is / data]
[Is] [/home] [cd] [/data] [cd / data]

588 : Docker entrypoint X ZSeelRSS 2446 ERUIEITHS , Docker run f CMD SE3INARIRS SIS FROTEITESE, 45
SNETEHE | FESRRSNETEHTRASH B8R —17.
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Sl

B aEE AN E(F
RITEHHYE): 2024-08-23 15:08:00
BIEn=

S5 (Pod ) Bi5f 482 I08E ( Horizontal Pod Autoscaler , HPA ) AILARIEB#RSER CPU FIARAITISESISRET B, FRikS
B Pod #&., AN BIMEBIE N _VISERSEHEEI Pod BaY 45,

TR

HPA 8 RHSEIR30EHEMA_VIREEAEERE Pod RUEisiEly  ARIRIESRISIREIE. SmElA8HliziErBinER Tt
8 | IHEEERFARSHIERIARL. SHERARHSURIREIREA—EE , HPA 2k Deployment 1T Pod BIA4IEEEE , A
MAZIB & EENER. LA CPU RIRFNMI , RiRZrIE21E6] , 19 CPU RIRR ( LRifEingdE ) 790% , BalF4EREN BN
CPU 7360% , MIEmNEELAIENES : 90% x 2/ 60% = 34,

RAFRE T Z 8 REENR . HPA 2KIES MER | D3I EHBEREIAE , BERAEHI T EREHRF.

EEEIN
o MigtRskEISEEZY CPU FIFBER (& Request ) A , /NZAERIRE CPU Request,
o KRESIEIRBEINEESIE , HIUMRET70%ABESFINA | TAE30%HIRE.
* {R¥5 Pod #1 Node {57 (&% Pod SWEEH ) ,
* (RIEAFPBERNABIETREIE T,
* HPA FEIHEBREI RSB — 1M 0%HKIEF. WMRERMSEER , HPA FASEEEIREE.
* NSRS ITIRIAY Deployment.spec.replicas {E90 , HPA $EAEEER,

° YNERYFER Deployment ERTEFES N HPA |, MIEIER HPA £EIIFEX , SIERIEEREY BA.

Ellli= e

CelEER. XToIRER  FEEEN clEEE.

BIFTR
TS
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LB AT =M BB 5.
B R EsCpSEETS
L BEAEMSH=T [F8F] | BNSRFEE TUE.

2. BEEEORRRYRAAISERE ID , HATERE Deployment 150 , 158 [FiEE] . WITFERTR

£ BN S els-akSisme( test)

- Deployment
L] - e SEZE delaul
R
Tiemw . fod = Liabweis Sedecior =T EPod R gy
SERMRIEEMRNSE | ErLTR AN eSS TN
StalufilSet

3. fE"#iEEWorkload TH , RESLHIEENEFET. N TFER

oS Faigs QamiEs
BEE—SESE, WEEEGER (pod) HESEEE B

Ry CPU ~  CPUEREE = 2
=

SFEE ~

EEREAFEERENET, AEEHiEeTeE

o RURSREE | EaNRAETHREKIAORERIEIT. HIEBE I faineeal,

o SLOEHE : BRIESSIRE R TIAR , LAMESTERENEENEMNET | AoBHZRETE.
BUFE S REE

1 BEAMSIES (B8] | BN SEEE"TE.

2. BEFECIERRYEARIEET ID , EAT{FEfRE Deployment 8T , ¥ [BahfH4E] .

3. 7£"HorizontalPodAutoscaler"Tam , B [FE] . B :

WA © Efi=_V1 179

o
o
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« M)/ cls
EHEE

TEER -
SEEE

Tietag l

B "

HorizontalPodAutoscaler

m i .‘;“- -=.-

B FBDeployment ]

default -

Bhaen  BATEE B

CFEEERE TN | CRLWRRNESE T

4. FE'FREHPATUE , #RIBLATRDS , #HT HPA BCE. WITFNERTR

< FEHPA

e

WREFRA © Efi=_V1

BEFR, REad I \SFE. SFRoEE

default M

deployment -

RS T sk w
CPU v~  CPUERE

FiSisT

1 ~ 2

B : MAELIRNEREER SR,

R | BRELIRR R TR,

TIrAEAE | BRIESCRE Rt TR,
KEXTIERE : FEEAZT | BIRIESEIRSE K TIERE,

BRI | Bah{RAETHRERIAISRIRIENR | EBBS I f8inkil,

=), BismbiAASFEITL, BFRISFEEE

AR5 (TKE)

YAMLEER T
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o SLOIEHE : BRIESSIRE R TIAR , LAHNESERENEENEMNET | AoBHZRETE.
5. B [SEEHPA] |, 5eak HPA R9BIEE.

Bid YAML gIg

1 AEAMNSI=F (58] | BN SRR TUE.

2. BEFEORRYRERISERT ID , AT {Ffa#k Deployment 15T,

3. Bz EA LA [YAMLEIZRIR] . iTFERTR

€ MEEH) 0 cls YAML SR o5

Deployment

s=mE - E SESE | defaul - Qo

BEEH

TEmE - &k Labels Selector ETT PP odZu i 13

Déploymant CERESENNELS , STLSERESESE

StatefulSet

4. FE"YAMLEE R TUE , HRIELIRBERRIEAS , BE [5Tak] | BIT#HE HPA .

ERBERH AN
FLAEIS LA R =R =BT IRSS Bl 452,

IBIEEERT Pod ¥
1 BEAMSES (B8] | BN SEHEE"TE.

2. EFEECIRRIEEREERT ID , HENTEfZ Deployment B , B [EFPodHE] . WITEFTR :

Pap— YAML R
Deployment
BEEE
TR . m g SE=E  defaull - ao s
WETE
THEOE - ak Labels Selector =T Pod Bl b 413
Daploymeant -
testih kBs-appilest, . kBs-appitest, goloud 3] BiRpodsil |EFrodER BE -
StatafulSat
DaemonSel

3. FE"EFPod#E NH , RIELRFRIEITIRE , FHRE [EFLAIEE] . TER:

WRALERE : Efina_V1 25181 T #6551

\|



) BERS (TKE)

¢  EHPod¥iE
HEiSohisE 1
sehE FaEn O SmHiEs
EEEASESRE, NSHETER (pod) HESEEEE B
R ERE CPU »  CPUEHE * 05 =
SIS
SEEE 1 -~ 2

EiEfEEEARENET . AeEtiaEER
Sa {EREEXFR1EHPA, FIEXEE M HPAARESTRISMaER. SEESEMhEEE

B B

BiEEH Hpa EcE
L BEAEMSH=D (F8F] | BNSRFEE TUE.
2. ERREEFAEERISRET ID , AT (FREL Deployment B , Bd [BahfH4sE] .

3. f£"HorizontalPodAutoscaler"TuHE , BBFFEEFHECEM HPA FRIEFANR [EXEE]) . W TFEMS :

& WP Cls- YAML RS

HorizontalPodAutoscaler
EEED
TEE ! m SEZE  default v QoL
EHEZE
Trems . B *%BDeployment T R BUhEBE BRI B
=t testid testi CPU SRR 0.5 1 2 WEYAML B
H_ v
4. f£"EFfHpalfc & T , IRIESRHRETIRE |, Fress (E#fHpal . ATER :
WA - Efin=_V1 5182 T #655@)



<  HEHHpailE

I}

ot

BES

B deployment

R

HEE

B8 YAML 37

testl
default
testt d
CPU b CPU ERE A 05
FriStEts
1 ~ 2

1 BEANSH=F (58] | BN SERFEE " TUE.

2. BEFEOIE R ARSEET ID |, iR (BaegE] .

BaRSS (TKE)

3. #£"HorizontalPodAutoscaler" T , iEFHFEEMECER HPA FTETAMNRY [4REYAML] . W1 TFERTR

& EBEUHD) /i

EFEE

HorizontalPodAutoscaler

B

SR

default

SB¥Deployment T BhATERE

testi testip CPU EHE 0.5

YAML ISR

(]

=

BIEpE  EASEOEr BME

1 2 BUEE [R5

4. I="EFHorizontalPodAutoscaler"TH , IRIESEbRTGE Rt T4REE , B [5Sp] BIA].
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E(ASES

EXIEIREIE SN BahBdafsimiia.
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SlEERE= NI

B EAYE: 2024-08-23 15:08:00

&5 ( Pod ) Biai¥ 4E&TI8E ( Horizontal Pod Autoscaler , HPA ) RILUMRYEB#RSERI CPU RIS ESISRENT . 8RR
B Pod 8. Bay FEH , AIAHMEERIEHTIRENMAISIREEELE CPU 1515, W7, MR, W GPU BXIStR. ItHh , XS
IRERTLATEREIE YAML S4-EIFI4REE HPA BIfER , 2SS4 HECE YAML SX47RA,

ShEEREE N

BahERgEfERF B TR
Hrh metricName sRRYZEARSHEREN , BIERPIREOABRN , ZBMERS YAML XAETE2E.

CPU $Etx
y— ==liv}
?EI*T%T (=Hle  &F type  metricName BRIABALT
(&=H8E) )
CPU EHE % Pod B9 CPU {#FEE& Pods = k8s_pod_cpu_core_used %
22 \ S5 4
S—;-; )*Uﬁﬁz (& % ;?%gtgpu fEmEaHm Pods k8s_pod_rate_cpu_core_used_node %
CPURIBE (& Pod 89 CPU FHEMNIEE
% Pod k8 d_rat d t %
Request ) 9 Request Bt ods s_pod_rate_cpu_core_used_reques
f::if)wﬁg (& % ;;) iifif{;yiﬁﬁiﬂwﬁ Pods k8s_pod_rate_cpu_core_used_limit %
b1 38
BIRETR (=518) B (=518) &t type metricName BRIABALT
WRERE KB/s Pod HURER SiR= Pods  k8s_pod_fs_write_bytes B/s
BEITRE KB/s Pod RUREAZ ISR Pods  k8s_pod_fs_read_bytes B/s
TE£2SE IOPS RS Pod MFEZEIEENEIERY 10 JREL Pods = k8s_pod_fs_read_times RS
@S IOPS R/s Pod iBEUIES NIERRY 10 IXEL Pods  k8s_pod_fs_write_times N
[
ERETR =2liv} . . RN
E t tricN E
(BHE) (EBHE) & ype | memnctame RASAL
¢ Hrn
NG Mbps Pod BINTTRIHEZ Pods k8s_pod_network_receive_bytes_bw Bps

i
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BB
(=H8)

LS T

S

RIZENIR

Heim

MR E

MENBE

MERHEE

REF

BRI (=S )

RiFERE

REFERE (A88
Cache)

REFFIER (4515
=)

REFREER (&1
=, B3 Cache)

REFIEZR (&
Request)

AEFBE=E (4
Request , A&
Cache

WEFIRZE (4
Limit )

AEMBE (4
Limit, 78&
Cache)

GPU

1Bt EtR (EHE )

WREFRA © Efi=_V1

By
(=H8)

Mbps

KB/s

KB/s

N's

M™s

2l

(#=Hl
a8)
Mib
Mib
%

%

%

%

%

%

BBy

(=HlE
)

&t
Pod RIS EIHEEL
G

Pod AT EIREZ
il

Pod RIS EIREZ
0

Pod FIANTIEBEZ
it

Pod RItHSEEEZ
G|

;T

Pod RTF(ERE

Pod WEFER , A28
Cache

Pod W7EEHRSG node
BYEL 5l

Pod WEFEAEG node
BYLEH , <& Cache

Pod WFFER S
Request AIEL(I

Pod WFERASG
Request LKA , A&
Cache

Pod WFFER S limit Y
Yl

Pod RTFER limit B9
EEBl , A& Cache

&E

type

BasiRsS (TKE)
type  metricName EOABRL
Pods k8s_pod_network_transmit_bytes_bw Bps
Pods k8s_pod_network_receive_bytes B/s
Pods k8s_pod_network_transmit_bytes B/s
Pods k8s_pod_network_receive_packets N/s
Pods k8s_pod_network_transmit_packets N/s

type metricName ERARL

Pods k8s_pod_mem_usage_bytes B

Pods k8s_pod_mem_no_cache_bytes B

Pods k8s_pod_rate_mem_usage_node %

Pods k8s_pod_rate_mem_no_cache_node %

Pods k8s_pod_rate_mem_usage_request %

Pods k8s_pod_rate_mem_no_cache_request %

Pods k8s_pod_rate_mem_usage_limit %

Pods k8s_pod_rate_mem_no_cache_limit %
metricName ERABR(L
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I=2tiv]
ERERR (=58 ) (=He & type  metricName SRIABA(T

)
GPU {#H=Z CUDA Pod GPU {EfHE Pods k8s_pod_gpu_used CUDA

Core Core
GPU HiEE EngA Pod GPU HiEE Pods = k8s_pod_gpu_request (C:(L:rDeA
GPURIFE=E (& o GPU A&

P k 9

Request ) % Request BILLI ods 8s_pod_rate_gpu_used_request %
GPU RIFE=R (575 0 GPU {4 node

% Pods k8s_pod_rate_gpu_used_node %
=) ° KO -poc-rate-gpttsec- °
iPU memory {&FH Mib Pod S,PU memory Pods = k8s_pod_gpu_memory_used_bytes B
= Ed=i=s

=

GEPU memory FHi5 Mib P‘figpu memory Pods k8s_pod_gpu_memory_request_bytes B
=1 52
GPU memory FIF o GPU memory {#F o
%= ( & Request ) % & Request HILLP Pods k8s_pod_rate_gpu_memory_used_request %
GPU memory FJFE o GPU memory {#F

% Pods k8s_pod_rate_gpu_memory_used_node %
5 (55 ° & node LA -poc-rate-gpt- y-Hsed- °

EId YAML B2 F014m4E HPA

EA LAY YAML SXAEUZFNGREE HPA . AT ABCESUHRITA | S ENX T—5BFRA example B9 HPA |, CPU {EFEN1RILA
HPA |, SLHEBEIRNL - 2,

TKE EHFRAFREER Resource 28,

apiVersion: autoscaling/v2betal
kind: HorizontalPodAutoscaler
metadata:

name: example

namespace: default

labels:

gcloud-app: example

spec:

minReplicas: 1

maxReplicas: 2

metrics:

- type: Pods # 373%{#F8 Resource
pods:

metricName: k8s_pod_cpu_core_used
targetAverageValue: "1"
scaleTargetRef:

apiVersion: apps/vlbeta2
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kind: Deployment
name: nginx

WRALERE : Efina_V1 25188 T1 #6551

\|



) EEARSS ( TKE)

RS
ServiceE=1HE

BITEFAYE): 2024-08-23 15:08:00

Eikl)

Service EXIAIEIFim Pod BUHIASRES | IREEIEAIEIAE IP, EaTLUEIT Service TREISEMEHAZIGiRAY Pod, Service LT
A .

e RXWifiE) : R Service Y Loadbalance &3\ , BaIEIEAK CLB. 2K IP ATEIE/AEZIEHAY Pod,

e VPCAMiA : A Service B Loadbalance &z, , BahEIEMAM CLB, $§XE annotations:service.kubernetes.io/qcloud-
loadbalancer-internal-subnetid: subnet-xxxxxxxx , VPC PIREIERE T AN IP BiZihazEiE Pod.,

* ESEFAMIAIR) : {EF Service B9 ClusterIP #&zl , Ba7HC Service WERRY IP , FATEERIIAL

Service =HI &R FES|
I

BB SAEN CVM W SSHEA— CLB.

EIEARESE CLB =HISERIS(F TKE BshEER CLB,

EFEEHRY CLB BY , TKE =BzE= CLB EBRIENR RS,

TKE £BBEEMEFBT TKE_Dedicated_Listener FYMAITEE , EfthIAITERES,
BlE Service

1. ZR TKE &4I4.

2. EEMSHES , B [88F] | BNSREE T,

3. AR E LR Service RISEEF [ID/BFR] |, HATFEIEE Service R EENME.

4. 1%68% [BRSS] > [Service] , #HN"Service"{SERE.
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& £5/ cls-ol9bzwtv

E5EE
TREE -
HEEME
Tiemsh v
RS v
Semvice
Ingress
EEEE v
= -
B=
=it

Service

&R

details
eureka
httphin
kubernetes

productpage

A

NodePort

ClusterlP

ClusterlP

ClusterlP

ModePort

5.8 [Fr] | #EN"FEService T,

WREFRA © Efi=_V1

BEZE default

Labels

app:.details

app:httpbin

component:apiserver, ..

app.productpage

1Ptk

Mone

EUEERE

2018-12-18
10:31:24

2018-12-12
12:29:26

2018-12-18
10:54:03

2018-12-11
16:13:26

2018-12-18
10:31:24

AR5 (TKE)

YAMLBEEERR

e

EFmaEL
EEYAML ik

EEAEAT
EEVAML

EEAEAT
EEVAML i

EAOAEA
EEYAML i
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) e8RS (TKE )

& FhiEService

BEER

EEER service-test

s

TBEEAE default -

iblalig & Service)

RERAAT O =EamEE NESEAERE VPCHARLAR FisOFEA EEE &
BREEHRELAFCLE (0,020 MT) RiE#internetifRIA L, SHSTCPUDPEMY, MwebBi&ZERE LR RIAEL
NEESAFETHTTP/HTTPSTHYEUERIBURLE S, EollifEingressMEEER IngressBHTiEHEE, E5%E B

w1 BnET

150 EEHOQO EESm00
TCP v a0 a0 e
=

Workload#BE (%)

Selectors A0 | 3IFEwWorkload

YRS iz

6. tRIBSCPREK , IRE Service 8%, XESHEEMT ¢
o PRBEMR : BEN.
o @R : IRIESIRE R TIERE.
o RRSBIHEST : RIELIRH K , SR RAERER.
o ImMIBRET : MRIESChRA K TIRE.

7. B [QIEARSS] | STABIEE.

B3 Service
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SEH YAML

1. &5 TKE 2418,

2. EEMSHES | B (KR8] | ENSEFEETE.

3. AR REEH YAML RUSEF [ID/&7FR] |, HENFEHT YAML ROSSEFEEIE.

4.1568% [BRSS] > [Service] , #HN"Service"{5E M.

& £8/ cls-0l9bzwiv

=EEE
TREE v
BESE
Tietag v
BE v
Semvice
Ingress
EEEE v
= -
B=
=it

Service

&

details
eureka
httphin
kubernetes

productpage

ihEA=

ModePort

ClusterlP

ClusterlP

ClusterlP

NodePort

BEZE default

app.details

app:httpbin

component-apiserver. ..

app.productpage

IPHhD

Mone

5. EEEEH YAML 19 Service 177 , B2 [48iBYAML] |, H\EHT Service TTH.

6. £ B Service" T , fwiE YAML , B8 [5epk] | BIRTEEHT YAML,

Kubectl #{F Service $g5|

YAML 7561

kind: Service
apiVersion: v1
metadata:

## annotations:

EIEE

2018-12-18
10:31:24

2018-12-12
12:29:26

2018-12-18
10:54:03

2018-12-11
16:13:26

2018-12-18
10:31:24

BaRSS (TKE)

YAML BIEEETE

e

ERTAEAT
EEYAML i

EANAEA
FEYAML ik

EENAEAR
FEYAML ik

EFmaEL
EEYAML ik

## service.kubernetes.io/qcloud-loadbalancer-internal-subnetid: subnet-xxxxxxxx ###& 2 ERRIFIEIRY Service EBISTEIZFE

annotation

name: my-service
spec:

selector:

app: MyApp

WREFRA © Efi=_V1
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) Haalkss (TKE)

ports:

- protocol: TCP
port: 80
targetPort: 9376
type: LoadBalancer

o kind : #FR Service &JEEEY,
* metadata : Service BUBFR. LabelEEAREA,
* metadata.annotations: Service B9&YMREE , AlEIHIZSEIZE M =_V1 TKE B95/MEZ5EEE

* spec.type : #xiR Service BURIHIAF

[e]

ClusterIP : TEEERFINEPATIIRSS | RTFBFEERF SRR,

o

NodePort : ST S O EIRISiE Service , EEEFHMTL BT & IP:NodePort ij5(al,

o

LoadBalancer : FRENZ=_VIIREAIREIIEEEATRS , BUABIEAR CLB , 38X annotations aJ 8l CLB,
o ExternalName : 15531085 ZI DNS , {YiEFBTF kube-dnsl. 7N EEIRAN,

annotations: A REIYEECIEE L R/AIRISIEEI Service
MNEREENEEEBERE CLB AR , EEIR(HLS TKE 632 Service (£ , BaJLUBIZLAT annotations TR E :

metadata:
annotations:
service.kubernetes.io/tke-existed-lbid: lb-6swtxxxx

annotations: ¥8ETIm48%E Loadbalances

WRIGHIERFRR A , AOXEENNEEREFNMAERFSTR , S LUBIEE Service Y Loadbalance , REPEIEET M |
annotations 30 :

metadata:
annotations:
service.kubernetes.io/qcloud-loadbalancer-backends-label: “key in (valuel, value2) * ## LabelSelectort&zt,

o BNE A TIFRBRFAMEEERER.
* BIRFMZE Node EMRIEISZSFEIIRE Label,
* A4 LabelSelector #8040
o service.kubernetes.io/qcloud-loadbalancer-backends-label: keyl=valuesl, key2=values2

o service.kubernetes.io/qcloud-loadbalancer-backends-label: keyl in (valuel),key2 in (value2)

WRALERE : Efina_V1 25193 T #6551

\|



) BERS (TKE)

o service.kubernetes.io/qcloud-loadbalancer-backends-label: key in (valuel, value2)

o service.kubernetes.io/qcloud-loadbalancer-backends-label: keyl, key2 notin (value2)
o IEBENTRELE  BE4ERX Loadbalance,
o BMFETRN Label , RIFIVECHINIISENSIPERIESS Loadbalance,

NREERNERR LRSS | IR ARIERISTRIIRSIFEEREELA TR annotations IR :

e service.kubernetes.io/qcloud-loadbalancer-internet-charge-type ~MmeaitZEA , A%ES :
TRAFFIC_POSTPAID_BY_HOUR ( #f#Fifi&it2: ) , BANDWIDTH_POSTPAID_BY_HOUR ( #&t5Eait2 )

e service.kubernetes.io/qcloud-loadbalancer-internet-max-bandwidth-out % LR , SBE : [1,2000] Mbps, 40 :
metadata: annotations: service.kubernetes.io/qcloud-loadbalancer-internet-charge-type:
TRAFFIC_POSTPAID_BY_HOUR service.kubernetes.io/qcloud-loadbalancer-internet-max-bandwidth-out: "10"

El& Service

1. 8% YAML 7=~f5 , % StatefulSet YAML 3214,
2. %% Kubect! , FHZEREERE,

3. PUTLATAS |, BlEE Service YAML 3214,

kubectl create -f Service YAML {4ZF#R

fign , BUEE—AN3HE 9 my-service.yaml B9 Service YAML X214 , MEAATLAT @< ¢

kubectl create -f my-service.yaml|

4. PATLAT RS | WERIEE SR,

kubectl get services

REERULATES | BPRRCIERI.

NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE
kubernetes ClusterIP 172.16.255.1 <none> 443/TCP 38d

B Service

F5iE—
HITFLL &S | 3 Service,

kubectl edit service/[name]
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iE=
1. FEIERIEAY Service,
2. 1 TLA TS |, EFrBURE Service,

kubectl create/apply

HHB& Service
WITLAT S |, MkR Service,

kubectl delete service [NAME]
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) e8RS (TKE )

fobe

IngressE1iE

BT EHTETE): 2024-08-23 15:08:00

s

Gz Ay

Ingress 2IFAHIRIZIEERFA Service FIMNNES |, BRILIBEEER LN , SSAE URL AJLAGBZEIEEFAARER Service, AT

f§ Ingress BRIEE T(E , SEEFJUETT Ingress-controller, TKE BRBEERNENABRE T EFTREIIEISCIA 17-1b-controller ,
35 HTTP, HTTPS , EATtESZHF nginx-ingress K& , SR LURIRIEH S FEEEEARN Ingress 28,

Ingress =6 & E{FE5|

El# Ingress

1. B3 TKE =448,

2. EEMSHEF , B [55F] | SN SEFETE TUE.

3. BEFEEQIR Ingress AISEEF [ID/BFR] |, FENRFEIE Ingress FISSEFETRITE.

4. 1%8% [BR5] > [Ingress] , #HN"Ingress"{SEAE.

& £5/ cls-ol3bzwty YAMLREEEE

Ingress
srEe 9
Soum . FEZE default - Q o %
sE=E =t e vip EEES BIERE BIE
Trems - . _ I
fingress |b-4y372qi7 211.158.2 hitp://211.159.212.208/Mello—=pro... 2018-12-19 SR EEE

. piing RS e Al 10:04:38 EEVAML IS

= .

Service

Ingress

5.8 [Fr] | #NFEIngress TaH.
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3
0y

<  Hiingress

IngressSER
=
Ingress3ERY WARGMETEEE (TSHTTRHTTPS) vl
] 2
EETHE default -
LUl Http:&0 Hitps:443
EEEE _
R =] jo==10] e
HTTP ~ 80
RN EH
#iEIngress g

6. IRIBSCRRTK , IRE Ingress &4, XESHSEUT :

o Ingress&FR : HEN.

o RIBREL : BUAN AW, IBIRIESEIRT R TIERE.

o ap R | IRIESEIRTE R TIERE.

o IImimO : EIAA "Http:80" , iEHRIELiRae K Tz,

o HREE : RIELHERHITIRE.

7. 85 [BiEIngress] , TR,

E#r Ingress

&3 YAML

1. 23 TKE =414,

2. EEMSH=F | BE [5EF]

WREFRA © Efi=_V1

, EN"ERRFETER TUE.,

EHBRED

BEEREES v

BaRSS (TKE)
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3. AEFEEH YAML f95EE (ID/&7FR] |, HNFERT YAML ROSSEFEEIE.

4.3 [BRSS] > [Ingress] |, #AN'Ingress"(SEAE,

& £5 cls-ol9bzwtv

Ingress
EFEE
TaEE v HEZE | default -
wEZE &R E Sl vIP IS e el
E=rd
L . piingress 1b-4y 372017 2111502 hitp://211.159.212.208Mmello—=pro... ~ 2018-12-19
s IERRES T SR EAN 10:04:38
73 v
Service
Ingress

5. EFEEH YAML 19 Ingress 1771 , B2 [4wiEYAML] |, BEAEHT Ingress AL

6. E"&E#iingress"TUHE , fwiE YAML , B2 [5ERk] |, BIETEHT YAML,

BRI

1 SR ETENmE , REFESEH YAML 1958 [ID/EFR] |, HEAGEH YAML EEFSTERE.

2.15%#% [BRS5] > [Ingress] , BEN'Ingress"{SRTH.

& £8/ cls-ol9bzwty

Ingress
srEs 9
==em . EEE default v
HESE =121 e VIR EREE BIEEmE
= -
LRz R Ib-dy372qiT 5111502 hitp://211.159.212.208Mello—=pro...  2018-12-19
s i piing AR SSE e Zomiea 10:04:38
=]
Service
Ingress

3. EREEHELALMNEY Ingress 177, By [EHEEARE] | HENBFEAECE TH.

FRIERS : Efh=_V1

BaRSS (TKE)

YAMLBIEEERE

e

EFEERE

FEYAML k2

Je=

Q

YAMLBEEE

e

EFEERE
EEYANL R
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) EEARSS ( TKE)

& EHERERE
S Hitp:a0 Hitps:443
BEES ) )
Ry BrE0 ®ED e SRS i e=3=u|
HTTP = 20 Inello productpage v 9020 v X
HTTF ~ 20 loye details v 9080 v s
e A

4. IRIELIRE R |, BREERECE |, BT [(EFEARERE] | BIISmEH.

kubect! #4E Ingress 55|
YAML 741

apiVersion: extensions/vlbetal

kind: Ingress

metadata:

annotations:

kubernetes.io/ingress.class: qcloud ## TJi%(H : qcloud ( CLBZEEingress ) , nginx ( nginx-ingress )
## kubernetes.io/ingress.subnetld: subnet-xxxxxxxx ###& 28 CLBXAIAMingressEIgEIZS%annotation
name: my-ingress

namespace: default

spec:

rules:

- host: localhost

http:

paths:

- backend:

serviceName: non-service

servicePort: 65535

path: /

e kind : #RiRIngress&IEEE,
* metadata : Ingress FUBFR. LabelEEARER.
e metadata.annotations: Ingress RUZRSMTER , AIEISIZSEGR B TKE HISYMEIREES,

* spec.rules : Ingress FAEARMN , EeEZMN AT SLEEBRKERSS . ETEHEMEREHEH. HRRARAES. KERSKAR

5.
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WMREFERNET R LBIKS | EeIEA MBS NARSHEEEELA TR annotations IR :

e kubernetes.io/ingress.internetChargeType AMreaitzs/5t , TRAFFIC_POSTPAID_BY_HOUR ( #Z{FEBEREITER ) |
BANDWIDTH_POSTPAID_BY HOUR ( /& ®5511t2% ) .
e kubernetes.io/ingress.internetMaxBandwidthOut w55 LR , 5B : [1,2000] Mbps, 540 :

metadata:

annotations:

kubernetes.io/ingress.internetChargeType: TRAFFIC_POSTPAID_BY_HOUR
kubernetes.io/ingress.internetMaxBandwidthOut: "10"

El# Ingress

1. &% YAML 7=ffl , ifEg& Ingress YAML 324,

2. =% Kubect! , FHEZERF. BFFHEBSE BIY Kubect! EEERT.
3. BUTLAT®S |, B Ingress YAML 344,

kubectl create -f Ingress YAML {4 FR

BN , BIE—ANSUERE ) my-ingress.yaml B9 Ingress YAML 3244, MIBATLATERS -

kubectl create -f my-ingress.yaml

4. YT Ta< | B R AT,

kubectl get ingress

RERMULAT™ESR | BPRReIZRI.

NAME HOSTS ADDRESS PORTS AGE
clb-ingress localhost 80 21s

T Ingress
B
HUTLATER<> , 3 Ingress,

kubectl edit ingress/[name]
HiE=

1. FENfERIEAY Ingress,
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2. PUTLAT A< . EHEUE Ingress,

kubectl create/apply
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) EEARSS ( TKE)

W=
ConfigMap&1E

BITEFAYE: 2024-08-23 15:08:00

i)

onfigMap &R LUSECEFE THIRGI TS | (EENAEFEERAYREIE. ConfigMap 248 key-value SREIRISE(ERY , &7

‘i C
B EFIER) Kubectl TEEBEMINAY ConfigMap M5 , tBAJLIBEEHEEES. MERESEREIEITaH<SHERA ConfigMap.

A
ConfigMap =5l &1R{EHES|

€& ConfigMap

1 Z5% TKE =Ha.

2. EEMISHEF , g (58] |, N SEEFETE T,

3. BEHEFERRZ ConfigMap RIEEEE [ID/2FR] |, HAFFEIEE ConfigMap RUSSHFEIENE.

4. %8R [EEEEIE] > [ConfigMap] |, #N\"ConfigMap"{SE &,

& 55/ ] YAMLEEEEE

ConfigMa
] Pt
=EEEE v (5 !
Semm . ==5E  default Q o 1
WEZE &R Labels flEERE B
TRz -
configmap-test - HREYAML TRk
E=d b
EEEE hd
ConfigMap
Secret

5. 8B [FreE] | #N"FrEConfigMap TUE,
6. IRELFRESK , i85 ConfigMap £, XRESHSEUNT :
o ZWR: BEN.

o @R IRIESLIRRERHTIEFR BT ARE , ENZESNEEE.
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0y

ATLUEES AR T T,
7. 8 [Bl#ConfigMap] , SoRkEIEE.

{F/ ConfigMap
FR— : U@ ConfigMap 58

1. EF TKE =4HA.
2. EEMSHES , BE (58] | ENSEFEETE.

3. AR RERE Workload RYSEEF [ID/&FR] , HAFFEBE Workload RISSEFEEIA.

BaRSS (TKE)

4.7 [Tfrtagk] T , {EEi%E Workload 38, #FAMMAYSERE. Hlan , %EF [T{Fta#] > [DaemonSet] , #

N'DaemonSet"{ZE M.

& £33/ cls-olSbowiv

==
=xEE DaemonSet

=I5 Labels Selector

TREE v
wEZAE
TiEmE -
Deployment userd01
StatefulSet
DaemonSet
Job

CronJob

5.8 [Fr] | #N"#iEWorkload TamE.

6. RIENEER  RETFRHE. aR=EEHER. AE (HUES] &, BE [(FIidiES]

WREFRA © Efi=_V1

kis-appuser00i, q..  k8s-appuser00i, gq.. 202

YAMLEIESHE

IBTT/EEPod iR B

EiEE HEvavL B2

. INEES.
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) BERS (TKE)

€« FmEWorkload

Tretasis
£
e =
Dgtas ) SF8, BFRSERC-), BEFLSFEFL, SFa STFELE
TS default -
=
= Deployment (R[5 EEIEEEFod)
© DaemonSet (FE& =W LEETPod)
StatefulSet (EHRZEANETPod)
Crondob (#ECrondgitHlEatiziT)
Job (BEEE)
e (HE) EtiEE
HEREHEE, BanistiEe. ZEaEs. WHFENFS, BEI. PVC. Secret, AEESDISEMEERSS. FAESIE
SHRES

7. %% [{£AConfigMap] 75z , IHE&R , B [IEERER] .

HEE (2R

{EEConfigMap - EFFEConfigMap I=EESI 57

FEREEMEE, BRSNS, FESNIEE. HFENFS. BEEW. PVC. Secret, IFEERRISBAIETIEE . EHEEIR

8. 3Bty IRE ConfigMap & , EeE#m , BdE [FA] .
9. 82 [BU#Workload] , FeRkelzE.

B— . REEEEEPEER ConfigMap 358

1. Z3 TKE &44,

2. mEMSHES , BE [FEF] | #ENSEHEETUH.

3. BAIRFREEE Workload BISEEF [ID/BFR] | HATFERE Workload RISEEF EETAL.
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4. 75 [Teedt] T, (EROEER Workload 8 , SEASIRIAOSEGTE. fI%0 , ¥ (T{FdE] > [DaemonSet] |, it
N"DaemonSet"{ZEH,

€ £E2/ cls-ol9bzwty YAMLGEEEE

E5EE

DaemonSet
TREEE M _
Y #EZE default M Qo 1
BHEZE
2 Labels Selector T THIEPod S B
TiEmE v
Deployment userdoi l8s-app:user00i. g..  k8s-appiuser00i. g.. 212 EFEE REvAVL Eie
StatefulSet
DaemonSet
Job
CronJob

5. BE [(FnZ] |, HN"#iEWorkload TUmH.

6. iRIENEER , RETFRHE. RTEHER. AE "LHRER" 1 NEEE" &, Bd [5|AConfigMap/Secret] .

WRALERE : Efina_V1 28205 T #6551

\|



".%
& HERSS (TKE )
HiEE (HE)
=R ConfigMap v EFEEConfigMap IEEESH
HESEHEE  BaEETEE. CESIEE. WEEENFS. BEI. PVC. Secret, TEESFISSRETRES. EREIR
=hREs
WK
EfR
BR63NFR, s\ S78. SFRkafEr ()  BrsElsfRrriass
HiE EERE
FHBAEE (Tag )
CPU/PIIRS! CPURR#I PR
request  0.25 - lmit 0.5 # request MiB
RequestFl TS ELEE, SESFPIT mina request IRV REEN SRS AERM.
Limitfi H=EEsEEfEineEs HESAREEN M aREsnT £,
HETE @ = P
Confighap v test v envkeyu v | Ll HEIE X
TFEENEERISFE. HFRTEE  FERELEFTL
ETERiRE
S : Workload 8E2526lE | SREMAIS EE A LB B Y AMLEI A TUS TS
7. 1%&#% "ConfigMap” INEZE75T | FRIESIIRR RIEERIR.
HEEFE @ Confighap - BiEEEE - Flsmh= « LA ARE X
FIEZE
TEFHEESIEFE. SFR TS, FEFELSTFFL
8. B [BlEWorkload] |, FepkelEE.
B ConfigMap
1. B3R TKE =48,
2. EEMISA=S , B (SEF] | ENSEEE AL
3. BEFEER YAML [958 [ID/&FR] |, HANFERT YAML EREFETEINE.
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3 Z588ARSS ( TKE)

4. %% [BEEEE] > [ConfigMap] , #N\"ConfigMap"{5ETUE.

== . YAMLBEEER

ConfigMa
=xzE grap
—— . #=EZE default v Qo 3
wEEE 2[R Labels Al B
TiEmE -
configmap-test - EEYAML R
BE -
EEEE -
ConfigMap
Secret

5. BRESEH YAML |y ConfigMap 179 , B [4RIEYAML] |, #N"&E#T ConfigMap”TUH.

6. 7£"E#HConfigMap"TH , 4wiE YAML , B [5epk] |, BIAJ&ESHT YAML,

WBA . GNFEIERN key-values , 4%iE YAML H data FUSEUE | B [5ER] | BIASEREHT.

Kubectl #{E ConfigMap $535|
YAML 756

apiVersion: v1
data:

keyl: valuel

key2: value2

key3: value3

kind: ConfigMap
metadata:

name: test-config
namespace: default

* data : ConfigMap B9##E , LA key-value FZXU2,

* kind : xR ConfigMap &iEEE,

e metadata : ConfigMap HIZFR. LabelEEAEE.

e metadata.annotations : ConfigMap BYEYMKER , AILEITIZSEIKETKE AOEYMEREE

gllE ConfigMap
HR— : BT YAML R=EISTEES =l
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) Haalkss (TKE)

1. % YAML 7= , #£%% ConfigMap YAML 374,
2. &4 Kubect! , HEREERE, BEFBESSE BT Kubectl 1E1EEEE.
3. #11TLATEsS | i ConfigMap YAML 3044,

kubectl create -f ConfigMap YAML /4 FR

Bgn , eUEE—ANSZEE A web.yaml B ConfigMap YAML 3244 , MIBATLA TS :

kubectl create -f web.yaml

4. PUTLA @< | IEEIZ 2RI,

kubectl get configmap

REEULATES | BPRRCIZERI.

NAME DATA AGE
test 2 39d
test-config 3 18d

FHT B TR<SHAEE
PITLITaS |, FEBRF eI ConfigMap,

kubectl create configmap <map-name> <data-source>

e <map-name> : ¥ ConfigMap KB,
* <data-source> : RRER., XHHEFHE.
BEZSHEET SN Kubernetes configMap B75X44.

{§FA ConfigMap

F— : ERE6EA ConfigMap 28
YAML 7RBI0F

apiVersion: v1
kind: Pod
metadata:
name: nginx
spec:
containers:

- name: nginx
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image: nginx:latest

volumeMounts:

name: config-volume

mountPath: /etc/config

volumes:

name: config-volume

configMap:

name: test-config ## {8 & ConfigMap &R
## items: ## IFEIEE ConfigMap 89 Key &
## key: keyl ## JEIRIETE Key

## path: keys ## HEHENEEN TR
restartPolicy: Never

FE= : TS R-P{EA ConfigMap 363
YAML 7=~51E0F :

apiVersion: v1

kind: Pod

metadata:

name: nginx

spec:

containers:

- name: nginx

image: nginx:latest

env:

- name: keyl

valueFrom:

configMapKeyRef:

name: test-config ## & &RKIR ConfigMap {4
key: test-config.keyl ## IS BEIZINEITERT Value SKIRIT
restartPolicy: Never
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Secret&=1E

BITE AT E): 2024-08-23 15:08:00

",

Vi

Secret A ATFEER. Sh. BESHRER  FEEEIIMNEENXE, Secret 28 key-value HERIEEXT , EojLlEE=HIE
89 Kubectl TEBIFEXIRAY Secret 345 , WAILIBISHEEHEUES. NELENESENSITHSHER Secret,

Secret #=H S E(FE5|

El& Secret

1. B3R TKE =44,

2. BEEMISA=S , B (5] | N SEEE AL,

3. AR ELRE Secret FU5EF [ID/AFR] |, HNFFEIRE Secret NERRFETENE.
4. %% [EEEESIE] > [Secret] , #HN"Secret"{SERE.

5.8 [Fr2] | N FhiESecret TUAE,

&  #fiiESecret

=

wEEE default -

Secreiz=RE Opaque

AE

=83 =EE
- p:
EIEE

6. TRIBSLRRESK |, 188 Secret 8%, XEESHEENT :
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o Bk : BEX.

o #pREA | IRIESChRFR R TR R AIREL

° KA RIELFRER  REXESNEEE.

7. B [BIEESecret] |, SSRkEIE.

{85/ Secret
75— : BUBEHEA Secret 28

1. 23 TKE =414,

2. EEMSHEF , BE (EEF] | BN"SEEE " THE.

3. BB EEIRE Workload RUEEEE [ID/BFR] , HAFERE Workload RUERFSIETE,

BaRSS (TKE)

4. 17 "TIERE" T | (EREE Workload 258 , AN MAMSEA@E. fian , %% [TEfHE] > [DaemonSet] |, #

N'DaemonSet"{SE A,

€& £5/ cls-ol9bzwty

==
ExEE DaemonSet

=t Labels Selector

TREE v
BEEZAE

TiemE v

Deployment userd lBs-app.user00i. q... kBs-appouser00i. g ..
StatefulSet
DaemonSet

Job

Crondob

5. Bt [#rE] | ENFiEWorkload TTH.

6. IRIERNEER , RET(FREE. SRTEFER. FHE 8IEE" &, BE [FNEES]

WREFRA © Efi=_V1

YAML SIEEE

ISTHEPod R BE

EFRE FEVAVML Fie

. INEES.

6211 71 H655m
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b
Iy
Hi

Detas S, HFRSERC-), Bbabi

default

Deployment (RIF E898EEPod)

© DaemonSet (FE& =W LEETPod)
StatefulSet (EHRZEANETPod)
CronJob (E:EECrondditHlErtiET)

Job (BERIES)

HiEE (HE)

EETEE

ShlPIERE

7. 15E5% "{EFSecret” 51 | IESER , B [1%#ESecret] .

HEE (R

8. FERHAY "R ESecret” BOH , BoEEHR , BE [#IA] .

9. gasF [RiEWorkload] |, FeR6IEE.

R : FRIHITFRAPGER Secret 38

1. &% TKE ZHlA.

2. EEMSHES |, BE [REF] | BEA

AR5 (TKE)

HERRUEE, BaiaiEe. FERNES. FENFS. BB, PVC. Secet, FEESRISHRAETRES. ERET A

FEESecret

EFiEESecret [EESecret o

FEEEMEE, BAEsTiEE. FESNIEE. IHFENFS. BB, PVC. Secret, TEESISRBAETREP. EEETB

,
S

BF

ot
=)

I,

3. BEFEEERE Workload 1958 [ID/&FR] | HEAFERE Workload HISEAFETETIM@.

FRIERS : Efh=_V1

%212 ™
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4.1 "THERE" T |, (EREE Workload 258, EAXMAVSETAm. fa0 , 5% [TE&E] > [DaemonSet] | #
N"DaemonSet"{ZE A,

€ £E2/ cls-ol9bzwty YAMLGEEEE

=GR Daemonset
TREE . #EZ5E | default v Q o 1
EEZE
= Labels Selector ST/ HAEPodEE B
Tiemsg v
Deployment user001 k8s-app:user001. q..  kBs-appuserd0i, q.. 272 EirEE SEvAVL B
StatefulSet
DaemonSet
Job
CronJob

5. B [#mE] |, #EN"#iEWorkload"TTH.

6. iRIENEER , RETIFhEE. BT HHER. HE "TNSR 1 INEEE" 1, BE [5/AConfigMap/Secret] .
7. 1%&4% Secret IMRLETT , FRIBLIRERIEERIR.

8. B [B#Workload] |, SeRiBIZEE.

S8 Secret

1. B3 TKE 414,

2. EEMSHES , BE (58] | #ENSEFEETE,

3. BEFEEH YAML ROEET (ID/2R] | HANFFEH YAML OSSR ETEmE.

4. %% (EEEEHE] > [Secret] | #HA"Secret"{EERMH.

5. ERZEEH YAML A9 Secret 1770 , B [4miEYAML] |, HNEEHT Secret TE.

6. 7£"E#Secret T , fRiE YAML , 8 [5epk] | BDRTEHT YAML,
INFIEL key-values , %48 YAML Fh data B9S80(E , B (k] | BRI SSRES.

&3 Secret icB
1. Z3 TKE =414,

2. EEMSHEF , BE (EEF] | BN"SEEE " TUE.

WRALERE : Efina_V1 2213 ;1 #6551

\|



kN

) Haalkss (TKE)

3. BEEEEEN R ENERE [ID/BFR] |, BANFERNEFSIERH.
4. %1% [BEBETR] > [Secret] , #HN"Secret"{SE M.
5. EEEFEHEERN Secret 1770, Bk [EFHECE] | HATHTU@E.

6. [EEHTNHE , WIEEEN , Bd (5epk] |, RIAJEH.

Kubect! #{E Secret $55|

Bl& Secret
BR—  EHEE4ElIE Secret

L #YTLATE< | 3REX Pod RUFBFRFNZHT.

$ echo -n 'username' > ./username.txt
$ echo -n 'password' > ./password.txt

2. #1147 Kubect! 5% , Bl Secret,

$ kubectl create secret generic test-secret --from-file=./username.txt --from-file=./password.txt
secret "testSecret" created

3. PUTLA TS | B Secret 15,

kubectl describe secrets/ test-secret

A= : YAML M4Faneige
1B1T YAML Fnh6IzE Secret , 321G Secret B9 data i#1T Base64 4Fh3.

apiVersion: v1

kind: Secret

metadata:

name: test-secret

type: Opaque

data:

username: dXNIcm5hbWU= ## Hecho -n 'username' | base6445g
password: cGFzc3dvemQ= ## FHecho -n 'password' | base644E5y;

{5 Secret

BR— . ¥dEE#A Secret 7
YAML 7~lE0F :
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apiVersion: v1

kind: Pod

metadata:

name: nginx

spec:

containers:

- name: nginx

image: nginx:latest

volumeMounts:

name: secret-volume

mountPath: /etc/config

volumes:

name: secret-volume

secret:

name: test-secret ## 1% & secret KR
## items: ## IRBIETE secrethy Key &
## key: username ## JERIETE Key

## path: group/user ## ERIFSENFIRR
## mode: 256 ## IR B SHIR
restartPolicy: Never

BRZ . FETEAMER Secret 28
YAML ;=50 -

apiVersion: v1

kind: Pod

metadata:

name: nginx

spec:

containers:

- name: nginx

image: nginx:latest

env:

- name: SECRET_USERNAME

valueFrom:

secretKeyRef:

name: test-secret ## &R Secret 371443
key: username ## IFBIZINET 2RI Value SKRIT
restartPolicy: Never

\|
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Ingress S8

Nginx 388! Ingress
AL

ERITEEFRATE): 2024-08-23 15:08:00
Nginx-ingress "4

Nginx AJLARIER MR, GEFE28R HTTP &7,
Nginx-ingress Z{&£F Nginx {FARAREFIGE &89 Kubernetes BY Ingress 1&g, #&XBILAERE Nginx-ingress {4 , E&EF+

{£F Nginx-ingress, &#aRsS TKE 12t T F=miLiIsE] | FEBNETESRBFNZEAIGER Nginx-ingress,
Nginx-ingress A 1alf#FE
* Nginx-ingress £B{4 : 7£ TKE #{$F3 Nginx-ingress BIAO , SR LAESSRFAVAM TIE—ELEAEE Nginx-ingress,

* Nginx-ingress 3tfl : —MEEEFPETEREZ A Nginx-ingress ( HlsI—MNEFAN , —MNEFHN ) . 7 Kubernetes Faxgi—4
CRD , BlE#— Nginx-ingress SLIS7EEEEFFRERNEIZE Nginx-ingress-controller, service, configmap & Kubernetes FiR.

¢ Nginx-ingress-controller : 3Cfx Nginx fa%; , FERT controller £ watch kubernetes ingress ISRV EFHTEERET , Nginx %
AYEEABCERD nginx.conf 3Z{4,

Nginx-ingress 1BX2/E
Nginx-Ingress fEXEMERINEEINT |, EASELUTIEE—L THE
¢ Nginx-ingress &%

* {#F3 Nginx-ingress JJ&IE NEEFINPRE
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Z % Nginx-ingress LAl

T EHTETE): 2024-08-23 15:08:00

Z%E NginxIngress B4

1. BRERRSEHE | SRANSIVE PSR,

2 ESREFEIETUE |, B EAREREY ID |, HNEEHFIET.

3. ERANSHAOEGEE | TAGEERT , REHE.
4. TERTRMBHSE /3 Nginddngress,

5. BAESERAI RAE, RESTRE | B UERHEETEERMFS.
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{5 Nginx-ingress SWSIENEEINFRE

B EAYE: 2024-08-23 15:08:00

AR SR

- BERSHRSESE.
o EREANEEEE NginxIngress 4HiA,

o BELREHAERISFEER Nginx-ingress 3L,

{ERTSE
Nginx-ingress &R (EE5|
1. BREFRSERE | EENSIEFREER.
2. ENEERIEIETE , BET%E Nginx-ingress A{FRIEERE ID |, HENERHEER,
3. EERAMEIE , BEEHLKE , HAEHRE.
TRIBSLFRTEK , 1RE Ingress 824,
o Ingress 58 : %% Nginx Ingress Controller,
o Class : #&E— Ngixn Ingress 3£l , HFNIBFHAMAIIZEPEIE Nginx TaEitIE,
o RN : FETIRE.
4. a6l Ingress,

Kubectl #{E Nginx-ingress g5

£ Kubernetes #13| X\ IngressClass &R ingressClassName =E& 28l , Ingress 2/ Ingress FfY kubernetes.io/ingress.class ;¥
fRERE. BT -

metadata:

name:

annotations:

kubernetes.io/ingress.class: "nginx-pulic". ## 38 TKE &8 Nginx-ingress B47#9 Nginx-ingress SLAIEFR

EPSESYE
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73 Nginx 258! Ingress XS AALE /R,

Nginx-ingress X$gR{EFAMEEL
HZ Ingress IIEAEFF— Nginx SEART :

% CreationTimestamp FE&%T Ingress MNHER , BRI BRI,

o WREZA Ingress FAR—ENEN THEER , NWRFBAMNIGIRR.

o WNREA Ingress BEE—FEHNAI TLS #p5 , MERRATHNIEIRRE.

o WREA Ingress X T—NE Server HRECEAGFRE , NRREAINEIRME.

o IZEF hostname BlEZ NGINX Server,

* HNRZA Ingress AE— host EX T AR , W ingress-controller §FHXLEEN,
o 24 Ingress AILAEN ABRYERE, XLENTE Ingress ZEIAHE,

* Ingress RUERER AT Ingress FHIFTBIREZ.

A SEHT nginx.conf Hlil
LTRSS A T EEEHINE nginx.conf AYIEMR :

BIEEHHY Ingress X5,

* 3 Ingress FMINHTAY TLS.,

* Ingress ;FRIIEXMY N LR E , MBERIMEKX, 140 load-balance [FFEAZEEFINE.

* 73 Ingress ZIN/MIBRERIZ.

e fHE& Ingress. Ingress BY Service, Secret,

* Ingress KEXFIXISARESAA AN , B4 Service B Secret,

o EEFf Secret,
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CLB 22289 Ingress
iR
RITEFATIE: 2024-08-23 15:08:00

Service IR T EFUEMBHER N B EERSHNEERES |, Service Z2EZEEY (a0 ClusterIP, NodePort 8 LoadBalancer ) #9531
EREIRSHTERAND , OETCEMSERIRELIIE. SSL B TFERNEIMFNETLEMNLEEES]. Ingress IRETCEMLET HTTP,
HTTPS thMiRFZHNRE | R CEME TIEMEES.

Ingress EAHLE

Ingress RATFHIARIEEFA Service MINMERS | BB EER AN , STHARE URL BTLABEZISEEFNAER Service, A TfE
Ingress BIRIEE T(E , E£8¥F1a1T Ingress Controller , FEEIRSBEERFNENABE T E T E9%28sCIAY TKE Ingress Controller,

Ingress s EEAETE

Ingress X7MRSHIBEIKIR T REIIERFHRENER , ERSZFRSEDRR Ingress WEET{FZ—. Ingress TR FENEGRAPSIE
L SFERLTIRE

e fk

- IRRIZRRRERRSCIE | HBZIRERT Ingress RFEHERATMBRI N SR,

tke-createdBy-flag = yes - MRRBIAITE | Ingress TEHERAT | (WMBRREIBRRSITEREIR , MAMERGE
HEES.
- TRRIZEFHE— Cluster FrfER.

tke-clusterld = <clusterld
erelusteria = sdusterid> - Ingress 27ER4ERRT , MIRIIRIIFES ( Clusterld ZIEH ) .

- IRRIZ R RAEE—™ Ingress Fr{$EH.
tke-lb-ingress-uuid = <Ingress - Ingress BRIAXISER , HFF1ERE Ingress (FRCHREIIER , IFESHHEE LR
UuID> SHIEYs,

- Ingress STEHEERAT , MIBRXIRFRES ( Ingress UUID FE1EHE ) .

k]
EARrEMARRIEE , BARENEMR DAMrE | B RESERIR TR,
ERFERTERREIYE , U Service (NAERZAHIYE , MASMIRZREIYE,

Ingress Controller {FHG%

FRT BRSSHRMEAY TKE Ingress Controller LA , Kubernetes 1 KiAEZFHEREIAISE =75 Ingress Controller , X%t Ingress 1=HI281985%
ARSI CEMZEERERE, Kubernetes #tREARIZHHER kubernetes.io/ingress.class AT X 5= Ingress #5188 , LAFREZA]
Ingress FRN IR —ME4I284ME, TKE Ingress Controller B3 i3HEIZEMR , BN FERZENNT -

o Y Ingress FERBEMHIA TR kubernetes.io/ingress.class Bt , TKE Ingress Controller £ETE25] Ingress &R,
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e Y Ingress BIFE LM kubernetes.io/ingress.class B{EA qcloud AY, TKE Ingress Controller 2E&224g] Ingress &iR.

e ¥jIngress FERIEHGERE kubernetes.io/ingress.class FIRIZAT , TKE Ingress Controller &tRIEHBRFTISHM AR EESIET
Bl , HiM P REIZRNEIESRE.

o HIEHHASTSEAHE(EF TKE Ingress Controller B , BILAGEERFHAY Deployment ( kube-system:|7-lb-controller ) BT {E&IAEL
S=VFEH0 , Mm% TKE Ingress Controller IHEE,
e
o XiAZINEERI , IEHRREEFTIREH TKE Ingress Controller S Ingress &R , &% HIM BB RIRRENRMAVIET.
o BERFEREINE FEAE TR  sSiEERRAEEE | WM Service BY , Faibfiztaiiayt.
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Ingress EAIHAL

BITE AT E): 2024-08-23 15:08:00

Eikl)

Ingress 2R1FHIAZEISERFA Service BMNINES | ELUBSECERE AN , SCIIAR URL aTLABARIERFAARERY Service, AT

{# Ingress BEIER TIE , EEBEMEST Ingress-controller, TKE BRBIEERINENASA T ETFAEIE T 17-1b-controller
% HTTP, HTTPS , BRHESEHEERIN B EMD Ingress 15428 |, S LURIBEH S EEIREAREN Ingress 284,

pES=E I

HRENE RS AR CVM WSSHAE— CLB,

o ASTFHEME CLB =HIE R TKE EHRY CLB URIT=S. AR, IERERIIENIRSS: | BIENSH TKE BaiEE.

s {EFAEHERY CLB AT :

o HegfERAEY CLB ZHIEEIEZAIREIYERS | ASIFS MM TKE BahelEa) CLB,

o

L Ingress EFF CLB,

[e]

3745 Ingress # Service £ CLB,

o

B Ingress = , £R CLB SBERIEIRAIRS /T 2L TS , RITSMRE— tag tke-clusterld: cls-xxxx , FEITIHEE.

o

Ingress #1 CLB Z A BEREIEFIRE 2/ CLB ID A= LoadBalancerResource ZEERGEFIEITS |, i50X31% CRD #4TEM
BE , BNEZSE Ingress £,

Ingress =HI S E/FE5|

€& Ingress

1. R AERSEHE | BEENSHETH (58] .

2. eSS EIETUE , BAEFRECIE Ingress RIEEET ID.

3. FEERRFFIBI , & [BRSS] > [Ingress] .

4. 7£ Ingress Tm , By (] .

5. 15 Ingress TUMH , 1RIBSLPREK , iIRE Ingress 84, XESHEBUT :

o Ingress &#R : BENX.

WRALERE : Efina_V1 58222 71 #6551

\|



) EEARSS ( TKE)

o Ingress 28! : {RIELFRFR NI TR,

o WEREEY : BUIAA "AK" , IBHRIEE PR K TR,

o IP KA : $24H IPv4 701 IPv6 NAT64 FRFFHRA , iEHRIBSCA R K TSR,
o fEIYERs . JBRHEIEESERESR CLB,

o pETE : RIESCARR R TIERE.

o EERLR : i5 BGP (B4 ) IEERER,

HRECE : HYEUAY Hitp , ISIRIESCIREIRTIERE. MRIMGERE Hitps MIF/HFEMRS /LS | LMRIELRARE. IERHFBE
20 SSLIEBEERRASTUHERIT A,

6. B [BU3EIngress] |, STRkBIE.

8§ Ingress

E# YAML

1. BRERRSENE  BEANSIV=PY (58] .

2 FESSRYETETUE , SR ID , HNFER YAML R ESTE N E.

3. TESERHFIBI , 158 [ARSS] > [Ingress] .

4. EEEEF YAML B9 Ingress 179 , B8 [4%48 YAML] .

5. 78T Ingress TUH , w38 YAML , B2 [5ERK]

BRI

1. BRERERSENE | RELNSAV=PY (58] .

2 FEESEYETETE , AR ID , HNFERT YAML EREFETE A,

3. TEESRFIFIBI , 1% [ARSS] > [Ingress] .

4. EFEFF YAML B Ingress {750 , Bt [EFEARE] .
EEHEAERERE  RIELREX | EBUEREE.

5. B (B ARicE] | RIAJSehkEEs.

Kubectl #{E Ingress 1535 |
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YAML 7561

apiVersion: extensions/vlbetal

kind: Ingress

metadata:

annotations:

kubernetes.io/ingress.class: qcloud ## A[i%(g : qcloud ( CLBZ:Elingress ) , nginx ( nginx-ingress ) ,traefik
## kubernetes.io/ingress.existLbld: Ib-xxxxxxxx ##5EFEAEHA REIIE 2L EIFE M /ARIGERYIngress

## kubernetes.io/ingress.subnetld: subnet-xxxxxxxx ###& 282 CLBZEEI I MingressFEiEEZscannotation
name: my-ingress

namespace: default

spec:

rules:

- host: localhost

http:

paths:

- backend:

serviceName: non-service

servicePort: 65535

path: /

kind : #RiR Ingress ZIREHY,

e metadata : Ingress F9BFR. Label EEAXESE,

* metadata.annotations : Ingress AYESMER , ANBITIZSEURE TKE AUEIMEEEE

* spec.rules : Ingress B EMN , EeEiZMNAISLEIBEARSS. ETEHENEREHEH. BREARAES. KEREKARK

annotations: SEFIEAREIIATEREIE AR/ PIRITIEAY Ingress
WIRIET MRS CLB AR , TEIRHLS TKE SIEEAY Ingress #/3 , EiHIREERIREAERM CLB |, I LUBISIAT
annotations TR :

Lk

157 % AR S AR,

metadata:
annotations:
kubernetes.io/ingress.existLbld : lb-6swtxxxx

annotations: €# CLB 35EP9R Ingress
NREFEFEARMRESE , JLUBELLT annotations HTIRE :

metadata:
annotations:
kubernetes.io/ingress.subnetld: subnet-xxxxxxxx

ke
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INREERRR IP HREKS | TR AMiIpanAIRSHIFEEEEL T annotations I :
e kubernetes.io/ingress.internetChargeType AMHEEITEST , ANEES !

o TRAFFIC_POSTPAID_BY_HOUR ( #&{EiREITE )

o BANDWIDTH_POSTPAID_BY_HOUR ( &5t 2s )
e kubernetes.io/ingress.internetMaxBandwidthOut %5 LR , SEE : [1,2000] Mbps, 540 :

metadata:

annotations:

kubernetes.io/ingress.internetChargeType: TRAFFIC_POSTPAID_BY_HOUR
kubernetes.io/ingress.internetMaxBandwidthOut: "10"

€IZ Ingress

1. 2% YAML 7=f5ll , % Ingress YAML 30i4,

2. T4 Kubect! , FEZERF. BFFHEBSE BT Kubect! EEERT.
3. BUTLATES |, B Ingress YAML 3Uf4,

kubectl create -f Ingress YAML {42 FR

fign , BUEE—N3HE 79 my-ingress.yaml B9 Ingress YAML 3244 , MHATLAT @S ¢

kubectl create -f my-ingress.yaml

4. PATLATERS | BERIEERRI.

kubectl get ingress

REZELLATES |, IR0,

NAME HOSTS ADDRESS PORTS AGE
clb-ingress localhost 80 21s

8§ Ingress

FiE—
WA TS , 85 Ingress,

kubectl edit ingress/[name]
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1. FEOMERIBAY Ingress,

2. PUTLAT < , EFEIEE Ingress,

kubectl create/apply

WREFRA © Efi=_V1

BesiRSS (TKE)
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Ingress {FFHEH CLB

BITE AT E): 2024-08-23 15:08:00

FEEIRSS TKE BE&%iBIY kubernetes.io/ingress.existLbld: <LoadBalanceld> EfEEREEREIIERITIEE , SoFERIZIEIEE
Ingress KEXRITAEIIE LA,

L
Ingress 5 Service FX3 : Ingress ASZHFEZ N LBIERRE—NMaEEIESLH] |, BIARSHFERTHEE.

ES=E T

o FRRENERIBFISERSEE CVM WSHA— N REHERR.

o RTIFEREIIEIEHSIRIE Ingress Controller SRAYREIIEIRITESUNR EiREBERIRSES | EXSH Ingress Controller Bzl

B

s ERACHRBIYER

o

RFFEA Ingress ERR—MAEISE.

[e]

EENRBIIE R FEEAIEERIEE. WEFE , SRR,

[e]

(ZIFERBE e S eIEREIYERS | AIFEME Service Controller BaifFEFISERAIGEISE | BD Service f
Ingress AEERAAR—MaE 9.

o Ingress Controller RAFRREFIIEIFIREE , BITE Ingress FEMIBRAT , B ISEEIBEASHMIBREIL.

e =

(EFRREISERTIMEGIRSS
Ingress Controller EIRRAEIIEEREIRT , (CHFETIREITZAIRIR.

B ERES Ingress (FRCHERBIYE , BREYENEDEAEEM Ingress Controller B, REMIT :

apiVersion: extensions/vlbetal
kind: Ingress

metadata:

annotations:
kubernetes.io/ingress.existLbld: Ib-mgzu3mpx
name: nginx-ingress

spec:

rules:

- http:

paths:

- backend:

serviceName: nginx-service

WRALERE : Efina_V1 58227 70 #6551
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servicePort: 80
path: /

kubernetes.io/ingress.existLbld: Ib-mgzu3mpx ;E#BFRIATZ Ingress SFEAEEREIYE Ib-mgzudmpx ##1T Ingress fRSZED
%0
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Ingress IFRECE

BITE AT E): 2024-08-23 15:08:00

=

AIHENE Ingress IERFEREXIIAS |, BRI THEH#HT Ingress IFREE :

* Bl Ingress %M HTTPS WIrthiley , iEASENIRS SEBREBIHRLNEIRE.

° JNFFEHY HTTPS IHEZ4PER—MES |, BftEE Ingress T HTTPS MINIANIES |, (FEFHIRIEEINERE.

* NTAERIEEHERBRNES , ERSSRS= i SSL/TLS,

FEEIN

o FHIRAIQIEFREEIGES | FIEESN BRI S ERSSIES.
o FHEA Secret FZZUKRIRE Ingress IER. =&RRIRSS TKE Ingress LEVALIZE® Secret , HABEEIET ID,

o HICEETIER , BIVEIEREESHE—MER | ARESH Secret B9IEH ID, RAERFHAENRI LA Secret UFEERAE |, BIE
E?;?‘ HIERIRSS. REIYEIRS EEFHANED , BEH Secret BERABIRR,

o Secret IFBEIREFM Ingress FRMETER—" Namespace T.
* BATFIEHERIARRIERR Secret IERBRIR , HREE Secret BREFE , U Ingress EFiEEIE.

o BEBRT , I Ingress B , A& Secret KEXAGIEREIR. BIISIFEOIE Ingress £ Secret XEXATEREIR , &if
Secret BY , KELEHFIHSIAZ Secret B Ingress AIIEH,

o PNERIEMECIERE , BRSHEREYE CLB SNITIRE ( A35KA ) . EMFRNEBXINANES  MIZIEBISEIALLES Ingress AT
SIMZAY HTTPS 543,

o (ERBEGQBINERSHFETESM URL ik |, BIEREGRBIIERIEN Ingress RIFEEZIES.

ANt

TKE s7#581d Ingress i spec.tls BB , /9 Ingress B CLB HTTPS Y5IF2SEEiEH. H , secretName AEEIUES ID 49
Kubernetes Secret &R, BIAIT :

Ingress

BT YAML Bl :

WRALERE : Efina_V1 28229 T #6551
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spec:

tls:

- hosts:

- www.abc.com
secretName: secret-tls-2

Secret

EZYAML flE

apiVersion: v1

stringData:

qcloud_cert_id: Xxxxxxxx ## BEEIE ID 79 Xxxxxxxx

gcloud_ca_cert_id: Xxxxxxxx ## EEEIUEH ID J9 Xxxxxxxx, NEEWEIEBIEE , B TFENEER".
kind: Secret

metadata:

name: abcd-com-cert

namespace: default

type: Opaque

BRI At
EETLUBIT REEIRGIEHIA0IE | IBEFETSE 0)iE Secret, TE"FiESecret” T , Secret TESHMBUT :

o B : BENX , &XLA cos-secret J9f,

* SecretB : j%4F Opaque , iIZEEUERTRFESHIERIIREY | Value $5LA Base64 18 4mHS.
o HNGERE : RFEIEE , BIRIRS Ingress 7ER— Namespace T,

* RB: TERIZEN qcloud_cert_id , ZTEERE NRS IR FXIRABIES ID,

oy

EEEEFREWENMES , U Secret BT ERMN'RSESFER "5 , TEERMN"EFIHCAIER", IWATiZ Secret iIFEBERINFIN—NE
XY : TERA : qcloud_ca_cert_id , TEEBEN"ZFiHCAIER" XS RARERID,

Ingress IFPECEITH
° {XELEER spec.secretName BRECE hosts BIERT , BSRFFER HTTPS B AINEEIZIER. =T :

spec:
tls:
- secretName: secret-tls

* XFHRE—RKZEEAFEk. =T

spec:
tls:
WRALERE : Efina_V1 25230 ;1 #6551
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- hosts:
- *.abc.com
secretName: secret-tls

o FERNEEBIERSZHBIES , BMEFE—NMER. =FIT, www.abc.com E&ER secret-tls-2 HHRIARGER.

spec:

tls:

- hosts:

- *.abc.com
secretName: secret-tls-1
- hosts:

- www.abc.com
secretName: secret-tls-2

o EfERZMERH Ingress #H{TEHAT , TKE Ingress controller E#TLATRITOFIRR
o HTTPS B rules.host F{H{APTERY , HFIBTAEY , NABHRIZEH.
o HTTPS B9 rules.host PLEZHREEA TLS BY , AIRAZEHT , H/91% host EEEXT Secret XS RAGIES.

o (&M TLS By SecretName FF{X#%E& SecretName IR | TIAMREE Secret R, Secret (TR IR EH,
PES =
BHAfR Secret FRIEF ID FFEEK.

Y
BESER
B S FERSESITES

38

SO EETRETS | IS s,

1. BEROFEESE | EEENSHEPR IEREE,
2. EEREETEY B (] .
3. TR FEIER 'BOY , SELUTMERHTIRE.

o IFBEM : BENIEE,

o JFBIT : HIRIRBEIEH", IRSFEPERD SSLAEF ( SSL Certificates ) , EF SSLIEH , AIEuLsaE HTTP ( Hypertext
Transfer Protocol ) J#&%| HTTPS ( Hyper Text Transfer Protocol over Secure Socket Layer ) , BIEFZE£EEFE (SSL) #
TREHREHIMER HTTP Y.

o EBAA : RIFLIAMERESIERAR | IEPENERBES WY SSLIFPIEER g i,

WRALERE : Efina_V1 28231 70 #6551
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o WHARE : (XHIEPREIAEN RSI|/ED B, ZEMARBR, BESENHY SSLIEBIEER NG LRI HRIEXERER

ea

o
4. BEIRATRADAI SRR AU,

BIERMERHEPAY Ingress &R
RS

o A EIEEAY Ingress FFE HTTPS ARSS , 502 EER Secret FRATFHIES ID , FH7E Ingress Hh{ERFSITZ Secret,
o TLS BB SIEBRIXIRARUT

o HLMER—RIZHERE.

o EFEEHISNARERGES , BRETIEE—NES , FEEREEERTREIES.

o FFA HTTPS BREEIE , ENSEIENEN.

RESR
2% Gl Ingress 58hk Ingress #ieE , EhiElrin4i% Htps:443,
BE6ES
RS

o WRIEEEEUOED , ERIAFBERZIERN Ingress. ANFAFIZA Ingress BEEFRRE— Secret FiF , BPAIXLE Ingress XIRL
CLB HOE R &SRS,

o IFREZETIEH Secret HITEK , Secret ARHEEEFERAN=IUEBH ID,
BESE .
1 HTLATSS | (FRBARIEES T EIEHY Secret, Erp, [secret-name] EEHAEIEHHY Secret FIBFR.

kubect! edit secrets [secret-name]

2. {8 Secret &R , & qcloud_cert_id AHEIEHIFTAGIES ID, S8 Secret 18R] , 182 Secret iEF ID FEH1T Base64 4wAT ,
TEIRYESEPREIKIEE Base64 FafmtgakETEE stringData #1T Base64 BrhfRi.

5§ Ingress &R
B EHEEN

1. EREHRRFSENE | EEENSH=TIIER.

2. e SERFEIRE , ERFHIEN Ingress ISR ID.

WRALERE : Efina_V1 25232 T #6551
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3 ZNEEIRSS (TKE)

TESSRHFIB , SIRAM (RSS] > [Ingress] .
3. BaE B4R Ingress FRIEfTAMN [EHREREE] .
4. E'EFERRE AT , RIELE N TR RSN &R,
5. B (B ARECE] BT EIIRIE.

B YAML &5
PUTLAT®S | ERBOARIBEF T RISHRY ingress , 138 yam| SFHHRIZRI] oA EEETRE,

kubectl edit ingress <ingressname> -n <namespaces>

£655m
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Ingress Annotation 1iRA

BITE AT E): 2024-08-23 15:08:00

AT LUEIZ LA Annotation ERECE Ingress , LASCINEEERIGEISERIRES.

EREHERTT T

apiVersion:

kind: Ingress

metadata:

annotations:
kubernetes.io/ingress.class: "qcloud"”
name: test

Annotation £5§

kubernetes.io/ingress.class

HiBE : BLE Ingress KA, LEiAUSIEREEIZTRE  BEHEASA qcloud B9 Ingress FiR.
fsEFR7~ -

kubernetes.io/ingress.class: "qcloud"

kubernetes.io/ingress.qcloud-loadbalance-id

WBE . RIEEMR , BIHEHSED Ingress 5|AAIMAEISE LoadBalanceld,

{sEFE7~I -

kubernetes.io/ingress.qcloud-loadbalance-id: "Ib-3imskkfe"

ingress.cloud.sunhongs.com/loadbalance-nat-ipv6
B © REEER  HAFECESRIERI/ NAT IPvetaddaEad , 1244t IPveltit,

ingress.cloud.sunhongs.com/loadbalance-ipv6

BEA . QTR YEPESHEIBNA FullStack IPVeREIERT | 24t IPveitbitr,

kubernetes.io/ingress.internetChargeType

BilA © REFIHERICTEERE , LRINERENSISERE | AIBEASIFHENTEED , AIRRERANTRIM. IEECEAEIER , &
EIVERITERETY, BEES kubernetes.io/ingress.internetMaxBandwidthOut ;EAE—iSfHEA,

e :
o TRAFFIC_POSTPAID_BY_HOUR &8/ \aEiteE.

* BANDWIDTH_POSTPAID_BY_HOUR #&meaiz/\it a1t 28,
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fEREGI

kubernetes.io/ingress.internetChargeType: "TRAFFIC_POSTPAID_BY_HOUR"

kubernetes.io/ingress.internetMaxBandwidthOut

WA CLB HRIRE , MAXECIBNXIEE | QBRI SHFHENTHER | CIEEERATHRITH,. SEEnElaEnt , EdvEns
KHHEE , (I AREHRY LB £3%, EES kubernetes.io/ingress.internetChargeType EiR—itofHF,

AEE : SEESIIF1RI2048 , B Mbps,

ARG

kubernetes.io/ingress.internetMaxBandwidthOut: "2048"

kubernetes.io/ingress.extensiveParameters

HiBA : iZ Annotation {FFAEAYE CLB SUERTHISEL , HRINECIENIFRE | SIREASIFEN | CIERIEXAN BT,

ERAA :

o @i NAT64 IPv6 sLffll : kubernetes.io/ingress.extensiveParameters: '{"AddressIPVersion":"IPV6"}'

o B IPv6 SLf3l : ( Subnetld w8 , MEZESBECIPVOMEL. MixlpTarget AJLURHBEBEIRIPVARIEE] | HENEIHAZIPVORTiE
IMZECE ) kubernetes.io/ingress.extensiveParameters: '{" AddressIPVersion":"IPv6FullChain","Subnetld": "subnet-

fqduxxxx"}'

kubernetes.io/ingress.extensiveParameters: '{" AddressIPVersion":"IPv6FullChain","Subnetld": "subnet-

fqduxxxx","MixIpTarget":true}'
o MISCER(SREIE : kubernetes.io/ingress.extensiveParameters: '{"Viplsp":"CTCC"}'

* IBEEAAXEIEE : kubernetes.io/ingress.extensiveParameters: '{"Zoneld":"ap-guangzhou-1"}'

BIZERTEEN CLB 8= : kubernetes.io/ingress.extensiveParameters: '{"LoadBalancerName":"my_custom_lb_name"}'

kubernetes.io/ingress.subnetld
B . ISECIEAMEEINIREINE , FHEEREITERBEFM,
eI -

kubernetes.io/ingress.subnetld: "subnet-3swgntkk"

kubernetes.io/ingress.existLbld
REA : IEEEREAREIIEFARANBANOTIR.
i3 -
EREEREYERN , FERIEFSSHEbIRITES.

=G

kubernetes.io/ingress.existLbld: "lb-342wppll"

WRALERE : Efina_V1 28235 @ #6551

\|



3
0y

Ingress Controllers 15188

BITEFAYa): 2024-08-23 15:08:00

Ingress Controllers /M3

HiE CLB

BesiRSS (TKE)

BiE CLB 2ETt#19%E8 CLB 3LHAY TKE Ingress Controller , ATLAECESLIAR URL iHRIZISERFAARERY Service, CLB BEiEEiR

Ei8iT NodePort # 4% Pod ( CLB BEiZE Pod AYEEEEAZ Pod )

B, 39 IP b SRR R, BTSN CLB 2580 Ingress,

Nginx Ingress Controller

Nginx Ingress Controller 2EFfa#ii9E=e CLB #1 Nginx RAKE ( BB LPSIEEREN ) B9 Ingress Controller , @i Annotations
IR T RAE Kubernetes Ingress (9088, CLB ST —ERE (nginx ) , EATHENERASEEESIIR , KA P BIHKSiFR
AR, FETESN Nginx 220 Ingress,

Ingress Controllers Igg%Iz=

NZFEi7IR)
Sht

=E

RIRUU{

Th8E

STHFY

SSL &
INIERAY
TR

ERIBER

8

Bzl

WREFRA © Efi=_V1

RZFAEY CLB

http , https

—% Ingress MMRIR—A™ IP ( CLB )
host , URL

R FEF

R>2FF

B Kubernetes £

FF

s

XF (REE CLBHEE)
s

KEx CLB EfEE | (NFEHERFRIET TKE
Ingress Controller

—%% Ingress ECESPE— CLB Ll (IP ) , BEE{NFEMEAIRA

Nginx Ingress Controller
http , https , http2 , grpc, tcp , udp

%% Ingress MNFIR—N IP (CLB ) , IP itk
W8

T4  header, cookie 2

¥, BEER , BE5F

Sz

BA Kubernetes £
T

X5

Y (=REWE)
P2

FEEREAIETT Nginx Ingress Controller ( #2%!
| + ZUEm )

26236 T H655m
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EHETE
1 FERAR A

BITEFAYE: 2024-08-23 15:08:00

T RAHEARIRSS TKE IBE0YT RINEEE | BT LUREW S IFRIGESNEMHZY REMG. T RAMIHEEEIRER Kubernetes
Bt QEEMNE. TR EHNREMEEE.

i LB 2R
i AR5 R RO,

EutiEH

EiAA2 TKE THEEKIAYAE. Fian , thEtdE4RH Service-controller, CLB-ingress-controller K Z588M48HEH tke-cni-agent
F.

B8 -
o ENiBMEAIAR. EEEEIEEH TKE f—HTEIRER , TR EENEMAL.
o EmBHEFAGIISEEINMY. BEEFHTER.

s

ESRAMR TKE IREAIELFRZNAN | B LUEIIAPEIERA R TKE STFAIEIRINGE | IERAHEEUIN TR |
BHRTR ERmR  AHNE
COS (XM5f=tE ) =hiE ZAHSEI Y CSLiEO , A AR e AN RFE.
CFS (32f4=t% ) [E2i ] ZEMSEIL Y CSLED | RIFSENASRRERRHERA A,
P2P ( BeRREINE = ZBAHET P2P 5K |, AT AR TKE SERFHRIFAE GB AR HRE , s LT =AY
s e .
PE) FHARHIEY,
GpuManager ( GPU = 27y SPTN . s . . e s
TR ) Hith ZAEMHEM— All-in-One £ GPU E18% , AILAE TKE SERFHEMIIERYER GPU B,
HPC ( EffEMEIZ St HPC ( HorizontalPodCronscaler ) 2—FfHAJ LA K8s workload BIAEH{TERMESAIE A
#) B, Bcd HPC CRD A , &/ RAVERTESS.
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I RS A

BT HTAYE: 2024-08-23 15:08:00

EE R e

B LB LA T AR SR 8GR aA

o SEFEIETRE

o AHEERTE

ESz2 e Dk S

1. ERBFHRFEGE | EENSIEFiEeE (58] .

2. EEREETE  BEERIIR LS Grg] .

3. OISR TUE , HORIESERRY [RHER] . [EFENE] |

WREFRA © Efi=_V1

(miRSG=HEE] & [AHEE] .

BesiRSS (TKE)
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& GEERE

Q =nszns >

O avee=

== = v e DNS B =t

NodeProblemDetectorPlus (7= 5=20Flus

@ SETSRREINEN, LIS S FNERREE, SRR

Féskube-apiserver
BUEE ETEE

TCR (538

< SRnEEESEEICREANENNSFRERSESAST, TETAN,
Qp SEARNSERS

EEFE

<. ST PP I, AMETANE TKE SRISENNCEREEEE, TR TTS
NJ# HETERE

>

BesiRSS (TKE)

OOMGuard (REEST) (EiE=a
< - X
Q) sasERrsRET ST ooroupPFE RS A S S S L=
EEEE

PersistentEvent |

SeEsALER) @
(5] nesmmsmsnime. snsuessnssommemas

EETE

FEEIRFEST Operator $1E31EE, FEREEHERMIEE. AT OME
Q g SHEL Operator FASTEEIAE, FLLR=1TIEATERL Operators
FEE Operators -

EAILIRIESHERR  RREFEGENEMSRE. /RESMGRARN [(EEFR] IUEESZAHNINE | BoAHFEESTM

(BHEE] .
iR :

o BHLENERFURINIFKREIE | KRR INERFAICIE.

* ARRERFELASHN—ERE  FTREMHNEESBEINTR  BF (E5FE] B8 MAHITFEER.

4. 8F [T—¥]  BEFHASHRERS.

5. B [5emk] | BATsemieliE.

HEHEERNRSE

1 BF FERSEHE | EENSHEPiEE [E] .

2. EEREE NHATERER ID , ENERFER.

FRIERS : Efh=_V1
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3. EFAMEE=PRY [BAEIE] |, HA "“AHEFIR" TE.

4. " AHYIFR TESEE (FE] | EANEMRETE , TR

E 2 | B e BE B&  ONs Hip
TCR (BEEERSEH PersistentEvent (SHHSAMAM)
< BmaEERSEETCREANSENREIBESSEAASE, TATAM, 25 ] - P "
QY pmesee [[Z) semmmmmmanms, sssnsprrsssnsnsms
=B B
POP (EREEINESE) OCMGuard (PIfEEHERF)
<> EF PP iR, SIBTAIE TKE SEHREMGBRESER, =5 F FHagt < -
Q0 arm [ BRI T BT coroup R B MM L SRR ARSI Rt 12
EEIEE EEITE
NodeProblemDetectorPlus (TS5 & EiIPIus) NedeLocalDNSCache (FHDNSEFEM) @ B
5 R R USERHEIN S SRR, FSRIERRES T2l = . . e . ——
iﬁ;}iﬁ%‘“’”ﬁﬁ' ST L ERSRET, SR ERRSS ;; SEITESE = HiEh DamonSet 17 DNS S/ {IEsZ AR DNS 24
s ER el —
EEERaEH QOMGuard HFzHTHF

5. ERFELRAVAHFRSE (Seak] BA.

BHHENE

1. R SRRSEHE  AENS=PER (58] .
2. EERERE THBRLERER ID , MASRIFIRER.
3. RN =R (BMEIE] | #EAN "AHSIR" .

4. EEMFIR TES , REREMRRAMETANN (BER] | W TERFR
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HEERE
IDIZER His E=ctit
=T IEREEF
OOMGuard
. =T IEEE
CES

v2.0

vi.2.0

5. TSR "IRRERIR B0 |, BB [#A] BRI seRkBEnE.

WREFRA © Efi=_V1

Q0

e

Hifs:

Jo=

%241
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COS iBA

B EAYE: 2024-08-23 15:08:00

Eikl)

|ina
iZCOSEMSEH T CSI 9N , AIRBNIERERERI-REMMME_V LI RFE COS.

{ERm=

X$5AFfE ( Cloud Object Storage , COS ) Bz _VIRHI—FFESEXHNSHIEMHIRS | BFTBENEHEINEHEIIEEL
& COS EFrEAF#eEERREES RIE. {lE. TRZenEIEFHERS.

BRI

o 7i% Kubernetes 1.10 LA ERRANHIEERE,
e Kubernetes 1.12 hgARRISEEEFFZEEN0 kubelet BtE : --feature-gates=KubeletPluginsWatcher=false .

* 7£ TKE FpfEFA COS , FEAEEHARIRZY RAH  BER—ENRARR.

EREE

L4 COS ¥ Reas

L BREEMESEHE | ENSIREEE (58] .

2. 15" SERYTE TR EHRERRY 1D | M \SEBEEIAT,

3. HERAEMISRAR R (BHEIE] | M BHPIF T

4. TEBIASIE TEFRASE (372] | 3HESTRIEH TEF/i: COS,
5. s (6] EOFTOIRREHE,

fEFERI S #FfiE COS
&R 7E TKE S8R TR B 8IS E.
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CFS 1288

BITE AT E): 2024-08-23 15:08:00

Eikl)

|ina
I%CFS BIFSEELT CSI RO , AI#B BN E R SRR PN E_V 1S,

R 112 SERFEEEK kubelet BLE |, 18I0 \--feature-gates=KubeletPluginsWatcher=false\ .,

ERBIELERFAN Kubernetes 398
kubernetesyd&EZ R it AL AR Fr/@Namespaces
csi-provisioner-cfsplugin StatefulSet - kube-system
csi-nodeplugin-cfsplugin DaemonSet - kube-system
csi-provisioner-cfsplugin Service 1C2G kube-system

ERm=
ST CFS 1R T o1 RGNS | 15 CVM. SEIRS TKE. MR HSmRISIRmIER, CFS IR THRAEN NFS R

CIFS/SMB XXHRZEHEMNK , AEA CVM SLEEEMMIHTERSREHZNEIER | SIFeESEMtensy R | IIENALHENED
JEEER  BE—MEURH. SURNSHIANARS  EEaTAEES . ERCENRSEESTR.

CFS BNER , BAFRETEBWSENE  ERHITERIEE. RF=LHRSTRXMRFRRNER  IEXHRS  BiRSS
B XM RFEF , EROIEINERS. BT CFS-CSI RAH , BrLIREESSRERTEIRERSE Kubernetes £/ CFS |, ¥
EES CFS FRmE.

BRI

* CFS BBREAISN CFS RZGthRE,

 7£ TKE fEF8 CFS , FEAERAZRZT BREN | XEHB—ENRRRR.

BR{ELR
REFHGE CFS ¥ REAM
| SREERESEHG | ENSIEEE (58] |

2. EEREE NHATERER ID , ENERFER.
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3. iR MR =Y (AHEE] | A "BHFIR" .

4. "SR TUEHERE ()] | R REH mEPaiE CFS.

5. B [5epk] BIaT eI,

Bl CFS 358 StroageClass

1. £ AT IR TUmE S TH{3 A CFS RUSERE ID | HNERHFBT.

2. EEMSHEFEE [F4#E] > [StorageClass] , 8 [FiE2] #HA "#riEStorageClass” T,
3. {RIBSCPREEK |, AU CFS 258449 StorageClass,

4. e [elgEEStorageClass) | SoRiElEE.

BI& PersistentVolumeClaim

1. E"SERFETE TUm S (A CFS ISR ID | I NERHFETR.

2. EEMSHEFEE (F6E] > [PersistentVolumeClaim] , B [F#] #N "#HiiEPersistentVolumeClaim” TIE,
3. TRIESERRESK | Bl CFS 258! PersistentVolumeClaim , #%#% HiR$S B2 StorageClass,

4. B [BlEPersistentVolumeClaim] , FERiBUEE.

IR TR

1. E"SERFETE TUm S th{s A CFS ISR ID |, M NERHFETR.

2. EEMSH=FisE (TEfaE] > [Deployment] |, B [FE] #A "#iEEWorkload” .
3. IRIECPRR K | UREIEE (EREAPVC] | FHLE EAERIER PVC,

4. EREISHENEERZE  BE [elEWorkload] FepkelE.
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CBS 15EH

CBS &1t

RITEHHYE): 2024-08-23 15:08:00
BIEn=

S2is TKE SERFEEHI S RBERFMERE | FEENINRFRERTEESSEIRY PV 1 PVC, 3Rt CBS-CSI B TR HEFRBHN
BB NTBIRE.

DIResFIE

IhAE ALz
SRS XIFFEBEE Volume, PV 95K PVC Xi%
SEUES SZ¥5i@EId StorageClass ELE. BIEFIMIER Volume & PV X35

SEEASHFETRAXESR , ZTAXERF , CBS-CSIAMISTEE Pod , [FIEE Node £Y

iR NN zone Bl Volume

VEIEER I RRT BANEIRS R EARSER20RATEE |, PERBE Pod FGITIEEE R AR AEREN
maxAttachLimit T

BHET B SHEABIIEN PVC BEFER , TMALY & (([CHFREREEE)

SREBIIRE SHFIBIS REROIE SRS

R{F7ER
CBS-CSI BIHTESERIEIERS , BALITEY

e DaemonSet : &1 Node #£t—4 DaemonSet , &FR/I NodePlugin, F§ CBS-CSI Driver #1 node-driver-registrar FAN2S884H
B% , REMET sUERM Driver , FHEGHERBEN,

o StatefulSet #1 Deployment : {&#R/9 Controller, Hi Driver 12 Sidecar ( external-provisioner, external-attacher, external-
resizer, external-snapshotter, snapshot-controller ) —2#pk , I2EEIME. attach., detach., 'R, HREEZEES,

THIERNT
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Master Node
API Server
Kubelet
Scheduler Controller Manager Volume Manager
MaxQcloudChsviolumeCount c_bg- PV Controller| |AD Controller

provisioner Volume
MaxQCSIVolumeCount X Plugin{In-Tree)
CheckVolumeBinding Volume

Plugin({in-Tree)

BRI

Tencent Cloud Provider

o {s8F3 CBS-CSI ‘B{tfg , A BI1E TKE R AR LT SAIOIIRER,

o BE21#MA QcloudCbs (In-Tree #Hff ) B9 TKE &8 , Al LA EEHA,

(EQZElNT]
* 1B CBS-CSI B niBRIEnl X ER
e

o BEERIBFERRERINES

WREFRA © Efi=_V1

( [5Ee5iEIE Volume Migration %—%| CBS CSI)
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37—

ESEASHHETAKESET R , AEUTAKNSERES , #EET CBS HHNSRIFIEkE RIS X ERIT.

<
SCHIRIE
FNBEIRAEEES A Kubernetes HHEISTERL . ©4F Scheduler, PV controller, external-provisioner, EfFIZANT :

1. PV controller Mz PVC 335 , #@& Storageclass {3 VolumeBindingMode 2733 WaitForFirstConsumer , #12 , N AR& 37804 E
1Z PVC RYBIEEZEH , &4F Scheduler 4bE,

2. Scheduler @& Pod j§ , £ nodeName LA annotation B9 =IIAZI PVC 335 E volume.kubernetes.io/selected-node:
10.0.0.72 ,

3. PV controller 3£EX&| PVC SWEHEFHEHE , BFFRLE annotation ( volume.kubernetes.io/selected-node ) , 1RiE
nodeName $XEX Node 338 , £ \Z| external-provisioner &1,

4. external-provisioner {RIEEII AT Node XF5AY label SRENATAX ( failure-domain.beta.kubernetes.io/zone ) [FEXI AT X El
## PV, 1AXZIF0 Pod #HEABXAER |, ER=iEE2F] Node EAEN BX M EEE T,

Bl e

* B CBS AHEHTIRHTIRA.

= 1=
EBET R
EALLT YAML , £ Storageclass #1i&& volumeBindingMode g WaitForFirstConsumer, 7=EEIT :

kind: StorageClass

metadata:

name: cbs-topo

parameters:

type: cbs

provisioner: com.abcd.cloud.csi.cbs
reclaimPolicy: Delete

volumeBindingMode: WaitForFirstConsumer

oLz
CBS-CSI # In-Tree B4 7 H%IR1E,
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TKE XIFESY B PV, WHNZERRXERS  IAFEERS Pod AR5 &, AMEHRFNEEY  BNERER GRS
SETFARIEHINERS I TIRE.

BUTRSRM
- Bi§ CBS BHNBHITA.

o (Hik) MERT BRMSEEUEERL LT SRt BIRRSEHETE.

BAIFLE

Bl sird &80 StorageClass
ERLAT YAML I ShHY StorageClass , 7£ Storageclass $1i8& allowVolumeExpansion A true , 7=FIE0F :

allowVolumeExpansion: true
apiVersion: storage.k8s.io/v1l

kind: StorageClass

metadata:

name: cbs-csi-expand

parameters:

diskType: CLOUD_PREMIUM
provisioner: com.abcd.cloud.csi.cbs
reclaimPolicy: Delete
volumeBindingMode: Immediate

e2o i
R TR S A
ras 1588

S SRR HRFAREIES , SeBE R SHELURA 2SR, HEEFERZS=HT

ES Pod BB MELT & .

giﬁmﬁm%&?ﬁﬁv FES e LB B EEASIRS | MEE /O M2 | BaTae Il R S,

L PUTLAT S |, BIAY &R0 PV A RGURES. ZFI0T , PV FISERGEA/INMTA30G

$ kubectl exec ivantestweb-0 df /usr/share/nginx/html
Filesystem 1K-blocks Used Available Use% Mounted on
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/dev/vdd 30832548 44992 30771172 1% /usr/share/nginx/html

$ kubectl get pv pvc-e193201e-6f6d-48cf-b96d-ccc09225cf9c

NAME CAPACITY ACCESS MODES RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-e193201e-6f6d-48cf-b96d-ccc09225cf9c 30Gi RWO Delete Bound default/www1-ivantestweb-0 cbs-csi 20h

2. PUTLATES | A PV ISFT E—PIEE zone 17& , BFE F—2ESE Pod [, £ Pod TEEEEIREAN R L, THNT

$ kubectl label pv pvc-e193201e-6f6d-48cf-b96d-ccc09225cf9c failure-domain.beta.kubernetes.io/zone=nozone

3. WATLATE<ER Pod , EEZ/EHT Pod SIRIAY PV AUFRESEREBAYEIEL zone , Pod §4bF Pending K73, =FIIOT :

$ kubectl delete pod ivantestweb-0

$ kubectl get pod ivantestweb-0
NAME READY STATUS RESTARTS AGE
ivantestweb-0 0/1 Pending 0 25s

$ kubectl describe pod ivantestweb-0
Events:

Type Reason Age From Message

Warning FailedScheduling 40s (x3 over 2m3s) default-scheduler 0/1 nodes are available: 1 node(s) had no available volu
me zone.

4. PATLATERS | 18 PVC WRPIBRE | KEET 52406, THIE0T

kubectl patch pvc www1l-ivantestweb-0 -p '{"spec”:{"resources":{"requests":{"storage":"40Gi"}}}'
=5

I BRRIPVCIREERIA/ I 10RIfEEL.
5. PUTLAT S |, KB PV IRZEFT LAYRE |, #n&XIRZ/E Pod BIRIEEMI. B0 :

$ kubectl label pv pvc-e193201e-6f6d-48cf-b96d-ccc09225cf9c failure-domain.beta.kubernetes.io/zone-
persistentvolume/pvc-e193201e-6f6d-48cf-b96d-ccc09225cf9c labeled

6. PUTLAT A< , JLAEEER] Pod JAZJ Running. XIRNAY PV MINHRSHT SR , M30GT BEI40G, FI0T

$ kubectl get pod ivantestweb-0

NAME READY STATUS RESTARTS AGE

ivantestweb-0 1/1 Running 0 17m

$ kubectl get pv pvc-e193201e-6f6d-48cf-b96d-ccc09225cf9c

NAME CAPACITY ACCESS MODES RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-e193201e-6f6d-48cf-b96d-ccc09225cf9c 40Gi RWO Delete Bound default/www1-ivantestweb-0 cbs-csi 20h
$ kubectl get pvc www1-ivantestweb-0

NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS AGE

www1-ivantestweb-0 Bound pvc-e193201e-6f6d-48cf-b96d-ccc09225cf9c 40Gi RWO cbs-csi 20h
$ kubectl exec ivantestweb-0 df /usr/share/nginx/html

Filesystem 1K-blocks Used Available Use% Mounted on

/dev/vdd 41153760 49032 41088344 1% /usr/share/nginx/html
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337

HITEH PVC MIRSOIRIRIBR SN , BEFSHNIRIBEIRIREEIH PVC &, FTLUEIT CBS-CSUHIEREH , A0 MBIITR)
FA CBS-CSLiE#HSIHN PVC (SRS M SIRE.

AR

* SREERHRAY CBS At

BMEL R
E#HPVC

fllE VolumeSnapshotClass
1. EALLT YAML , € VolumeSnapshotClass 398, =~HIE0T :

apiVersion: snapshot.storage.k8s.io/v1lbetal
kind: VolumeSnapshotClass

metadata:

name: cbs-snapclass

driver: com.abcd.cloud.csi.cbs
deletionPolicy: Delete

2. PUTLA TS EE VolumeSnapshotClass & EIEMI. ~EIRIT :

$ kubectl get volumesnapshotclass
NAME DRIVER DELETIONPOLICY AGE
cbs-snapclass com.abcd.cloud.csi.cbs Delete 17m

€2 PVC A8 VolumeSnapshot
1. AL new-snapshot-demo REEZ 74 , {FEALLT YAML €z VolumeSnapshot 335, =~EIa0F :

apiVersion: snapshot.storage.k8s.io/v1lbetal
kind: VolumeSnapshot

metadata:

name: new-snapshot-demo

spec:

volumeSnapshotClassName: cbs-snapclass
source:

persistentVolumeClaimName: csi-pvc

WRALERE : Efina_V1 28250 T8 #6551
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2. PUFLAT®S , EF Volumesnapshot 1 Volumesnapshotcontent 3352862 , & READYTOUSE 7 true , MIBIEERLIN,
AT

$ kubectl get volumesnapshot

NAME READYTOUSE SOURCEPVC SOURCESNAPSHOTCONTENT RESTORESIZE SNAPSHOTCLASS SNAPSHOTCONTENT C
REATIONTIME AGE

new-snapshot-demo true www1-ivantestweb-0 10Gi cbs-snapclass snapcontent-ealla797-d438-4410-ae21-41d9147fe
610 22m 22m

$ kubectl get volumesnapshotcontent

NAME READYTOUSE RESTORESIZE DELETIONPOLICY DRIVER VOLUMESNAPSHOTCLASS VOLUMESNAPSHOT AGE
snapcontent-ealla797-d438-4410-ae21-41d9147fe610 true 10737418240 Delete com.abcd.cloud.csi.cbs cbs-snapclass
new-snapshot-demo 22m

3. PUTLATES , BJLASREY Volumesnapshotcontent XI&AVIRAR ID , FERE status.snapshotHandle ( #1TFA snap-e406fc9m ) ,
AILARYEIRER ID £ =iRSIEHIE > HREBFIZR FARBRSFE. =~WT :

$ kubectl get volumesnapshotcontent snapcontent-ealla797-d438-4410-ae21-41d9147fe610 -oyaml

apiVersion: snapshot.storage.k8s.io/v1lbetal

kind: VolumeSnapshotContent

metadata:

creationTimestamp: "2020-11-04T08:58:39Z"

finalizers:

- snapshot.storage.kubernetes.io/volumesnapshotcontent-bound-protection
name: snapcontent-ealla797-d438-4410-ae21-41d9147fe610
resourceVersion: "471437790"

selfLink: /apis/snapshot.storage.k8s.io/v1betal/volumesnapshotcontents/snapcontent-ealla797-d438-4410-ae21-41d
9147fe610

uid: 70d0390b-79b8-4276-aa79-a32e3bdef3d6

spec:

deletionPolicy: Delete

driver: com.abcd.cloud.csi.cbs

source:

volumeHandle: disk-7z32tin5

volumeSnapshotClassName: cbs-snapclass
volumeSnapshotRef:

apiVersion: snapshot.storage.k8s.io/v1lbetal

kind: VolumeSnapshot

name: new-snapshot-demo

namespace: default

resourceVersion: "471418661"

uid: ealla797-d438-4410-ae21-41d9147fe610

status:

creationTime: 1604480319000000000

readyToUse: true

restoreSize: 10737418240

snapshotHandle: snap-e406fc9m

MERIR SRR pvc
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1. AL BRI VolumeSnapshot BIXI5:E A new-snapshot-demo A , SEFELAT YAML WREBIRES. EIGNT :

apiVersion: v1

kind: PersistentVolumeClaim
metadata:

name: restore-test

spec:

storageClassName: cbs-csi
dataSource:

name: new-snapshot-demo
kind: VolumeSnapshot
apiGroup: snapshot.storage.k8s.io
accessModes:

- ReadWriteOnce

resources:

requests:

storage: 10Gi

2. fUTLATES  BEWER PVC BplhelEE , M PV FEJLIEERIRINAY diskid (4079 disk-gahzlkwl ) . EI90TF :

$ kubectl get pvc restore-test
NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS AGE
restore-test Bound pvc-80b98084-29a3-4a38-a96¢-2f284042cf4f 10Gi RWO cbs-csi 97s

$ kubectl get pv pvc-80098084-29a3-4a38-a96¢-2f284042cf4f -oyaml

apiVersion: v1

kind: PersistentVolume

metadata:

annotations:

pv.kubernetes.io/provisioned-by: com.abcd.cloud.csi.cbs
creationTimestamp: "2020-11-04T12:08:25Z"
finalizers:

- kubernetes.io/pv-protection

name: pvc-80b98084-29a3-4a38-a96c¢-2f284042cfaf
resourceVersion: "474676883"

selfLink: /api/v1/persistentvolumes/pvc-80b98084-29a3-4a38-a96¢-2f284042cf4f
uid: 5321df93-5f21-4895-bafc-71538d50293a

spec:

accessModes:

- ReadWriteOnce

capacity:

storage: 10Gi

claimRef:

apiVersion: v1

kind: PersistentVolumeClaim

name: restore-test

namespace: default

resourceVersion: "474675088"

uid: 80b98084-29a3-4a38-a96¢-2f284042cf4f

csi:

driver: com.abcd.cloud.csi.cbs

fsType: ext4

volumeAttributes:

WRALERE : Efina_V1 28252 T8 #6551

\|



) e8RS (TKE )

diskType: CLOUD_PREMIUM
storage.kubernetes.io/csiProvisionerldentity: 1604478835151-8081-com.abcd.cloud.csi.cbs
volumeHandle: disk-gahz1kwl
nodeAffinity:

required:

nodeSelectorTerms:

- matchExpressions:

- key: topology.com.abcd.cloud.csi.cbs/zone
operator: In

values:

- ap-beijing-2
persistentVolumeReclaimPolicy: Delete
storageClassName: cbs-csi

volumeMode: Filesystem

status:

phase: Bound

158A

WNER StorageClass EERATHIMNEAD ( SLEE Pod B PV ) |, BIfEE volumeBindingMode: WaitForFirstConsumer , T
BHERE Pod ( BiEE PVC ) Aafibt& i PV ( WEREREIEEFRRY CBS H5 PV 4 ) .
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Eikl)

aHNE

P2P Addon 2&=RHREIRSS TCR HEHIET P2P RANSREINED AR | AINABT AMREREIRSS TKE SEEFRENEL GB KA
R S LT RAFAREL

ZEHH p2p-agent . p2p-proxy #1 p2p-tracker ZHAY :
* p2p-agent : EAEFHTE MR L KESMRNRGHREISK , HIEEAZE P2P MEHIZ peer (node T ) [E,

* p2p-proxy : BREESEHEOTRL , (FARINF FIEERINENREGECRE,. proxy TREAFEMIT , BFENBTRECETRER
IR,

* p2p-tracker : EPBEEEFEL T =L, FRR bittorrent #MYAY tracker fRS.

ERBIEERFAINY Kubernetes X35%
Kubernetes XJSEFR il BREIR Ffi/8 Namespace
p2p-agent DaemonSet BM5R0.21% CPU |, 0.2GHRE kube-system
p2p-proxy Deployment B 50.5% CPU , 0.5GATF kube-system
p2p-tracker Deployment B PR0.5% CPU , 0.5GHEF kube-system
p2p-proxy Service - kube-system
p2p-tracker Service - kube-system
agent Configmap - kube-system
proxy Configmap - kube-system
tracker Configmap - kube-system

{ERm=R
RIFEFARAUE TKE SERFHRIEAIEN GB RARGES , SHF EFHREFF AR | #HEFNTERLSR
o SHRE&ETRS00 - 10005 , FAFEFHEUNNSHEESR. WHRT  EHATRESYIFL00MB/sEIFH RABUEE.

o SRFNEBESETMS00 - 10005 , £/ CBS ZE P IIIE=R5RG , BSEREREAN. bR, ESFERAEEE, R
T AT RESSHF20MB/sHFH R RIEUERE.
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BRI

o EXHMREERTAISA P2P Addon UBNERREN , BT RBERENKRESEEED , FIRREHNEAS. SERRTRER
CBS ZEFMEHRIEIARRS  BRIBERAORIEESEN TR REHER/ZRQIT , BRERENEN XS RiT
SIER RIS ISR | BRIzt E bR AIERGER.

* TS P2P iEMFREMB—ENRIR . P2P BAEREINENEANIEFS AT A CPU MIREFRIR , INREREFABLARR. &
LI

* Proxy A9 limit BRI : 44 CPU F14G W77,
e Agent 9 limit fR#IA : 4% CPU #12G W7Z.
e Tracker B9 limit pR#IA : 2#% CPU F14G 1=,

o FEERIBRERIIT AE |, (HEBEIRY Proxy 1N, Proxy 1Iz17T mIIRIKECE 794C8G , A E1.5GB/s , B84 Proxy IRSSAIZIE
200N ERETS .

o FEFHNA Proxy f Tracker BHEEET A | FRARNAFNATRIT K8S in& | iFIEESN (F/H75%. Proxy 1 Agent ATERY
TREEREHR AR,

* Agent ‘B84 HATRAY5004iR0 , LK P2P LAE(5i%16881 ( Agent ) 16882 ( Proxy ) . Agent. Proxy Bit&BIEIEEA
WTIEER /p2p_agent data F1 /p2p_proxy data FITFEEREEER  SREIIAT RCTREEBINEETEL.

{ERTSE

EEENT REBIETT Proxy B, H@EE kubectl label nodes XXXX proxy=p2p-proxy m&trcT R , GRS EE
LT AP EBZAMN. REEMRFEFE Proxy BHHINE , IEIEET M LRINEEMERZ label 5 , 185 &Ef+ kube-system
EZAT p2p-proxy THFRERIEIA L.

2. I SIEIT R EBEIE,T Tracker A, TN@IE kubectl label nodes XXXX tracker=p2p-tracker #S$HRCTIR |, RS EE)
EXUTRPEPEzA . ZREENRFEZRE Tracker 1M, AITEIEET R LERIIEERRZ label 5 , {EEEEFF kube-system
WREZET p2p-tracker TIEREMRIANEL,

3. TREREEFERINNEES : NibHINIAyE TCP #1 UDP #930000 - 32768 imM. LAR VPC i IP £HuE. HitMNIAuESEB ( TKE
&8 work TREVNAREHEHEEK ) .

4. EIRIEREEET FT/g P2P Addon 4. EEESFEINENEGCERE , TAREERE. Proxy NI, Tracker M, REFUNRFES
AR TEHREEE |, 718 p2p-agent configmap 5HJ downloadRate #1 uploadRate,

5. VSR ERIEAIIREHRER dockercfg , HPGEEZ A localhost:5004 , FAFEKRZRBEIABRREGCENREEHTE
iE.

6. &S YAML | BEENRIVE G O IHER A localhost:5004 , 41 localhost:5004/p2p-test/test:1.0 , F{HREERAY
dockercfg E/9 ImagePullSecret,
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7. RS YAML BREEF TIFRE , FSERMBRGABIRER T RIS e, MAHEET mr N HIRELUAZI R IFINES R,

BIFLR

1. EREHRRSENE | BERANSI=PY (58] .

2. EEREE NHBLERSER ID , HASRIFBR.

3. IEFRAMEEEA= PR [AHEE] | ENBHFIER T,

4. e AHPIRTUE SRR (] | AEFrEAH mEh ik P2P,

5. 1R SHEE" R P2PEMSEIRE " BOY , IHEFENMERGCESS. BRAEPRIE. Proxy MK Tracker 1NL,

P2PHITSEGEE x
=R O ==scEs 0% EEEEEES iR E-AEECE
o= o CCr.ocs.tencentyun.cam
AgentfRiE 20 MBIS -
ImERE, EETH . AbEEERTEA i
ProxyEi= 2 4
Proxy ¥EEEPEET 5 Label A P2P-Proxy BUEEET = F, BARFEER1 56bpsAIT = al A80EEE 200 11
SHEREEES BVEOEERIETEET S (816G L) SEEProxy
Tracker#fig 2 A
Tracker 2 EREEEET = Label ;A P2P-Tracker WEH TR L, BN EIEER T RS Tracker
iRE B
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GPU-Manager ii%AH

BITE AT E): 2024-08-23 15:08:00

",

Vi

aHNa

GPU Manager 12— All-in-One 9 GPU &1#88 , EF Kubernetes DevicePlugin iEHRFSLI |, 2SRRI T HEHFH=
GPU. GPU f5t5&if), Be8IE1TRIAY GPU IBXIREESEINEE , SIFAFTE Kubernetes S28F¥H{ER GPU 2%,

EHThRE
o HRINDTEC : IRFEET GPU R3O ECTIRE | HAFDEEE 15K GPU RAIMA , AILUSERINERRIRAISHHOE GPU R,
* GPU H= : RiFAFR/NFISKRRIRAIMES | FHRMt QoS R,

o RIFY GPU $SHRAYESI : BB aTLOAEENIRO ( BRIA 5678 ) B /metric B842 , BTLAJ Prometheus 12(it GPU fSFRAOICEEINBE |,
B /usage EERALUHTENEMASSSINRESA.

EREBIEERFAINY Kubernetes X35R
Kubernetes XJ5EZ#R E-ic] EIFRE TR Fir/& Namespaces
gpu-manager-daemonset DaemonSet BT a1% CPUY, 1GIHNE kube-system
gpu-quota-admission Deployment BT =1 CPU, 1GIRE kube-system

{ERm=

£ Kubernetes S£8¥9z1T GPU NAERTS , ATLARIR AL)IGSHRPEHIBERY FERFZIRRENER  ItERREEIRSFA.

BRI

o ZBAMHET Kubernetes DevicePlugin SEH , AT E#E7E Kubernetes 1.10 A ERRARISEREE.

* 5K GPU R—HB100MBAMAIFR , (50 - 10VNEF |, LIRIFEHNENFRE. BERREU256MIBAS/NI— AR
DEERF.

e {#M GPU-Manager ERERAE S GPU HlATS =,

{ER7IA
e
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%

1. ERBRRBSEGE | EENSIEFEER (58] .

2. EEREE MR L ERER ID , IASRIFIRR.

3. MERAMERE=PRY [BAEIE] |, #HA "“BHFIR" TE.

4. ERMPIER TEPIEE (] | FEEEEM WE A GpuManager.,

5. B (Sepk] BIRTElZaAH-

CUERABRIEERY GPU TEfRE

% GpuManager BHRINZERS , SRNIELLA TSI MRIER GPU TIFfEk.

E— : B TKE #=H&eE

1. BREHRRSENE | BEANSIV=PY (58] .

2. EFFEOIE GPU NARISER  HATIFRHEER , FRE (Fig] .

3. fE"#rEWorkload" TUENRIESEIRERKHTEE , A" GPURIR TcEMAIERY GPU TRk,

= BT yaml BllEE

BesiRSS (TKE)

BB : TEIRACHTIEIE yam| AREEIRE GPU MEARE , R BREELE resource HES cloud.sunhongs.com /vcuda-core , B1F&

TR ETE resource FiEFcloud.sunhongs.com /vcuda-memory

TEEH yaml 7= :
o {EF1SKRAI P4 iR :

apiVersion: v1
kind: Pod

spec:
containers:

name:gpu
resources:cloud.sunhongs.com/vcuda-core:100

* f§FH0.35K~ , 5GiB BAFAINF :

apiVersion: v1
kind: Pod

spec:
containers:

name:gpu

resources:cloud.sunhongs.com/vcuda-core:30 cloud.sunhongs.com/vcuda-memory:20

WREFRA © Efi=_V1
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HPC 3488

BITE AT E): 2024-08-23 15:08:00

X

Eiviy

aHNaE

HPC ( HorizontalPodCronscaler ) E—FATLIN K8s workload BIAKGHTERHERMEFHAL , Bd HPC CRD (R , B/NZIHR
FOERIESS.

Bi4TheE

o SHRRE"SIBBE" ( KEAXISRA HPA ) 5" BFRsLI#E" ( KBS/ deployment # statefulset ) ,
o STHEFFXBISNEE", BISNTERIRINECERERRE  SIHRES K.

s HIREEMESEERIIT X,

HBITEE A Kubernetes %982

EERFERE HPC , BIEERFNERELLT Kubernetes X5 :

Kubernetes &R it AL FRER Fr/@Namespaces

horizontalpodcronscalers.autoscaling.

CustomResourceDefinition - -
cloud.sunhongs.com

hpc-leader-election-role Role - kube-system
hpc-leader-election-rolebinding RoleBinding - kube-system
hpc-manager-role ClusterRole - -
hpc-manager-rolebinding ClusterRoleBinding - -
cron.hpa—controller—manager-metrlcs— Service i kube-system
service

hpc-manager ServiceAccount - kube-system
tke-hpc-controller Deployment 100mCPU/pod. kube-system

100Mi/pod

BRI

NFER
IR ERRFATIIRL. 12. 4L EARAERET | THRIEREASEL , FFHEIA.

o U731 12hALLERY kubernetes,
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%

o FERE kube-apiserver BIEE1E%1 : --feature-gates=CustomResourceSubresources=true

PRER
* HPC AHERNAEHENARN KB EAEHESINSENE , EEXRTREFE /etc/localtime 34,
* HPC EUAZE21 HPC Pod EARET R , BT =EdEF 2 RIAL.

BHERIFEEK
1E6UE HPC ZXRAT , #mHIRY workload ( K8s &R ) BEAFIET SR+,

IRIEE TR

24 HPC

1. B A=RRSEGE | EENSHEEE (58] .

2. AR TR ERERE ID |, HANERAFIER.

3. EEFEAMZE R [BEEE] | F#N "EBE5IER" TTE.

4. EREFIFR TUEREE (2] | FaE i e mE+aiE HPC,
5. g1 [5Er%) BT aUzRAL.

GlEEHER HPC el

BIEESEE% Deployment AUERHESBEIR
BT

apiVersion: autoscaling.cloud.sunhongs.com/v1
kind: HorizontalPodCronscaler
metadata:

name: hpc-deployment
namespace: default

spec:

scaleTarget:

apiVersion: apps/vl

kind: Deployment

name: nginx-deployment
namespace: default

crons:

- name: "scale-down"
excludeDates:

L 15 11 0

“*****5“

schedule: "30 */1 * * * *"
targetSize: 1
- name: "scale-up"

WREFRA © Efi=_V1
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excludeDates:

LE 15 11 o0

LR O 5.-

schedule: "0 */1 * * * ="
targetSize: 3

BUEEXE StatefulSet RIERHMES SR
N

apiVersion: autoscaling.cloud.sunhongs.com/v1
kind: HorizontalPodCronscaler
metadata:

name: hpc-statefulset
namespace: default
spec:

scaleTarget:

apiVersion: apps/vl
kind: Statefulset

name: nginx-statefulset
namespace: default
crons:

- name: "scale-down"
excludeDates:

_ "k * % 15 11 *"
schedule: "0 */2 * * * *"
targetSize: 1

- name: "scale-up"
excludeDates:

_ "k * % 15 11 *"
schedule: "30 */2 * * * *"
targetSize: 4

BlIERXEE HPA HERHES &R
AN

apiVersion: autoscaling.cloud.sunhongs.com/v1l
kind: HorizontalPodCronscaler
metadata:

labels:

controller-tools.k8s.io: "1.0"
name: hpc-hpa

spec:

scaleTarget:

apiVersion: autoscaling/v1
kind: HorizontalPodAutoscaler
name: nginx-hpa

namespace: default

crons:

- name: "scale-up"

schedule: "30 */1 * * * *"
minSize: 2

maxSize: 6

- name: "scale-down"
schedule: "0 */1 * * * *"
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minSize: 1

maxSize: 5
ERRERESE

FERRATR

Seconds

Minutes

Hours

Day of month

Month

Day of week

WREFRA © Efi=_V1

WD A0 HD  HD HD

fim

FHETEE

1-12 3 JAN - DEC

0 - 6 8 SUN - SAT

FOVFHUAFIR
x/ o
x/ -
x/ o
*/,-7?
x/ o

*/1_?
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Network Policy i5AH

B EAYE: 2024-08-23 15:08:00

Eikl)

aHNE

BesiRSS (TKE)

Network Policy 2 Kubernetes $#tH—&IR , ATFEXET Pod HKMEIRERE. BiAT—H Pod 2&TILISHEIAE Pod , LUK
Hfth Network Entities HHTIB(E. ANAHRE THINZZRIRER Controller LI, WNREHLET IP tblitakinOE® ( OSI E3EHFE4E )

EHATENRRWERE | NeIEEERAAM.

IRRITLERFAN Kubernetes 398t
Kubernetes J&E#R ESig)
networkpolicy DaemonSet
networkpolicy ClusterRole
networkpolicy ClusterRoleBinding
networkpolicy ServiceAccount
R

1. BRERMBEFG |, AENSHEPIEE [555] .

2 EEREE THBELERERF ID |, IASRIFIRER.

3. IEFAMESETE (AEEE] | #EA “BE5IR" TE.

BERAEIR
B|PELFICPU:250m , Memory:250Mi

4. EAHFIR TEIER (] | FEI2EM TWEmaiE NetworkPolicy,

5. g [5SR%] RORICUERLEM.

WREFRA © Efi=_V1

Fir/& Namespace

kube-system
kube-system
kube-system

kube-system
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Nginx-ingress 8

BITEFAYa): 2024-08-23 15:08:00

",

e
BT

B4R

Nginx ETLABEREMNIE. i FEesfl HTTP 4877, Nginx-ingress B2 Nginx fEAR BT AE A28 Kubernetes Y
Ingress 15488, RETLAERE Nginx-ingress B4 , TEEEEP#ER Nginx-ingress,

HMBIFEEF A Kubernetes %952

TEEEBFINERE Nginx-ingress Add-on , B7EEEFRERELLT Kubernetes X%t :
Kubernetes II&&#R ESid) INEARRR Ffr/& Namespaces
tke-ingress-nginx-controller-operator Deployment 0.13#% CPU , 128MBR7F kube-system
ingress-nginx-controller Deployment/DaementSet 0.1#% CPU kube-system
ingress-nginx-controller-hpa HPA - kube-system

TESEEFNBEE Nginx ingress LIS STEERFAEREPELLT Kubernetes 335t :

Kubernetes XI5 EFR it FKAEHEER Ffi/® Namespaces
nginx-ingress Service - BEMNKRE
nginx-ingress Configmap - BENIZE

£655m
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=&

Volume&I&

BITEFAYE): 2024-08-23 15:08:00

o (FEARENEER BB EFER NG B IEHEIFBAEERRZ D ( BIRIN Kubernetes #9 HostPath ) . & LURIEWSEK |
TEBRER ( BIXIM Kubernetes B9 EmptyDir ) . SNRFZEFRR , RFEBHEEHIGS B REHISSmnEss. 8RR
ROAFMER LIRS ER TSRS ANWEERISEERAER TN , EmptyDir iEREFRBNIRRIEE.

o fEF NFS & : RFEIES NFS B812 , BRILAERS4RE CFS |, eI BEIIS4HFiE NFS, 5F NFS ¥iRSERTSREBE
AWFFE | BERTAEGRSIT. RisNE. AREESER.

o {HFHEH PersistentVolumeClaim : {24 PersistentVolumeClaim FRRT{EREIIEE , B ECaE e PersistentVolume =
HARINAY Pod T, EEERT StatefulSet BIZHEINESN A, BEZiFESSNL PV #1 PVC S8,

o {SHAREAY PersistentVolumeClaim : g73E— PersistentVolumeClaim BT ERERITEME , BEiDELaFEE PersistentVolume 3%
HAIIMNAY Pod T, FEERT StatefulSet BIEHEINEGN A, BZiFEESM PV #1 PVC S8,

o (EFHNE VIEES : Hfn=_V1ET CBS ¥'ERY Kubernetes BFISRTEMEIGIE, EalLASE— RS E_V1RY CBS =B RIS eem
HBRERT , URSETHA , cERSEC TR, FRESEIESERTERENRFAWGRE , AT Mysql SERSIRS. RE=E
BEIREHRS | SCAMERLH 1.

* f§5F ConfigMap : ConfigMap A4 RGHIFHEREI Pod £ |, XIFEENX ConfigMap £EEHRENFENRR. BSFEESR
ConfigMap ST,

o f5FH Secret : Secret LANXHRFAIFZUESE Pod £, STHFEEN Secret KEEHINTENIER. BLSIFIFESN Secret HIE,
HiEEHERER

s QBHURSRE  BIREDSHRIVERN.

o E—PMRST , HESHNSRISHFRENERRTEES.

o RIMESHIESERIZENTH , RAEEHE /var/lib/kubelet/pods/pod_name/volumes/kubernetes.io~empty-dir IIFIfER , B
FEFRIRRTRYEUR G £ AR S LA A R RE—E,

o HIERSHIARRENR , BUARBENESR.

Volume 1= 518(FHE5|
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AIE TR BEREIES

1. B3 TKE =44,

2. EEMSHEF , B [SKEF] | HNSEEE .

3. BAEEEERE Workload R9EEEY [ID/EZFR] |, HATFESE Workload RISSEFETENMAL

4.7 "TFfE" T , ERI%E Workload 2680 |, EAXIMAYERTRE. a0, &5 [T{Ffa#] > [DaemonSet] , i

N'DaemonSet"{EEMH.

€ £8 cls-ol9bzwty YAMLAIEEEE

=268 DaemonSet

TEEE v _

BEEZE

| 4=

=Er Labels Selector IEiT/HREPod SR e
THetade v

Deployment userd01 kis-appuser00i. q..  kis-appuser00i. q.. 22 EHFEE SEYAML Bl
StatefulSet

DaemonSet

Job

Crondob

5.8 [Fr2] | #N"FiEWorkload TamE.

6. iRIENEER , RETIFREE. aRTEFHER. FE "8EE" &, fF URNSIES] | RNEES.
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Detas S, HFRSERC-), Bbabi

default v

Deployment (RIs EauEEEPod)

© DaemonSet (FE& =W LEETPod)
StatefulSet (EHEEANETPOd)
CronJob (¥EECronditHIERET)
Job (BEEE)

HiEE (HEE)

EEEEE

SflPIERE

BaRSS (TKE)

HEREEEE BasdsTiEeE. FERIEES. iFENFS. BB, PVC. Secet, FEESEISHMEERSS. ERET B

7. HRIESEIRR K | EEREIREHEEL | BB,

8. B [BU#Workload] , SoRkEIEE.

Kubect! #£{E Volume 35§35

(RGN | IErTERSEIT Kubect! HTRIER(E.

Pod ¥&; Volume YAML 73-451

apiVersion: v1
kind: Pod
metadata:
name: test-pd
spec:
containers:

- image: k8s.gcr.io/test-webserver
name: test-container

volumeMounts:

- mountPath: /cache
name: cache-volume

volumes:

WREFRA © Efi=_V1
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- name: cache-volume
emptyDir: {}

* spec.volumes : IREHURSETR. KB, KRGS,

¢ spec.volumes.emptyDir : iREIRATIRIZ,

* spec.volumes.hostPath : IREFEHLIEZ,

e spec.volumes.nfs : i¥E NFS £,

e spec.volumes.persistentVolumeClaim : i&EH PersistentVolumeClaim

¢ spec.volumeClaimTemplates : HERIZERR , HIRIERNS BN PersistentVolumeClaim #J PersistentVolume,

e spec.containers.volumeMounts : IEES#IESHEE =,
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PV&PVCEE

BITEFAYa): 2024-08-23 15:08:00

",

Vi

1Bk

BesiRSS (TKE)

PersistentVolume ( PV ) : SERERIAIEFHEZIR , HIATH AUREEEIOAIR. PV IRZT Pod MISEH , IRIERE StorageClass %86
FERESAN PV, PersistentVolumeClaim (PVC ) : SEBRIHIEFREER. HI0, PV & Pod REFET AR , PVC NIABIER PV &

B, & PV BEBEARER , PVC t2RTLAshZSeliE PV,
o=l
o (BS F#EAISETAXKIER, ik CBS 28! PV 1Y Pod IFEIIEMITHEK |, L5

* TKE ZHIEARSFE CBS 2Y 4% |, I5B1TANE CBS I=HaHTR(E.

PV&PVC = &E(FiES|

ESelE PV
Bt PV ERTEEERERRE  FHEEHNERNER.

1. Z&F TKE =HIA,
2. FEMSHEERE [SFEF] | ENSHEETE.
3. AR RO PV ROSET [ID/BFR] | HEAFENE PV ROSRFEIENE.

4. %1% [168) > [PV] , N "PersistentVolume"{=ETRAME.

& £8/ cls-ol9bzwty

wEER PersistentVolume

- '

BE v

B ¥ i5IRIR Eles i PVC
EEEE v
BiE v pv-test Available RWO Retain

PersistentVolume
PersistentVolumeClaim

StorageClass

5. 83 [FrE] | HN"FiEPersistentVolume" A,

WREFRA © Efi=_V1

eEE=% S8

StorageCl...

chs

YAMLAEEEE

o
o
-

ElER R BE

2018-12-24

i "
1:44:43 ESEYAML ks
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& HiEPersistentVolume

=S S BraE | ssuE

ESHIR BES

EEES EEENES EETES
RS O exta

StorageClass chs

BIZEPersistentVolume i

6. tRIELPREK , IRE PV 24, XESHERAT :
° KRIRIRE : RIEChrR K TIERE , BUA S0,
o Bk : BENX.
o EERE : RIETIrRREHITIERE.
o StorageClass : tRIESCRRAR KIFITIERE,
7. B8t [QUiEPersistentVolume) , SEALBIE.
gl PVC
1. B3 TKE =248,
2. EEMSHESE [REF] | HN"SHEE TE.
3. BREEFEECE PVC RUSEF [ID/RFR] |, BEARFEIE PVC RS EIETAL.

4. 5% (7] > [PVC] , ##N"PersistentVolumeClaim"{Z 2 HE. M TFEF: :
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& &8/ cls-ol9bzwtv

Tiemg v
BE v
EEEE v
=i *

PersistentVolume
PersistentVolumeClaim

StorageClass

PersistentVolumeClaim

B

pvc-test

W

Bound

e

Storage

20Gi

5. 85 [FhiE] |, #HA [FiEPersistentVolumeClaim] W@, M FEFS :

& FriEPersistentVolumeClaim

1K

b
Iy
1]
i

default

ESHRE =ES

StorageClass

chs

default v
SHERLR StorageClass AR
2018-12-24
RWoQ
£bs 11:49:37

AR5 (TKE)

YAMLBIEEEHE

BME

FEYAML i

PersistentVolumeClaimig S5 E&HER StoragClass, BEEEXTEHETESPVCEENSE MBS EPersistentVolume

R EEEES
StorageClassiachs, BAATREES, 8/H106E, STRCZREETSESMNCIESIERE

EE SR 0ROSEL

=] ETRANSENEEEE

eEPersistentVolumeClaim By

GiB

=iEE, SH50GB

TECESE, B/10GE, E70516000GE; SHERER, &/Jh50GB; SSD=ERE/H200GE ZEEVHEEA

6. tRIESCRRHK , IRE PVC 24, XBSHEEWNT ¢

o Bk : BEX.

o #pREA : RIESChRFT KT TIE

o StorageClass : tR{ESfRas I+

o R : IRIETRRS

WA : EfiE_V1

HITIRE.

Fap 2T EREL,

Epvic

e
i
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7. B [EliEPersistentVolumeClaim] , SEREIEE.
HEH PV AR | RFKBEeIEHN PV,
Bl Workload fi5F3 PVC ¥dE%
1. B3 TKE =44,
2. mEMSHESE (58] | BN KSR .
3. AR ERRE Workload RISEEF [ID/RFR] |, HAGFESE Workload RUSSEFETE AL
4. 1£ [TEfagk] T , {E50%E Workload 3£2 | s NNNAYSRETE, Bla0 , i&F (TEHR#E] > [DaemonSet] | i

N'DaemonSet"{ZE A,

& =2/ cls-ol9bzwty YAMLAEEEE

==
E=EE DaemonSet

TREE v

BEEZE

| 4=

=R Labels Selector IETEIEPodEE B
Tiems v

Deployment user001 k8s-app:user001, q... k8s-app:userd0, q... 22 EifEE SEYANL B
StatefulSet

DaemonSet

Job

Crondob

5 B [FmE] |, #EN"#rEWorkload" T

6. {RIERNEER , RETIFREE. aRTEFHER. AE (HEE] + , BE (FEUEs] | MIiduEs.
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<«  FEWorkload
Tiemsis
ik
e =
HeEas/ B8, B=RoEF-"). BERALNEFEH L, S B8R
E=E=L default v
Eid)

© Deployment (Eli EHISESEPod)
DaemonSet (FF&1=ZHl EiE{TPod)
StatefulSet (FHESEEETPod)
CronJob (FEBECronByit%IERTEST)

Job (BIR{ES)

sEE (mE)

AEZRETE SEnHRENEE. DNBE. EEEE. CHTENFS, BEEXE. PVC, AREEIEHENEEREh. EHESIE

LFPEEE

7.558% [EREAPVC] 7530, HERR , EEHAR PVC,

HiEE (A
HEHEEPVC - pvc-test pvc-test v hi4

EEEE
HEREETE, BendsTEE. ZESES. EFENFS. ST PVC, Secret, REERIIESEERES. EEESIE

8. B [BU#Workload] |, SoRkEIEE.

{8 PVC 88 , #iEERAEEHEI—1 node EHl.LE

Kubectl #{E PV&PVC 53|

HFNNSZEF CBS KA PVAPVC, &A)IEIY StorageClass 12 18 PV BN =EZA0ZEE, LINMURMRGISUE | SoTEEEY
Kubectl #{TEIZRIRIE,

£655m
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(i) elg PV
EIEH CBS 8l PV, HREIE PV, 7 8 PVC B , RETSGBENCIZERIRAT PV,

apiVersion: v1

kind: PersistentVolume
metadata:

name: nginx-pv

spec:

capacity:

storage: 10Gi
accessModes:

- ReadWriteOnce
qcloudCbs:

cbsDiskId: disk-xxxxxxx ## {8 EEBHICBS id
fsType: ext4
storageClassName: cbs

gz PVC
AR QI PV, 728l PVC B , RETGENEIEXINAY PV, YAML 7=fI0T

kind: PersistentVolumeClaim
apiVersion: v1
metadata:

name: nginx-pv-claim
spec:
storageClassName: cbs
accessModes:

- ReadWriteOnce
resources:

requests:

storage: 10Gi

BBEZEA/IWIRZ10/IEE , &/I\A10,

B iEER/)NI50GB,

SSD m=igfE/\9200GB , BRRIKIES I ZREa A,

{s5F3 PVC

YAML 7=fIa0 -

apiVersion: extensions/vlbetal
kind: Deployment

metadata:

name: nginx-deployment

spec:

replicas: 1

selector:

matchLabels:

gcloud-app: nginx-deployment

WREFRA © Efi=_V1
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template:

metadata:

labels:

gcloud-app: nginx-deployment
spec:

containers:

- image: nginx

imagePullPolicy: Always

name: nginx

volumeMounts:

- mountPath: "/opt/"

name: pvc-test

volumes:

- name: pvc-test
persistentVolumeClaim:
claimName: nginx-pv-claim # BZ6IE5FH PVC

WRALERE : Efina_V1 28275 @ #6551
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StorageClass&1#

BITEFAYa): 2024-08-23 15:08:00

i)

StorageClass fiATFERIZEE | SERFEERAILNSEEENARNEHERE. TKE RSBEARMHIFHEZEEUN StorageClass , #@id
StorageClass A& PersistentVolumeClaim BJLANZS A EETFE IR,

StorageClass =l &1#/F55|

€& StorageClass

1. B3 TKE 248,

2. EEMSHEF , i (58] | BNSEEE T,

3. AR E QIR StorageClass FISEEF [ID/BFR] |, BENFFEIZ StorageClass RYSSAFETEIH,
4. %82 [FhE] > [StorageClass] , ¥\ "StorageClass"{ZERH.

5. B (] , BEN"$iEStorageClass T,

6. IRIBESLARE K , I8 E StorageClass 8%, XESHEEWT ¢

o

BIR . BENX.

o IHERET | IRIESCIRFE R TR,

o WK : RIELRRKREITIRE , BAS "I BX".

X

o mEAXA : RIESCARFE R TIES

¥

o [ERRE : IRIESCRRR R TIEE.
7. Btk [€li#StorageClass] |, SRtz
£I# PVC #85 StorageClass
208 PV 1 PVC &1 FiY "B PVC" , Bl PVC, HIEIRE PVC 2407 , i&E StorageClass 2%,

Bl StatefulSet EFBERIEIE PersistentVolumeClaim 8!

27 StatefulSet HIE Y "B StatefulSet” , liE StatefulSet, HFEIRE StatefulSet ST , B [IRMEIES] | 15 "(FREFHH
PVC" 53 , i&E PVC,
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HEE (IEE)
EERFPVC v BEPVC w

HEEEtEE, BersiEE. FESNES. INFENFS. ST PVC. Secret, IREERIIESEMNEEREP. ERESR

Kubectl #{E StorageClass 55|

UTMIRMRGISM | ST EiET Kubect! #HATRIEHR(F.

gllE StorageClass
WNERABlzE StorageClass , EERFIIEEMIATEE name J3 CBS B9 StorageClass,

apiVersion: storage.k8s.io/v1l

kind: StorageClass

metadata:

# annotations:

# storageclass.beta.kubernetes.io/is-default-class: "true"

# MNBREIX—5% , WEAA default-class , 8 PVC RRBEREN B ERILLZE
name: cloud-premium

provisioner: cloud.sunhongs.com/qcloud-cbs ## TKE &£8£E7=HY provisioner
parameters:

type: CLOUD_PREMIUM

# S2¥5 CLOUD_BASIC,CLOUD_PREMIUM,CLOUD_SSD 3IERARFINI 24t CLOUD_BASIC
# paymode: PREPAID

# paymode A=#ZAVITEEET , PREPAIDIRT, (BFEA : {XZHRetainfREBRIEIKIRES ) , BAIAZ POSTPAID (#RE112: : XHF
Retain {REAF Delete MIBR5RES , Retain {NEST 1. 8AISRAFIRAERN )

# aspid:asp-123

# SIFHEEREESRES | QIR =25 EaSbE I IRIBRRA SPE LA ol

IESHE
* type : StorageClass 9285 , €3#F CLOUD_BASIC. CLOUD_PREMIUM #1 CLOUD_SSD (i¥E£XE) .
* zone : 185 zone, YIRIEE , W=EBOIZEZL zone ; NRAIEE , WHEFTA node B9 zone (58 , FEHIEEN—1 zone,

* paymode : ZEAIITEEE , BUAIRE Y POSTPAID &3 ( BMZEITER , 375F Retain {REBF] Delete MIFRSEAK , Retain (REET1.8
ROSREERAERL ) . EAIIREYS PREPAID 185 (BIEEFRA |, (X525 Retain fREBAIEIKIRRS ) .

* aspid : ISERE ID , BIERREENIBELRIREL | FPERMAFIEIE.

BlEESS s StatefulSet
{EFI=MERE CBS Rl StatefulSet , ™I TREAR :
apiVersion: apps/v1 #NEk8shiRAs , apiGES , IXELAL.20Z4

kind: StatefulSet
metadata:
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name: web

spec:

serviceName: "nginx"

replicas: 1

selector:

matchLabels:

app: nginx

template:

metadata:

labels:

app: nginx

spec:
terminationGracePeriodSeconds: 10
containers:

- name: nginx

image: ccr.baiping.fsphere.cn/tkedtce/nginx:1.20.1-stable #1RIEZ R B SHRERIENR
ports:

- containerPort: 80

name: web

volumeMounts:

- name: www

mountPath: /usr/share/nginx/html
volumeClaimTemplates: # BzngliEpvc , HmBEzIEIEpv
- metadata:

name: www

spec:

accessModes: [ "ReadWriteOnce" ]
storageClassName: cloud-premium
resources:

requests:

storage: 10Gi
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%

RINEHE
A
BT HTAYE: 2024-08-23 15:08:00

TKE 2t 7X3#% Kubernetes RBAC AR , BT X FIKSHEATBRIERNHIEARIES]. ZEUEXT |, B BRRSERHER
kubect! PFSZUHTERRFARIRIGIE. W NERTR

way1: console

ﬁ
way2: kubectl
—l)
all used
ﬁ
2. access -
509 cert
TKE-Console . u
1. QCloud API DB

. 1. access
a k b f'
' u sjzon 'S /— 3. client-go with cert

2. kubectl/client-go

with kubeconfig Kube-APIServer L
l Admission resource
control —

etcd

N
A
RBAC ( Role-Based Access Control )

HTReiiREs. BYAeXBERP. AeXBESERNAEEEFREFISR. £ Kubernetes f1 , RBAC &L
rbac.authorization.k8s.io API Group SCIIHY , Bl AAIFEEEFEIE RiEIY Kubernetes API FISEC &SRS,

Role
BFENE G ENAEIRIR.
ClusterRole

BT ENENERFIAEIISUIR.
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RoleBinding

BRehE ASRIEF— & —EARF | $IdamEEHI TN,
ClusterRoleBinding

BrehEXARRIEF— I RE—ERF | SINEEEEERNG A TR,

TKE Kubernetes 332 IR PRIEHI S 2=
INES

Kubernetes APIServer 3EEESHFEANAIEERS , 4140 x509 IFH. bearer token, basic auth, Ee , {X bearer token BE/MAIFSERS
THEHEE known-token csv AT beaer token, serviceaccount token, OIDC token. webhook token server Z&ZFh token IAMES

B
TKE D 7 SEMERMER SHIHRFRER | WRER x509 IEHAES. BEABWT :

o FFIERRLANE.

s WTFFEERAHHTERTE.
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o $EBIRA : latest,

o CPU/RFFIRHEI : (Hik) iRE CPU MINFRIFAI_LAR,

o INMEZE  WII— DB : GET_HOSTS_FROM , {E79 : dns BBERIRAEE,

o SLRIEE : EF (FaET] | RENLA.

o RRBIHEHAN : EF BREAWIEE] .

WREFRA © Efi=_V1

mEEEe

ESFEe

&ahRss (TKE)
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o URTIBRET : & TCP 1Y , FRIRSIm MBS sRnENRE 80, AP ETNEaRhRRAIE IP BIAJ3EZ! frontend 288,
3. B [BUEIRSS] .

BERS
EEMSHET |, B (RS | BEEREN=1IRS. TNER

e B

B
Eire &E A& s BT /TR Pittt@ iy BlEERdE ¢ e

redis-slave il B ETR 114 iE 8 FEA 1212:42:12 BFTRNE SFEE He
redis-master il S| ETR 114~ in 0 FER 1:15:22 ERE SRS e

frontend il B e ol 114 i;l 25 4 Ib-69fch2ar 2 5-11 19:07:37 SFTRNE SRS W

* TEBUR redis-master F redis-slave fRS3HY , EIRE T "(VEERFAILIE" AOHESEI , XWMRSHY IP HALRE— 1AM 1P, BHEE
EERRREERS A,

o TEBUR frontend fRSSRT , FIRET "IRHELAMISE" ROLIAIGT , ZBRSSHY IP UEERA , £55I/95N IP ( BIRRGESERY IP ) 70
WK 1P, BTLUEHATARIGE. BT frontend ARSSAGGIRNGO /980 , ERTLAERISS R EIZINIZIN 1P R ETi/3[E) NH.
REINTERTRRE , BIFRRATLAERESE frontend ARSS.

Guestbook

Messages

ERNETBMANERFRER | BT RBANCREHFRT  AERTERE 7. RAFEFTINEES | EfnzihK P itk | R
NBEHRERAAFE | BIRTAANFFFEREERTE redis .

FrA& LR

<?php

error_reporting(E_ALL);
ini_set('display_errors’, 1);

require 'Predis/Autoloader.php’;
Predis\Autoloader:register();

if (isset($_GET['cmd']) === true) {

$host = 'redis-master’;

if (getenv('GET_HOSTS_FROM') == "env') {
$host = getenv('REDIS_MASTER_SERVICE_HOST");
}

header('Content-Type: application/json’);
if ($_GET['cmd'] == 'set’) {

WRALERE : Efina_V1 25318 Tn #6551
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$client = new Predis\Client([

'scheme’ => 'tcp',

'host' => $host,

'‘port' => 6379,

)%

$client->set($_GET['key'], $_GET['value');
print('{"message": "Updated"}");

} else {

$host = 'redis-slave';

if (getenv('GET_HOSTS_FROM') == "env') {
$host = getenv('REDIS_SLAVE_SERVICE_HOST");
}

$client = new Predis\Client([

'scheme' => 'tcp’,

'host' => $host,

'port' => 6379,

)%

$value = $client->get($_GET['key']);
print(‘{"data": "' . $value . ""});

}

} else {

phpinfo();

17>

ZSLfI2 Guestbook App B frontend ARSZAIF=EE(LED, frontend RBUEI— HTTP iEKE , HIMTERE set &<,

° WNRZE set <, MENHSEHRY key , value , iEEE! redis-master RS , 715 key, value IFEZ| redis-master /A,

o WNERARE set apd , MIEER! redis-slave RS , SKENSEL key XIMAY value B , FHREIFIEFiHHTRETR.

B Web App , BETELATRMA :

1. frontend i51d redis-master # redis-slave fRSSAT , iEZRSBMIRO , £EEE® dns IREEIRESSMBITHIIRAVIRS IP , FHEIER
% 1P BHATREIYE. B0 |, redis-slave IREBBE=SLHI , FEi5iE redis-slave JRSSET , Bi%ER redis-slave 16379 , dns 2B
redis-slave fEHTAY redis-slave F9BRSS IP ( BI—NEN IP |, HUTFLEIIEHI IP ) |, HIRYE redis-slave FUBRSS IP BohiftiTtaEiy

&, BIEREREFEA redis-slave FRFZHISEAIH,

2. AU ABEREINETE, TEAfIF |, frontend BRE1TAY , £1EE GET_HOSTS_FROM RHZTE |, (NRIMZLTEAES dns , N
BERETRSERERE (EERE)  BUEEBTS— MMEZEFRIRE redis-master 87 redis-slave A&,

WRALERE : Efina_V1 28319 T #6551
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docker run 220&EE

BITE AT E): 2024-08-23 15:08:00

docker run Z2EuEE

ASTHSNMBAEHEAEAHBA) docker rESIBIASEANEES , IETBEIMME VISSRSEFAETH , XF docker run SIS EHNT
RS AIS ST XERAILIE—NEEA gitlab RS,

gitlabZSSBI BB
PATLLT docker run ap$BIEEH—1 gitlab 588 :

docker run \

-d\

-p 20180:80 \

-p 20122:22\

--restart always \

-v /data/gitlab/config:/etc/gitlab \

-v /data/var/log/gitlab:/var/log/gitlab \
-v /data/gitlab/data:/var/opt/gitlab \
--name gitlab \
gitlab/gitlab-ce:8.16.7-ce.0

-d ‘BHRERGIET. BRTaBRINEEIIAREITERS  MUFSHIrFEESR i aisE.

-p FEEMOBRGT., FfIXBIRGF TN , FFmOo 52805022 , WINRERIRH S BIZE201805020122 , MMEWEFIE | BANR
INAERIROIBRETANY |, FHESYIMAARRRIHOMIRSHH. BTFRIIA0gitlabTFEIRMIMNNIIE | Hfi I T R AR5 .

BSEETAR @ o EEOAREE O GESERBE O VPCRRWSE O ARE

BEAILEETARAE  SETRRANMASLE ( 150/% ) . SFELEE7ELB ( HTTP/HTTPS ) SEEIRS | FHENSsnEs7 S BErn
sy
: RO B=E0 BEE00

TCP A 22 20122 b4

TCP - 80 20180 b4

i
o
)
]
=]
m
At
o
=]
1
i
b=y
1
i
Ul
T
1
Ul
|
i

--restart ASHATIEEESRBHN , EEEEER. B TatlZNREERBHE  BLEEER | IUASHAFEESSRE
HalEE.

v ASHATIEESHEE. LENGIIEET =S INEISHENE  RIIETEFN=N 408 | HESSNBRIRERESX=
NMEEHEIRRE.,

BRHIE=AS
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HiEE(RE) @ i . .
(ERFHhESR ~ config /data/gitlab/config X
(T HhEE - log Jdata/var/log/gitlab X
FERTHEE w data /data/gitlab/data x

EER(IVEERNERRERR , B=ME0EHEIRHRE -

EHES O

config w  Jetc/gitlab == v ow
log ~ || Jvar/log/aitlzb =5 v | ow
data w  Jvarfoptfaitlab == v ow
ARIERR S
XEEFENE | FIEUESHEENEENRE FRAAER | ST TIEPEF SRS R EEIRSFENT R L. NRFEEH

BEEIEMNTR , FENSER. HTLUER =R KRS  SRiEEaRFIIRERT |, BESSNERIEMNTR , &
SREIEERAEEK.

--name ‘FHRIETHIRF. XNSH , WNEISHEHENERS S  SRSHRSBILURRS 2 RERNEF.

HEsH
XENBEA AT docker run BT, EIHSE

-i REXITERE. HIIBREHERISFEEBITAEE | ARSI,
-t R-ISE— | ASHEATIE.
-e BRETHIETE, tLiAPHRITLA T docker rundss :

docker run -e FOO="'foo' -e BAR="bar' --name=container_name container_image

Liﬁﬁ)ﬂ*ﬁétéﬁﬁmﬂﬁ/\ﬂ’ BTE , ERINNEBEHECERSH  EEBNERKIEE , JLIRNIISSHIAESTE, mXE T
EFNTEEDA : TTERFFoo , TE(E foo , LINETERBAR , ZTE(& bar,

Command#{]Args
BIHMEFAIFERE docker run FIBHE |, IEEHENSSTISEL , thun -

docker run --name=kubedns gcr.io/google_containers/kubedns-amd64:1.7 /kube-dns --domain=cluster.local. --dns-port
=10053 -v 2

XEBER(HEETBRHEIGS A /kube-dns , FHEE T =154 : -domain=cluster.local.”--dns-port=10053 #1-v 2,

ERAIRERIE | BlTLUXtHERE
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BT Jkube-dns
ETRH G -domain=cluster.local.
—-dns-port=10053

- 2
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EASL{A 22 252850

BITEFAYa): 2024-08-23 15:08:00

EASCAA| 22 7S ee Sk

BXpIESERMNS

BRHENESS : SCORFEER LA RIS Z AR E S EHZEENEE. RN TSR ERERMEHDETE, 1Pl
MinOXE , HEZEEET localhost SKEAMABE. HA—NEERHIHZENSET , SNLHEE— IP A TIRBIFMEENMIE
EE , THNBFHAFEREENNENS. ERMTHIRETHERELZT—REWETE , FRENINIIEFSESREREE
K ERTEERRISEHI T BIRI ARSI,

5  BRENSRED  TOABHERESERAHS | BT NAEREIETE. SfpG— M SEERBENEENST , £
TItE. BRHLZ. MASHFIKRERETLIBE,

ERRLfISHENAER
OISR AT EE MM  ECNEEA T EhEE— g , 10

RAEHE | JHFEIEINEHE | A3 cache BIRHES

HEE4s. rotation, &|fp. HREBE

HER T, BEMEERes  FHNRE

RIE | NGRS

=8, S k8. ARERE

BEZAEELfINATR.
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IR EE

bR

BEEFATE): 2024-08-23 15:08:00

MRIEEZFETFERE TEERS (TKE) |, BIZRSERHARNASE , BEHFE—ERENEWSEE | BEEL T
o IBHESERZ ARE | HEXES.

o IBTERHEEM AR INR , At AIRISEDERZT SN,

AR, LB R FIKSELUARNAEEARWLS., BARRT , FIKSIREER TKE AR , FIFECIERE
AV F Ik SHBBIITREIIR.

HAEE ( Cloud Access Management , CAM ) 2= _VIIRE—F Web RS , TERTEPEFRL2EEHM=_VIKF IR
TERGHIRSR, @Y CAM |, SR LIeIE, SEFHERAEF (4H) |, FHETShE BRI ST _VIEREERNER,

SIEER CAM RIBHER | ATLASSRIES — M RFPSE —HRFXEER | RSB RINGERBAFEREERRTAEEES. BX
CAM SRIBNEZEXERER | i52R RIEE. BX CAM RRNEZEXERER | 528 R, NREAFEGFRABHT
CAM HEX&ERAVHIAEE , BRILABNSIET . BHSXEERD H ARSI ERER D AIIRAEFNER.

AI’]
CAM RERUZAER— N8 E 1 TKE BR{EEEUIREER— IS/ TKE B(F. RESEETLBTRFNER (ALZS5
"R, FEREEIUESRSRR ) |, REETLUSSERERRIEM.

TKE &B% APLIR{EARSHFRIRFAUIR | BREX TR AP R(E | EABEEERIZSSR FIRIRISER T BIARRIFRER | MeRERS
EEEPRIFHRAER.

WRALERE : Efina_V1 28324 70 #6551

\|



) EEARSS ( TKE)

TKEBEGRCERRIMIRIZE

BITE AT E): 2024-08-23 15:08:00

BenRGRIRSIRN A

BERREGEAMIIMEINRZ  ccrcoud.sunhongs.com/${namespace}/${name}:${tag} . FRECEIMPRELSLA THNFERHATIZE !
* ${namespace} : FIECEREHETIE.,

*  ${name} : FECESR,

%BE . RE=E ${namespace} RFHEEF ${name} hABEESRUL /. ${tag) FEREFIRSII THFME(ELEN | 55%F &
& Tag tUR.

&Y ${namespace} , ${name} HNFER , SIEETTLUSMMESFIEIFMOSIRAZR , T RIEHIIRIREIE,
a0 -

o RIFHMEE A RIEVRG
o ZIEMEE A BIBRERE
o ZHNMEE B AIENERREE nsl PRIFR

WMERIEAEEFMEIREGOENIR , ofLUFER FuSRIREN, IREESEMEEEIMEETIR |, 5FEA BEXRISEN. BEREGR
SRIRETF = _ V1 CAM #HTEE , S LUEHA TR CAM BYERAE

c BFREHE
° REREE

o EINER

TR SRESIZ Y

AT EUERRERSTURER , FRRERSAE TR TREE

* REBEE (CCR) 2EEHANRZURRIREE T ARG IRSHIERUR | MRIMEE XEOZINRRIG | B5EEEREHERNE
GEENR. FEBEEE MIRYIE.

e BEERE (CCR) RITHEISPRIZIMZRIRE S T BN RERS RILRFISUR | (IRIMEEESRRERS P RRE T IXTRR |
LA EBRHEELE

» docker push %%
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s FEBECERRTE
* MBRRGCERES=H
s SIEREGECE
o MRESECE
o MR Tag

NREART RRAMA M EE KEXFURRES | 1558% CAM X4 © TURRIBNA, TURRIEKEAAF.

B M RIBZN

BEEENRE  SEETLATENIMEE REXARRIIR. SEOENRE | 55 RIXLER

* HiR(resource) : IZIURFKIEKIKBPLIHEORE | GINFMEREOEMAN qcs:cerzrepo/* |, ¥ CAM RiEREIATS .
* zhfF(action) : ZAPRERIERI LT R (resource) *FHTHRLUIRME |, SOfiRR. #his | BEEREOHITHR,

o FH(effect) : ZAPRFIEIMEERIMEATER ( FoIF/1EL ) ,

—BEEHIFPRRE | U LAFFRB TR S BC. THELL SIFIMEE IR RGO /Bl TiReA

1. SIEEE X R ThIA S,

2. ERFRBEKSEREHA.

3. BN MAEEEENRREERE , BE [(FEEENRE] | 17 [EEeIEERIKS5] XEE.

WRALERE : Efina_V1 28326 T0 #6551
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raEaclie sy Ean

— ERERERLARAIE
= YSIEER SR, BRI
D RERESIEE

ETRSEREE, SRR

=i EIRESEN
= FEEs—EinE RS R RS A s A S

4. 1%F [REELCE] > [(ZaER] .

& | HeREEIEERE

@ R s
EE%%: % .
i

SEEE (271

o ==is

QCloudResourceFullAccess | &

BRI EERF A R EE.

5. 8E [F—2 : fmiERIER] | HA [HRERE] TTE.

6. IRERIEETR , FRLUTASTEN [RERBAT] REES.

WA : EfiE_V1

AdministratorAccess | E&

R
CHREET.

b

o

e
=g

iy

QCloudFinanceFullAccess

AR5 (TKE)

APFEEERFARERFRENR. EERE

EEREIHEEERFASERAE, Rl &3 7

K

%327
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"version": "2.0",

"statement”: [{

"action": "ccr:CreateRepository”,
"resource": "qcs:ccriirepo/*",
"effect": "allow"

1
}
BN , BRIEEFRZEN ccr-policy-demo

Q srmmer > @) masm

FEEFRe ccr-policy-demo

RIEEEMAE
1 { z
2 "version": "2.8",
3 "statement”: [{
4 "action™: "ccr:CreateRepository”,
5 "resource”: "gcs:iiccriiirepo/*”,
6 "affect™: "allow" i
7 ]
g }
9
EEEERA R

b PoEREIEE

588 : resource KRfER * R LIRS ETE FBRESORE.

7. B [5epk)] | AREREROIEITE.
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SRERETTR

WA v Q o
R T

2022:03-08 18:0252 sEuEE B ZEEAEES

8. KEABEMNKRHE. LBIPAIZEEE ( ccr-policy-demo ) BIEESERLAE | BRTLUSEXBRENERIMES | FINAIOEIEY, RIEXEKT
BEthMEEREEEES BT TEIRRECERPR. _resource qes:cerirepo/* #8z(iAR :

o qcsuceri AEIEET , RAARBHNEME_VISHEECERS.
o repo NEERIR  NFRFRLE  XERREGCHE.

o FMI(/)EEM * FRrIEHEHEECEE.

KT resource BEIFMAYIHEIA , FSE CAM HFREATS .,

BRI T
EELIRRAZ RIS TR, Fa0 : "erFillBRas&=sa) foo, bar REYRGEE" , FILACIE TEREE X RE :

"version": "2.0",

"statement”: [{

"action": [
"ccr:BatchDeleteRepository”,
"ccr:DeleteRepository”

1,

"resource": [
"qcs:ccer:irepo/foo/*”,
"qcs:ccriirepo/bar/*"

]

effect": "allow"

1
}

* qcs:ccrizrepo/foo/* H foo/* FrRGEGCERETE foo THIRTERER.
e qcs:ccriirepo/bar/* H bar/* FREGCERETHE bar TRIFMERHRE.

A E(ER O TR

BRI — M RIRECES A action |, SEIIERAPRAVGE—EIE. a0 © "7oiFelE. MbR. push ep8=E) foo FRIRGCRE" , AJLAGIE
THEHAYEE SRR

"version": "2.0",

"statement”: [{

"action": [
"ccr:CreateRepository”,
"ccr:BatchDeleteRepository”,

WRALERE : Efina_V1 28329 Tn #6551
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"ccr:DeleteRepository”,
"ccr:push”

1,

"resource": "qcs:ccr:irepo/foo/*",
"effect": "allow"

1

}

PRFIZR

docker client tfR

resource : qcs:ccrrepo/${namespace}/${name} action :
e ccr:pull {FH docker <17 pull F&
e ccripush {#EF docker #5317 push &

RSER

resource : qcs:ccrizrepo/${namespace} action:
» ccr:CreateCCRNamespace S OEHEZTE
» ccr:DeleteUserNamespace Mf&E&CEDZZTA

ThRetEs| : (BEEERSE] > EMSHE: (RECE] > [ROHEREK] > (HR8ZTHE] .

RANRR

RS &Rl

L=t eERE EIEERT R e

ccs-dev-1 0 2019-05-15 11:31:52 jiili=2

user(i 0 2019-05-15 11:31:29 ] =3

test_user 0 2019-05-15 11:31:18 Thipe
RECEER

resurce : qcs:ccr:irepo/${namespace}/${name} action :

e ccr:CreateRepository GG BRE

» ccr:DeleteRepository FREGECE
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e ccr:BatchDeleteRepository #tEMIIREERECE
e ccr:GetUserRepositorylist BEEEGROETIR

ThRetEs| : (BEEIRSE] > EMSHE: (RECE] > [ROREK] > [(ROREKR] .
EERIIMEE MR R LSRG | iBECES A action KL,
plgn , ZIERPRE ARG E.
{ "version": "2.0", "statement": [{ "action":[ "ccr:BatchDeleteRepository", "ccr:DeleteRepository” ], "resource":

"qcs:ccriirepo/*”, effect”: "deny" }] }

B TaghilfR

resource : qcs:ccr:irepo/${namespace}/${name}:${tag}
action : ccr:DeleteTag ffRER5: Tag IR

ThRetEs| : (BEEERSE] > EMSHE: (RECE] > [ROFREK] > [ROREKR] > REENMRGER > [REREK] &T@E.
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TKEERF R RN RIZOSIZER

BITE AT E): 2024-08-23 15:08:00

BRFIRERIZREBISERITRFILRREEHITIRIERIEES. TKE (JRCCS ) SHFRORRFAUR , XEHRERTTHLE TKE £
&, SR LUzSHIRS R HATIRGE (BT RRERNSRY ) SRAITRFERIMSERIR. TKE e RIAIEIRER

RiREE R R AT E
ERHEX qcs:ces:$region:cluster/*

TERENALRHFTRIRRIRE TKE APLHRE, ISERIRBEARHE , SRILIEREPER * BET.

R WNRE— TKE AP FETRPIRETIE | WEARSHFRRRIPR. 2R TKE APL BEASHFRFERIR , BIEZEATLAE
RPEFER%EFRIIR , (ERUMARBEDNIRIFTREE * .

API 12(F BIRIBE
ERRIR
DescribeClusterService qcs::ccsiregion:account:cluster/*

qcs::cesiregion:account:cluster/$clusterld

S
DescribeClusterServicelnfo qcs:ccsiregion:account:cluster/*
qcs:ces:region:account:cluster/$clusterld

SRR
qcs::ccsiregion:account:cluster/*
qcs::cesiregion:account:cluster/$clusterld
REIIERIR
qcs:clb:$region:$account:clb/*
SRR RIR
qcs::cvm:$region:$account:volume/*
qcs::cvm:$region:$account:volume/$diskid

CreateClusterService

SRR

qcs:cesiregion:account:cluster/*
qcs:ces:region:account:cluster/$clusterld
REIHE IR
qcs:clb:$region:$account:clb/*

SR RIR
qcs:cvm:$region:$account:volume/*
qcs::cvm:$region:$account:volume/$diskid

ModifyClusterService

ERERIR
DeleteClusterService qcs::cesiregion:account:cluster/*
qcs::cesiregion:account:cluster/$clusterld

SRR
ModifyServiceDescription gcs::ccsiregion:account:cluster/*
qcs::cesiregion:account:cluster/$clusterld

WRALERE : Efina_V1 28332 70 #655m)
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API i5(F

DescribeServiceEvent

ResumeClusterService

PauseClusterService

RollBackClusterService

ModifyClusterServicelImage

RedeployClusterService

DescribeServicelnstance

ModifyServiceReplicas

Deletelnstances

DescribeClusterNameSpaces

CreateClusterNamespace

DeleteClusterNamespace

DescribeCluster

CreateCluster

WREFRA © Efi=_V1

RIRESE

SRERIR
qcs::cesiregion:account:cluster/*
qcs:ces:region:account:cluster/$clusterld

ERRIR
qcs::ccsiregion:account:cluster/*
qcs::cesiregion:account:cluster/$clusterld

EREIR
gcs:cesiregion:account:cluster/*
qcs:cesiregion:account:cluster/$clusterld

EREIR
qcs::cesiregion:account:cluster/*
qcs::cesiregion:account:cluster/$clusterld

ERRIR
gcs:cesiregion:account:cluster/*
qcs::cesiregion:account:cluster/$clusterld

ERAEIR
qcs::cesiregion:account:cluster/*
qcs::cesiregion:account:cluster/$clusterld

ERRIR
gcs:cesiregion:account:cluster/*
qcs::cesiregion:account:cluster/$clusterld

S
gcs::ccs:region:account:cluster/*
qcs:ces:region:account:cluster/$clusterld

ERRIR
qcs::ccsiregion:account:cluster/*
qcs::cesiregion:account:cluster/$clusterld

SRERIR
qgcs::cesiregion:account:cluster/*
qcs:ces:region:account:cluster/$clusterld

ERRIR
qcs::cesiregion:account:cluster/*
qcs::cesiregion:account:cluster/$clusterld

LS
gcs:cesiregion:account:cluster/*
qcs:cesiregion:account:cluster/$clusterld

EREIR
qcs::cesiregion:account:cluster/*
qcs::cesiregion:account:cluster/$clusterld

mIRSZRERIR
gcs::cvm:$region:$account:instance/*

BaahRss (TKE)
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API i5(F

DeleteCluster

DescribeClusterInstances

AddClusterInstances

DeleteClusterInstances

AddClusterInstancesFromExistedCvm

WREFRA © Efi=_V1

RIRESE

SRR
qcs::cesiregion:account:cluster/*
qcs:ces:region:account:cluster/$clusterld

ERRIR
gcs::cesiregion:account:cluster/*
qcs::cesiregion:account:cluster/$clusterld

EREIR

gcs:cesiregion:account:cluster/*
qcs:cesiregion:account:cluster/$clusterld
oIRGB EFRIR
gcs:cvm:$region:$account:instance/*

SRR

qcs::cesiregion:account:cluster/*
qcs::cesiregion:account:cluster/$clusterld
=IRSBRERIR
qcs::cvm:$region:$accountinstance/*
qcs::cvm:$region:$accountiinstance/$instanceld

AR

qgcs:ccsiregion:account:cluster/*
qcs::cesiregion:account:cluster/$clusterld
TIRSGZRERIR
gcs:cvm:$region:$account:instance/*
qcs:cvm:$region:$accountiinstance/$instanceld
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=

%

{ERTG
BCEFIKSXITKEIRS 2155 RN R

BITE AT 2024-08-23 15:08:00

BIEn=

BesiRSS (TKE)

ERILLES ERALIEERE ( Cloud Access Management , CAM ) SRERLERBFIBESRRS ( TKE) =HlahEEEREERIRIMR

PR, AEPRRGE SRS &R E RO URAVERER.

BRAELER

EESESIUR

1 B HEEE B,

2. (MG , B SINERE , M\ RIREENE.

3. TERISEETUES , 85 QcloudTKEFullAccess ZRBE1THY [KBXBF/4A] .

vvvvv

B
i

elEadiE BERAE

= FEEET QoloudTKEFUL.", 331228 EEFFIE

EEEE (TKE) 2ESHENR, SETKERES

CVM. CLB. VPC. . FIF4EEIR 2018-09-27 15:16:44 e

4. Y "KEXRF/BRAR” BAY , AikFEX] TKE RSEESEEMRNKS , B [(fE]
PRAYECE.

5. AR EIEImE T , B3 QcloudCCRFullAccess 55181789 [<BLEEF/4A] .
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SREREE

Q) EBraEBressErlE, DRRERRrEiEslE.

FEEENERE EREEE » QcloudCCRFullAccess o Q o

[ =ms =153 Al il g b=l
EE EHEMET QcloudCORFUL. ", #E| 1 858 EEFSE

QcloudCCRFullAccess ERERELE (CCR) 2ESHEANR 2017-09-07 11:31:21 TR

6. TESRHAY "KEAAF/AFAE" BAY , AnFRECEAEEEEIIRINIKS |, BE (BE] | TSAFIKSIHRGEEESIEEN
PRAYECE.
BE . MREFEERREGCHFENMASRENTEINGE , BTFTINCESRIRSS - L5 ( CCB ) RIAXINR.
BCEREDR
1. R ipaEE &Ha.

2. EEMSHEF |, B RIREE | EARKEERE.

3. EIRETERET , B QcloudTKEReadOnlyAccess S51769 [XBLFRF/4E]

HREAEE
© EmemEm = R,
E =i EREMET v QcloudTKEReadOnlyAccess o a o
Ei it BRI BEExAT BiE
EE SREEL QooudTKERea. ", FHEI 1 £28 EEEHF
QcloudTKEReadOnlyAccess BEERE (TKE) RiSHTER 2018-03-27 15:17:47 ity

4. TERHRY " KEXABF/RPAR” BO% , iEFEX TKE RSBEREMURNKS | BE [HE] | BIR5erFISXS TKE ARSS RISRPRAY
A&,

5. ERRSETERES , B3 QcloudCCRReadOnlyAccess 55B&1THY [<BXFEF/4H] .
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HEREE
@ FRrEER RER=, Bl SRR EUR.
TR EEERET v OcloudCCRReadOnlyAccess Qo Q o
EBE &it eUE2Rdial EREXEY Bk
EF “FEE/ET QloudCCRRea..", 33 1 2558 EEFAS
QcloudCCRReadOnlyAccess BERELE (CCR) RE5EAWE 2017-09-07 11:33:39 FHasEeg

W =R 20 &7

6. TESEHAY "REXAF/BFAE" BAY , BN RECERERIESIRNIKS | B (] | UGl FIKSHRECERIENRN
BE.
nBE . MNREFEERRECHFIMARENTRINGE  TFTIMNCESRIRSS L5 ( CCB ) RIBXRIR.
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BLEFIKS XN TKESEERISIENIR

BITE AT E): 2024-08-23 15:08:00

37—

eI OB EERIARER ( Cloud Access Management , CAM ) SREELEFEFRBERSEIRS ( TKE) =6 S EEFFE RS ER RN
IR, AXAEFPARHIESEEESI G PE SR N EEFHIRRS.

BIFSE

ECEX RN EHSESIR

1 &R ipAEE =58,

2. mEMSHES , BE RIREE] [ #ARKEERH.
3. B [FrZEENRER] | I8 REREEERIR" o=,
4. 158 "TEER K8, B8 (T2 HIEREK] .

5. BEXRIRETR , & "RERRAT" BRALUTRE,

{

"version": "2.0",

"statement”: [

{

"action": [

"ces*"

1

"resource”: [

"qcs::ces:shicluster/cls-XXXXXXX", // E#apk B F I RATT S Bt TRISSET
"gcs::cvmish:instance/*"

1l
"effect”: "allow"
B

{

"action": [
"cvm:*"

I

"resource": "*",
"effect”: "allow"
}I

{

"action": [
"pc”

1

"resource": "*",
"effect": "allow"
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b

{

"action": [

"clb:*"

1

"resource"; "*",
"effect": "allow"
b

{

"action": [
"monitor:*",
"cam:ListUsersForGroup”,
"cam:ListGroups”,
"cam:GetGroup",
"cam:GetRole"

1

"resource": "*",
"effect”: "allow"
}

1

}

6. 7& "RERIENE" F , & qcsucesishicluster/cls-XXXXXXX (&M AEAEME A RAVIEE bR FAISERE. Hlan , EFEAIMibEe
cls-69z7ek9l EEREMR FLIESHINIR | 15 qcs:cesishicluster/cls-XXXXXXX &M/ &quot;qcs::ccs:gz:cluster/cls-
69z7ek9l&quot; .

BEERAE

2  “version": "2.8",

3 Ustatement": [

a { m
5 "action": [

6 "cosr

7 1.

8 "resource”: [

9 I“qcs::ccs:gz::clusterfcls—ﬁgz?ekgl",lff 2
18 "ges:icvm:sh: rinstance/*”
11 1
12 "effect": "allow”
13 T
14 {
15 "action": [
16 "cvm: *"
17 1.

A« ERRAEEIR A RAIEE M T RISSES ID, MIREFEARTTFIRSHITERNT #E | EREREFIKSAEPXIIN
PR,

7. B [RIEERIR] | BIAJ SR N REF SIS ARAIECE.

ECEX R SRR SR
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1. BERpREE Z2Ha.

2. EEMSHES , B [REREE]  EARKREERHE.
3. B (MBS RIg] | 6 "RERIEAEIE" 755K,
4. &R "TEER KR, BE (T8 ®ERK] .

5. BEMRIRETR , 15 "RIERBRE" BIRALITRA.

{

"version": "2.0",
"statement”: [

{

"action": [
"ccs:Describe*”,
"ccs:Check*"

1

"resource”: "qcs:ccs:gzicluster/cls-1xxxxxx", // B IEAEIR TR PRAISE b FRISEEE
"effect”: "allow"
b

{

"action": [
"cvm:Describe*",
"cvm:Inquiry*"
I

"resource": "*",
"effect”: "allow"
b

{

"action": [
"vpc:Describe*",
"vpcInquiry*",
"vpc:Get*"

1

"resource": "*",
"effect": "allow"
b

{

"action": [
"clb:Describe*"
I

"resource": "*",
"effect": "allow"

b

{

"effect": "allow",
"action": [
"monitor:*",

"cam:ListUsersForGroup”,
"cam:ListGroups",
"cam:GetGroup",
"cam:GetRole"

1

"resource": "*"
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6. 7& "RERIEHE" F , & qcsucesigzicluster/cls-1xxxxxx (SRR FINRAVISEI FAISERE. ANTERTR : fla0 , BEESH
JEEEHEAY cls-19a7dz9¢ R RIERIRUR | ¥8 qcsices:gz:cluster/cls-1xxxxxx &R qcs::ces:bj:cluster/cls-19a7dz9¢c .

‘BEERAE
2  “wersion": "2.8",
3 "statement": [ _m
4 {
5 "action": [
5] "ccs:Describe®”,
7 "ccs:Check®”
8 1s
9 “Pesource":I"qcs::ccs:bj::clusterﬁcls—lga?dzgc",Iff iR

18 "effect": "allow”

11 ¥

12 {

13 "action": [

14 "cwm:Describa*",
15 "cvm: Inguiry*"
16

]J

e m M Mgem

d
i

BA - IEEHRAEEE T BRATIS EIE TNRISEES ID.

7. BB [BUEERIR] | BIAJSeR B NEERF ISRV EC E.
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SR AR B 8

BITEFAYE): 2024-08-23 15:08:00

SRTERIRFTEIE e

iR
MEBBESMERTVSZES | BEHEUTRS

1 &SRB REN , £HRTRSS. RBESRSFRRENEREL.

2. SRS RIRATBEMA - (WEHIEEZ &R TR RIEBEIZMA T.

&2l

L R ARRFrE R ER— A,

2 EFREEHATRSHZOHEARNME | BETIHESRS S EHaTBmE.

3. ARRGSHRMBAE |, BARRSHAEN R2BXLH A , BRELF—EETHZRSHEN 22BN 8E.
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1= AZ ML

BeElRBLTeRhgE

SR EHRATE): 2024-08-23 15:08:00

Z2[AAERE—NAFTIEEXTINETE , Bz VISEZ2MHEAFRIZTTHESEN , FEEKTRHEIZLRE  BRRESEEIE

BEEX—R. Bz VIREMNETIARMASNRERE | BRIRGZIEE T MESFEEFER VPC AAERE KIENSRRSHIEE
WLS , RXEEBENBERRS MERRSHNRESLE | BPAREELLERIE.

=&

LZRAR—MERSHBTIRIIENEMNXE , ERTRERGHSERRSH/IIMELEAES , R2EMa_VIRHNEENRERZ SR
BFR. BB ETLUER 224,

(ERERRSEEL2ERE

1. ATERSRENHT |, RELOAIRBOHINISHTEE | FRRSLARIESEHITR L. BNE— EH THENSER—
T2 , SRNT2ERNMIEMRIRS .

2. BB RXSINTIERIVUR.
3. FHUBLA T ERRRSSEREAN -
o BARRLAINSBIERFT NS BIRSHEEXENTRE , RIEII Kube-proxy #EHRIZER iptables MINISIERHITELEIR
SHES—LH). BTFRSHLHIETREERIMITRLE  XNSHRETRIER. HRNER IP AIRSAISLAIRY IP |, iERE
B9 IP AT IP (BT R LR cbrO RIFRY IP ), IXBLREER T m_EhUE A S LIRS ISR 15 P48,
o [E— VPC FEISHEIRIBIR , FEMENI N AISRMEFI T RN
o FE SSH BERTIRAINIE 22 imH
o UETM 30000 ~ 32768 iw EAKEET , FEEY REIERISHIREELAZIARRERH NodelP : NodePort £, Hep

NodelP AERFHIFE—TmAIENLIP , M NodePort 2ECIEIRSITASEERFNIRSENASEZRY , NodePort BB 30000 ~
32768 . TEILSNIIAEIRSAE -
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Node A Node B
Backend Pod1l ' Front Pod1 | - Backend Pod2 ’ Front Pod1
Port:9376 | Port: 8080 . Port: 9376 Port: 8080
9 - : R e :
-—— - ——— ] .
N B T ;omemE
Ne===" . “S==o ! _ podiP:PodPortff’
N ZZedl - il ' )
Kube-proxy podip-Podport LN/ Kube-proxy  Hciinml
(Iptable)  quam | (Iptable) __
o™, R e
- ] s NodePortH I
RS\ __ g
. NodePortfJ AJM . NodelP:NodePort .- . NodelP:NodePort )
w ==’ ‘_;,"f """""""""""""""""" B

) VIP:VPort($h )

ﬁﬁﬂﬁi d . I e T T s mmmm—mm——m——- .
(domainifyia)) - .
a5 i EREE ----- !
iolBackend [B5S : ‘

; Client

I
ENEE SRS RN T 2 BERCREC E SRR 2H, R2ENEARERERNAT
NIERRY
Y i | IS =AITIT Lzl
TCP 30000-32768 0.0.0.0/0 pias WUBFRA IP %4 30000-32768 i[O TCP ifid)
uDP 30000-32768 0.0.0.0/0 T FUBFTE IP %J 30000-32768 %[ UDP ij(a)
All traffic ALL 10.0.0.0/8 FEHF HE 10.0.0.0/8 PIRIRIER AT A)
All traffic ALL 172.16.0.0/12 TV i@ 172.16.0.0/12 PIRIRIERLYIE)
Al traffic ALL 192.168.0.0/16 T FiiE 192.168.0.0/16 PIRIRIERAIISIA)
TCP 22 0.0.0.0/0 T FUEFRRA 1P 3¢ 22 SRR
All traffic ALL 0.0.0.0/0 i) KRICECEEFIN |, MELs
AR -
1Y iz M| MIER =R 1388
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Y i MIER BBV 1iRA
All traffic ALL 0.0.0.0/0 oI HUEFRE AN

BETREEZNN | BEBHERRRNLRASIUNREEFTRS. SREPIRSILELR  TUSE RSBHETHGNRE .
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ZRBEAEAZ 5/ \ s

BeslRB TR AKIPIHAEE

B EAYE: 2024-08-23 15:08:00

WRN B L 2BERAFRNSEREETIAN , BRNXNEBRHFEAR , S LEREMZ_V1 NATRK, FIENBEEER NAT K
FRIGA AR,

AN IP

DEHILANK 1P EHRALATER -

o BT IP BEREIERT RS,

o EBIAK IP iHAIMIARSS .

AN ES

BUZESMNNBRSSHS |, SNNARIIEERINET RITFEIIRE  EREHINNIRS  TRFEEINNEE. MRISFAFEINNIRS , AL
AN SES MBS .

NAT fJ%
TIRSEAMEREAR 1P, FA51E) Internet FERIBIT NAT RSEER, ICHTTSEF , RARSRIHE Internet MORALIBSAMALR

E NAT jX , EfMASZ RS HRWSLRS AW BRI _EIRIRE] , NAT RXFERNNEREZRB A ARRSHIAMHEEL
M. @id NAT RXi7E Internet , SR ESSRATRENER :

S5 : 8IF NAT Rix

1 BR IEMSEEE , BEENSHERN [NAT BX] .
2. 7E "NATRX" IS , B (F2) .

3. 7B FENATRIR B0 , EELU TS

o RIXRER : BEX.

o

FERIZ : 158 NAT RXBRSHIFABE.

o

MIRSEEY « FRIESEIRAE R TINRE | MRS EZET &N,

o

A LR « fRIESEIRE R TIRE.

o

SEMEIP - J9 NAT WXDECEM 1P, B LUGEREHRIEE [P, B ERWEAHDEGEM 1P,
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4. B [BU2] | BRT5eRk NAT RIKAIBIE.
NAT RIXEZRTG SIRES L/\TRIFEARZR .

$F | REEXFRMATREANESR
SERLEIEE NAT XS | (EREERA ARG QI MRREBRRAN | LUSTRIRIER NAT X,

1 BEANSAV=FPRY (BRBR] .
2. ERREHFRFIFRT | BEREINE Internet AIFMPATKEXAIIREZR [D/ZR , HABBERFEBER.
3. fEERERSRER 1=h |, B (HIEEREERIR] .

4. FERHRYFIBIRREOH  B55 [Br%in] B [T—BkESE] %A (NAT WX] |, 78 [T—Bk] RN EEEA NAT R
ID,

5. 8% (ME] . STl ERER , KEKIEEBRINFRANEIRSSERHE Intenet FIRERIER NAT KX,

Htt75%

T3%— : (R EMEAK IP
TR BRGSEREAR 1P, M NAT X, LFSE , ZARSEEAEME Internet FEBBIREEAR P H , £X2=IRSHWE
RFARIHEBATHEE LIRS, INEAMPEAMEXER | RBRRSBMET BEXTIE. EAE | BSN B ARIPE(FER.

FR" : FERTEER NAT RISKHEEMEZR IP

SNEREERSERR NAT RIKAIEMELRR 1P, IFRT55S , B =BRSS 2R Ea01(A) Internet RURERBIEAMEERE NAT X , BB HET
NAT RKIREIERIRSRR. B RETSZAIRS RGN REAIHE LIRIRE , NAT RXFERNEREZRAFAS SARRSS
BRMHELRO, 0RER Internet FIREENNIAIRSZ/ABEERR P, MRS H[EIBSE—BITIHEARK IPRE] , XEFERR
MR EZ R = ARSS 2R SLRY A MBS R E _LARPRE, A AMFERIEXER | IRIERIRS SHMET BETE.
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Rk RAMNEBIRE

BEEFATE): 2024-08-23 15:08:00

IR BRI AR

EMEERBEMEEERFNEARNEN., BB SRR r] LRI EREAIMZE X5,

o SREEMILR | BAEERINOEET AMESHIBTEIRA IP il , e LUSEIAE ML FMATERNT RN , ESTAEMEN
BEIE FABMETR .

o BEEMILSE | BAEEABBES TR EMEIISTERN IP it , EILIEEN=ATAENRIEARIENE , RIBEEENEENR
SHEN LR, BHOEESAN CIDR BRET kubernetes service ; #RIE#IER Pod B8 LIR/Tm , BalERRNEERIRSSE
DE—MEIRNINERATZENSES Pod A9 IP Stiil,

SRR SEREMSHRR

o SERFMRAIERRMR M ERABEIHER

e [F—VPCH , FRIEEHISREMEMERAEENR

o BERMLZF VPC BREIMRET | MITESRNERER

SEMESHERE_VIESRIRER

* KHANBRSRRZBEE

s KHANBRSTREEREE

o KEINAEES =EUERE CDB, =f7f# Redis. =EUEE Memcached E&IFFE— VPC THNEIE

B REmIRiEA

1. 7588 CIDR : £8#/ Sevice, Pod S RATIERIER

2. Services 212 FPR/EERE | REDBCLS Sevice AY CIDR K/h

BBIRSERLEIABIZE3/ Sevice : kubernetes, hpa-metrics-service, kube-dns , ERHEEE2N BHHEF MG S , FILEFE
LAFERRYR serviceMax-5,

3. Pod #& EFR/Node : IRESELE Node A9 CIDR AIA/

ANEERBEEFBIAGIZER=3 Pod : kube-dns-xxxx. kube-dns-xxxx. 17-lb-controller-xxxx, I3F— Node tfJ Pod , B=4
WHEARBER EL D BIEMES |, BRI, £ Node HE&KH Pod #{H =podMax-3
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UiAA

BeeiRSS QIR ERRAY R TIRERR T RNRFRAISRENAN, FREAREMAN | G ARREAERHE SRR SS
BIEK,

N
LBRNERERERSETD  BIEEZS0GRIRSE.
2MNRIERGEEEERK , ATLMESEIRIRES |, FdockerfIBRBITRERIEIEE L.
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= et
=SS
SERFHER

EITEFTAYE): 2024-08-23 15:08:00

ellfEc Sz

QUSRI | ZIRSSEEATLARIERAR IP 4 ?

TIRSFERAILUNERAW P, TAMIPHARSSERGEAERECRE FRAVSRE , A8ERE dockerhub LIRE=73%E&. KW IP, B
BN RN TIRSS SR LB SR8 P Skinia) Internet,

BUERSREFRT , EEFTRRISEIFRRHA ?

BERAFTRMSHITR , REFNIRSSBOMETN , BFaLBSRIA RN IRS 2R R I AR TR R TET AR AR,
BIERSREF ST ARG EL ?

XA BN R G RERENEL

HATESRRSEEN SIS ABRMER SR ?
FTS2HF Ubuntu 16.04, MEEABRFRGTRATIZ TSR],

T B=iRSHRFE N A&
¥ R=IRSEAHARE ?
REEH R A SERITTER S, , [ERTLUERE R AIR | foi TR,

=R AR BRI ?
B, AP TERBT A RIRS B MBI ARk,

HRAIRSS 2R E WA

HREIRSRE | ZEN THPENEREAD ?

HRAIRSSEN | 2T THERSFRREREIHER. ERRSHERNENTHREETHNEREN KBS ERMEN LENE
77, BRI THERAES TR TRRME L.,
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B EAYE: 2024-08-23 15:08:00

Cluster Autoscaler SEFIEIEEIRAE I (HENT Y BB HAFRR ?

BesiRSS (TKE)

Cluster Autoscaler F{REEFFRIFTE Pod AR , AEEANGE,. METEEBFNT st gEER Y 480340 Pod , A8
STIT—NEEET Pod B9 , SiEMIE—NE—L RS54 Pod B935S, 50 kube-dns, Kubernetes A& XA EI4ESHE |,

4 Cluster Autoscaler SEFISIEIEIRAYEIEREINT RERTR | BAERNEE.

CA FFARERXI R R RRA ?

[BR CA NERSARBERNTREE | i — Sk BN LEMkENREE. SR  BarlREaERE T B8 ¥ 8F

89 CVM BEIANEEE. B BENT R ERET 2.

BRRSSEHEFIFINTRESS CABE ?
T, CABANTRRRTHREANNTSR. £ [BBRSEHE] RS AR REEAT.

SRR S R E LRI EBHEEY ?
AL, FEWEHE BHRMEEHE] sHTEEBuRE.

¥ EESURAET RIBLECE ?
BIERARERT | BEARERNN— M RIEASERUEENRS  SENTARERSE

e vCPU

s AT

* REHERN

o HUEEAN

AARERESMELRE ?
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RIEIRSIEERS. SRR GALIBT RS MR , HFEERETRN label , NTIER(F4EEY SHTIRE label , S
BRESHHTH .
¥ RERAETLIRE IS ?

ERIAFE N TRKIYE30MEET 2R CVM Eodll , IRFEHEABBI306RET N CVM | BIRRTHEHE. BARIES
NELRTBRATIRSSAESLOIENECER. BN REERAERRE]  H&EAEN200. NG REBTRAE  BRXTHH

A=
18,

SHERRERARE?

HTFARS T RITSRE Pod EFNEENER | LIRS VIS ZENEEERNFHINBERES. BEAENRSRE
PDB. PDB AJLAEAHARHMRIEE —METIETIREH) Pod EERIFHER/NSERER/NE L. BT PodDisruptionBudget , NAEE
FETLMRIEE—R AN Pod MEEHREARHEEISZ Pod | B 7 HHERITE Pod SEEUEEX. IRSHHEE T EEZHR
SBIERETM.

TREBHBLARE Pod HALHEES ?

UG E T HEAY PodDisruptionBudget fY Pod /2 PDB Y , A7o4EA.

e Kube-system THJ Pod,

* T EEIE deployment , replica set , job , stateful set Z:izH%I286I%EAY Pod,

* Pod BN,

Pod EEEIBARERIA TR L.
TRREESR RS KIASMMRES ?
109%h.

5/ Not Ready ESKIBSMARES ?
20934,

ERMEE—ARERE 8 ?

10%.

RESKHAATLY FHCVM?
—RRAELODEIA |, HERSR MR AERINBAS AL S I S (R4,

J9t+4% Unschedulable i3 Pod , {I5kit{TH 2 ?
BIALUITRE :

* Pod HiEKEREET K.
o ER/ZET node selector,

s (HEENRAERECEEE.
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* IKSRARERE (KSRIARE , BUBRETEN &)  UREHAESE HEfttRE.
UMEIRSLE Cluster Autoscaler FEEFET R ?

# ALAET mAYannotationsiZEINTMER
kubectl annotate node <nodename> cluster-autoscaler.kubernetes.io/scale-down-disabled=true

¥ REE RIS R ?
PRI R H S EIR AR AR 4SS  BRTEE k8s B4, HELIT=MRIR LESBXIMATSEG

e kube-system/cluster-autoscaler-status config map
o ScaledUpGroup - CA fit&l &.
o ScaleDownEmpty - CA fili& T —MN&BIETT Pod BT .
o ScaleDown - CA 45Z.
* node
o ScaleDown - CA 45%5,
o ScaleDownFailed - CA ZEZS5KM.
* pod
o TriggeredScaleUp - CA BT Ilt Pod fl&H 2.
o NotTriggerScaleUp - CA FTiEKEIRTH BHYBRFEHESLL Pod AEE.

o ScaleDown - CA =ifIKiZItt Pod SREST .
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ARSS & I AR

BITEFAYa): 2024-08-23 15:08:00

BIEARSS & Wim)
FRSBHIBTRNIHATEEES ?
R4S SRR BRI I — R , PRS2 FIRTLAITRS SR + A A i,

Bl RS RERGEFRIERAZ_V1aE dockerhub SHRHIBE=TTHEKR ?
EAILUBITEREIENIUT docker login S BREISE=75BIR CREREN,

RIS NRIERS BB AR SR ?
THRER NI RARSS BIMASNEE | EUISH ARSI IS

PIEFRRE , CPU BREINAIRTS ?
S ARG SRR,

BURIRS ARSI RR AR ?
FRE RS S RMNEFEEHEN oot {UR. EASBNEFEEMTRARGRFREITNS | (KR nfs RS

EHIRS T ER WH

SRS AT AR I ?
TA CPU. WEFRRRRE , BUSSE IR,

REE AR IR0 ?
L, BIDEASRMEREN0  (MFRSREH BRNARSA.

SEFRSECEFE Wa
ENIRSS R STHHRNER ?
EHIRSS S R AR,

MBRARSS & W ia)RR

HHIERARSS IS RRSS SRS RSN SE S A AR A ?
MR RS 2 KIXARSS FRORTE R BRISMNREIIE— R | BIRATE IR,

RSzt TR WA
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AR E AR R GRHAI LR ?
HEREUAGER UTC B8, (RS RIE R RSB RAREALSERESNAEE | BRARTTEELE dockerfile sREIEERIR LA,

RUN echo "Asia/shanghai" > /etc/timezone;

Dockerhub #8484&40 ubuntu, php 1 busybox EERBIRSBETREEAD ?
ETRERENSERECHHISHERANNENHSH bash , SHBBHTRENEFMEBEL T, EFERHF—HiziT, DRE PID »1
HHENEBIEHE , BN PID ALIAGHE—ERBSEMBH T . WFEBDHREU centos & , AILAMFEA /bin/bash {ERIE TS , -C
sleep 800000 {ERIZITEECROIEIRSS |, FEIEHISIEEITSET - # sleep 800000 LIRHIERAT.

BrRISXAIERENASHEIA T IRSBAVBREEIEXLL | clearlinux, ros, mageia, amazonlinux, ubuntu, clojure, crux. gcc,
photon, java. debian, oraclelinux, mono., bash. buildpack-deps. golang. sourcemage. swift, openjdk, centos.
busybox, docker, alpine, ibmjava, php#dpython,
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=R CER IR

BITEFAYa): 2024-08-23 15:08:00

FHBHECRER WA
WRTEEHAER?
BEERRIFRAPTAA SRR,
RISCENKFRHA?
ARSI VIS,

FrER SIRMETSIC 7B A ?
LB A E R,

BIZREE WA

IR RERECEPREIA ?
BUAREERR100-MAE | BT T SEH SRR,
AENREI LS ERRMAFA ?
BRI,

SURRASRESAN{ISER ?
FELLETBIRGRE | BEEARREIRAFEEZRS.

PRI G IR
SRR R AR — MRS ?
BRI IER IR — NI,

ERGIIFENIRRG MR ZRENFTEREA ?
EH , MR SMNZ R ERRTERERE | BIEAIE TR,
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\—T1E g ale A =]
TR um & Dl (o]
BEEFATE): 2024-08-23 15:08:00

BREMSH bash , B4 ?
WNERAIKE bash , HEJLAIEGSSITHEANGERITIIGS | BRESERZGSHIRRIER, BALUGRSTEM— > EoiheEHE
fHIHBERYRETEIR bash, EINESCHIITEEE bash IS , BHTREHRIE,

BHAELT apt-get RN 18 ?
INEREEZEEANIE | TTREEIVSS I M A ERE T B R,

Ubuntu 16.04Z&%:
SHFESF I Ubuntu 16.0419788 |, IEILURITIAT®S | 15 apt BURIRENEME_VIHRRSES. BISFHILA T RSHMMRILIHINIT.

cat << ENDOF > /etc/apt/sources.list

deb http://mirrors.cloud.sunhongs.com/ubuntu/ xenial main restricted universe multiverse

deb http://mirrors.cloud.sunhongs.com/ubuntu/ xenial-security main restricted universe multiverse
deb http://mirrors.cloud.sunhongs.com/ubuntu/ xenial-updates main restricted universe multiverse
deb-src http://mirrors.cloud.sunhongs.com/ubuntu/ xenial main restricted universe multiverse

deb-src http://mirrors.cloud.sunhongs.com/ubuntu/ xenial-security main restricted universe multiverse
deb-src http://mirrors.cloud.sunhongs.com/ubuntu/ xenial-updates main restricted universe multiverse
ENDOF

CentOS 7&%
STFES /9 CentOS 7TH9A2: | EoJLIBTUATEE , EEENRIBIHES ZRERE,

L B TRBEHF -G ERRRIET

cat << ENDOF > /etc/yum.repos.d/CentOS-Base.repo

[os]

name=Qcloud centos os - \$basearch
baseurl=http://mirrors.cloud.sunhongs.com/centos1/\$releasever/os/\$basearch/
enabled=1

gpgcheck=1

gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-CentOS-7

[updates]

name=Qcloud centos updates - \$basearch
baseurl=http://mirrors.cloud.sunhongs.com/centos1/\$releasever/updates/\$basearch/
enabled=1

gpgcheck=1

gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-CentOS-7

#[centosplus]

#name=Qcloud centosplus - \$basearch
#baseurl=http://mirrors.cloud.sunhongs.com/centos1/\$releasever/centosplus/\$basearch/
#enabled=1

#gpgcheck=1

#gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-CentOS-7

#[cloud]

#name=Qcloud centos contrib - \$basearch
#baseurl=http://mirrors.cloud.sunhongs.com/centos1/\$releasever/cloud/$basearch/openstack-kilo/
#enabled=1
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#gpgcheck=1

#gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-CentOS-7

#[cr]

#name=Qcloud centos cr - \$basearch
#baseurl=http://mirrors.cloud.sunhongs.com/centos1/\$releasever/cr/\$basearch/
#enabled=1

#gpgcheck=1

#gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-CentOS-7

[extras]

name=Qcloud centos extras - \$basearch
baseurl=http://mirrors.cloud.sunhongs.com/centos1/\$releasever/extras/\$basearch/
enabled=1

gpgcheck=1

gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-CentOS-7

#[fasttrack]

#name=Qcloud centos fasttrack - \basearch
#baseurl=http://mirrors.cloud.sunhongs.com/centos1/\$releasever/fasttrack/\$basearch/
#enabled=1

#gpgcheck=1

#gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-CentOS-7

ENDOF

2. PUTLAT S | iBSHER YUM &7,

yum clean all &8& yum clean metadata && yum clean dbcache && yum makecache

EEEXURIEAIRRRTS = | BRBHETEAERS | SMENEBRIEEES , FLENEEEEGNRRZAEM,. BERRIES
ET
1 EIFEZSEE 55U Dockerfile,

£ Dockerfile B RUN B | iRIBRFHIARIMIERESURIBIE, a0 , £—ETF Ubuntu RERIRES , IIALITA

o -

v

RUN cat << ENDOF > /etc/apt/sources.list

deb http://mirrors.cloud.sunhongs.com/ubuntu/ xenial main restricted universe multiverse

deb http://mirrors.cloud.sunhongs.com/ubuntu/ xenial-security main restricted universe multiverse

deb http://mirrors.cloud.sunhongs.com/ubuntu/ xenial-updates main restricted universe multiverse

#deb http://mirrors.cloud.sunhongs.com/ubuntu/ xenial-proposed main restricted universe multiverse
#deb http://mirrors.cloud.sunhongs.com/ubuntu/ xenial-backports main restricted universe multiverse
deb-src http://mirrors.cloud.sunhongs.com/ubuntu/ xenial main restricted universe multiverse

deb-src http://mirrors.cloud.sunhongs.com/ubuntu/ xenial-security main restricted universe multiverse
deb-src http://mirrors.cloud.sunhongs.com/ubuntu/ xenial-updates main restricted universe multiverse
#deb-src http://mirrors.cloud.sunhongs.com/ubuntu/ xenial-proposed main restricted universe multiverse
#deb-src http://mirrors.cloud.sunhongs.com/ubuntu/ xenial-backports main restricted universe multiverse
ENDOF

X3TF CentOS RFHIRRAKL

HERERE , KILE vim |, netstat FTH , BAD?

R LA apt-get install vim , net-tools S FEEAFENTE ( CentOS THIfT yum install vim ) ,
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PHAIET apt-get install 5< , RFRERATITHR ?
EETLABIT LA T RE | 22,

L HUTLAT @< |, FHERERHEFIR.

apt-get update

2. JUTLATaS . LR (CentOS 4T yum updateinfo ) .

apt-get install

MRBERRPEREHNIR , Fab?

ERLBENTERIGTESS , BEHA THRNAEF | B T G T EERE.
MEEEMBVASIA | B0 dump 2 BEBIAR ST ?
EELBENTERIRTESS , BEA THRNAEF | B T G T EERE.
PHARART X LE IR RE THEIAHIThEE ?

REENEHNBEBERESERE tar 12/, SALABIT apt-get install vim , net-tools &< ( CentOS TH#14T yum install vim ) %
T4 tar IEERBEE.

I LZARENTEART ?

HJREE A kubernetes EMAEENERS | AESETSABRGEREMTHESS  IRFEEMIBEZHTENIR , FNSRETS
LEXETEN. EWEETIERGN R LCERIEHETA.

BLS IR EENF ?
RBUERESHINNE | BT SHRIERIZT,

BAMUESFIFSEF ?
BERHE T Shift + Insert Bia],

AHASHTTRERE ?
TR VI AR, SRS TIREEN T REIVRR , tWEFTALRKAIE (30%h ) TR | ARSSE8M
FFTIXANE,

=47 top #p<$ &I TERM environment variable not set B8R , B4 ?
H478< export TERM linux BIA],

ATHNESIEEBRIKIB R | bash VAFFRER " <" MEPIHEE ?
ERENAR bash IRTHRIRENER FFEOENS HFIER". NRLFBEKT —EKE , bash BWASER "< SHENRE—

#Be
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SHE WAl
ERITEFHYE): 2024-08-23 15:08:00

Back-off restarting failed docker container
iBH : IETEESSERY Docker 588,
RERTSE | IOBEREFHITH Docker HZRABREERY  EREAH L ISEETHHE | ECERSHNIREHFINHITHIA,
fit failure on node: Insufficient cpu
eAA : &EE¥ CPU 2.
BRAE | RART RAEREBITEZL , BERSTUEEH CPU IREISEXEEHHITT B.
no nodes available to schedule pods
B SERFRIRAE.
RERFE | RRERISERBHT TR , iSERSUEEKIRSAISLOZE | (EBELhEEaE CPU IR,
pod failed to fit in any node
WA | IREEERT AT,
BRTSE | RERRSEE T AAENRFIRE , SEUREAENTRATEESS , IBERS UEESIRSHISSHIEERE CPU RE,
Liveness probe failed
REA . BRRERINELMN
ERFE | MERGADRHERBIER BRGNS SEEER,
Error syncing pod, skipping
Error syncing pod, skipping failed to "StartContainer" for with CrashLoopBackOff: "Back-off 5m0s restarting failed container g
B . BERHZAREIRH.
BRGE - REASBNELEREETHREHE  EENEHERERETA.
-2

SNERLAERRIRTSIEARBERRRIERIAIE | 1BEAFR
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— =
5NN E=X3
BEEFATE): 2024-08-23 15:08:00
=finz= V1 F89 TKE 5208 = TKE RSB XE]
Hin=_V1 89 TKE ;5T ABE=hRA TKE BUiARZRY |, (BESFAE I SESimEtREEXE] , FEGLITLA ¢

L. MRz V1 RARBEAERESRIME | BATMWENREZRT  HESHTIFTERFBT4HPSER master &, WIRAFE
EARSSEUL master E£RERE | B EVNEITERITERRFIS.

2. [Hfv=_V1 FRY TKE fREkEIRRs_V1Z# IAAS &R , filgn CYM/VPC/CM/CBS/CFS/COS/CAM % |, SNRAFIRBWISLAERAY IAAS
AR5 , MIXSRZAY TKE ThEETALEE(ER.

3. HiZ_V1 Ey TKE IhEEATRERERI A B =AY TKE #EiH/E | #TRITHEEEER Mz V1 IRAFHER A BEER.
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=R

1E_| ! E;E

SRS 2024-08-23 15:08:00

RS

HZMERES & AISLAIFDSaX Lo SLAIRIRR NI 4E B YR SS .

Ingress

Ingress 2T IEINB HTTP(S) iREIRHRIIRS ( Service ) BINIES,

Image Store

FBF7E Docker 1% , Docker 5T HEAEEMRS.

B

— B EERRISER NSRS S,

S
IESREIIBARNES A8 TETASRESH. EYEBSER.
EEm

RERESMRENES  BESEREREIARLS.

LBl (Pod )

AR — DS BRI — ML | XA E AR AT IS 2SI,
RZF3

HEZMRSER— N TREIONBER | IS RIRRERRE.
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APISZRY

aeaiRSS (tke)
MzAN (2018-05-25)
APIHELS

BRITEHAYE: 2024-09-03 18:49:45

APIERZ

V3
P <
EEEEGEP S I
BEOZMR EEOEE
CreateClusterAsGroup B EREFAY PR
DeleteClusterAsGroups PR ERRFH e E4E
DescribeClusterAsGroupOption SERRMHRERCE
DescribeClusterAsGroups EERERERRY(RLRLEYIFR
ModifyClusterAsGroupAttribute 1B R E R
ModifyClusterAsGroupOptionAttribute IEUERRF R a1
HithzO
EOZBMR EO08E
Describelmages REREER
DescribeQuota SRENEREFACER
DescribeRegions =it
DescribeVersions SHIRAER
ForwardRequest TKE APIServerf{I2%E &0
/<453 5z
Hn?:l:*ﬁ?&ht H
OB EO8E
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BOER REOIT0RE

DisableClusterAudit KIDEERF=ELT
EnableClusterAudit ISTIES = ctay
GetDashboardID SREVSGRERID

pIZEER

EOZR EOIN8E
AddVpcCniSubnets ARIOVPC-CNIF/

TRBEXEO

BEOEMR EEOThRE
AddExistedInstances S INE L FERLBIRISERE
CreateClusterInstances RS R
DeleteClusterInstances HIBREERFHPATTI R
DescribeClusterInstancelds IRENERBF I RIDFIER
DescribeClusterInstances HAERTAER
DescribeExistedInstances HABEFENTA
DrainClusterNode IKIETI R

32 ISP S

EOBMR BEOThEE
AddClusterInstances T RERTR
CheckClusterCIDR MEEEFAICIDRET 3
CheckIfLogCollectorExists REHSREMN (1) REEEFE
CollectAllCore SREESLRRMEREcpuizsl
CreateCluster ellfEeS i
CreateClusterEndpoint ellfEcSizanal Il |
CreateClusterVirtualNode ININE TS
WRAYFRA : Efina_V1 5364 T0 655
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EORR
CreateClusterVirtualNodePool
CreateLogCollector
DeleteCluster
DeleteClusterVirtualNode
DeleteClusterVirtualNodePool
DeleteHelmChart
DeleteHelmChartVersion
DeleteLogCollector
DescribeChartDownloadInfo
DescribeClusterEndpoint
DescribeClusterEndpointStatus
DescribeClusterKubeconfig
DescribeClusterSecurity
DescribeClusterServices
DescribeClusterVirtualNode
DescribeClusterVirtualNodePools
DescribeClusters
DescribeCosInfo
DescribeHelmChart
DescribeHelmChartDetail
DescribeHelmChartVersion
DrainClusterVirtualNode
EnableLogCollector
GetLogCollector
GetLogCollectorStatus
ListLogCollector
ModifyClusterAttribute
ModifyClusterVirtualNodePool

QueryOverage

WA : EfiE_V1

AR5 (TKE)

EOTIRE

BUZREILTI Rt
ellfeacSid= Rt ST =)
pilllaeS

FRIBREEHATS A

FRBR LTS it
pRChart

BRCharthiz A

il =RAbe ST

SR T #EChartfS8
EfgERfendpointsiUEE
ERERHARIRIRES
IRENHRIFAEFAIkubeconfig
ERNEIRER
SRENSEREServiceFlIzk
SRENREHATI AR
SRENEEHTS it

SIS ESIES

KRBl chart Ef&cos(EE
$RBlchartZlzc
FREXcharti¥#(E
FERENcharthR A5z

IRE RIS A
FEFRSERE(IH) HEWIERARSS

RN AW EERREE(H)

IRENEER B BRI
B ATUWEIZR
(EBNES S e

1ERER T it

Hiflicense cpu core2E#EA

%6365
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BOEMR BOh8E
UpdateLogCollector EFTETWERRIIR)
UploadHelmChart LfEChart
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ARG

EOSHEV]

SRS E: 2024-09-03 18:49:45

tcecloud API £XBNMAEEKEHTEHIGE , B NERETEELAHLBERSHHESEEIER (Signature ) LISIFERES R, &

BIERHRTEFIEER , T2 FIERE Secretld ] SecretKey ; ERFPRIRERZEFEIE | BRIECAPIZARNHEES , BNTEERATAP
#ZM.

o .

1. FiEReFEiE

HEEIXER=APIZE] , BRIERAPIZSANHBRIELEEIE. L2 EIUFELE Secretld 1 SecretKey :
e Secretld FBF4RR APL & BH

* SecretKey BFIIEEE FFBMIRS SRS E FIIRIER.

* FAPRITEREREEIE , BHRtE,

HBLZeEIINEREERIT -

1. ERtcecloudEEBFIEHIE,
2. BHE=APIZSBRNEHI A TUE
3. E=APIESETUHE , M [#7] RIRJLARYEE—XdSecretld/SecretKey

IR AREKSRESELIBBILT Secretld / SecretKey,

2. ERE R R

BT REEiESecretld 7l SecretKey/s , MALUERSRET. U FREMSSRMOEMIFE :
RIZFEFRY Secretld #0 SecretKey BIE :

e Secretld: AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
e SecretKey: Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE

R XERERE , SRIEAF RSN Secretld f1 SecretKey #HTIEEHRME |
LRSS 2EEELAIFIZR(Describelnstances)iEsk a6l , HAFERX—ZOR , iS5 KkESHEaeT:

SHER 3L S8

Action 555 Describelnstances

Secretld #Z4AId AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp ZRIATIEIRL 1465185768

Nonce PEHLIEEEEY 11886

Region SCAIRFEX I, ap-guangzhou
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SHBR 3L S8

Instancelds.0 FEIRIZHIID ins-09dx96dg

Offset wize 0

Limit RARIFEIL 20

Version EORAS 2017-03-12
2.1. S ETHEFF

BRFEERS RS HBIIFERE ( ASCILEE) FHEHER. 2 1 1) RESHSHTHR | S5EERENEIT , R85k ;
2 ) #& ASCII #8EE A/ |, 7 Instancelds.2 EHEE Instancelds.12 [ , ARRFEE , TARKHE. BRTLMEHREES PRIEX
HERFRESRSLINX—INAE , 1 php B89 ksort i, HIRRBISEIHEFERNT:

{

'Action’ : 'Describelnstances’,
'Instancelds.0' : 'ins-09dx96dg’,
"Limit" : 20,

‘Nonce' : 11886,

'Offset' : 0,

‘Region'’ : 'ap-guangzhou’,
'Secretld' : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version': '2017-03-12',

}

EREEEFRIHESARN , T EERGIFHSEHTHR | SRINER B,

2.2, PHEE KRR

WEBAEREKRFRR, HE L —SHIFTFIERSEIS A SHETR ="S5E I | 03T Action 88 , HBEEFRA "Action”
, 88BN "Describelnstances" , EIELS5E Action=Describelnstances . FE : “£&E" o EIAEMIEUrRBEHE.

REBEINENS IS8R HHEE—R | REERIBERF/HEA:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=08&Region=ap-guangzhou&S
ecretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

2.3 PHESRBRF/HE

WWEBERERRNFRR, SRRNEFRHUTILNSE096:

1. {5k 754 S23% POST # GET A= , IXEFEMA GET 53K , iTB5EFAE LS,

2. iIERFENEELAIFIZFR (Describelnstances)iJiEki®#= /9 : cvm.cloud.sunhongs.com, SEFREEHKIEERERE OFBIERIARM
TR, ERNSEZEONRA,

3. EKIRZ: LPIMRAZAPIRNERIRZREESN / .

4. BRFFR: B E—EERRIERFERT SR,

ERFEBRIHEAN A BERTE + BRIV +EKER + 7 + ERFRES
THIRIHERERD
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GETcvm.cloud.sunhongs.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset
=08&Region=ap-guangzhou&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version
=2017-03-12

24, EpSREA

S BRAERSER, B HMAC-SHAL EiEY E—S RSN ERFOIFFRHTES | ARKBEMNEE SR Base64 #H1T4R
13, BIEIRIE RIS R A,
B8N | LA PHP IES f:
$secretKey = 'Gu5tIXxGARNpq86cd98joQYCN3EXAMPLE';
$srcStr = 'GETcvm.cloud.sunhongs.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=118
868 0Offset=08Region=ap-guangzhou&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=146518576
8&Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));
echo $signStr;

REBEINEREN:
EliP9YW3pW28FpsEdkXt/+WcGel=

ERECERRIHESTAN , IR LERGIFRERGHTERIIE , BRNERHBS6IFHaI—EEE.

3. BRRIwG

RIS R BHTEEIRIFNBRESH , FEXHEBT URL i3,

W E—SARAIESE S ElIPOYW3pW28FpsEdkXt/+WcGel= |, RERERIINEZFIERKSEL ( Signature ) 9 :
EliP9YW3pW28FpsEdkXt%2f%2bWcGel%3d , AT EMRLRIEK URL,

AR NRAPKIEKSER GET , Bi&iEK5%58 POST it Content-Type A application/x-www-form-urlencoded , MI&iXiEK
RAEERSHAEIREM URL RS , SHRBN-ASARERG. IF ASCI FFHE URL RISAIFESELA UTF-8 #7488,

IR FLREIESH http BEREESFTESEHT urlencode , FEIXMMER T , MAREXIERBHT URL 3T , BUAX URL 4
HeSHERLM.

IR RS BEhRmEH TR , MESHKA RFC 3986, {3 %XY XA RPN FHTE O LR . HP XY S+ HFrF
(0-9 KB A-F) , BRNSE5IRER.

4. BZZEM

HRIESSIREN | FEUTERRMANEIR | iSHRIEIIREAE

RIS EIREA
AuthFailure.SignatureExpire EEIIHR
AuthFailure.SecretldNotFound EIRAFHE
AuthFailure.SignatureFailure ERHER
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RS EIES U
AuthFailure.TokenFailure token iR
AuthFailure.InvalidSecretld ZHRIEE ( RE= APl Z¥E3EAY )

(e S 2 —
5. &2 ER

FESTRRER APL 3.0 B , HE7EERIREEtcecloud SDK 3.0 , SDK EEETRRANLE , FANRE = RRIBMEOET, HMAEE
S0 SDK iy, SASTRARRIESTS |

* Python

* Java

* PHP

* Go

e JavaScript
* NET

ATEBRNERERTRE , THUSIMREES A0 B OANERTERARIIL. BXkES. ERIROMISANEEERLL LA
BiTfENE  ABRABRSETRE  FAESERN , LRTAIBRERMA SDK.

REEHHAY url TT8EA  https://cvm.cloud.sunhongs.com/?Action=Describelnstances&Instancelds.0=ins-
09dx96dg&Limit=20&Nonce=11886&Offset=0&Region=ap-
guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliP9YW3pW28FpsEdkXt%2F%2BWcGel%3D
&Timestamp=1465185768&Version=2017-03-12

IR BT RAIPRIEERENN | HEBBARRSHEIRE |, FIaNSREL url FESEEHF I FEER curl EH<SEBRSIREESN
Hix . SRH. ATEE—NMILUEERER url |, FEERIREIFH Secretld 1 SecretKey NESLAVZESH | FHERRFHBIRTEEUE
79 Timestamp ,

IR ETENRAT  ARREES [ EER—ESEXITERIR url JEEEEMAR , RIASHNINFARR | (EXHARIER
. REMAESHEE , BESITEIERRIE.

TR LIMURB(ERT APL 3.0 , FEEERATRMNERRE | BMEZIERN APl , BTFEATERBLSHERUEER | B
X RIAISERR A .

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.LRandom;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);
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SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.cloud.sunhongs.com/?");
/] EZERSSEF TFHHET | it TreeMapfRiEliF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");
}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {
StringBuilder url = new StringBuilder("https://cvm.cloud.sunhongs.com/?");

// EFRERurhXISEINF B ER

for (String k : params.keySet()) {

/] BFEXSEKEB#Turlencode , BT keyEBRRNFH , #ltA NI Hvalueit{Turlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");
}

return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap <String, Object> params = new TreeMap <String, Object>(); // TreeMaprILABEIHEF

// SCRmVEFBR R 24 R FRREHLES , B4 : params.put("Nonce", new Random().nextInt(java.lang.Integer MAX_VALUE));
params.put("Nonce", 11886); // AHESE

// LB R M ER R F X BIRYE |, 40 : params.put("Timestamp”, System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // ~H5#

params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // AIEE5%4

params.put("Action"”, "Describelnstances"); // "HE%

params.put("Version", "2017-03-12"); // A5

params.put("Region”, "ap-guangzhou"); // AHE#

params.put("Limit", 20); // \53&#§

params.put("Offset", 0); // WE5#1

params.put("Instancelds.0", "ins-09dx96dg"); // WEES#

params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE", "HmacSHAL")); // A+t
24

System.out.printIn(getUrl(params));

}

}

Python

A WNRETE Python 2 IMEHHIE(T , EESLLEE requests KifiE :  pip install requests

# -*- coding: utf8 -*-
import base64
import hashlib
import hmac

import time

import requests
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secret_id = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query_str = "&" join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =='"_main_"
endpoint = "cvm.cloud.sunhongs.com”
data = {

'Action’ : 'Describelnstances’,

‘Instancelds.0' : 'ins-09dx96dg’,

‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'‘Region' : 'ap-guangzhou’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12"

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])

# ISSCRRER | AShiaaTer=4Eit#

# resp = requests.get("https://" + endpoint, params=data)
# print(resp.url)
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2 A
EOSHV3

BIFEAYE: 2024-09-03 18:49:45

tcecloud API £33/ MARIERFTEMNIGIE , BB NMNEKREZTEEAHIERESHFEEER(ERE ( Signature ) LESIEERES D, &

BIERHREFEIER , TEFILEE Secretld 7 SecretKey ; ZRFRREREFIL , BRIERAPIZARNEERS , BNEEEA=AP
#=O.

s=E \

1. BT EFIE

HEEIXER=APIZE] , BRIERAPIZSANERIELEEIE. TE2EIFELE Secretld ] SecretKey :
e Secretld FAF#rR APLERESH

o SecretKey FIT N B BRSSO B R0EA.
. BPUTREERSET , BRTE,

REREFIENERLERINT

1. EFtcecloud BRI ZHIE,
2. BIfE=APIZRRIEHIETRE
3. E=APIZSATIHE , M [FiE] BIALAGIER—XISecretld/SecretKey

TR FFREKSRSLUABMXY Secretld / SecretKey,

2. TC3-HMAC-SHA256 &2 7%

ERE  WFGETAE , R3Z#F Content-Type: application/x-www-form-urlencoded #M¥i&=. I3FPOST/% , BHREISZIF Content-
Type: application/json LA Content-Type: multipart/form-data FFIMMAER , json 8REARTEISEZEOIIE , multipart 183X
RERREWSEOSE: | WRHZEOREEER json 18ZVER , S5 REMISEON5RA.

THUSRSHFEAT MNXSEGFIREAGIF  DEBNMBERANTEERE. HAMBETERSAIFIRANSE : Limit 71 Offset ,
{#M GET A&,

BRI Secretld 0 SecretKey 552 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #01
Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

2.1. PHEHEIERER
RIS HHEHIEIEKE ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + \n' +
CanonicalHeaders + '\n' +
SignedHeaders + '\n' +
HashedRequestPayload

e HTTPRequestMethod : HTTP i&3K75i% ( GET, POST ) , &M GET ;
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CanonicalURI : URI 2%, API 3.0 EERIERHT (/)

CanonicalQueryString : & HTTP i3 URL FRNEIAFRER , 19F POST i53K , EEAZFFE , WF GET 5K , WA URL Hid
£ (?) GENZRFEAS , AREIEYES : Limit=10&0ffset=0, ;¥ : CanonicalQueryString EE42id URL w3,
CanonicalHeaders : 25&ZRILEMER , ZES host 71 content-type FI/NLER , tBATIIANBEXAELSBS 5ERBLIREEEE
KREgE—MFIZ e, BHENN : 1) 3LE8 key # value Fi—4ER/NG |, FEEERTHE |, IREE key:value\n #&=UHHE ; 2) SLER,
HRABSLER key (/NE ) ROFEEHFFRB THHE. A @ content-type:application/x-www-form-
urlencoded\nhost:cvm.cloud.sunhongs.com\n

SignedHeaders : £5&ZRILEMER , RAALLRIERBMLLERS S TES , # CanonicalHeaders BEAILERER—XINAY.
content-type [ host JusifEskEB, HHENIN : 1) L3R key ZB—HA/NE ; 2) Z1KEB key (/NE ) 1RERFEHEF#HITHHE , FHELL
25 (;) PR, WHEIFJ . content-type;host

HashedRequestPayload : iEXKIEXAINGH(E | ITE51E/9 Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , X3 HTTP i&
KEANIEX payload fi SHA256 157 , AfE+7AHIMmD | RERIDHEIRN/NEFE, T2 : XJTF GET i53K , RequestPayload [&
FEATFHE , WF POST 53K , RequestPayload By HTTP i&SKIEX payload,

HRIBELLEAIN | OIRERIRAGEIERENT (ATRNEW , \n BITFRIESSRITEFHI—TEK ) -

GET

/

Limit=10&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.cloud.sunhongs.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2, FHEFER TR
AU RS ER TS

StringToSign =

Algorithm + \n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

Algorithm : €Z &% , BRIEES TC3-HMAC-SHA256 ;

RequestTimestamp : i&KATEE, , BIiERLERAY X-TC-Timestamp BYUE , f0_ER~AliEK7A 1539084154 ;

CredentialScope : EIFEE , 8829 Date/service/tc3_request , @S HER. FaKABRSHIRIEFFE (tc3_request ) , Date /9
UTC fRAERTEIRIBRE , BUBREMATESH X-TC-Timestamp #HAY UTC #RERNBIEEI—3 ; service AF-m& , WRSABIMHR
BEZ—5, 180 cvm, 8N ERBLEKR , BYEJS 2018-10-09/cvm/tc3_request ;

HashedCanonicalRequest : BIASBHHEIMSALTEKENIEEE , ITESEN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

PR

1. Date Z/RMBTEIEL X-TC-Timestamp ITE152 , BRfX A UTC+0, MNRMARZAHEKER , HIIIFR/\X , ESHEXE
ERERmI , BERREMERCERY. RigitER/ 1551113065 , 4/ \XAJRTiELE 2019-02-26 00:44:25 , (BRI HEE
89 Date BX UTC+0 FYHHARS 2019-02-25 , A2 2019-02-26,
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2. Timestamp Z/REHRIRFRTE , BERERRFENENERAZEESH , MREEETADPNBERY. NRKAHEAFIIR
ERERELY |, ARESEIE T —RITEE , BROERW (IREEZSHHIER ) .

PRI LA | REIPERIRSFERFRBRUT (ATRREN , \n RITFAESSEITEFI—T8K) -

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2ab6d282cccf957dbflaa7f3a7

23. i EER
1) HEIRESEEA  WBIT

SecretKey = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request”)

e SecretKey : JRIARY SecretKey ;
e Date : B Credential Ff Date FEREE , a0_/wf , 792018-10-09 ;
e Service : B] Credential FfY Service FEER , A0 L7R=B , 79 cvm ;

2) iHEER , BT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

* SecretSigning : BPLA EITEBEINIREESFER ;
e StringToSign : AIZE2ATEBRIIFEEFRIE ;

2.4. 8 Authorization
AN &R HIE Authorization :

Authorization =

Algorithm + "' +

'Credential=" + Secretld + '/ + CredentialScope + ', ' +
‘SignedHeaders=" + SignedHeaders + ', '

'Signature=" + Signature

e Algorithm : &&75i% , Bl TC3-HMAC-SHA256 ;
e Secretld : ZEEAXIHAY Secretld ;

e CredentialScope : M X , EIEEHE ;

* SignedHeaders : L £ , 258 ZHLIHER ;

* Signature : £&(8

HRIELLERIN | EIHERIRIED -

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5
da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbal6cbecfl74c474
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https://cvm.cloud.sunhongs.com/?Limit=10&0Offset=0
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Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_reques
t, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbal6c6ccfl74c4

74

Content-Type: application/x-www-form-urlencoded
Host: cvm.cloud.sunhongs.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

L BRRM

HRIESSIREN | FEUTERRMANEIRS | ISRIELIREAE

RS LR
AuthFailure.SignatureExpire BRITH
AuthFailure.SecretldNotFound EIRAEE
AuthFailure.SignatureFailure BEER
AuthFailure.TokenFailure token &R
AuthFailure.InvalidSecretld BIHIEE (A2 AP AR )

4 ISE N

. ’\ﬁ JE7N
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util. TimeZone;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {
private final static String CHARSET = "UTF-8";

FRIERS : Efh=_V1
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private final static String ENDPOINT = "cvm.cloud.sunhongs.com";

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";
private final static String CT_JSON = "application/json";

private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getInstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm”;

String host = "cvm.cloud.sunhongs.com”;

String region = "ap-guangzhou";

String action = "Describelnstances”;

String version = "2017-03-12%;

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
//EERK , BUESHE
sdfsetTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkkkkkkkkk 55% 1 : m;%%m;ﬁi%*% kkkkkkkkkkkkk

String httpRequestMethod = "GET";

String canonicalUri = "/*;

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host";

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printin(canonicalRequest);

// K*kkkkkkkhkkkkk 55% 2 ;#;%%gg?f{r% *kkkkkkkkkhkkk

String credentialScope = date + "/" + service + "/" + "tc3_request”;

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.printIn(stringToSign);

// *kkkkkkkhkkkkk 55% 3 o .\L-l-%é% *kkkkhkkkhkkkhkkx

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printin(signature);

// K*kkkkkkkhkkhkkk ig% 4 j:}’fl:g Authorizatlon *kkkkhkkkkkhkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.printIn(authorization);
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TreeMap<String, String> headers = new TreeMap <String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

}

}

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# ZRSE
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.cloud.sunhongs.com”

endpoint = "https://" + host

region = "ap-guangzhou"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# Kkhkkkhkkkhhkkhkhk i% 1 o ?#*%m?ﬁiﬁ*% *kkkkkkkkhkkk

http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&0ffset=0"

ct = "x-www-form-urlencoded"

payload = ""

if http_request_method == "POST":

canonical_querystring = ""

ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

# *khkkkkhkkkhkkhkhkk 5% 2 : T#;%{%gg?ﬁ% kkhkkkkkkhkkkhkkk
credential_scope = date + "/" + service + "/" + "tc3_request"
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hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

# *khkkkkkkkkkkkk 55% 3 : .‘L_I_%Eg *hkkkkhkkkhkkkhkk

# RS EHERE

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# *khkkkkhkkkkkkhkk ig;’% 4 : ?#;% Authorization khkkkhkkkhkkkhkkk
authorization = (algorithm + " " +

"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSECRINENERLER

headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,

}
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15 K454

BITEFATE: 2024-09-03 18:49:45

1. frsSHbit

$io5], ( Region ) EASIERIVKIE-ONMIER. tcecloudsTIERRIEEZ B2 IER | (RIENRbaR AR BRI
P, ATRHGAIERIE, 12 TR , BGERE MG,

ERTLUBIT APIED EiiHSIR B ARItET IR,

2. BEMY

tcecloud API RIFFEREIY@IT HTTPS HTIR(E | RUHSREMHNBEEE.

3. 1BKTTE
S50 HTTP RS

* POST (i)
o GET

POST i&ER37#35#9 Content-Type 8 :

* application/json (7% ) , RER TC3-HMAC-SHA256 B& 754,

 application/x-www-form-urlencoded , ZR{FFE HmacSHAL g HmacSHA256 && 757X,

e multipart/form-data ( {NE8EOSEF ) , WRER TC3-HMAC-SHA256 &2 5%,

GET iERRIEREA/NFE#BIT 32 KB, POST iEXRFAEREA HmacSHAL, HmacSHA256 BFAR5#Bid 1 MB, POST iEKERE
BFiEN TC3-HMAC-SHA256 Bz 10 MB,

4. FFTmhS

FEFAUTF-84%%2.
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IS

BITEFATE: 2024-09-03 18:49:45

IFAREIEEER

RS 50E OB LAIMRESIZR (DescribelnstancesStatus) 2017-03-12 i, EVEMMALI , HATSEANREIITA :

{

"Response”: {

"TotalCount": 0,

"InstanceStatusSet": [],

"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc"
}

}

* Response REMAEBH Requestld REERIFER , TiCiEKRAINEE , RE APILET |, NHERIREL,

* Requestld FFF— APLiEKHIME—HRR |, WN5R APL HIISE , STLABCRI] , FHEAHZ ID SRR,

s RTEENFES , HRIWAEMEOENHNFE , AEEOMRENFERS O TREN., HFHIFH TotalCount #0
InstanceStatusSet 55 DescribelnstancesStatus £ OEXIFER , BT EAREKNAFREEIE=RS2ELH , Eilt TotalCount
AFERTRBREIEA 0, InstanceStatusSet FIZRAZS,

TEIRIREIEER
BRI, EEEETRS

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”

)
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}

* Error WHIIRFEZEKIERLM. Error FEHEREAERRY Code 1 Message FERTERAEAMAT SV EIRER,

e Code FREMAHBEEIRE , HMiE KBTS CRIBZERIBEAT SRS XA X R ARSI R EEE IR MR EFIFRR
AE,

Message E/RHTXMERRENERERE |, EEUSEEBHARMNE , WATRSEERSEEREN , P ARRBIX MRE]
=R

* Requestld FBF— API iERIUE—HRIR , N8R APL HIIEE , STLABCRIA] , FHEMIZ ID SRR,

+H . — ==
NIEERED (TODO: EEEE, ER5ENEE?)
IREIEEERFUNERIZAE Error 2E% , MIZEREAH API #20%5M, Error Y Code FERFREIRID |, FiE /B EFaTae HINAYEEIRID 9/ TEEE

IREG , TRFIH T ARG,
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FHIRAD
AuthFailure.InvalidSecretld
AuthFailure.MFAFailure
AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire
AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation
FailedOperation
InternalError

InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

FRIERS : Efh=_V1

SEIRfER

BRIEL (RE= APLEHEEL ) ,
MFA $8i%,

BRI,

SEIIH,

BEER,

token $5i%,

iBEkEk CAM 1Y,

BesiRSS (TKE)

DryRun #{F , RFBFRGLEMING , RRSET DryRun 2,

HERERIL
REREIR.
EORFE.
SHIEIR.
SHEYEEIR.
B ECRPRH].
ROSEGEIR.
EOMARFE.
IERAVREGET T IRERPRHE]
RiRH G .
RIFEAE.
RIFMFE.
BIRAEI A,
RIRBUE(E,
RASEGER.

IERSTHS,

http(s)IEXRIMIEEIR , R3ZHF GET #1 POST 153K,

EORSHSRTEbEL,
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RNHESE

BIFEAYE: 2024-09-03 18:49:45

RHESHERTRRBFMROSNENNSE , A E | 8 MO SRIHRO AP AR LS EHI TR | E2XEKIIFE
EHIXESE , FRIERRERXK.

S R

BRFE V3

55F TC3-HMAC-SHA256 27520 , AHBHEBEL—HE] HTTP Header iEkaLiph , 11T -
SEZFR St Wik AR

BERROSMR. BESEROXETRASEHALSE Action RO, FINIZIRSHEHE

X-TC-Acti Stri =
ction fng = 1BELAIFIFRED , BYES Describelnstances,

WIS . FSRIRRA IR EI MbERIEE. RORZAEEESE R OXETRAS

X-TC-Region String 2 HAHSE Region BIRIA, TR | REROAFTEERZSH , EOXEP ISR
B8 | IESBMEEBIZ S AL,

X-TC- Integer 2 457 UNIX BYE2E , ENERALE APLiSRAORNE. 5Ia0 1529223702, 5 : (IRSRSEE

Timestamp T MEEEREssE 23RS EITIER,

XTC-Versi , = EFRY APL RORRA. BUESHEOXEPAS LIS Version AU, FIAN=ARSS2RAMR

-TC-Version String =

7 2017-03-12,
HTTP fRAESDIAMESLERFER |, g0
TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Her,

Authorization  String 2 - TC3-HMAC-SHA256 : &£ 7% , BRIEEBIZE ;
- Credential : 2 , AKIDEXAMPLE 2 Secretld ; Date 2 UTC #ERTERYAHE , BX
EFENLHSE X-TC-Timestamp #5/Y UTC FRAERTEIREE—E ; service AF=m& , &
MEERFmEE—E, flgicvm ;
- SignedHeaders : 258 Z1HERILEHMSE | content-type F1 host JWA5ESLER ;
- Signature : BRFHE,

X-TC-T : - IRRPEFFTAEAY Token , FELSIGRIER—EGEMA. IRRIER Token FERHDEER

-TC-Token String 5

SREBZEOKE, KEIZHATEE Token,

BT V1

85 HmacSHAL #1 HmacSHA256 && 57T , ARSHEESR—WEEKRSETS , 0T

SHEBR KA ik R
Acti . = BERROER. RESEROXEPRASHATLSE Action B9IREE. FIIN=IRSSEE
ction String =

EsLHIFIZRED , BUEA Describelnstances,
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e C St ik kR
Wi Sy, SRR B EI MBIEAIEIE. FOESZHEREESE E O REA
Region String = SRS Region RUGER, R | RUEOATEECERZSEH , EOEP RIS
BIRER , LATEMEEEBIZS AL,

Za0 UNIX Bf[a)8% , FJicRARE APLIERAYRTEL. FI01529223702 , MRS =RF1HE

Timestamp Integer = jmmgx aiEssidise,

Nonce Integer £ BEHIEZEEZEY , 5 Timestamp BX&#ER , BFHLEERK .

Secretld Strin o FE=APIZHAE_E ERiBERIFRREDHY Secretld , — Secretld XFRME—HY SecretKey |, i

9 = SecretKey & FRARIEXEH Signature,
Signature Sung | g PRES  FRREIOREROSKE  RERFRESIOBASHUHET. At
= BRSNS,

Versi . = BERY APL BORRA, EUESEZONXEPASALESE] Version AYIREE. HIN=IRSSS

ersion String =
B9RRZA 2017-03-12,

SignatureMethod Strin & EH5 , BRIST HmacSHA256 #l HmacSHAL, REFEELSE9 HmacSHA256
g 9 T B, AR HmacSHA256 EEIRESE , EfbfERIIER HmacSHAL IIFEE,

T ) = IEEHERATAERY Token , FELESIGAIZHE—EHFER. IGREEF0 Token EEFHAE
oken String P

EIRSTARZEOKE. KEIZHAFZE Token .

MR

bl ( Region ) RIEYIERIEUEF OAMIEX, tcecloudIFIIEAREIIHZ EEERE |, MIEAEMRERATEEATSELENEE
. ATRHERRRE. B8 TEERE  BERRFELEEFatbE,

EEJ LAY APIEC ENAMIESIER EESTRAIIETIE.
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BIFEHAYE: 2024-09-03 18:49:45

32 HE A
1. EOEA
ZEOBEKRIES © tke.apil.cloud.sunhongs.com,
NEEFERNSERF R RYEE
FNBEOIERIRIR S « 200%/FD.
BEOSEFATE : 2020-09-03 19:31:58,

EOBIIOES &N,

2. NS

UTNBERSEGIRGIH T ROBERSBHBO NHSE , TBAHSHIIRDAHERSH,

SHBR Wi FPFNULL KA TR
. . NHSE, AEORE :

Act = = St - ’

ction = = fng CreateClusterAsGroup
Version 2 & String AHSE, AEORYE : 2018-05-25

ISR PRI E

Region = = String géb /o é)ﬂl . FE = RS AO ISR
Clusterld = &= String EREID

(RIEEBEIBES4L | json(FFFERIET
¥ #ZEOCreateAutoScalingGroup,

AutoScalingGroupPara = &= String LaunchConfigurationldg
LaunchConfigureParaZ#18li& , F3ziF
LS
EEECIEEESE | jsonftFHRIEE
I , ¥ CreateLaunchConfigurationi%

) . H. B5MmageldS#HTFERHEECEE
L hConf P = B St
aunchConfigurePara = = rnng fimageldfEE. , XNFBRASEES,

UserData=FERi& EiBigUserScriptiZ s ,
BN FRAFTEES,

InstanceAdvancedSettings & = InstanceAdvancedSettings  TrREHKkEERER

Labels S S Array of Label FeLabel#éH
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3. S

SHATR et U

LaunchConfigurationld String [BEIECEID

AutoScalingGroupld String {eR4E4aID

Requestld String HE—EK ID , ®XEKRESIRE., BRI EEREZRIEKA Requestld,
H >3
. f51=08

UG T OSSR A0EIRD | EERITER A HHEIRD,

"fal%ﬁ% }ﬁ

[

InternalError.OsNotSupport
MissingParameter
InternalError.AsCommon
InternalError.CvmNotFound
InternalError.Db

InvalidParameter
InternalError.AccountUserNotAuthenticated
InternalError.CvmCommon
LimitExceeded
InternalError.DbAffectivedRows
InvalidParameter. AsCommonError
UnsupportedOperation
InternalError.Param
InternalErrorImageldNotFound
FailedOperation

InternalError
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MpREREHR4EZE

BIFEAYE: 2024-09-03 18:49:45

1. #EOfER

EOBKRIEE : tke.api3.cloud.sunhongs.com,
B ERF R aEeE
BOAEZEOISRIREPRE : 200%/F0.

EOEFTE : 2020-06-18 19:41:47,

RO S 2 41N,
A M2
2. MANSE
ATFBRESHGIRIGH TEROBERSHIED AHSEY | TRBAHSHGIRIALERSEH
SHER WAl FBEFNULL i TR
Action 2 & String NHSE, KZEOBYE : DeleteClusterAsGroups
Version 2 & String AHSE, AEORYE : 2018-05-25
Region 2 S String RESH, FEIFRSIERIMEHEIZR(TODO)
Clusterld 2 & String £EB¥ID |, @i DescribeClustersiZ[O5kEY,
AutoScalingGrouplds — B Array of String SERHEYERIDAYSIZR
Keeplnstance ) ) Bool EARREBERBESTITRENAME : false(RMRE))
A s
3. S
SR ESig) A
Requestld String W—i5K ID , &XIEREPSIRE. BRI EEREZRIEKE Requestld,
H >
4. $EiR1S
PATBH 7O SSZEBEXAEIRIE | BfbiEnRGIF A =R,
FHIRAS A

InternalError.QuotaMaxClsLimit

LimitExceeded
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FEIRD 1)

B

InternalError.QuotaMaxNodLimit
UnknownParameter
InvalidParameter
InvalidParameter.Param
ResourceNotFound
InternalError.Param
InvalidParameter. AsCommonError
InternalError.QuotaMaxRtLimit
InternalError.AccountUserNotAuthenticated
ResourcelnUse

InternalError

FailedOperation
InternalErrorAsCommon

InternalError.PublicClusterOpNotSupport
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L. g

EOERES :
SRERM R E
BOAREOIESORERIRE - 200R/%D,
EOEHATE : 2020-06-18 19:39:31,

tke.api3.cloud.sunhongs.com,

EOBRIREE N,
A sl
2. MANSEL
LUNERSEHFIRNGIH T EOBERSEFISL AHSEL
SEER WAsE FEIEFNULL St
Action = S String
Version 2 = String
Region = o String
Clusterld 2 g String
A s
3. WS
SEEFR S|

ClusterAsGroupOption = ClusterAsGroupOption

Requestld String

4. $EixtS

UG T 2O SSIBEERa0EIRD , BERIFEL L

iR
UnknownParameter

UnsupportedOperation

WREFRA © Efi=_V1

BesiRSS (TKE)

NHESE, AEOBYE : 2018-05-25

NHBE, FIFRSIFBIEEIZR(TODO)

&EFID

fhik
SRR

E—IEK ID , RIERES
Requestld,

REl AR RERHZRIER

BRI,
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HIRtS 1)

S

InternalError.Param
InternalError.CamNoAuth
InternalError.AccountUserNotAuthenticated
InternalError

FailedOperation

InternalError.AsCommon
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£S5 SEENERENIES

BITEFATE: 2024-09-03 18:49:45

1. EOfEA

EOEKIEE - tke.api3.cloud.sunhongs.com,
SRRERERAY(RAEET IR

BONROIBRIRERIRE] - 200R/%D,

EOSEHAYE : 2020-06-18 19:42:36,

ZEOBRIRER N,
A sl
2. MASH
UTNERSEFIRNGIH T EOBEKRSEFIESS AHSE | TBAHSHFIRNAHIE RS
SHER Wik IFNULL 88 IR
Action = & String NHBE, KIZFOBYE : DescribeClusterAsGroups
Version =2 &5 String NS, AEOEBYE : 2018-05-25
Region 2 S String RS, FIFRSIFHIMEEIZR(TODO)
Clusterld =2 &5 String E£8¥ID
Array
AutoScalingGrouplds & B of {REELEIDFIZR | AIRAT | RHEERFREAAIATE R4E4E.,
String
fmeE , BAR0, FREHS TS ; Limit ARIRREINRSZEE
Offset & & Int64 2 , Offset HiRBEE. HENEREIIFRT AN  IRHSBILT
Limit FrfRERYE , APARIRME Limit 4ME.
IREIFE |, BOAR20 , &AEANL00, FAREHISTRAISEL ; Limit A
Limit = &= Int64 BRREINGRSZEBEE | Offset MREE. JHENEREFIFRTLN
BY , SNEREEEIT T Limit FrfRERME , BBARIRIE Limit ME.
A sl
3. s
SHER it HoAR
TotalCount Uint64 EERF R HYER DS

ClusterAsGroupSet ClusterAsGroup SEERERRYRAEAET IR

Requestld String H—iEK ID , @XEREPSIRE. ERBNHEERAZRIEKE Requestld,
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4. SEIRAS
BUFRGI T B LS BRI AORARID | RSB A 41200,

FEIRD 5

B4

InternalError.VpcCommon
InternalError.VpcPeerNotFound
InternalError.VpcRecodrNotFound
InternalError.Db

InternalError.Param
InternalError.AccountUserNotAuthenticated
InternalError

FailedOperation

InternalErrorAsCommon

InternalError.PodNotFound
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L. g

EOBEKRIES © tke.apil.cloud.sunhongs.com,

IR R
BONEOIBRINEIRE] - 200R/F
REOSE#RATE : 2020-06-18 19:43:07,

EOBEIOES &N,

2. NS

BesiRSS (TKE)

UTBERSEGIFRGIH T ROBERSHIBO NHSE , TBAHSHFIRDAHIERSH,

SHER Wisk

Action = =B
Version = )
Region = B
Clusterld = &=
ClusterAsGroupAttribute = & B

A M2
3. FitHE&E
SHBR eSS fEik
Requestld String
j:t\
4. SEIRES

UG T 2Ol S5ZEERA0EIRD | EfhEiRBIFER

FHIRAS
InvalidParameter.RouteTableNotEmpty

LimitExceeded

WREFRA © Efi=_V1

FEEFNULL

e

String

String
String
String

ClusterAsGroupAttribute

ANHEEIRED,

>k

fik

H

PHEHSE, FEOE :
ModifyClusterAsGroupAttribute

AHEHBE, FEORYE : 2018-05-25

LS4, P RSTFAOIBIEEIZR(TODO)

N
>
\

&EID
SREREARY BRI

BE—IEK ID , BRIEREPRIRME., EMIDMATFEERALZRIERAI Requestld,

$6393 1 H655m
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FHIRAD A
UnknownParameter

InvalidParameter.GatewayAlreadyAssociatedCidr
InvalidParameter

InvalidParameter.Param

ResourceNotFound

UnsupportedOperation
InvalidParameter.AsCommonError
MissingParameter
InternalError.CamNoAuth
InternalError.AccountUserNotAuthenticated
InvalidParameter.CidrOutOfRouteTable
ResourcelnUse

InternalError

ResourceUnavailable
UnauthorizedOperation

FailedOperation

InternalError.AsCommon
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1. #EOfER

EOEKIEE - tke.api3.cloud.sunhongs.com,
e R M (e B

BONEOIBRIRERIRE] : 200R/FD,

EOSEHAYE : 2020-08-22 22:08:42,

RO S 2 41N,
A M2
2. MANSE
LATBREHGIRIGH TEOBERSHIED AHSE , TBAHSHGIRIALERSE,
SHER Wi IFNULL 358 TR

. . NHSE, AEORE :
Action ~= B St “

I = = fng ModifyClusterAsGroupOptionAttribute
Version = P String NHESE, AEORYE : 2018-05-25
Region 2 & String AHBH, FERFRSISHMRZIZR(TODO)
Clusterld = = String EREID
ClusterAsGroupOption & S ClusterAsGroupOption  EERfs#ME(R4EBIE

A M2

3. FitH &
SHER St A
Requestld String W—iEK ID , BRiEKEPSIRE], ERMATEERAZXIEKE Requestld,

4. $5IRMT

LA T O SSBERXAEIRD , EEEREEFEN AT =R,
IR A
ResourceUnavailable

InternalError
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IR A
ResourceNotFound

MissingParameter
InternalError.CvmCommon
InternalError.CvmNotFound
InternalError.Db

ResourcelnUse
InternalError.ClusterNotFound
UnknownParameter
UnauthorizedOperation
InternalError.DbAffectivedRows
InternalError.AsCommon

UnsupportedOperation
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1. O

EOEKIEE : tke.api3.cloud.sunhongs.com,
IREUREER
BONEOIERIRERIRE] : 200R/FD,

EOEFHATE : 2021-04-09 10:35:32,

EORIOEE NEN,

2. NS

LINERSHGIRNGIE T EOBRSEIRD IR, REAHSHPIRNAHIERSLY
SHER Wik FEEFNULL e i) A
Action = S String ~HSE, KIZFOBYE : Describelmages
Version 2 & String NHSE, KZEOEYE : 2018-05-25
Region ! S String REBH, FIFRSSRMRZIZR(TODO)

3. BiHSE

SHER il A
TotalCount Uint64 REHE

ImagelnstanceSet Imagelnstance RBEETIER

Requestld String H—EK ID , ®XiEkEPIRE. EURMNRERAZRIEKE Requestld,

4. $EIRD
BB T BTSSR OIS | EUBERATE A S ERID,

FEIRD 1)

S

InvalidParameter.RouteTableNotEmpty
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FEIRD 5

S

InternalError
InternalError.DbAffectivedRows
InternalError.DbRecordNotFound
InternalError.CamNoAuth
LimitExceeded
InternalErrorImageldNotFound
InternalError.Db
UnauthorizedOperation
FailedOperation
InvalidParameter.Param
MissingParameter
ResourceUnavailable
UnsupportedOperation
ResourcelnUse
UnknownParameter

ResourceNotFound
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SR SR FECAN

BIFEAYE: 2024-09-03 18:49:45

<z R

1. #EOEA

ZEOBEKIEA © tke.apil.cloud.sunhongs.com,
SRENEERFHCER

FNBEOERIEIRS : 200R/FD.

BEOEFATE : 2021-04-09 10:36:43,

EOBEIOES &N,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Wik FEEFNULL e i) A

Action = & String NHE2H , AEOEYE : DescribeQuota
Version 2 & String AHSE, AEOE : 2018-05-25
Region B S String NEBE, FIFESHHIMEHEIZR(TODO)

3. S

SRR &<t fER

MaxClustersNum Uint64 ZIKS SRR ASRNE

MaxNodesNum Uint64 ZIS LRt AR SHSHR AT R E

Requestld String W—EK ID , ®RBEREBRIRE]. EMERERERAZRIEKA Requestld,

4. $EIRY
BUFRGI T B LS BB AORARID | RSB A 1200,

HiRAD 1)

S

InvalidParameter.RouteTableNotEmpty
InternalError.DbAffectivedRows

InternalError.DbRecordNotFound
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HiRAD 5

S

LimitExceeded
InternalError.Db
UnauthorizedOperation
InvalidParameter.Param
ResourceUnavailable
UnsupportedOperation
ResourcelnUse
UnknownParameter

ResourceNotFound
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BITEFATE: 2024-09-03 18:49:45

=2 A

1. EOHHAR

EOEKIEE - tke.api3.cloud.sunhongs.com,
IRENEREARSS RO A it
BOAEZOISRIRERPRE : 200K/FD,

EOSEFRATAE - 2021-04-09 10:39:30,

EORBESREN.

2. NS

UTNBERSEGIRGIH T ROBERSBHBO OHSE , TBAHSHFIRDNAHIERSH,

SHER WA FEEFNULL i R
Action P & String ~HSE, KIZFOBYE : DescribeRegions
Version 2 &5 String NS, AEOBYE : 2018-05-25
Region B S String RESH, FIFRSISMEHZIZR(TODO)
A M2

3. FitH &
SHBR RE R
TotalCount Uint64 MR E

RegionlInstanceSet RegionInstance Atz IS

Requestld String W—i5Xk ID , ®KiEkE=REl., BT EERIHZKIEKA Requestld,

j:t\
4. F51R8
PATNRAH T #Z OS2 EERAEIRS , EfERISEN A EIR,

HixhD 1)

S

InternalError
InternalError.DbAffectivedRows

InternalError.DbRecordNotFound
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FEIRD 5

B

InternalError.CamNoAuth
LimitExceeded
InternalError.Db
UnauthorizedOperation
FailedOperation
InternalError.AccountUserNotAuthenticated
MissingParameter
ResourceUnavailable
UnsupportedOperation
ResourcelnUse
UnknownParameter

ResourceNotFound
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ERRAERE
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1. EOHEA

EOBEKRIES © tke.apil.cloud.sunhongs.com,
SRENEERFIRAE R

FONBEOIERIRIRS : 200R/FD.

EOSEHATE : 2021-04-09 10:30:27,

EOBEIOES &N,

2. NS

UTBERSEGIFRGIH T ROBERSHIBO NHSE , TBAHSHFIRDAHIERSH,

SHER Wik FEEFNULL it} A
Action = & String NS, AEOBYE : DescribeVersions
Version 2 & String ~HSE, AEOEBYE : 2018-05-25
Region = = String ANHBE, FEI T RSIERMEEFIZR(TODO)
A sl

3. WS
SHER it A
TotalCount Uint64 A g2

VersionInstanceSet VersionInstance heAFIZER

Requestld String H—iEK ID , BRiEKESIRE]., EEEAEEREZRIEKE Requestld,

4. FEIRS

UG T 2O SSIBAEERA0EIRD | BERIRFEN A THEIRD,

&

FEIRD 1
InvalidParameter.RouteTableNotEmpty
InternalError

InternalError.DbAffectivedRows
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FEIRD

InternalError.DbRecordNotFound

InternalError.CamNoAuth

LimitExceeded
InternalError.Db
UnauthorizedOperation
InvalidParameter.Param
MissingParameter
ResourceUnavailable
UnsupportedOperation
InternalError.Param
ResourcelnUse
UnknownParameter

ResourceNotFound
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TKE APIServer{XIB A0

BIFEAYE: 2024-09-03 18:49:45

7 ek p
1. BEOHHA
EOEKIEE - tke.api3.cloud.sunhongs.com,
YUNAPI %1535k TKE APIServeriz[
BOAECIBRIREIRS] © 2000%/70,
EOSEHAYE : 2021-04-09 10:36:02,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Wik FEEFNULL KA ik
Action P S String nHSE, KZEOBYE : ForwardRequest
Version 2 & String AHSE, AEORYE : 2018-05-25
Region B & String AHBH, FRFRSISHMRZIZR(TODO)
Method 2 & String &ktke-apiserver httpiERXRAI/Ti%E
Path — & String BXktke-apiserver httpiEKifa)i&E
Accept &= &= String 15 Ktke-apiserver httpskAhAcceptS#4
ContentType S S String 15Ktke-apiserver httpskehContentTypeS#{
RequestBody & & String i53ktke-apiserver httpigkbodylE2
ClusterName &5 5 String 15Ktke-apiserver httpskeX-TKE-ClusterNameZ£#§
EncodedBody & s Bool EEMREiERbodyEE
Clusterld & & String ERUEA

3. MHEE
SHBIR it R
ResponseBody String 15Ktke-apiserver httpigZiRERYbodyEE
Requestld String W—i5K ID , &RIEREPSIRE. EAEENBERMZRIBERKE Requestld,
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4. ERG
BUFRGI T B LS BB AORIRID | RSB A 41200,

HIRID 1

st

InternalError
InvalidParameter
LimitExceeded
UnauthorizedOperation
FailedOperation
MissingParameter
ResourceUnavailable
UnsupportedOperation
ResourcelnUse
UnknownParameter

ResourceNotFound
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1. O

EOEKIEE : tke.api3.cloud.sunhongs.com,
KiAERFEIT

BONEOIERIRERIRE] : 200R/FD,

EOSEHAYE : 2022-01-21 11:24:59,

EOBIIOES &N,

2. NS

LINERSHGIRNGIE T EOBRSEFRBD RS, T,

SHBR Wik FEFFNULL RE
Action = &= String
Version = =5 String
Region = &= String
Clusterld = = String
A M
3. FitHEE
SHER ESid) fiik
Requestld String H—iEK ID , @RiEREpE

4. HRF

UG T 3Ol S5 EERA0EIRD | BRI AR

EIREE
UnknownParameter

InvalidParameter

WREFRA © Efi=_V1

BesiRSS (TKE)

2%, AEOEYE : DisableClusterAudit
NEESE, AEOEYE : 2018-05-25
AHBE, FE T RSIERREREIZR(TODO)

i

F£3(D)

o EMIERAFEERAEZRIERAI Requestld,

P4
™
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HiRtD R

InternalError
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1. #EOfER

EOEKIEE - tke.api3.cloud.sunhongs.com,

EEheerteEt 1) ERAFsErN B EENESER-R.

FRONEIERERERIRE]  200%/%0,
HEOSEFHATE : 2022-01-21 11:29:23,

BRI E S EN,

2. NS

LITNBERSHGIRNFIE TEOIBRSHFERD 1t
SHETR Vv FEFNULL
Action o iy
Version = B
Region = =
Clusterld = =
Logsetld B &
Topicld = &
RegionId 3 B

-\ kY 74

3. BitHEE
SHBR RE )%
Requestld String

H >
4. 35103

%

\

BesiRSS (TKE)

2) ERECAR BEEMBEER.

NHSE, AEOHYE : 2018-05-25

REBE, FRFESTISAHIEEIZR(TODO)

XD

E—IEK ID , SRIEREPIRME., EMIDMATFEERALZRIZRAI Requestld,

UG T OSSR A0EIRD | BfERISFER A IR,

HiRAD

InternalError
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HIRD A
InvalidParameter

UnknownParameter
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SREUNEREID

BIFEHAYE: 2024-09-03 18:49:46

1. #EOfER

ZEOBEKIEA © tke.apil.cloud.sunhongs.com,

1.DashboardTypedJi%(E: £1338it : audit-overview,audit-search,audit-node-overview,audit-k8s-resource-overview
EOMZECIERINEIRS) : 200%/70,

EOEFAYE : 2022-01-21 11:26:42,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Wil FEYFNULL KA T
Action = & String NS, ANEOEYE : GetDashboardID
Version 2 & String AHSE, AEORYE : 2018-05-25
Region 2 S String AHSE, FIFRIFRFIZRTODO)
Clusterld = = String EEFID
DashboardType =2 & String IVE el

3. WS
SHER 3] f#A
DashboardID String {EREID
Requestld String H—IEK ID , ®XIEKREPSIRME. BRI EERAIZRIEKE Requestld,

j:l: .
%EI 19':'5
LUTREIH 7O\ S ZEER A EIRD |, EfhEnRaDIE N 2 TR,
FEIRMG A
UnknownParameter

InvalidParameter
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EOBIIOEE NN,

2. NS

SHETR

Action
Version

Region

RunInstancesForNode

ClusterCIDRSettings
ClusterBasicSettings
ClusterAdvancedSettings

InstanceAdvancedSettings

ClusterType

WREFRA © Efi=_V1
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iy

alil

FEFNULL
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iy
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H o D

iy
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NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

String

String

Array of RunInstancesForNode

ClusterCIDRSettings
ClusterBasicSettings
ClusterAdvancedSettings

InstanceAdvancedSettings

String

BesiRSS (TKE)

fEik

~HESEH, AEOBYE :
CreateCluster

NHSE , KiEOBYE : 2018-
05-25

NHBE, FRF RS0
5I%R(TODO)

CVMEIEEEESEL , jsontk=F
FEED, , iFIRunlnstances
O, SWE(EER)EER
IF 101 |, HEEIVLEY (M) st
ZENEETLBTIRESEF
RunInstances#
InstanceCount3EsLHi,

SRR BNERERER
SEHVEATERER
EHEREERER
TREREERES

SRR BESE:
MANAGED_CLUSTER , ¥#37£8

BE
INDEPENDENT CLUSTER,
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InstanceDataDiskMountSettings &

ClusterArch =
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SEER il IR
Clusterld String E£8¥ID
Requestld String

4. iR

FIFNULL

=
(=)

iy

iy

Array of
ExistedInstancesForNode

Array of
InstanceDataDiskMountSetting

String

UG T 2O SSIZAEERAUEIRD , BERIBFER AT HEIRS,

HIRID
InternalError.DfwGetUSGCount
InternalError.InitMasterFailed
InternalError.QuotaMaxClsLimit
InternalError.CidrInvali
InternalErrorAsCommon
InternalError.Db
InternalError.UnexceptedInternal

InvalidParameter

InternalError.CidrConflictWithVpcGlobalRoute

InternalErrorInvalidPrivateNetworkCidr
InternalError.CidrConflictWithOtherRoute
InternalError.QuotaMaxNodLimit
InternalError.VpcRecodrNotFound

InternalError.AccountUserNotAuthenticated
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EFAELAIREERER. AL
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E#EIE100,

CVMSENEXI M AR R
BEERER

SR cpuBety , BUE:
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BE—IEK ID , BRIEREPIRME., EMIDMATFEERALZRIFRAI Requestld,
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FEIRD 1)

B

InternalError.CvmCommon
InternalError.VpcCommon

LimitExceeded
InternalError.QuotaUSGLimit
InternalError.DbAffectivedRows
InternalError.CidrMaskSizeOutOfRange
InternalError.CidrConflictWithOtherCluster
InternalError.CreateMasterFailed
InternalError.Param
InternalError.CidrConflictWithVpcCidr
InternalError.PublicClusterOpNotSupport
InternalError.DfwGetUSGQuota

InternalError
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2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Wik FFNULL 58 fEA
Action = & String NHSE, KZOBYE : CreateClusterEndpoint
Version 2 & String  AHSE, AEOBYE : 2018-05-25
Region £ & String  QHBE, FEIFRSTSHMEFIZR(TODO)
Clusterld = = String  &EfID
Subnetld = = String %Pﬁiﬁ[z‘a;ggf’ﬂ%ﬂm ((AEFFEIRINREIRIBT TR EIE |, IR EERFFITE
IsExtranet & S Bool EEA5MN5E ( TRUE SMifIE) FALSE PIRIAIE) , ZRIME : FALSE)
Domain & & String  FAFPBEENIEZA
SecurityGroup &= = String FFiIEELEH
ExtensiveParameters =~ & B String EE@HRE. MKITEER. B LRIGHFARM)
3. WHEE
SHER it )%
Requestld String W—iEK ID , XIERESIRE., EMERNEERMZRIBEKA Requestld,

4. FEIRS
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PATMBH 7O SSZEERREIRID , BfbiERIGIF I HEIRE,
HIRID fER
InternalError
InternalError.CamNoAuth
InvalidParameter
LimitExceeded
InternalError.Db
UnauthorizedOperation
FailedOperation
InvalidParameter.Param
MissingParameter
UnsupportedOperation
InternalError.Param
ResourcelnUse
UnknownParameter

ResourceNotFound
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ROBEIEE A,

2. WMANSE

LITNBERSHGIRNFIE TEROIBERSHFRD NHESH |, TEARSHGIRDAHLERSE,
SHER whi%E FEEFNULL St ik
Action 2 & String AHEE, AEOBYE : CreateClusterVirtualNode
Version 2 & String AHSE, AEOYE : 2018-05-25
Region £ S String AHSE, FENFRIFERFIZR(TODO)
Clusterld = &= String EEFID
NodePoolld — B String REHATS Rittid
Subnetlds = & Array of String FRID#H, SSubnetldbE—4
Subnetld 2 & String F®id , 5SubnetldstyB—4*

3. S

SHAWR E- St DG
Instancelds String REHATS REgeE
Requestld String H—iFK ID , ®XiEKREPSIRE. BRI EERAIZRIEKA Requestld,
H 3
4. 55

PAIMRFIE 7O SZEEXAERE | EERGFEN A SR,

U]

HIRD A

WRARERS : Efi=_V1 55443 T H6551

\|



e

) Haalkss (TKE)

HIRD A
UnknownParameter
InvalidParameter

InternalError

WRARERS : Efi=_V1 55444 T H655

\|



) EEARSS ( TKE)

BIEZREEIATI &=

BIFEAYE: 2024-09-03 18:49:46

=7 =N
1. #EOEA
ZEOBEKIEA © tke.apil.cloud.sunhongs.com,
SRR A
FONBEOIERIRIRS : 200R/FD.
EOSFEFHATAE : 2021-12-09 14:40:54,

EOBEIOES &N,

2. NS

LITNBERSHGIRNFIE TEROIBERSHFRD NS |, TEARSHGIRD A SRS,
SHEBR e ARYFNULL kR 5%
Action = & String NS, AEOEYE : CreateClusterVirtualNodePool
Version 2 & String AHSE, AEOEYE : 2018-05-25
Region 2 S String AHSE, FIFRIFERFIZR(TODO)
Clusterld £ &= String EREID
Name = B String REPATS rUtHEFR
Subnetlds = &= Array of String FMIDEZE
SecurityGrouplds = S Array of String ZeEHE
Labels = S Array of Label BT tEAYLabels
Taints =2 &5 Array of Taint BT =itBaYTaints
Unschedulable S S Bool EATRAE
3. WS
BHEIR sem ik
NodePoolld String TS RURID
Requestld String HE—EX ID , ®XiEKRESIRE., BRI EEREZRIEKA Requestld,
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UnknownParameter

InternalError

InvalidParameter
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EOBIIOEE NN,

2. NS

BesiRSS (TKE)

LITNBERSHGIRNFIE TEROBRSHFRD NESE |, TEARSHGIRIAHLERS
SHEBR wiE FIFNULL St fA
Action 2 & String AHESE, AEOBYE : CreateLogCollector
Version =2 &5 String NHESE , AEOEYE : 2018-05-25
Region =" S String NEBH, FIFRSIFAIMEHEIZR(TODO)
Clusterld =2 &5 String ER¥ID
Name 2 & String HEREHN
Description & B String HEWEEss A
InputType s & String IR
OutputType = &= String HiHERY
InputOption & &5 LogInputOption L NI%IN
OutputOption S & LogOutputOption R HHI%ETR
3. EitH&4
SHER ESid) R
Requestld String W—iEK ID , &RIEREPSIRE. BRI BEEREZRIERKE Requestld,
4. $EIRTD
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NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Wi IFNULL 358 fEA

Action = &5 String NS, AEOEYE : DeleteCluster

Version 2 & String  A~HSE, AEOBYE : 2018-05-25

Region £ & String RS, FIFRSIFHIMEEIZR(TODO)

Clusterld = = String  £E¥ID

InstanceDeleteMode = £ = String SRRFSCAIMIPRATAISRES © terminate ($HERSEHI , (CHHEEITERR TN

L) retain ({XFBB& , {RERSLAI )

3. S

SEER i) b0
Requestld String W—iEK ID , BRiEKEPSIRE], ERMATEERAZXIEKE Requestld,
+H O
4. %EIBEEE_'I

LA T O SSBERXAEIRD , EEEREEFEN AT =R,
FHIRAS A
ResourceUnavailable

InternalError.PublicClusterOpNotSupport
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InternalError
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EOBIOE R NS,
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2. INSEL
UTBERSEGIFRSGIE TIEROBSRSEFIHDALESE , TBEAHSHGIRDATERSEL,
SEER WsE FEFNULL it R
Action 2 e String NHSE, AEOYE : DeleteClusterVirtualNode
Version 2 & String AHESE, AEOBYE : 2018-05-25
Region 2 & String REBE, FRFESIFHIHFIZR(TODO)
Clusterld = &= String EREID
NodePoolld 2 & String T ruid
Force & & Bool BEEEFIMER |, falseBBpodiz{THi A MR
NodeNames & & Array of String BT aE
A sl
3. BitHS%
SEER i) R
Requestld String H—iEK ID , ®RiEKEPSIRE]., EEMATEERAZXIEKA Requestld,
H X3
23 %EEEEE_'I

UG T OSSR A0EIRD | BfERISFER A IR,
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EORIRESE EN,
2. NS
PITNBERSHGIRNFIE TEROIBERSHFED NHESH , TEARSHGIRDAHLERSLH
SHER S FEEFNULL &Sic) fEA
Action = & String NS, AEOBYE : DeleteClusterVirtualNodePool
Version 2 & String AHSE, AEOYE : 2018-05-25
Region B & String AHSE, FENFRIFEHEFIZR(TODO)
Clusterld P = String EEFID
NodePoollds 2 S Array of String T aitbid
Force S S Bool EEEGIMER , falseEBpodiz{TRAMER

3. WS

SR eS| A

Requestld String W—i5K ID , &XIEREPSIRE. BRI EEREZRIEKE Requestld,
H 2
EllBEﬁE_'J

UG T 3Ol SSIBIEERA0EIRD | BRI A HHEIRD,
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UnknownParameter

InternalError
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SHER WA FREFNULL

Action = iy

Version 2
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17|

Region =

ChartName 2
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3. S

SEEFR St R
Deleted Bool BRI

Requestld String

4. iR
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EIRAD
InternalError
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SHEWR WAl FEFNULL e il HhA
Action = & String &8, AZEOBYE : DeleteHelmChartVersion
Version 2 s String YHEE, AEOBYE : 2018-05-25
Region B & String RNEBE, FRFESFMIEHEIZR(TODO)
ChartName = a String ChartZ#R
ChartVersion =2 & String Charthig2~
3. WS
SHER it )%
Deleted Bool EEMBRLTI
Requestld String W—iEK ID , &RIEREPSIRE. EAEENBEREZRIEKE Requestld,

4. iRt
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LUNERSHGIFRNG I T EOBERSEFIERS 2

SHEWR WAl FEFNULL
Action o iy
Version 2 B
Region = =
Clusterld =2 B
Name 2 )
por *
3. WS
SHER i) U
Requestld String
o m g |
4. se=hS
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InternalError
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LINBERSHGIRNG I TEOBERSEFIED RHSE

E—EK D , RBERIBIIR

SHBR S FEFFNULL &g
Action = ® String
Version 2 N String
Region = & String
ChartName = = String
ChartVersion = & String
A M2
3. BitHEE
SHER e Sit] fEA
PreSignedDownloadURL String TEHEE
Requestld String
H >
4. a5

UG T 2Ol S5BIEERA0EIRD |, BAhiERZIFE R

%EIBEEE_’!
InternalError
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LINBERSEGIRNG I T EOBRSEFIRD A HSE
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Action =
Version =
Region =
Clusterld =

3. iS4

SHER
CertificationAuthority
ClusterExternalEndpoint
ClusterIntranetEndpoint
ClusterDomain
ClusterExternalDomain
ClusterIntranetDomain
SecurityGroup

Requestld
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S, TERAHSHGIRNNHLIERSE]
el iR
String NHSE, KIZEOBYE : DescribeClusterEndpoint

fiik

ERFCAIED
RPN (B &% )
SERFAMTIEEIE (RER0 )
S 2NN 1S]) e
RTINS
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ERINRISIRERZREA
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SHETR Wik FSIFNULL it A
Action 2 & String AHBE, AEOBYE : DescribeClusterEndpointStatus
Version 2 S String NHSE, KiZEOBYE : 2018-05-25
Region 2 S String  AHSE, FEFRIHIMIEFIZRTODO)
Clusterld =3 B String £8ID
IsExtranet = &= Bool EA5MIEA ( TRUE FMNkij51a) FALSE PIRGi5IE] , BRIAME : FALSE)
A M2
3. IHSE
SHER St fEA
Status String BERERFAENRIRES ( Created FFERTLN , Creating FFE®H , NotFound RFFE )

Requestld String W—iFK ID , ®XiEKREPSIRE. BRI EERAIZRIEKA Requestld,
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InternalError

InternalError.CamNoAuth
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2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHETR Wi SPFENULL Sl

Action =3 = String
Version = = String
Region = = String
Clusterld = &= String
Type S & String

3. S

SHER St fEA
Kubeconfig String FEF#Ykubeconfig
Requestld String

4. FEIRD

NHEHSE, AEOBYE : 2018-05-25

REBH, FRFESISAHIEEIZR(TODO)

IREIfYconfigrhseveritsiit2:EY - MASTER/INNERLB/INTERNETLB

X

H—EK ID , &XiEKREPSIRE, BRI EERAIZRIEKA Requestld,
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InternalError
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EOBEIOES &N,

2. NS

SHETR wigk FBEFFNULL ESic) fik
Action 2 & String AHSE, AiEOBYE : DescribeClusterSecurity
Version 2 & String NS, KEOEYE : 2018-05-25
Region 2 & String  AHSE, FRFRSIFHIRFIZR(TODO)
Clusterld 2 & String R ID |, 515 ERERFIE BEOPIRER clusterld FE
. ILBERIIMAET L,
@ =
JnsGwEndpointEnable i = Bool SEREI R ERA: FALSE)
A M2
3. IHEE
SHER St A
UserName String ERIKSBIR
Password String ERRHI0EE
CertificationAuthority String SRR CAIER

ClusterExternalEndpoint String EERHHAIAYIE

Domain String ERHANRER
PgwEndpoint String EEE¥Endpointitiiit
SecurityPolicy String SRARIORIRA
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LimitExceeded
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ResourceNotFound
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2. NS
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KubeScheduler & 2

Regionlnstance

iR ER

AN T~#EOS | : DescribeRegions
R Wik FEFFNULL RE
RegionName = = String

WREFRA © Efi=_V1

s
Array of String
Array of String

Array of String

fiik

Wbl AR

U
kube-apiserverBEN S5
kube-controller-managerEE X248

kube-schedulerBEN £
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2R OSvi FIFNULL E-Sit) iR
Regionld = = Int64 HBiERID
Status 2 2 String HEIRES
FeatureGates 2 2 String MR T e (2 BB SONKI ZUREIFTE B i)
Alias =2 =2 String Hbia fEFR
Remark p=3 p 3 String el EE R
PayLoad
configmap #iEEEERS

#ANT™EOSIA -

% iis le\jﬁ f‘[\,‘i,tFNULL %gg }ﬁﬁ
Data = = String configmap base64 encoded data
Key = = String configmap file user visible path
InstanceExtraArgs
TREENSH

N T™EEOS|A - AddExistedInstances, CreateCluster, CreateClusterAsGroup, CreateClusterlnstances,

CreateIlndependentCluster, CreateTKECluster, DescribeClusterInstances, UpdateClusterInstances, UpgradeClusterInstances

B D43V FOEFNULL it iR

Kubelet & =2 Array of String kubeletBEN &%)
ServiceAccountVolume
ServiceAccountVolume
U TEOSIA -

SR Wit FFNULL s R

Data = 5 Array of KeyValueData data
LogCollector
HEWEER
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%

AN~ EEAS|F : GetLogCollector, ListLogCollector

=2 i
Name &
Description =
Clusterld 5
ClusterName =
CreatedAt 5
InputType B
OutputType =
InputOption &=
OutputOption =
ImageAttributeSet

unImgld@devicelmageldiYBRETHIZLZE

#AOT™EOSIA -

% N
Imageld

InnerImageld

AvailableExtraArgs

ERHTRNEENSH

BesfRsS (TKE)
FBIEFNULL i b
& String HEWERTR
= String S RAES I
& String E&EEID
= String ERFER
e String BIEEATE]
& String BINRE
& String i)
2 LogInputOption BINIEIR
2 LogOutputOption I
FEEFNULL =it fk
= String H&id
= Uint64 AERE &I

#HaN O3S | : DescribeClusterAvailableExtraArgs

BFR

KubeAPIServer
KubeControllerManager
KubeScheduler

Kubelet

Instance

WREFRA © Efi=_V1

=
E
=
=
=
E

=
~=

BEFNULL
2
3
B

=
=

ESid]
Array of Flag
Array of Flag
Array of Flag

Array of Flag

R

kube-apiserveral BRIEENX £4{
kube-controller-managera] BRIBEEN 241
kube-schedulera] BB E X £

kubeleteFIRIBENX S
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2

SRFRISLONER

AN T™EOS| A : DescribeClusterlnstances

% N

Instanceld

InstanceRole

FailedReason

InstanceState

DrainStatus

InstanceAdvancedSettings

CreatedTime

Flag

£ S G

i

il

il

=

il

a4 O5|F : DescribeClusterAvailableExtraArgs

BFR WhisE
Name =
Type =
Usage =
Default =

Constraint =

Step

PITERER

#AN OS5 : DescribeClusterCreateProgress

% N
Type

LastProbeTime

WREFRA © Efi=_V1

FIFNULL

@
(=)

@

iy

H

iy

BesiRSS (TKE)

FEVFNULL 258U TR
B String SCAFID
= String TR, MASTER, W?R‘KER, ETCD,
MASTER_ETCD,ALL, ZiAIWORKER
= String SIS E E BT RRE
= String ;’}'ﬁg{ﬁ?ﬁiﬁfgﬁzzgéj)éﬁth , initializing
= String LR REF LIRS
=2 InstanceAdvancedSettings TRiE
& String NINATE]
ESid) fER
String SEE
String  S#EE
String  SEg&EE
String  SHEIAME
SHANEEE ( BRIB&rangeflin®#y , "[1"XRrange , #1"[1, 5]"RF-SEHLM
String  >=1H <=5, "()"XFXin, #0"(aa', 'bb)"FTREMREENFHE aa'sqE bb' |, %

=
~x=

=
=

SNSRI )

FEFFNULL &<t
= String
B String

fik
SR

RE—RNITRE
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%

% i
Status

Message

KeyValueData

KeyValueData

#ANTEOSIA -

g N
Key

Value

TaskSteplInfo

ESERER

BasiRsS (TKE)
WA FEFFNULL il fiEA
2 a String HAPATS
= & String T ER
FEFFNULL il fEA
& String key
) String value

A0 ™ZOS | : DescribeUpgradeClusterProgress, GetUpgradeClusterProgress, GetUpgradelnstanceProgress

BR ik FFNULL
Step B =
LifeState 2 &
StartAt 2 =
EndAt 2 =
FailedMsg =2 =
InstancelD & &
ResourceStatus

it )%
String LIREZIR

SeEHBpending : £EEBRFFIArunning: £EBHITHsuccess: £EBIh7eRK  failed:
izt Sl

String
String  FEFFIARTE
String  SIRLETRATIE)
String  EHLBEGEEHfailed ML FRERERER

String  SEAIIDUNT RFHRAER)

#WanT™EOS| A : DescribeClustersResourceStatus

% N
ClusterInstanceld

Status

WREFRA © Efi=_V1

il

il

FEFNULL i) fEA
& String E-EFID
& Array of ResourceStatusltem BRBIRS
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Chargelnfo

Podit#(ER

WA EOSIA -

BesiRSS (TKE)

BIR whIFE FEFFNULL ESig) R
Charge & = Bool pod2&itER
StartTime & & String poditZEFriantia)
Uid S S String PodfiUid
Volume
Volume
WA EOSIA -
2R Wik FREFFNULL RE ik
Name = B String B
Pvc & & PersistentVolumeClaimVolume pvc volumelS&
TencentCbs & B TencentCbsVolume cbs R
Secret & = SecretVolume secret
ConfigMapPayload &= a Array of PaylLoad Config Map Volume payload

AlarmPolicyFilter

HERETIE

#AN O3] 8 ; DescribeAlarmPolicies

BFR

AlarmPolicyName

InspectionStatistic

InspectionStatistic

WhisE FAIFNULL
= B

St i)
String HERIEER

#an O35 : DescribeClusterinspectionOverviews, DescribeClusterInspections

BFR Wi

WREFRA © Efi=_V1

FBEFNULL
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) Haalkss (TKE)

2R Wi FEEFNULL RE R
GoodItem = & Uint64 GoodItem
Warnltem = & Uint64 WarnItem
RiskItem = = Uint64 RiskItem
Seriousltem = = Uint64 Seriousltem
FailedItem = = Uint64 FailedItem

LogOutputOption

SRS Thnudl

A TZEOS | : CreateLogCollector, GetLogCollector, ListLogCollector, UpdateLogCollector

AR wWhisk FBEFNULL xE fEA
Instanceld & =2 String sc{5llid
Topicld = = String topicID
Host & 2 String FHlhsot
Port B = String i |
Topic = = String topic
Logsetld &= P String Logsetld

ClusterlnspectionProgress

SRRFKHG AT E
#ENT™EO5|A : DescribeClusterIlnspections
2R Wk FSRFFNULL 268U A
HEIEEBER | init_env: ¥IIRLIRE , 2Eagent, init_k8s_resources : KEX

Step 2 5 String  kubernetes#i&init_components: SKEZ/RE4S8init_machines : SKEXTS ARG
s#diagnostic : IETEIETEERY

A

Percent £ Float REHERDLE

i

File

Xt

AN T™EOS| A : DescribeHelmChartDetail
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AR WhisE
Data =
Name B

DataDisk

AT k8s T REIREEXREESER.

FEFFNULL

=
=

=
=

HEERSS (TKE)
St iR
String i
String ZR

U T™EEOS|A - AddExistedInstances, CreateCluster, CreateClusterAsGroup, CreateClusterlnstances,
CreateIndependentCluster, CreateTKECluster, DescribeClusterInstances, UpdateClusterInstances, UpgradeClusterInstances

R Wik
DiskType P
FileSystem =2
DiskSize =
AutoFormatAndMount =
MountTarget )

InstanceAdvancedSettings

AR T k8SERHERIESIER.

AFNULL

a

H D

iy

KB R

String pay st =it

String SR ZE (ext3/extd/xfs)
Int64 =ERANG)

Bool REBEIMUESEFER
String HEHER

HUNT™EEOS|A - AddExistedInstances, CreateCluster, CreateClusterAsGroup, CreateClusterlnstances,
CreateIlndependentCluster, CreateTKECluster, DescribeClusterInstances, UpdateClusterInstances, UpgradeClusterInstances

SR Wik FREFFNULL
MountTarget & =

DockerGraphPath & 2
UserScript B =z
Unschedulable & 2

WREFRA © Efi=_V1

e

String

String

String

Int64

3%

HEEERR, BOANEHEIER. BRI ext3 | extd
xfs MM RFRERRSERES | Bt RFEREIE
REERE RS hextd FHEE , BEREHEURE! T
EEIEZSREEZINZENUNREARERL.

dockerd --graph 15%E{8, EkIAJ9 /var/lib/docker

base64 wISHIAFHIA, HASTE k8s BHEITHEHIIT &
BRPRIEHANTEARERZE BIAREERNEE
AR RAY /data/ccs_userscript/ BIREE, IREXRKT R
FETHTRNTREATTIMNREE, JES
unschedulable 2#4(#H, £ userScript RIE¥IRH TS,
70 kubectl uncordon nodename --
kubeconfig=/root/.kube/config ep<S{ET mIINEE

RENMNNTREGSS5REE , MAMER0 , Frne5R8E ;
EOERTFASEREE, FHRVRNTEHRZE, THliTkubect!
uncordon nodenamefEnodeI\IEE.
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BFR
Labels
DataDisks

ExtraArgs

PreStartUserScript

NodePoolSet

M RItER

H o

iy

FBEFNULL

=
=
=
=

=
=

=
=

s
Array of Label
Array of DataDisk

InstanceExtraArgs

String

AN T™EOS| A : DescribeClusterVirtualNodePools

BFR

NodePoolld
Subnetlds
SecurityGrouplds
Name

LifeState
Unschedulable
Labels

Taints

11 B 17 S 17 B 17 I 1 I

iy

ContainerProbeResult

BERIMOESER
WA TEOSIA -

% N

ProbeType 2

Ready 2

TTL

alil

WREFRA © Efi=_V1

AEFNULL

a
=

=
E

i

e

String

Bool

Uint64

ABEFNULL

as

11 I 7 S 17 B 17 I 1 I

i

%

RETEEIRTAHVEYES liveness 8¢ readiness

U
T aLabel#i¢H

HEREXER

PRIEXHEENSHER

BesiRSS (TKE)

base64 JRISHIAFHIA, LHASTE k8s BHHEITRIIT, &
BRPRIEMARNTENRENZE, HAREERNEE
HRIET RaRY /data/ces_userscript/ IR1REE.

s
String

Array of String
Array of String
String

String

Bool

Array of Label

Array of Taint

3%
Titeld
TRt FRId
TrittZeAid
TRIETR
T RUHRES
FEJEE

T RiARE

P =T R
TR SR

REMOEER. EARECEprobeNRT/vtrue , ZEECEMMEZHTEIRAER

[ER AR

—MEBERIBMIE. —MIRERPeriodSecondsfi5(E , HEFinERsethf

il
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RunInstancesForNode

FREAENTREESH
AN TZOS | « CreateCluster, CreatelndependentCluster, CreateTKECluster
ZR Wik ZRIFNULL 388U R

TEfAtE , BYE:MASTER_ETCD,
WORKER, MASTER ETCDRA

penelf=:
INDEPENDENT_CLUSTER 37
NodeRole = & String SHEEIEE.
MASTER_ETCDT5 s &3 ~
7, BEWHE.
MASTER_ETCDF i/ \NELE /9
4C8G,
CVMEEZSE | jsonftFFF
B , #EDRunlnstancesis
RunInstancesPara =2 & Array of String O, EALNHSHIMIEMSEL
BieJ , Hflmageld&igf
TKESEEFOSIIRI AR,
TRERRE  ZEHREBESR
BRI ER
. . Array of InstanceAdvancedSettings ,
= =
InstanceAdvancedsettingsOverrides | & = InstanceAdvancedSettings  #1_EiAIRunInstancesParaizid
IGFE——3IM ( HRIRX T RE
ENSHExtraArgs®ERL ) o
ClusterHealthyPodsStatus
SRHERIOEY podtYEERER
e ™05 : DescribeClusterHealthyStatus
BR 05vi FIFNULL St A
Total = B Int64 podS5EL
NotReadyTotal = & Int64 NotReadyfIpod/=EL
NotReadyPods 2 7 Array of NotReadyPodsltem NotReadyHIpodiFH{=E
AlarmMetric
EEIRRENIR

#HanT#EO5|F : AddAlarmPolicy, DescribeAlarmPolicies. ModifyAlarmPolicy
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%

BR Wit
Metricld )
Measurement =
StatisticsPeriod )
MetricName =
ArgusPolicyName 2
Evaluator 2
ContinuePeriod =
Status =
Unit =

ShieldSettings

HERRRsettings , BRINSRHEZATEIRFERK

FEFNULL

117 I 7 S 17/ R 7 IS 17 B 17 I

iy

i

BesiRSS (TKE)

ESid) R

String HEIERID

String ARGUSZE#tMeasurement
Int64 StEEA

String b=l

String 1EtREIA

Evaluator HEFINRE

Int64 FEEHA

Bool IR, truezEROK

String 1EtREAL

W T=O5|8 : AddAlarmPolicy, DescribeAlarmPolicies, ModifyAlarmPolicy

SR ik FFENULL RE
EnableShield = S Bool
ShieldTimeStart e p=3 Int64
ShieldTimeEnd & =2 Int64
ClusterAlarmSetting
EREEIRE
WA TEOSIA -
AR Wik FEVFNULL
Clusterld = &
BMonitor = £
Taint

kubernetes Taint

AN T™EOS|A : CreateClusterVirtualNodePool.,

WREFRA © Efi=_V1

fiik
BEEMNEEFRIIE

HEFERITIaRE , B7s , a18:00:00=> 8 * 60 * 60=28800

EEFiRGERATE , B{is , $0110:00:00=> 10 * 60 * 60=36000

il TR
String £R¥ld
Bool ERRET hiEEE

DescribeClusterVirtualNodePools, ModifyClusterVirtualNodePool
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5
B
Key
Value

Effect

iy

iy

FEFFNULL

a=
[=]}
=
[}

as
[=]

InstanceUpgradePreCheckResultltem

TRAFIGERER

A0 TZEOS | - GetUpgradelnstanceProgress

BFR
Namespace
WorkLoadKind
WorkLoadName
Before

After

Pods

PodDetall

EKS pod B8
WA EOSIA -
BFR
Eksld
Clusterld
Namespace
Kind
KindName
Name
Uid

RecordTime

WREFRA © Efi=_V1

=
=
=
=
=
=
=
=
=
=

=
E=

17 I 7 I 17 R 17 I 17

iy

AEFNULL

a

o o o I

i

s
String
String
String
Uint64
Uint64

Array of String

AIFNULL

a

B B B D o

iy

BesiRSS (TKE)
St fER
String Key
String Value
String Effect
ik
TrtAzAIa R A
TirtazseE
TArARATR

IKZET RAILERErunningfIpod#g B
IKFET mia LERZErunningfpod#i B

TRAHAERT R ERIpodiz

ESidl R

String podiE—ID
String EEFID

String REE
String B2 S
String TEREETR
String pod&FR
String podiJuid
String ICRATE
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AlarmPolicySettings

HEL IS settings

BesiRSS (TKE)

#Wan~EOS |  AddAlarmPolicy, DescribeAlarmPolicies, ModifyAlarmPolicy

% N
AlarmPolicyName
AlarmPolicyDescription

AlarmPolicyType

AlarmObjectsType

AlarmMetrics

AlarmObjects

ClusterInfo

SRHEREREL

il

il

FBEFNULL

Ao

iy

i

m

i

AN TEO3S| A : DescribeUserClusters

BIR
ClusterDescription
Clusterld
ClusterName
ClusterType
ClusterVersion

CreatedTime

e
String
String

String

String

Array of
AlarmMetric

String

FBEFNULL

oy oY oY oY oY

iy

DescribeClusterlnspectionltem

AR ER

A0 T™ZO5 | : DescribeClusterInspections

E=H WhisE
Clusterld 2
Error =

WREFRA © Efi=_V1

AEFNULL

a
=

=
=

String

String

i)

HERRETR

HERIERA

&R Hcluster , node , pod =FPEEY,

BEWRYERE. all . 2EISYPE. part 1 RBEE
AIRBI TISREBE.

LB,

HENR , ZTAEESHR.

KA fEk
String SEHA
String =S (D)
String SEEER
String St St
String SEEHhRA
String SEEFOEERTE)
fEk
S=RFsLhlid

MRREHER  WizFRESEREE
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BR Wik
Progress =
LastResult =
Cron 2

AEFNULL

=
E=
=
E=

=
=

ClusterResource

ClusterResource

W~ EASIA -

R

Clusterld
SubnetResources
ClusterPodQuota

ClusterPodNum

Versionlnstance

HRAER

WEN T3]/ : DescribeVersions

BFR
Name
Version

Remark

S
ClusterInspectionProgress

ClusterInspectionOverview

BesiRSS (TKE)

fik
NRUBIEAEKAS | MiZFERE SIS

R —IRKIS SRR

String BanKieREER , crontabigz(
FEEFNULL ESid) fER
e String EEFID
B Array of SubnetResource FREFRTIZE
B Int64 SR PodEERTET
& Int64 SRR RIENPod R E
FEFFNULL ESic) fER
2 String WRAZFR
2 String IRAEE
= String Remark

ClusterNetworkSettings

SERFMESABRAISE

e TS| A : DescribeClusters

BFR
ClusterCIDR

IgnoreClusterCIDRConflict

WREFRA © Efi=_V1

Wik

=
E=

A
[}

FEVFNULL 368U

a=
(=)

A
A

B

%

String

Bool

il

T EcERT AR RS IP &9 CIDR , 85 VPC CIDR j#
=R, A5 5RE VPC PEhEERT CIDR 58

BB ClusterCIDR jH38EIR, ENAFRZEE
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% i
MaxNodePodNum
MaxClusterServiceNum

Ipvs
Vpcld

Cni

Subnetlds

ClusterInternallLB

SR RREERFAMITIEILBIE S
WA EOSIA -

BFR WAsE
Enabled =
Subnetld =

ClusterCondition
SErOIEETE
Hwan™EOSIA -
B
Type
Status
LastProbeTime
LastTransitionTime
Reason

Message

RouteTableInfo

WREFRA © Efi=_V1

iy

Iy

iy

H

iy

2l

FEFFNULL 258
= Uint64
= Uint64
) Bool
= String
= Bool
Array
= of
String
FEEFNULL
=
=
=
[}
FEFNULL
z=
i
[}
=
=
=
=

BesiRSS (TKE)

fEA

R E MNode LR AAIPodEIE (BAIL/9256)
BB Aservice22 (BRIN9256)
EBERPVSERUARFRE)

SEFRIVPCID (ANReIE=EREF | HfEE , BNBHNRENM
ERHIT AR

MERGEBBACNIEUAFE)

SRR RS LT

Sl fatk

Bool EEFEARIGELE

String PIRII3[E)LBREXATFRId
KA ik
String SEFOIRITTEREY
String RIS
Datetime RE—IRRUERZASHIRTE)
Datetime RE— KRR ZIS F2RIRTIE]
String L E iz IR R A
String HEIRAZIIIENES(ER
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ERIRARYR

#WanT™EOS| A : DescribeClusterRouteTables

AR WA
RouteTableName =
RouteTableCidrBlock =2
Vpcld =
AddExistInstancesParam
MIEETR
WU TEOSIA8 -
BR Wk SRIFENULL
Clusterld = &
Instancelds &= B
InstanceAdvancedSettings & =
EnhancedService & )
LoginSettings B =
SecurityGrouplds = =
NotifySettings

B settings

FEFNULL

T

iy

i

ES

f

String
Array of String

InstanceAdvancedSettings

String

String

Array of String

#HanTEO5|F : AddAlarmPolicy, DescribeAlarmPolicies. ModifyAlarmPolicy

AR Wik FRENULL

ReceiverGroups 2 B

NotifyWay = =
WA : = V1

it f#A

Array of PR p
Int64 LR (FBP4E)
Array of

String *  fBf5. HBF. HBIE.

SEBASIN. BAESMS, EMAIL, CALL,
M=

BesfRsS (TKE)

=i} R
String RHFRER.
String F&HZRCIDR,
String VPCSLAIID,

R

SETe S

SLhIFIER

LHBMNEERESHIER

IEERSS. BUZSHALIEEREFES
Te. ZhirFERS. ENEEZSH, U
HANFEoEE. aR2ERsS.

TRERER ( BaHszEEHEPassword
HEEMKeylds )

IAIFfEREE. ZSHAILIESER
DescribeSecurityGroups AREIEFAY
sQdFERIREN. ENEEIZSE , NEE
B Zz2H, (BRICHFRERsgld )

WECHATAZ., 53 1%
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2R W% AREFNULL 58 R
. Array of N . . \ o s
PhoneNotifyOrder = 2 Int64 EIESEIRR. T : NotifyWayiEiZCALL , RRIZS.
PhoneCircleTimes S 2 Int64 EEIREERE, T : NotifyWaylBECALL , REIZSH.
S AR T IS 2 ESE - ; MEgsz ZEZS
Phonelnnerinterval & = Int64 ;?,ilﬁu LadNERR. B : #UiE : NotifyWayiiRCALL , REiZE
sEREA NGRS R e o ; M2 RS
PhoneCirclelnterval =~ & 2 Int64 ;;1%:. EEOINEIRR. BAf : #5E : NotifyWayitiRCALL , RIS
PhoneArriveNotice & 2 Int64 FEIR S AAIEANE © NotifyWayikiRCALL , REIZS4L.
ClusterInstancesVersionltem
SRR AR worker s FEE
AN~ E2O3 | : DescribelnstancesVersion
AR WhisE FEEFNULL i) iR
InstanceVersion = 5 String WA
Total 2 S Uinte4 REl=t
UpgradeAble 2 2 Bool b CIPag/d

LoginSettings

AT IHERBXEESER.
BN T™ZEOS |8 - AddExistedInstances, UpgradeClusterInstances
AR Wik FEENULL 38U A
SLHERER, FNERERFRIZEEREREIA—H , BT :

<br> <li>LinuxsL 2B /m8EI16fz , =/ DEIER[a-z , A-Z]. [0-9]1F1
[() ~!1@#$ %" &amp; * - + = | {} [1:; &#39;, .7 / [FHIRFRITS.

Password S FS String  &lt;br&gt;&lt;li&gt;WindowssLBIZZRB0R12E1607 , B/EIE=10[a-
z], [A-Z], [0-9]FO[() ~'@#$% AN &*-+={}[1:;",.?/10%F
S, <br><br>ERNEREZSE , WHRSAMNEMRERS , FHELRN
EAEMZIBEF.
Array  BYEIDFIZR. XKEXEHE | SR LUBIE XM AYFASASRIGIESLR ; Keyldai@
Keylds & & of 193 MDescribeKeyPairs¥kEX , ZHSZREARERATERE , EETWindows
String  BMERANHEERR. SRIGCHFEZIRHEEE— 1 EH.
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B W%k SRPFNULL 258 fk

RIFRGHNRIRRE. 1Z25(5PasswordgiKeylds. NABEERTIERE. RE
FREEN RS, HEHGHINBSNEEROELFIN A HEEZE L0
TRUE, BYESEHE : <br><li>TRUE : RMAFRENERIZE <br>
<li>FALSE : BRAMEFEENEFIRE <br> <br>EABUE : FALSE,

i

Keeplmagelogin & String

AutoScalingGroupRange

SRRFRERAY AR AR AL IENER /I MESLHIEY

A TEOS | - ModifyClusterAsGroupAttribute

BT VA FBFNULL et 55
MinSize & & Int64 {ERdaZEE/ NSEBIEL
MaxSize & & Int64 {ERgEE R RSERIEL
ExistedInstance
EBEFENHERE
#aN OS5 | : DescribeExistedInstances
BR Wik FRIFNULL 2R3 fER
Usable 2 = Bool SLHIRESTHFMNEERF(TRUE ATLUIA FALSE AEEIOA).
UnusableReason =2 =2 String SEHIARSZTIEEINARIREA,
AlreadyInCluster = = String S FRTERYEEREID.,
Instanceld 2 & String SCEIIDFZAN © iNS-XXXXXXXX,
InstanceName = = String SCHIBETFR,
PrivatelpAddresses 2 2 ,S’-\trrrii);of L5 3 R-RRI I RIIPEIER,
PubliclpAddresses = = gtrrri?;Of ;ggggm AR, SRRl S
CreatedTime = = Datetime iso BlEEAdIE), $ZARISO8601tRERR , FEMEMAUTCEE., &
- 79 : YYYY-MM-DDThh:mm:ssZ,
St EsEL, BYESERE : PREPAID : XRifJ# , AIEFEH
InstanceChargeType =2 =2 String POSTPAID_BY _HOUR : F£rEa{1#: , BligEit+ZCDHPAID :
CDH{J%% , BDRXJCDHit#E , AXJCDH_ERYSLAIHEE,
CPU = = Uint64 SCEIRICPURZES | BT : %,
Memory = = Uint64 SLHIRNESRE | B4 : GB,
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e &aafRSS (TKE)
AR Wik SRFENULL 38 fEA
OsName = = String BAERFAFR,
InstanceType = = String SCEIANEY,
Array of .
IPv6Addresses = = : ipv6ithit
String
AbnormalDetail
FENRRFE
N~ EO5|A : DescribeClustersResourceStatus
R WAl FEVFNULL E3id) R
Namespace p=3 &= String kubernetes namespace
ResourceName =2 & String kubernetesZiEZTR
ClusterCredential
BEk8s RUIAIEEE
WA T™EOSIA -
BFR WAIZE FEFNULL e il A
CACert = B String CA TRIE$
Token S £ String TAEFRYToken
ClusterDefinition
S E3INEYIEPSENE S
wWAIT™EOSIA -
AR WAIFE FEVFNULL il fEA
Regionld = = Uint64 SEHtEER
Projectld 2 = Int64 INEID (B&EFF)
MasterLBSubnetld = = String E&fMaterfILBATERISUbnetld
InstanceDataDiskMountSetting
WRINATE : Efins_V1 58534 70 #6551
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) BesiRSS (TKE)

CVMLIEERIESNE
#WaNT™EOS|A : CreateCluster

R WhI%E FEVFNULL &g fEA

InstanceType 2 S String CVMSLZEa
DataDisks 2 & Array of DataDisk HIREIEHER
Zone = B String CVMLfIFrER X

ImageRegistryCredential

ImageRegistryCredential

#ANTEOSIA -

AR WHsE FEFNULL it A
Server s & String ik
Username = = String user
Password 5 iy String pass
RunSecurityServiceEnabled
AT "=&e" RSEXNERS
WU T™EEOS|A - AddExistedInstances, UpgradeClusterInstances
AR Pk FRFNULL KB #A
Enabled & - Bool BEFE=%Z2iRS. BUESEE : <br><Ili>TRUE : FrFEnieiRSS <br>
= = <li>FALSE : BRAFBELLIRS <br> <br>EARE : TRUE,
UpgradeAblelnstancesltem
AR RER
A TEOS | - CheckInstancesUpgradeAble
R WA FEVFNULL i ik
Instanceld 2 B String Fald
Version 2 &= String BEI= RN
WANFRE : Bz _V1 25535 70 #6551



Metadata

Metadata

WA T™EOS| A : DescribeHelmChartDetail

BIR
APIVersion
AppVersion
Description
Name

Version

ZoneResourcelnfo

JRAKTRER
HANTEOSIA -
BR
Zone

Resourcelnfo

Zonelnfo

zonefg2
#AT™EOSIA -
BR
Id
Alias
RegionName
ZoneName
Status
Remark
CreatedAt

UpdatedAt

WREFRA © Efi=_V1

0 WD KD HAD RD MD @D

alil

O O o O

Iy

FEEFNULL

Py
A

as
A

FBEFNULL

Py

B D m o o D

iy

FBFNULL

=
~x=
=
=
=
~x=
=
=

=
~x=

s
Uint64

String

String

String

String

String
Datetime_iso

Datetime_iso

BesiRSS (TKE)
ESid] ik
String apihkias
String apphiA
String AR
String BR
String RS

R
AKX , flap-guangzhou-2

HRER

alias
FfNap-guangzhou
FNap-guangzhou-2
status

Remark

time

time
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AlarmPolicy

HE RIS

WA TS| A : DescribeAlarmPolicies

BFR WhiE FEFFNULL
AlarmPolicyld = )
ClusterInstanceld = =
Namespace = =z
WorkloadType = =
AlarmPolicySettings = ray
NotifySettings = =
ShieldSettings = =
SwitchSet
B4R E
#WHI #2003 |A : DescribeLogSwitches
BT i FEFFNULL
Clusterld 2 &
Log 2 =
Event 2 =
Audit = =

InspectionReportltem

fEERtaEERIE

#aN O35 : DescribeClusterlnspectionReport

AR D%vic
Name =
Error 2

TKEEdgeClusterResources

WREFRA © Efi=_V1

ABEFNULL

Py
[}

@~
(=)

S

&2

String

String

String

String
AlarmPolicySettings
NotifySettings

ShieldSettings

ESi
String

DescribeLogSwitchInfo
DescribeLogSwitchInfo

DescribeLogSwitchInfo

BesiRSS (TKE)

TR

HERIZID
k8sEE¥ID
k8sarEZS/E)

k8s TFta#EEY
HERREsettings
HE& @ Msettings

EZFifisettings

AR
EEFID
Bz
BT
CZpapraiis
TG
B
EIRMER
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DEEERFRIRIFIS
#AT™EOSIA -

2R Wi FEEFNULL KA R
Clusterld = = String £RFid
CPU =2 & Float EREcpuRF
Memory = B Float EREmemory/5F]
NodeCount B S Int64 SRR

RIUtilizationDetail

TRERSS RIS

wANTEEOSIA -
R S FEFNULL ESic) R
ReservedInstanceld &= = String FRERAID
EkslId & &5 String PodME—ID
Clusterld & = String =3:23(p)
Name & &5 String PodB9EZ TR
Namespace &= & String PodiiasB Al
Kind & &5 String T{EREEE
KindName & & String T{EtEAFR
Uid &= = String Podfjuid
StartTime = & String FEEFiaadE
EndTime S B String FE4E5RAYE
Product & & String RNRIRRTEr

ChartVersion

ChartVersion

WA T™EOSIA -
BFR WAIFE FEFFNULL ESig) TR
Metadata e = Metadata Metadata

WRALERE : Efina_V1 25538 T #655m
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BFR
Created
Digest
URLs
APIVersion
AppVersion
Description
Name
Version
Home

Icon
Keywords
Deprecated
KubeVersion

Sources

117 I 7 S 17/ R 17/ S 17 I 17 NS 1 I 17 I i S 17 B i |

iy

ClusterBasicSettings

EAERNERRERER

FIFNULL

=
=
=
=
=
E
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=

=
=

BesiRSS (TKE)
St fk
Datetime_iso RlZEEATE
String Digest
Array of String URLs
String api
String app
String Description
String Name
String Version
String home
String icon
Array of String keywords
Bool Deprecated
String KubeVersion
Array of String Sources

AN TZOS | - CreateCluster, CreatelndependentCluster, CreateTKECluster

% N
ClusterOs

ClusterVersion
ClusterName
ClusterDescription
Vpcld

Projectld

TagSpecification

OsCustomizeType

FRIERS : Efh=_V1

@
[}

o o o o

i

iy

i

AEFNULL

Py
[}

7 T T

i

iy

i

St fEk

String ERRS. cenj[‘os7.2x‘86_64 & ubuntul6.04.1
LTSx86_64 , ERAEYE/9ubuntu16.04.1 LTSx86_64

String SRR AR BRIAEN1.10.5

String EERFRTR

String SRHEA

String FABRILID , Fzlvpc-xxx, BIEEIEEEEFRTAME.

Int64 SRS RRATERAID,

Array of IREHIATIZR. BHEEZS A LEREREEE

TagSpecification  NAIBIFSES] , LRI CTHFPERSRISERFSEA.

String BRIBEBIEA , "DOCKER_CUSTOMIZE" (B8

hR),"GENERAL" (EiBhRZS , BUAME)
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) ABesRSS (TKE)
BR Wik FOFENULL 268 R
NeedWorkSecurityGroup & & Bool EEFETANEIANZESHENA: T, AphlajEis)
NodePoolOption
IAGFET RBTHIT RIS
WA ™03 |8 : AddExistedInstances
B WhISE FEFNULL E-3id)
AddToNodePool & =) Bool REIMAT AL
NodePoolld S & String T uttid

RunMonitorServiceEnabled

AT "mimis" IRSBEXRAIER

BN TZEOS |8 - AddExistedInstances, UpgradeClusterInstances

% N LlZ\i?j j'[\::l«tFN ULL %ﬂ ;ﬁl\i
Enabled 5 a Bool

BEAESIGIERS. BUETE : <br><li>TRUE : FRAB=MIEIRS <br>

<li>FALSE : ERAFEESEIRSE <br> <br>ZIABYE : TRUE,

InstanceUpgradePreCheckResult

T RARAREER

A T#EOS | - GetUpgradelnstanceProgress

2R Wik FEFFNULL ESid]
CheckPass = £ Bool
Items = = Array of InstanceUpgradePreCheckResultltem
SinglePods = &= Array of String
SubnetResource
SubnetResource
AN EOSIA -
SR whIFE FEFFNULL ESid)

WREFRA © Efi=_V1

135

=3

SEEAET

BT

A RIMZpodFzR

i
5
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2R
CPU
Memory

PodNum

Subnetld

SummaryService

Servicel#H(EE

AN T™EOS| A : DescribeClusterServices

BR

Name

Status

Servicelp
Externallp

Lbld

LbStatus
AccessType
DesiredReplicas
CurrentReplicas
CreatedAt
Namespace
ReasonMap
SourceReasonMap
Labels
SysLables
UserLables
ScaleType

HpaPolicy

FRIERS : Efh=_V1

FIFNULL

iy

m

iy

H

FEVFNULL
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=

=
E=

b
f

Float
Float
Int64

String

String
String
String
String
String
String
String
Int64
Int64
String
String
String
String
String
String
String
String

String

BesiRSS (TKE)

mem
pod#E

FMID

fk
Service®B#R
ServicelkzZ&
Service IP
SMRIIP
TREIEID
TREIIEIRS
Servicelf|a)ZEE
HAEERIAEL
EEnfElRs
BlEEaTE)
GEE=gesE
ReasonMap
SourceReasonMap
Labels
SysLables
UserLables
ScaleType

HpaPolicy
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IPAddress

IP it
WA EOSIA -

2R Wik FEEFNULL ESid] ik
Type 2 S String Ip HEHEAYSERY, |]J9 advertise, public &
Ip = ) String Ip Hbit
Port 2 B Uint64 MIL&iH

RegionInfo

HIEER

WA EOSIA -
AR Whi%E FBEFNULL i) fEA
Id = ) Uint64 id
Alias = = String gz
RegionName = &= String ap-guangzhou
Regionld = = Uint64 1
Remark =2 & String remark
Status P = String alluser
CreatedAt =2 & Datetime_iso time
UpdatedAt = = Datetime_iso time

EdgeCluster

BEITHEERHER

HANTEOSIA -
BFR whi%E FEFNULL il R
Clusterld 2 S String EER¥1d
ClusterName = & String EERERTR
Vpcld = B String Vpc Id
PodCIDR = S String EB¥pod cidr

WRALERE : Efina_V1 25542 71 #6551
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BFR WAsE FEFNULL
ServiceCIDR = B
K8SVersion = B
Status = =
ClusterDesc & &
CreatedTime B )

ClusterCIDRSettings

SRS RENEERSE

BesiRSS (TKE)
St fiR
String EEBF service cidr
String k8s irAS
String SRR
String SEHEAER
String SeRFCIEEATE

N T™EEOS|A : CreateCluster, CreatelndependentCluster, CreateTKECluster

B Wk SRFENULL k8
ClusterCIDR B B String
IgnoreClusterCIDRConflict & = Bool
MaxNodePodNum & &5 Uint64
MaxClusterServiceNum B = Uint64
ServiceCIDR 5 5 String
Array
EniSubnetlds B S of
String
ClaimExpiredSeconds = = Int64
LogTopic
H&ER
e TEOS | : DescribeClsLogTopics
BFR WA FEIEFNULL
LogSetld = a

WREFRA © Efi=_V1

iR

TS ECEEREAEETIIRS IP /Y CIDR , 185 VPC CIDR jfz8
HARESE VPC NEMERE CIDR jth3s, BRMESTEINRTERM
MEZM |, 15120:10.1.0.0/14, 192.168.0.1/18,172.16.0.0/16,
BEE7ZHE ClusterCIDR JHZSEIR, BRIAAZRE

EEPE MNode EERARIPodEE, BUESEEA4 ~ 256, A~792(9
BlERar ER&RIN20NREE.

SRR ARIservice 8, BUESEE32 ~ 32768 , F2R9F{ERS
= EEREIARI2RIRE.

BT HECERIIRSS IP B9 CIDR , /485 VPC CIDR j$128 , b1

5[F VPC REtESEF CIDR jhsR, BMBSEEWARE R MR
A, f1420:10.1.0.0/14, 192.168.0.1/18,172.16.0.0/16.

VPC-CNIRZEHIET | S8R -REIFMId,

VPC-CNIFRZEHEIT |, 58 MEm-RIPAIEIIETE] , BUESEHE
[300,15768000)
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2R
Topicld
TopicName
Path
CreateTime
LogType
Collection

Index

PodInfo

PodrIFEIEIR SR

W TO3| A : DescribeClusterPods

2R

Name

Status
Reason
SourceReason
Ip
RestartCount
ReadyCount
NodeName
Nodelp
StartTime

Containers

SecurityPolicy

N
WA EOSIA -

BFR

FRIERS : Efh=_V1

PAYE FHFNULL =it
= =5 String
= = String
= = String
= &= String
= = String
= B Bool
=z B Bool

i FEFFNULL RE

= String

2 String

= String

= String

= String

= Int64

= Int64

b= String

= String

= String

= Array of ContainerStatus

W% FEEFNULL et

BesiRSS (TKE)

1%
REERRID
AEEREFR
iz:4E
BlEEAT(E)

H =AY

IONIRKE

fEA

Pod&Z#R

Pod HEIATS
AT HRRSREA
fEkubernetes ERHNIRE
Pod IP
PodEZREL
PodiiE Beei 2
FRET RETR
FrET =IP
Pod/=SzhRdIE]

PodFr&&=5ER
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BasiRsS (TKE)
BT i FEEFNULL et 155
Policy = &= String Le%Ri%I1192.168.0.0/24
Description = & String = pad
Banner
BI&BannerEx
WA T™EOSIA -
BFR WAIFE FEVFNULL il TR
Id = & Int64 52=;
Content 2 B String BrAE
Tags 2 & String =Nz
ScaleMetrics
HPAZEZSHEIR
wANTEEOSIA -
R whi%E FEEFNULL il R
Name B = String il
Value =2 & String IBtME
LogInputOptNamespace
RPN RS B3
U™ EEOS|A : CreateLogCollector, GetLogCollector, ListLogCollector, UpdateLogCollector
B WAl FEEFNULL -3} i)
Namespace = = String mRTIE
AllContainers =) =) Bool ERNRETARNE SR
Services & B Array of String ServicesEAHREVH
EdgeClusterPublicLB
VST ERRF ARG EIIEER
WA - Efin=_V1 58545 0 #6551
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#ANTEOSIA -

BFR whiSE FEFFNULL 3t fEA
Enabled 2 £ Bool EEFBAMIGELE
AllowFromCidrs & = Array of String SFFAIEAY M cidr
MachineGroup
DR
#ANTEOSIA -
BFR whI%E FEFFNULL it fEA
Groupld 2 2 String H2§4EID
GroupName = & String HESEZFR

PersistentVolumeClaimVolume

PersistentVolumeClaimVolume

#ANTEEOSIA -
R WA FEEFNULL il R
Name S S String PVCEFR
DiskId = iy String cbs id
FsType S & String fs 258U
ReadOnly = & Bool EARIE

HostNameValue

T RENBTREN

#WaN O | : CheckClusterHostName
BR Whi%E FEEFNULL il A
Name 2 S String FHAR
Value =2 & Uint64 FHHE

Imagelnstance

WRINATE : Efins_V1 58546 T0 #6551
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BEER

WA ™03 : Describelmages

IR Wk SSFNULL
Alias = =
OsName = =
Imageld = =z

ali

OsCustomizeType =2

Arch

il
2l

iy
i

Sportlpvé

ReservedInstance

FRERSLA
#AOT™EOSIA -
BFR
ReservedInstanceld
ReservedInstanceName
Status
TimeSpan
ResourceType
Cpu
Memory
Scope
CreatedAt
ActiveAt

ExpireAt

WREFRA © Efi=_V1

I B 17 S 17/ R 17 S 17 B 17 RS 1 B 17 B 1

iy

BesiRSS (TKE)

St fER
String  B&IIE
String  BMERFREEIR
String  {REID
String ﬁ%%ﬂ’ﬂ%%{%ﬁ)izts , "DOCKER_CUSTOMIZE"(Be&EHIMR),"GENERAL" (EiE
WA, BOAME)
String  $E&AYcpuZBiE , BYE: x86/arm
String Sportlpv6
FEYFNULL it fER
= String FREELAIID
& String FRERSLAIETR
B String SIS
& Uint64 B%E, 8z B
= String ISRt
& Float RiFEL
& Float RIFRTF , B : Gi
& String FRERSSRTTRE | BAiA{Eregion,
& String BUFEATE]
& String &=y ]
& String ITHARTE]

26547 T H655T

\|



kN

%

HIRh

BIFEAYE: 2024-09-03 18:49:47

TREeRR

BesiRSS (TKE)

INFIREERFTFAE Error FER , MIZRZNERA APL LM, 590 :

{
"Response”: {
"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”

12

"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

}
}

Error FfY Code FHIRAS , Message FRNZia=AIEAER.

TEIRIDYIZR

/\\H

HIRAD
AuthFailure.InvalidSecretld

AuthFailure. MFAFailure

AuthFailure.SecretldNotFound

AuthFailure.SignatureExpire

AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation

FailedOperation

InternalError

InvalidAction

InvalidParameter

InvalidParameterValue

WREFRA © Efi=_V1

=l
ZIRAER (RE= API B3R ) |
MFA $Eig,

B FE. BEEHENEZRESCHMREESR | ISER | BOEERES
HEIFH  TERIEMEETE.

BRILH, Timestamp FIRSFRASEEEAGEIRD T , BREAMEE SR ER

BEE.

ERER. SEUEER  BURBEAANPRROLICEEES Z I AR,
token $&iR,

Bk CAM 1Y,

DryRun #F , RFRIBEREEEMINA . RESET DryRun 24,

(=SS

REBFEIR.

EORFHE.

SEGEIR.

SR EEIR.
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FHIRAD

LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

A BSEIRED

HiRAD

InternalError.DfwGetUSGCount
InternalError.InitMasterFailed
InternalError.ResourceExistAlready

InvalidParameter.CidrOutOfRouteTable

InternalError

InternalError.CidrInvali

InternalError.RouteTableNotEmpty
InternalError.CidrOutOfRouteTable
InternalError.KubeClientConnection
InternalError.TaskNotFound

InternalError.DbRecordNotFound

izl

B ECRPRH].
EROSEEIR,
EOMARFE.
IERAVREGET T IRERPRAE
RiRH G .
BB E.
RIFFE.
BIRAET A,
RIRBUE(E.
RASHGER.

BMEARSHF.

http(s)IEXRIMXIEIR , R3ZHF GET #1 POST 153K,

BORSHSRATEbEL,

ResourcelnUse.KubeResourceAlreadyExist

InvalidParameter.Param

FRIERS : Efh=_V1

BaahRss (TKE)
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FHIRAD

InvalidParameter
InternalError.KubelarvisAlreadyRunning
InternalError.RouteTableNotFound
InternalErrorImageldNotFound
ResourcelnUse

InternalError.VstationError
InternalError.UnexceptedInternal
ResourceUnavailable
InternalError.CreateMasterFailed
InvalidParameter.RouteTableNotEmpty
InternalError.ClusterNotFound
InternalError.PublicClusterOpNotSupport
InternalError.CvmCommon
UnauthorizedOperation
InternalError.CidrConflictWithVpcCidr
InternalError.QuotaMaxClsLimit
InternalError.Param
InvalidParameter.InvalidPrivateNetworkCIDR
InternalError.PodNotFound
InternalErrorInvalidPrivateNetworkCidr
UnknownParameter
InvalidParameter.CIDRMaskSizeOutOfRange
InternalError.CidrConflictWithVpcGlobalRoute
InternalError.TaskLifeStateError
InternalError.VpcPeerNotFound
InvalidParameter.GatewayAlreadyAssociatedCidr
ResourceNotFound.KubeResourceNotFound
InternalError.DfwGetUSGQuota

InternalError.GatewayAlreadyAssociatedCidr

FRIERS : Efh=_V1

BesiRSS (TKE)

B

%550 @

\|

£655m



'h'.

) Haalkss (TKE)

FHIRAD i8R
InternalError.OsNotSupport
InternalError.VpcRecodrNotFound
InvalidParameter. AsCommonError
FailedOperation

MissingParameter

UnsupportedOperation
ResourceNotFound
InternalError.DbAffectivedRows
InternalErrorAsCommon
InternalError.CvmNotFound
InternalError.QuotaUSGLimit
InternalError.QuotaMaxRtLimit
InternalError.CidrConflictWithOtherRoute
InternalError.CidrMaskSizeOutOfRange
InvalidParameter.ClusterNotFound
LimitExceeded
InvalidParameter.CIDRInvalid
InternalError.CamNoAuth
InternalError.CidrConflictWithOtherCluster
InternalError.QuotaMaxNodLimit
InternalError.VpcCommon
InternalError.AccountUserNotAuthenticated

InternalError.Db

WRALERE : Efina_V1 25551 ;1 #6551
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BesiEFiRSS (tcr)
FRAS (2019-09-24 )
APIHEYS

RITEHHYE): 2024-09-03 18:49:51

APIFRZAR

V3

WNGERS N

EOBMR
BatchDeleteImagePersonal
BatchDeleteRepositoryPersonal
CreateApplicationTriggerPersonal
CreateImagelifecyclePersonal
CreateNamespacePersonal
CreateRepositoryPersonal
CreateUserPersonal
DeleteApplicationTriggerPersonal
DeletelmagelifecycleGlobalPersonal
DeletelmagelifecyclePersonal
DeletelmagePersonal
DeleteNamespacePersonal

DeleteRepositoryPersonal

DescribeApplicationTriggerLogPersonal

DescribeApplicationTriggerPersonal
DescribeFavorRepositoryPersonal
DescribelmagefFilterPersonal
DescribelmagelLifecycleGlobalPersonal

DescribelmagelifecyclePersonal

WREFRA © Efi=_V1

AR5 (TKE)

EOThRE

MR G CE ERIRTag

HEMBR N AREEE

BN AR RS

BN ARG IR A IR RIS

BN ARREZ (A

BIEN AREECRE

lE= NG

PR N FASE F iR =8

il SN ES S NS N S
RN ARRSE (S C EE Tag B i BERSRAR
bR ™ ARG EEtag

RN AhRaEn 2 =S(a)

il SN Sen
ERNAEMA MR BES

BN B RE

BN AKRCRE

AN ARFSIERtagRGANTIERNtagIFR
RN A2 BRERS B aEERRE
SRV AR B BE B i BT RER
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EOBMR

DescribelmagePersonal
DescribeNamespacePersonal
DescribeRepositoryFilterPersonal
DescribeRepositoryOwnerPersonal
DescribeRepositoryPersonal
DescribeUserQuotaPersonal
DuplicateImagePersonal
ManagelmagelifecycleGlobalPersonal
ModifyApplicationTriggerPersonal
ModifyRepositoryAccessPersonal
ModifyRepositorylnfoPersonal
ModifyUserPasswordPersonal
ValidateNamespaceExistPersonal

ValidateRepositoryExistPersonal

SL SRR EC

EORR
Createlnstance
CreatelnstanceToken
DescribelnstanceStatus

Describelnstances

WREFRA © Efi=_V1

ZOTh8E

KB AR B REtagFlzR

BT ARGBEZEER

REUH BN ERF MNP ARR G CE
BT ANRFTECRE

BT AREEEE
HNARBFECER

SR ARCEERGRE
REDMAREBEGRA B EER
1Z N TR A RS

EI AR CEEREEME

B ARG CRER

B ABFRERED

BIE ARG Z T EERFT

BIEN AR CEREFE
ZOT8E
eIl

SRENIGRE RS
ELHPRE

BERLBIER

AeahRss (TKE)
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BIFEAYE: 2024-09-03 18:49:51

BesiRSS (TKE)

tcecloud API XENMAENEREITEMHIGE , I MNERETEALHLBERSHPBIERIER (Signature ) LISIFERES. &
BIERHEEFEIER , TEFILEE Secretld 7 SecretKey ; ERFRREREFIL , BRIERAPIZARNEERS , BNLEEA=API

&0,

1. HiFRERIE

EFE—REATAPIZE] , BRIF=APIZATUEBIELSEIE. L2EIEE Secretld 1 SecretKey :

e Secretld FBF#rR APLEFESH
o SecretKey FIFINEEE F R BFIIRS 2 mIGIE S E FRTRIEH.
s AFPWIIFIRRERTSEIE , BRitEE,

REREFIERNERLRINT

1. EFtcecloudBERFZHIA,

2. BIfE=APIESAIUEHEI BT

T

3. E=APIESETUHE , M [#7] RIRJLARYEE—XdSecretld/SecretKey

IR AREKSRESELIABIRT Secretld / SecretKey,

2. AR

BT %2ElESecretld 1 Secretkeyfg , HiRJLIERERZRT ., LUTEAENESESBAFMIE

RIZFEFRY Secretld #0 SecretKey BIE :

e Secretld: AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
e SecretKey: Gu5t9XxGARNpq86cd98joQYCN3EXAMPLE

AR XBERERG , SRIERF RN Secretld §1 SecretKey H{T/REHRME !
LU=IRSS2EEELAIFIZR(Describelnstances)iEsk Al , HAFEBX—ZOR , iS5 kESHEaeT:

SHER
Action
Secretld
Timestamp
Nonce

Region

WREFRA © Efi=_V1

X
Bik&
%iAld
EEIL: 17
BEHLIEEEEL

SLIRRTE

S4B

Describelnstances
AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE
1465185768

11886

ap-guangzhou
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SHBR 3L S8

Instancelds.0 FFEIRRILBIID ins-09dx96dg

Offset wize 0

Limit RASIFEIL 20

Version EORAS 2017-03-12
2.1. HSETHEFF

BRFEERS RS HBIIFERE ( ASCILEE) FHEHER. 2 1 1) RESHSHTHR | S5EERENEIT , R85k ;
2 ) #& ASCII #8EE A/ |, 7 Instancelds.2 EHEE Instancelds.12 [ , ARRFEE , TARKHE. BRTLMEHREES PRIEX
HERFRESRSLINX—INAE , 1 php B89 ksort i, HIRRBISEIHEFERNT:

{

'Action’ : 'Describelnstances’,
‘Instancelds.0' : 'ins-09dx96dg’,
"Limit" : 20,

‘Nonce' : 11886,

'Offset' : 0,

‘Region'’ : 'ap-guangzhou’,
'Secretld' : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version': '2017-03-12',

}

EREEEFRIHESARN , T EERGIFHSEHTHR | SRINER B,

2.2, BHEERF AT

WWEBERMBERFGER. HE L —THERFRERSEISTN R SRR ="S81E I | 11X Action 281 , HSEEFRA "Action”
, BHYEA "Describelnstances" , EIAE SR Action=Describelnstances . ¥ : “S&E"HERIAETIEurRREROE.

REBBINENS IS8R HEE—E | REERBERFRHEN:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=08&Region=ap-guangzhou&S
ecretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

2.3, PHESRBRCF/HE

WWEBERERRNFRR, SRRNEFRHUTILNSE096:

1. {5k 754 S23% POST # GET A= , IXEFEMA GET 53K , iTB5EFAE LS,

2. iIERFENEELAIFIZFR (Describelnstances)iJiEki®#= /9 : cvm.cloud.sunhongs.com, SEFREEHKIEERERE OFBIERIARM
TR, ERNSEZEONRA,

3. EKIRZ: LPIMRAZAPIRNERIRZREESN / .

4. BRFFR: B E—EERRIERFERT SR,

ERFBRRIHEAN: BERTE + BKREN +EKER + 7 + BRFRES
TOIRIHERER
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GETcvm.cloud.sunhongs.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset
=08&Region=ap-guangzhou&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version
=2017-03-12

24, EpSREA

S BRAERESER, EEMER HMAC-SHAL EiEY E—S RSN SRFOIFFRHTES | ARKBEMNE S SR Base6s #1745
13, BIEIRIGRERIER A,
B8N | LA PHP IES f:
$secretKey = 'Gu5tIXxGARNpq86cd98joQYCN3EXAMPLE';
$srcStr = 'GETcvm.cloud.sunhongs.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=118
868 0Offset=08Region=ap-guangzhou&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=146518576
8&Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));
echo $signStr;

BRI E BN
EliP9YW3pW28FpsEdkXt/+WcGel=

ERECERRIHESTAN , IR LERGIFRERGHTERIIE , BRNERHBS6IFHaI—EEE.

3. BRRIwG

RIS R BHTEEIRIFNBRESH , FEXHEBT URL i3,

W E—SARAIESE S ElIPOYW3pW28FpsEdkXt/+WcGel= |, RERERIINEZFIERKSEL ( Signature ) 9 :
EliP9YW3pW28FpsEdkXt%2f%2bWcGel%3d , AT EMRLRIEK URL,

AR MRAFIEKRSER GET , SiEB X758 POST [RY Content-Type 73 application/x-www-form-urlencoded , MI&EiER
RAFEERSHNEISREM URL B , SHEN-FSARERG. IF ASCI FHE URL RISEIRESTLL UTF-8 #1748,

IR LREIESH http BEREESFTESEHT urlencode , FEXMMEN T , MATREXIERBHT URL 3T , BUAX URL 4
HeSHERLM.

IR RS 8EhRER TR , MESHKA RFC 3986, A %XY IMRF RPN FHTE O RS . HP XY S+ =
(0-9 FIXE=rE A-F) , BRINEESIRER.

4. ZZEM

HRIESSIREN | FEUTERRMANEIR | iSHRIEIIREAE

RIS EIREA
AuthFailure.SignatureExpire BEILHR
AuthFailure.SecretldNotFound BIRAERE
AuthFailure.SignatureFailure ERHER
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RS R
AuthFailure.TokenFailure token iR
AuthFailure.InvalidSecretld ZRIEE (A2 APl ZE3EAY )

5. BRIER

FESTRRER APL 3.0 B , HE7EERIREEtcecloud SDK 3.0 , SDK EEETRRANLE , FANRE = RRIBMEOET, HMAEE
S0 SDK iy, SASTRARRIESTS |

e Python

* Java

* PHP

* Go

* JavaScript
e .NET

ATEBRNFERERTRE , THUSSMREES A0, B OANERTERARIIL. BXkIES. EREOMISANEEERLL LA
BiTfENE  ABRABRSETRE  FAESERN | TRTAIBRERMA SDK.

REEHHAY url T18EA  https://cvm.cloud.sunhongs.com/?Action=Describelnstances&Instancelds.0=ins-
09dx96dg&Limit=208&Nonce=11886&Offset=0&Region=ap-
guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliP9YW3pW28FpsEdkXt%2F%2BWcGel%3D
&Timestamp=1465185768&Version=2017-03-12

IR BT RAIPREEREEEN  HEEE AR RS HEIRTE |, FLECaNSRIEL url 7FEXSEEHFIFEE R curl Fa<EBINSIREIEN
Bk . SRH. ATEE—NTLUEERER url |, EEERIREIFH] Secretld 1 SecretKey NESLAVZESH , FHERRFHBIRTEEUE
79 Timestamp ,

IR A NENTRG , FARREES | BEER—ESSRITERIR url JEEEEMARE , RMASHIRNFAR |, (BXHARFIER
. REMAESHEE  BESITEIERRIE.,

TR LIMURB(ERT APL 3.0 , FEEERATHEMNERRE | BMERIERN APl , BTFEATERBLSHERUEER | B
XS R AYSERR AL A E

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);
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SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.cloud.sunhongs.com/?");
/] EENERGSEHTFHAER |, AFTreeMapfRILIF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");
}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {
StringBuilder url = new StringBuilder("https://cvm.cloud.sunhongs.com/?");

// ZBRERNurl P SEInF B 2K

for (String k : params.keySet()) {

/] BEXSEKE#H Turlencode , AT keyEBRENFH , tUtA (St valueit{Turlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");
}

return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap <String, Object> params = new TreeMap <String, Object>(); // TreeMaprILAB&IHEF

// SCRmVEFBR R 24 R FRREHLES , B4 : params.put("Nonce", new Random().nextlnt(java.lang.Integer MAX_VALUE));
params.put("Nonce", 11886); // AHES#

// EFRE RN RS ZE0RTE) |, 130 : params.put("Timestamp”, System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // ~NFHEE

params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // AIES%4

params.put("Action"”, "Describelnstances"); // 2"H5%(

params.put("Version", "2017-03-12"); // AHEES#

params.put("Region”, "ap-guangzhou"); // AFHES#1

params.put("Limit", 20); // '535%§

params.put("Offset", 0); // 5354k

params.put("Instancelds.0", "ins-09dx96dg"); // \WZE#

params.put("Signature", sign(getStringToSign(params), "Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE", "HmacSHA1"); // A+t
S

System.out.printin(getUrl(params));

}

}

Python

ER  WNEREE Python 2 TNMEHIR T , BELLEE requests (KEfiE . pip install requests

# -*- coding: utf8 -*-
import base64
import hashlib
import hmac

import time

import requests
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secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query_str = "&" join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_"
endpoint = "cvm.cloud.sunhongs.com”
data = {

'Action’ : 'Describelnstances’,

‘Instancelds.0' : 'ins-09dx96dg’,

‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'Region'’ : 'ap-guangzhou’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12"

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])

# ISSCRRER | AShiaaTer=4Eit#

# resp = requests.get("https://" + endpoint, params=data)
# print(resp.url)
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el U
?5{ |:| ‘\i'g V3
BIFEAYE: 2024-09-03 18:49:51

tcecloud API X MNAEEREITEHIGE , I MNERERTEALHLBERSHPBIERIER (Signature ) LISIFERES. &
BIERHREFEIER , TEFILEE Secretld 7 SecretKey ; ZRFRREREFIL , BRIERAPIZARNEERS , BNEEEA=AP
#=O.

N - .
1. BigZeFEiut

HEEIXER=APIZE] , BRIERAPIZSANERIELEEIE. TE2EIFELE Secretld ] SecretKey :
e Secretld FAF#rR APLERESH

o SecretKey FIT NS E S EAIIRS SISO SRR,
. BPUTREERSET , BRTE,

HEREFIENERLRINT

1. ZERtcecloudFEHFNOEFHIAE.
2. BIfE=APIZSEAUEH G TRE
3. E=APIESETUHE , M [#7] RIRJLARYEE—XdSecretld/SecretKey

IR AREKSRESELUABIRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &2 7%

ER  WFGETAE , R37#F Content-Type: application/x-www-form-urlencoded #mM¥i&=. 33FPOST/% , BREISZIF Content-
Type: application/json LA Content-Type: multipart/form-data FFIMMAER , json 8REARTEISEZEOIIE , multipart 183X
RERREWSEOSE: | WRHZEOREEER json 18ZVER , S5 REMISEON5RA.

THUSRSHFEAT MNXSEGFIREAGIF  DEBNMBERANTEERE. HAMBETERSAIFIRANSE : Limit 71 Offset ,
{#M GET A&,

RiIZFIFAY Secretld #0 SecretKey 3512 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #0]
Gu5t9xGARNp86cd98joQYCN3EXAMPLE

2.1. BHEAEIE R
RIS HHEHIEIEKE ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + \n' +
CanonicalHeaders + '\n' +
SignedHeaders + '\n' +
HashedRequestPayload

* HTTPRequestMethod : HTTP i&3K75i% ( GET, POST ) , &M GET ;
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CanonicalURI : URI £ , API 3.0 EEAIERHT (/)

CanonicalQueryString : &#2 HTTP i&K URL sFIUEIEZFER , 33F POST ik , BIEAZSFE |, }TF GET &K , W9 URL id
£ (?) GENFHFERDS , AnABYES : Limit=10&0ffset=0, ;¥ : CanonicalQueryString EZE42iT URL 4R,
CanonicalHeaders : 25&ZRILEMER , ZES host 71 content-type FI/NLER , tBATIIANBEXAELSBS 5ERBLIREEEE
KREgE—MFIZ e, BHENN : 1) 3LE8 key # value Fi—4ER/NG |, FEEERTHE |, IREE key:value\n #&=UHHE ; 2) SLER,
HRABSLER key (/NE ) ROFEEHFFRB THHE. A @ content-type:application/x-www-form-
urlencoded\nhost:cvm.cloud.sunhongs.com\n

SignedHeaders : £5&ZRILEMER , RAALLRIERBMLLERS S TES , # CanonicalHeaders BEAILERER—XINAY.
content-type [ host JusifEskEB, HHENIN : 1) L3R key ZB—HA/NE ; 2) Z1KEB key (/NE ) 1RERFEHEF#HITHHE , FHELL
25 (;) PR, WHEIFJ . content-type;host

HashedRequestPayload : iEXKIEXAINGH(E | ITE51E/9 Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , X3 HTTP i&
KEANIEX payload fi SHA256 157 , AfE+7AHIMmD | RERIDHEIRN/NEFE, T2 : XJTF GET i53K , RequestPayload [&
FEATFHE , WF POST 53K , RequestPayload By HTTP i&SKIEX payload,

HRIELLEAIN | OIRERIRAGEIERENT (ATRmEW , \n BITFHESSBERITEHFI—TEK ) -

GET

/

Limit=10&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.cloud.sunhongs.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2, FHEFER IR
AU RS ER TS

StringToSign =

Algorithm + \n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

Algorithm : €E &% , BRIEES TC3-HMAC-SHA256 ;

RequestTimestamp : iEKATAIRL , BPIERLERRY X-TC-Timestamp BYE , #0 L7=FliEk 7 1539084154 ;

CredentialScope : EIEEE , #820 Date/service/tc3_request , @S HER. FEKAIIRSHIRIEFFFE (tc3_request ) , Date /9
UTC iRERTEIRBHRE , BYEREM LS X-TC-Timestamp #&5AY UTC FRAERIBIHRE—3 ; service AF-RE , XASEBNR
BEZ—5, 180 cvm, 8N ERBLEKR , BYEJS 2018-10-09/cvm/tc3_request ;

HashedCanonicalRequest : BIASBHHEIMSALTEKENIEEE , ITESEN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

PR

1. Date Z/RMBTEIEL X-TC-Timestamp ITE152 , BRfX A UTC+0, MNRMARZAHEKER , HIIIFR/\X , ESHEXE
ERERmI , BERREMERCERY. RigitER/ 1551113065 , 4/ \XAJRTiELE 2019-02-26 00:44:25 , (BRI HEE
89 Date BX UTC+0 FYHHARS 2019-02-25 , A2 2019-02-26,
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2. Timestamp X/REXRIRFATE , BFEBERRFEHENEREBERSH , MREEETAS NS ERY. MNRKAEAFIIR
HEREES | JESHET—RIERE , BROERY (IREEZTHER ) .

PRI LA | REIPERIRSFERFRBRUT (ATRREN , \n RITFAESSEITEFI—T8K) -

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2ab6d282cccf957dbflaa7f3a7

23. i /ES
1) HEIRESEEA  WBIT

SecretKey = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request”)

e SecretKey : JRIARY SecretKey ;
e Date : B Credential Y Date FEZEE. , #W0_E=~FI , 792018-10-09 ;
e Service : B) Credential #9f9 Service FEEE , W0 7= , 79 cvm ;

2) iHEER , BT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

* SecretSigning : BPLA EITEBEINIREESFER ;
e StringToSign : AIZE2ATEBRIIFEEFRIE ;

2.4. $#H8 Authorization
AN &R HIE Authorization :

Authorization =

Algorithm + "' +

'Credential=" + Secretld + '/ + CredentialScope + ', ' +
‘SignedHeaders=" + SignedHeaders + ', '

'Signature=" + Signature

e Algorithm : &&75i% , Bl TC3-HMAC-SHA256 ;
o Secretld : ZEEAXIHAY Secretld ;

e CredentialScope : M X , EIEEHE ;

* SignedHeaders : L £ , 258 ZHLIHER ;

* Signature : £&(8

HRIELLERIN | EIHERIRIED -

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5
da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbal6cbecfl174c474
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Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_reques
t, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbal6c6ccfl74c4

74

Content-Type: application/x-www-form-urlencoded
Host: cvm.cloud.sunhongs.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

. BRRM

HRIESSIREN | FEUTERRMANEIRS | ISRIELIREAE

RS LR
AuthFailure.SignatureExpire BEILH
AuthFailure.SecretldNotFound BEAEE
AuthFailure.SignatureFailure BEER
AuthFailure.TokenFailure token &%
AuthFailure.InvalidSecretld FSAARE (AR = APL EEAEEY )

PN —
4. 2 ER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util. TimeZone;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {
private final static String CHARSET = "UTF-8";
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private final static String ENDPOINT = "cvm.cloud.sunhongs.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9XGARNpg86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";
private final static String CT_JSON = "application/json";

private final static String CT_FORM_DATA = "multipart/form-data";

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getlnstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretkKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm”;

String host = "cvm.cloud.sunhongs.com”;

String region = "ap-guangzhou";

String action = "Describelnstances”;

String version = "2017-03-12";

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
//EERK , BUESHE
sdfsetTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkkkkkkkkk 55% 1 : ﬁ;%;m:;ﬁiﬁ*% *kkkkkkkkkkkk

String httpRequestMethod = "GET";

String canonicalUri = "/*;

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host";

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printin(canonicalRequest);

// K*kkkkkkkhkkhkkk ig% 2 ;ﬁ%ﬁé%?ﬁ% *kkkkkkkkkhkkk

String credentialScope = date + "/" + service + "/" + "tc3_request”;

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.printin(stringToSign);

// *hkRKkR KKk kKKK 5_3% 3: .H.%gg *kkkkKkhkhhhhhk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printin(signature);

// K*kkkkkkkhkkhkkk ig% 4 j:}’fl:g Authorizatlon *kkkkhkkkkkhkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.printIn(authorization);
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TreeMap<String, String> headers = new TreeMap <String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

}

}

Python

-*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# TIPS
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.cloud.sunhongs.com”

endpoint = "https://" + host

region = "ap-guangzhou"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# kkhkkkhkkkhkkhkkhkkk 55% 1 o }ﬁ}%m?ﬁiﬁ*% *kkkkkkkkkhkkk

http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&Offset=0"

ct = "x-www-form-urlencoded"”

payload = ""

if http_request_method == "POST":

canonical_querystring = ""

ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

# *hkkkkhkkkhkkkkk i% 2 : ?#*%%E%?ﬁ% *hkkkkkkkkkkkk
credential_scope = date + "/" + service + "/" + "tc3_request"
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hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

# *khkkkkhkkkhkkkhkk ig% 3 : .‘L_I_gﬁg *hkkkkhkkkkhkkkhkk

# RS EHERE

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# *khkkkkhkkkkkkhkk ig;’% 4 : ?#;% Authorization khkkkhkkkhkkkhkkk
authorization = (algorithm + " " +

"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEORINENSSRLER

headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,

}
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ERTLUEIT APIED EiiHSIR B ArItE xR,

2. BEMY

tcecloud API FIFFEROMEIE HTTPS IHTE(E | IRIAEREMNEEEE.

3. 1BKTTE
S50 HTTP IS0 E:

* POST (i)
e GET

POST iE3k3z#59 Content-Type 28! :

e application/json (7 ) , X/RfEA TC3-HMAC-SHA256 & 757%,

* application/x-www-form-urlencoded , %7f#F HmacSHA1 g HmacSHA256 &&75i%,

* multipart/form-data ( {X&BH#EEOEF) |, W{FER TC3-HMAC-SHA256 &8T5,

GET & KIEREA/NAREFET 32 KB, POST iERFEAEE %A HmacSHAL, HmacSHA256 RIAR{Ei#BiT 1 MB, POST i&kfEE%
755579 TC3-HMAC-SHA256 Afs73% 10 MB,

4, FRIImAS

FEFAUTF-84%%2.
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RS

PARBRSS 20RO BB LAMAEFIZR (DescribelnstancesStatus) 2017-03-12 kx4l , HIEFAT) , EeJaerOREIT

{

"Response”: {

"TotalCount": O,

"InstanceStatusSet": [],

"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc"
}

}

* Response REMNEH Requestld REENFER , TiCHKRHEINEE , RE APIET , UHESIRE,

* Requestld FBF— APLiEKAIME—IRIR , W5 API HILRE |, STLABKERERA] , FHREZ ID KRR,

* [RTEEMNFES  HRIWARKREOENNTER  AENEOMMRENFES IO XEFREN. HFIHH TotalCount
InstanceStatusSet 59 DescribelnstancesStatus & OENXIFER , BT EREKNAFREMEZE=RSTLH , Elt TotalCount
FICER FEBRENES 0, InstanceStatusSet FIRI9%,

tEHIRIREIER
ERRSEN , BRI

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”

)
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}

* Error IHIMEEZISKARKM, Error FEREREAERRY Code 1 Message FERTE LM AT 2 EIREIAY,

* Code FREMHBHEIR , HiE kBN LSRIBZIERBAEA S RIBII X aiEOX M AVERDS IR EEmE R MR R LR
.

Message BRHETIXMEREENERERR , EISERHAENI , WAL ERIFEESEHN , AP AKX MR(E
E.

* Requestld FBF— API iERAOE—HRIR , N8R APL HIIEE , SJLABCRIRA] , FHEMZ ID SEARRAE,

4> . = ==
ARG (TODO: EEERE, 26ENEE?)
AR Error £ , MERIBF APLIECISN.  Error i) Code FERTHIRE , LSS0 e MANsEIRI N ASEE

IREG , TRFIH T ARG,
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SEER By} Wik AR

BERROSMR. BESEROXETHRASEHALSE Action RORIA. FINIRIRSHEHNE

X-TC-Acti Stri =
ction fng = 1BLAIFIFRED , BYEAS Describelnstances,

WIS, FSRITRA BRI EI MbERIEE. RORZAEEESE R OXETRAS

X-TC-Region String 2 HAHSE Region {IIRAA, TR | REROAFTEERZSH , EOXEPLIIUFER
B9, RSB EEEBIZSHBARERL.

X-TC- Integer £ =1 UNIX Bf[E)E , eliCRAH#S APLiERAGATE), g0 1529223702, & : (IRSMRSE

Timestamp T HEEsEEsH , S5 EESIEER.

XTC-Versi , o EFRY APL RORRA. BUESHEOSEPAS LIS Version R, FIANI=ARSS /AR

-TC-Version String =

& 2017-03-12,
HTTP fRAESHIAIESLERFER |, g0
TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
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Authorization  String 2 - TC3-HMAC-SHA256 : && 7% , BRiEERZE ;
- Credential : £&1EUF , AKIDEXAMPLE & Secretld ; Date 2 UTC #nEREIRIEER , BX
EFENLHSE X-TC-Timestamp #E/Y UTC FRAERNBEIREE—E ; service AF-m®& , &
SR mEE—E, flgicvm ;
- SignedHeaders : 25&RITEAISLEMER , content-type #0 host J9wsifksLEp ;
- Signature : BEHFE,

X-TC-T . = IGEHIEBETFEAY Token | FEEASIGISER—R6ERA. IREIEE Token FEFHDEERR

-TC-Token String A
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EBAE VL
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BEEIR el Vi R
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WRALERE : Efina_V1 25570 T8 #6551



SHETR
Region
Timestamp

Nonce

Secretld
Signature
Version
SignatureMethod

Token

s

e

String

Integer

Integer

String

String

String

String

String

i

alil

il

il

Jalil

Iy

iy

BesiRSS (TKE)

fk

Ui SE , FSRIRRA BRI MEEAOEEE. ROEZAIMEEESEE ST
SN Region AUGER, 1R | RUREOATEECRZSH , EOEP IR
BlIiRBE , LERSBMEEEIZ St A ERL.

=5/ UNIX B{a)8 , AliCRAES APLiEKRAAT A, 1901529223702 , WNR SRR A
BEIX , 25EERIHER.
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SecretKey SFRAERLIEREE Signature,
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RepoName = )
RespLimit
FAFEcER EHE

#ENTEO5| A : DescribeUserQuotaPersonal

FR Wik FEEFNULL
LimitInfo 2 &
TcrImagelnfo
BEER
WA EOSIA -
R wAIFE FEEFNULL
Digest = )
Size b= a
ImageVersion = B
DockerHubRepoinfo
DockerHUbBEER

T O5|A : DescribeDockerHubRepositoryInfoPersonal

e WISk AEFNULL
Reponame 2 B

WREFRA © Efi=_V1

s
Int64
Array of TagInfo
String

String

St

Array of Limit

BesiRSS (TKE)

fik
TaghUSEg
TagInfo%lZ&
Server

BERMR

3%

(RS

fik

Bl

I5%1E
TR
Tag#E#R
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AR WA FEFFNULL it
Repotype = = String
Logo = = String
SimpleDesc = = String
DetailDesc = &= String
FavorCount = = Int64
IsUserFavor = & Bool

Limit

HEHBRCERFE

#ENTEO5| A : DescribeUserQuotaPersonal

BFR WAIFE FEFNULL ESig)
Username = iy String
Type = &= String
Value = &= Int64

BuildTaskInfoResponse

BuildTaskInfoResponse

#AOT™EOSIA -

R S FEEFNULL E<id)

Id = = Int64

Status = = String
StartTime = = Datetime_iso
EndTime = = Datetime_iso
BuildLog = = String

BuildRuleResp

BuildA9(ERIREIE

AN ™ZO5 |8 : DescribelmageBuildPersonal

WREFRA © Efi=_V1

BesiRSS (TKE)

BFELogo
R
WTRRES

EERFRME

BF#&
[RENESIE

EcERIE

stk
HIREID
HIRERES
HOREFTHARY ]
HORR TR ]

HEAE
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2

AR WA FBEFNULL £l
BuildRule 2 = BuildRule

NamespacelsExistsResp

NamespacelsExistsiR [R5

A0 TZEOS | : ValidateNamespaceExistPersonal

BFR WS FEEFNULL St
IsExist 2 = Bool
IsPreserved =2 & Bool
Region
HIREE

AN T™#03|F : DescribeRegions

AR Vv FEFFNULL St
Alias = = String
RegionId P &= Uint64
RegionName P &= String
Status = & String
Remark = &= String
CreatedAt =2 & Datetime_iso
UpdatedAt 2 = Datetime_iso
Id 2 a Int64

UserlsExistsResp

RFRREFE

WA T™2O3|F : ValidateUserPersonal
BR WAI%E FEEFNULL St
IsExist = = Bool
MainlsExist = & Bool

WREFRA © Efi=_V1

BesiRSS (TKE)

fiik

BuildRulefs82

fk
R TRREFE

EENREBHETE

ap-guangzhou
alluser

remark

ellfE )
BN

id

FWSEREFE
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TcrInstanceToken

SLHERSHE
WA EOSIA -
2R
Id
Desc
Registryld
Enabled
CreatedAt

ExpiredAt

HubSimplelnfo

HubY=2 A

AN ™ZEOS |8 : DescribeDockerHubRepositoryPersonal

E=H
Reponame
Repotype
Logo
SimpleDesc
IsUserFavor

FavorCount

UserInfo

HERAFER

=

E
=

E=
=

E
=
E=
=
E

=
E=

W TEM3| /A : DescribeUserPersonal

AR
Username
Appld

ApplicationToken

WREFRA © Efi=_V1

FFNULL ESig)
B String
B String
= String
= Bool
= Datetime_iso
) Int64
FEFNULL ESid)
) String
B String
) String
= String
& Bool
B Inte4
Sid FFNULL ESic)
=z B String
= a Int64
= a String

BesiRSS (TKE)

%

SHEID
DhEER
LhERTESLHIID
ShEBRRE
DhERIERTE

DRI HARTTEIEL

fER
BERTR
BRERE
BELogo

£
4

BF&
Appld

e
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CreationTime 2 & String BlzEAT A

Repolnfo

BEERIER

U TEOS | : DescribeRepositoryAllPersonal, DescribeRepositoryFilterPersonal, DescribeRepositoryOwnerPersonal

BR wAI%E FEFNULL ESid) fiER
RepoName = B String CERR
RepoType =2 S String CEZE
TagCount 2 S Int64 Tag#i2

Public 2 S Int64 ERANF
IsUserFavor 2 £ Bool =R /IRFBGER
IsQcloudOfficial = & Bool EENBNSELCE
FavorCount = B Int64 HRIBTERAI L
PullCount b~ B Int64 RIENAESE
Description 2 S String iR
CreationTime j=3 &5 String CESIERTE
UpdateTime = B String CEEHAIE

BuildReposList

MR BREFIZRER

#Han A5 : DescribeSourceCodeRepositoryPersonal

IR WAl FEFFNULL -3t R
Repos = B Array of BuildRepo CEEEERE
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HIRh

BIFEAYE: 2024-09-03 18:49:53

TREeRR

BesiRSS (TKE)

INFIREERFTFAE Error FER , MIZRZNERA APL LM, 590 :

{
"Response”: {
"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”

12

"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

}
}

Error FfY Code FHIRAS , Message FRNZia=AIEAER.

SHETEVIES
LHERDB
HIRAD
AuthFailure.InvalidSecretld

AuthFailure. MFAFailure

AuthFailure.SecretldNotFound

AuthFailure.SignatureExpire

AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation

FailedOperation

InternalError

InvalidAction

InvalidParameter

InvalidParameterValue

WREFRA © Efi=_V1

=l
ZIRAER (RE= API B3R ) |
MFA $Eig,

B FE. BEEHENEZRESCHMREESR | ISER | BOEERES
HEIFH  TERIEMEETE.

BRILH, Timestamp FIRSFRASEEEAGEIRD T , BREAMEE SR ER

BEE.

ERER. SEUEER  BURBEAANPRROLICEEES Z I AR,
token $&iR,

Bk CAM 1Y,

DryRun #F , RFRIBEREEEMINA . RESET DryRun 24,

(=SS

REBFEIR.

EORFHE.

SEGEIR.

SR EEIR.
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FHIRAD

LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

A BSEIRED

HiRAD

InvalidParameter.ErrNSMisMatch
InvalidParameter.ErrRepoExist

InternalError.ErrorTcrIinvalidMediaType

15283

B ECRPRH].
ROSEGEIR.
EOMARFE.
IERAVREGET T IRERPRAE
RiRH G .
BB E.
RIFFE.
BIRAET A,
RIRBUE(E.
RASHGER.

BMEARSHF.

http(s)IEXRIMXIEIR , R3ZHF GET #1 POST 153K,

EORSHSATEbEL,

InvalidParameter.ErrorTcrinvalidParameter

InvalidParameter

ResourceNotFound.ErrNoAuth

InternalError.ErrorConflict

InternalError.ErrNotExist

InternalError.ErrGitApi

ResourceNotFound.ErrNoUser

UnauthorizedOperation

InternalError.ErrConflict

InternalError.ErrorTcrinternal

FRIERS : Efh=_V1
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IR izl
ResourceNotFound.ErrNoNamespace
LimitExceeded.ErrTriggerMaxLimit
InternalError.DbError
InternalError.Unknown
UnsupportedOperation
UnknownParameter
ResourceNotFound.ErrNoRepo
InternalError.ErrAuthAssigned
ResourceNotFound

MissingParameter
InternalError.ErrorOverLimit
InvalidParameter.ErrNamespaceReserved
ResourceNotFound.ErrNoTrigger
InternalError.ErrMustAdmin
LimitExceeded.ErrNamespaceMaxLimit
InternalError.ErrorTcrUnauthorized
InternalError.ErrUnauthorized
InvalidParameter.ErrTriggerExist
InternalError.ErrRegistry
InternalError.ErrorTcrResourceConflict
InternalError
MissingParameter.MissingParameter
InvalidParameter.ErrUserExist
ResourceNotFound.ErrNoCommit
ResourceNotFound.ErrNoTag
ResourceNotFound.TcrResourceNotFound

InvalidParameter.ErrNamespaceExist

WRALERE : Efina_V1 %8655 T #6551

\|



