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2. ANATRIXECE RN , $BMSFRETMIFEIEM NAT fX,

3. RIS FERBENATRKECE | FH (FAENEEREER) NATRXES.
AT FIBMSECEVPNRIX

1. EBMSFRTEVPCRIZEBIEE VPNRIXK,

2. FIVPNRIXESERFINY | 5BMSEREF MRS EVPNRIX,

3. AVPNRIXECEX ik <FIVPNIEE.,

4. RRIVSTEKIFEVPNRIRES | ¥ (FABMLEIRIEISR) VPNRIEERSD,
WA IBMSEBELRIX

1. EBMSFRTEVPCRILE B T LMK,
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3. NEEMREENEELELBE.

4. ZRAWSFREBRELMKEE  FU (FAEMNSEREESE) TLEAID.

WHAIJIBMSECER I FikEiE

1. EBMSFRTEVPCRIEBIFENIEIER,

2. JSEIE R B RAN , BBMSAEF MBI FiEEk,

3. RIS TRFRCEMKEE | I (FAEMEERIFER) NFEETD.

I JaBMSELBLZLHEMACL
BMSAN IR BELSA , BMSFRASTIFL4FEACLEIN,
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APIERZ
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REERS
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CreateBackupIP
CreateDisasterRecoverGroup
CreateHeartbeat
CreateOutbandIP
DeleteDisasterRecoverGroups
DeleteHeartbeats
DeleteOutbandIP
DescribeDisasterRecoverGroups
DescribeDisks
DescribeFlavors
DescribeHeartbeats
Describelnstances
DescribeOutbandIP
DescribeOutbandInfo
ModifyHeartbeat
ModifylnstancesAttribute
ModifylnstancesGroupld

RebootInstances
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JARAI

EOSTEVL

SRS E: 2024-09-03 18:49:37

tcecloud APl £XEMNAAEKEHITEHIGE , B NEREFTEEAHLBERSHHESEEIER (Signature ) LISIFERES R, &

BIEEHRTEFIEER , T2 FIERE Secretld 7] SecretKey ; ERFPEIREZEFEIE | BRIECAPIZARNHERS , BNTEERATAPI
#ZMO.,

s=E e .

1. RiEReFEiE

HEEIXER=APIZE] , BRIERAPIZSANEBRIELEEIE. L2 EIUFELE Secretld ] SecretKey :
e Secretld FBF#RR APL REBHD

* SecretKey BFIIEEE F A BMIRS SRS E FRTRAIER.

* APPSR EREEIE , BRtE,

HBELZEEIINEREERIT -

1. EFRtcecloudEBFIEHIE,
2. BHE=APIZSBRNEHI A TUE
3. E=APIZSETUHE , M [#7] RIRJLARYEE—XdSecretld/SecretKey

TR AREKSRESELIABILT Secretld / SecretKey,

2. ERE R R

BT ZeEiESecretld f SecretKeyfs , MATLAERSZERT. IATREMRSZHIIFMIFE :
BRIZFFHY Secretld #1 SecretKey SBIE :

e Secretld: AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
e SecretKey: Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE

AR RERERA , SRR RRERIEN Secretld 1 SecretKey B TIREHR(E !
LA=RRSS 2R EEXLfI7IZR(Describelnstances)iEk A6l , SRAFERX—EOR , HiERSHETRENT:

SHER 5354 248

Action 555 Describelnstances

Secretld #ZAId AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp ZRIATIEIRL 1465185768

Nonce PEHLIEEEEY 11886

Region SEAIRRTEXE, ap-guangzhou
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3) BLERSSE (BMS)

e C 3L SHE

Instancelds.0 FFEIRRILGIID ins-09dx96dg

Offset REE 0

Limit RASIFEIL 20

Version EORAS 2017-03-12
2.1. SR

BAEMEERSERSHEBNFEE ( ASCHRE ) FAFHF. T8 1) RIESHSHTHIRF | SREFRTINET , F&5tA/0 ;
2) #% ASCI 1BEE AN |, 90 Instancelds.2 EHEE Instancelds.12 |5 , AREFEER |, UARREE. ARTLUERRIZES PHIE%
HEFFRESRSLIIX—INAE , 1 php B8 ksort i, HIRRBISEHIHEFRERNT:

{

'Action’ : 'Describelnstances’,
‘Instancelds.0' : 'ins-09dx96dg’,
‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'‘Region'’ : 'ap-guangzhou’,
'Secretld' : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version': '2017-03-12",

}

EREEEFRINESAR , X EERGIFRSEHTHR | SRINER—SEH.

2.2. BHEERF R

WWEBERMBERFGER. HE L —THERFRERSEISTN R SRR ="S81E I | 11X Action 281 , HSEEFRA "Action”
, BHYEA "Describelnstances" , EIAELEH A Action=Describelnstances . ¥ : “S&E"HERIAETIEurRREROE.

REBBINENS IS8R HEE—E | REERBERFRHEN:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=0&Region=ap-guangzhou&S
ecretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

2.3. PHESEFOFRER
WSBAENS BRI RS, SRELFHREUT/LNSEHI

1. 5Kk S28F POST #1 GET A=t |, IXEBER GET i5K , iFRAEAEKE.

2. IBEKENEFLHIFIZR(Describelnstances)liERIHE 7 : cvm.cloud.sunhongs.com, SEFRAYERIEERIERE O RTEIERAVA R
A, RSO,

3. IERIBRR: YRIRAZAPIHIEREZREER / .

4. 1BRFRER: B E—SEREKRFEREA,

ERFBRRIHEAN: BERTE + BKREN +EKER + 7 + BRFRES
TOIRIHERERS
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GETcvm.cloud.sunhongs.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset
=08&Region=ap-guangzhou&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version
=2017-03-12

24, EpSEREA

S BRAERSER, BEEMER HMAC-SHAL EiEY E—S RSN ERFOIFRFRHTES | ARKBEMNE S S6ER Base6s #1745
13, BIERIGRERIER A,
BRSNS |, LA PHP BS54
$secretKey = 'Gu5t9xGARNpq86cd98joQYCN3EXAMPLE';
$srcStr = 'GETcvm.cloud.sunhongs.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=118
868 0Offset=08Region=ap-guangzhou&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=146518576
8&Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));
echo $signStr;

BRI E BN
EiP9YW3pW28FpsEdkXt/+WcGel=

ERRCERRIHESTAN , IR ARG TERIIE , BRNERHS6IFHhaI—EEE.

3. ERRIRG

ERAIS R BT REEIRIFNIBRESE , FEXHET URL %3,

N F— S RIS Z A EliPOYW3pW28FpsEdkXt/+WcGel= , B{EFIR0RE HRIBREE ( Signature ) 7
EiPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , Ei5RTFEMSRAER URL,

AR NRAPKRIEKSER GET , Bi&iEK51%58 POST @it Content-Type A application/x-www-form-urlencoded , MI&iXiEK
RAEERSHEIREM URL RS , SHRBN-ASARERG. IF ASCI FFHE URL fRISAIFREStLl UTF-8 #1T4%88.

IR | FLREIESH http BEREESFTESEHT urlencode , FEXMMEN T , MATREXIERBHT URL 3T , BUAX URL 4
EeSHERLM.

IR RthSBEtbBEARITHRE , MESRA RFC 3986, 87 %XY MMEHFRPUINFHTES RS , HP XY A7
(0-9 FIXE=rE A-F) , BRINSE5IRER.

4. BZEM

HRIESSIREN | FEUTERRMANEIRS | SHRIESIREAE

RS fEIREA
AuthFailure.SignatureExpire BEILHR
AuthFailure.SecretldNotFound IR
AuthFailure.SignatureFailure ER2HER
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RS HoSEIAR
AuthFailure.TokenFailure token iR
AuthFailure.InvalidSecretld ZRIEE ( RE= APl Z3EZEAY )

5. BRIER

fESCPRiERS AP 3.0 BY |, #EFFEAECERItcecloud SDK 3.0 , SDK f#ETERANGRE , FARRXE~mIBHAVRMEORD. FMER
20 SDK iy, HRISTHFHIRIEESH ¢

e Python

* Java

* PHP

* Go

e JavaScript
e .NET

ATEBRNFERERTRE , THUSMREES A6, B OANERTERRIIL. BXkES. ERIROMISANEEERLL LA
BigfENE  ABRABRSETRE  FAESERMN | TRTAIBRERA SDK.

REEHHAY url TT8EA  https://cvm.cloud.sunhongs.com/?Action=Describelnstances&Instancelds.0=ins-
09dx96dg&Limit=20&8&Nonce=11886&Offset=0&Region=ap-
guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliP9YW3pW28FpsEdkXt%2F%2BWcGel%3D
&Timestamp=1465185768&Version=2017-03-12

IR BT RAIPRZERENN | HEBEARRSHEIRE |, RIaNSRELL url FEXSEEHF I FEER curl EH<SERISIREESN
Hix | SRH. ATEE—NTLUEERER url |, EEERUREIFH] Secretld F1 SecretKey NESLAVZESE | FHERRFHBIRTEEUE
79 Timestamp ,

IR A TENRAT  ARREES [ EER—ESEXITEREIR url JEEEBEMAR , RMASHNINFARR | (EXHAIER
. REMESHEE  BESITEIERRIE.,

TR LIMURB(ERT APL 3.0 , FEEERATHEMNERRE | BMERIERN APl , BTFEATERBLSHERUEER |, B
XS R BYSERR AL A E

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.LRandom;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);
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SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.cloud.sunhongs.com/?");
/] EZERSSEF TFHHET | At TreeMapfRiEliiF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");
}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {
StringBuilder url = new StringBuilder("https://cvm.cloud.sunhongs.com/?");

// SERRBERur RS SEIRF S B ER

for (String k : params.keySet()) {

/] FEXSEKEB# Turlencode , BT keyEBRRNFH , #ltA I Hvaluei#{Turlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");
}

return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap <String, Object> params = new TreeMap<String, Object>(); // TreeMapa] LABEEIHEF

// SCRRVEFBR R 24 R FRREHLES , B4 : params.put("Nonce", new Random().nextInt(java.lang.Integer MAX_VALUE));
params.put("Nonce", 11886); // AHESE

// EFRE RSN RS ZE0RTE) |, 130 : params.put("Timestamp”, System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // ~NFHEE

params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // AIES5#4

params.put("Action"”, "Describelnstances"); // 2NHE%(

params.put("Version", "2017-03-12"); // A5

params.put("Region”, "ap-guangzhou"); // AHE#

params.put("Limit", 20); // \'535%§

params.put("Offset", 0); // \E5%1

params.put("Instancelds.0", "ins-09dx96dg"); // WEES#

params.put("Signature”, sign(getStringToSign(params), "Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE", "HmacSHA1"); // A%t
28

System.out.printin(getUrl(params));

}

}

Python

TR (IRETE Python 2 IMEHET , EBESLREE requests (KB :  pip install requests

# -*- coding: utf8 -*-
import base64
import hashlib
import hmac

import time

import requests
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secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query_str = "&" join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_"
endpoint = "cvm.cloud.sunhongs.com”
data = {

'Action’ : 'Describelnstances’,

‘Instancelds.0' : 'ins-09dx96dg’,

‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'‘Region’ : 'ap-guangzhou’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12"

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])

# IbSCRRER | AShiaaTeer=4Eit#

# resp = requests.get("https://" + endpoint, params=data)
# print(resp.url)
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3, BEBIRSSE (BMS)

xval mn I7G

EOSEV3

BEEFATE): 2024-09-03 18:49:37

tcecloud APl £33/ MARIERFI TEDIGIE |, ED%A'L%EX%BFEET/L\\;E'LE;R%’;&q:'@agxgr_ ( Signature ) LESTEERES D, &

ZIEEHTZEeEIIER  TeFIEEIE Secretld 71 SecretKey ; ERFPIRRBLZEEIE , BRIF=APIZHTUERE | BNFEEERAZ=API
=0,

‘EEI—‘—I £
1. RigLEEit
EE—RERTAPIZH] , BRI CAPIZENERIELEEIL, L2EIEIE Secretld 71 SecretKey :

e Secretld FBF#rR APLEFES%D
o SecretKey FIFINEE A F R BIIRS 2 mIGIE S E FRTRIEH.
s AFPWIIFIRRERTSEIE , BRitEE,

AL EIINERSBUT ¢

1. EFtcecloudBIEFEHIA,

2. BifE=APIZSEUEH G TAE

3. E=APIZSETIHE , M [F7] RIRJLARYEE—XdSecretld/SecretKey

IR FREKSRESELUABIRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &L 753%

T2 WFGETAE , R37#F Content-Type: application/x-www-form-urlencoded #M¥&=. X3FPOST/% , BREISZIF Content-
Type: application/json LA Content-Type: multipart/form-data PN | json IEXERARTBISEOSTE |, multipart 8=
RENEWSEONE | IWEHZEOAREEER json 18IUER | &5 BRSO A,

THUSRSHRERT MNXSEGFIREAGIF  DEBNMBERANTEIRE. HAMBETERSAIFIRFANSE : Limit 71 Offset ,
{£F8 GET 73508,

RiIZFIFHY Secretld #0 SecretKey 3512 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #01
Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

2.1. PHEAEIERER
RATTME X HHEIEIEKE ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + '\n' +
CanonicalHeaders + '\n' +
SignedHeaders + '\n' +
HashedRequestPayload

e HTTPRequestMethod : HTTP i&k/5i% ( GET, POST ) , Awflchg GET ;

WRARERS : Efi=_V1 5548 TW 104
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CanonicalURL : URI 2%, API 3.0 EEAIERHT (/)

CanonicalQueryString : &i2 HTTP 153K URL FHEEFRFE , XJF POST iEK , BIEATFR/E , XF GET iEK , U9 URL A
5 (?) GENFZAERS , ARFIBYES : Limit=10&O0ffset=0, jF= : CanonicalQueryString &4 URL 4R/A3.
CanonicalHeaders : 25&ZRLEMER , ZES host 70 content-type FI/NLER , tBATIIANBEXHELSRS 5ERB LIRS RSB
SKEOME—MFIZ 2. HFHEMN @ 1) k3B key 70 value ZT—8/NE , HXIEEETIE | KR key:value\n 1&=(HH% ; 2) 2/ k&6,
HRRBSLER key (/NE ) ROFEEHEFRITHHE. A @ content-type:application/x-www-form-
urlencoded\nhost:cvm.cloud.sunhongs.com\n

SignedHeaders : £5&ZRILEMER , RAALLRIERBMLLERS S TES , # CanonicalHeaders BEAILEIRBRE—XINAY.
content-type #[1 host J9usifEsLEB, HHENN : 1) L3R key ZB—HA/NE ; 2) Z1KEB key (/NE ) 1RERFEHEF#HITHHE , FHELL
25 (;) PR, WHEIFJ . content-type;host

HashedRequestPayload : iEXKIEXAINGH(E | ITE51E/9 Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , X3 HTTP i&
KEE/NEX payload fff SHA256 5% , AE+7\#HmS | RERIDHREEM/NEFE., =2 : XJF GET i53K , RequestPayload [
FEATFHE , WF POST 53K , RequestPayload Bl HTTP i&SKIEX payload,

HRIELLEAIN | OIRERIRAGEIERENT (ATRNEW , \n BITFHIEESRITEHFI—TEK ) -

GET

/

Limit=10&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.cloud.sunhongs.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2, FHEFER IR
ARSI RS ER TS

StringToSign =

Algorithm + \n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

Algorithm : €Z &% , BRIEES TC3-HMAC-SHA256 ;

RequestTimestamp : i&53KATEIRL , BPIERLERRY X-TC-Timestamp Y& , #0 L7=FliEk 7 1539084154 ;

CredentialScope : EIEEE , #820 Date/service/tc3_request , @S HER. FaKAIIRSFIRIEFFFE (tc3_request ) , Date /9
UTC tRERTTEIRBHRE , BYEREM LS X-TC-Timestamp #25AY UTC HRAERIBIERE—3 ; service AF-RE , XRASEBIR
BEZ—5, 180 cvm, 8N ERFLEKR , BYEJS 2018-10-09/cvm/tc3_request ;

HashedCanonicalRequest : BIASBHHEFTSALTIEKENIEEE , ITEHSEN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

P

1. Date /MBS EIEE X-TC-Timestamp i+E15%) , BRFX UTC+0, WMERIMARFAMRXEE , FIE/\KX |, BSEEX8E
AR, ERZEMBERVERM. RigiTiE&/s 1551113065 , f£4/\XAYAYEE 2019-02-26 00:44:25 , EEITEEE
#9 Date EXY UTC+0 AYEHEARIS 2019-02-25 , MAE 2019-02-26,

WRARERS : Efi=_V1 5549 T H104m
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2. Timestamp X/REHRIRFATE , BFEBERRFEHENEREERSH , MREEETASHPNSERM. NRKAHEAFIIR

HEREES | JESEET—RIERE , BROERY (IREEZTHER ) .

MR LA | REIPERIRFERFRHRUT (AT RREN , \n RITFAESSRITER—T8K)

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. i8S
1) HEIREREEE , (hRBUIT

SecretKey = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request”)

SecretKey : [F#aHY SecretKey ;
Date : B Credential #f9 Date =R , a0 L7~ , 792018-10-09 ;
Service : BJ Credential #f9 Service FEREE , W1 LR~F , 3 cvm ;

2) iHEER , (BT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

* SecretSigning : BILA EITEBRINIRESZER ;
e StringToSign : BIZB2ATEBRINSFSEFRE ;

2.4. 8 Authorization

AN ™R E Authorization :

Authorization =

Algorithm + "' +

'Credential=" + Secretld + '/' + CredentialScope + ', ' +
‘SignedHeaders=" + SignedHeaders + ', '

'Signature=" + Signature

Algorithm : E#&75i% , ElE/ TC3-HMAC-SHA256 ;
Secretld : Z4HIIHAY Secretld ;

CredentialScope : W EX , EIEBE ;
SignedHeaders : L EX , £5&BRILEMES ;
Signature : 28

HRIBA AN | IR EEIRYED

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5

da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbc6ccfl74c474

WREFRA © Efi=_V1
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%

RETREIERERAT

https://cvm.cloud.sunhongs.com/?Limit=108&0Offset=0

REeREMRST (BMS

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_reques
t, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbal6c6ccfl74c4

74

Content-Type: application/x-www-form-urlencoded
Host: cvm.cloud.sunhongs.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

. BRERW

HRIESSIRER | FEUTERRMANERG | iSRIEIRIERAE
RS
AuthFailure.SignatureExpire
AuthFailure.SecretldNotFound
AuthFailure.SignatureFailure
AuthFailure.TokenFailure

AuthFailure.InvalidSecretld

S N J—
4. 2 ER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util. TimeZone;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {
private final static String CHARSET = "UTF-8";

FRIERS : Efh=_V1
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private final static String ENDPOINT = "cvm.cloud.sunhongs.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";
private final static String CT_JSON = "application/json";

private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getlnstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm”;

String host = "cvm.cloud.sunhongs.com”;

String region = "ap-guangzhou";

String action = "Describelnstances”;

String version = "2017-03-12%;

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
//EERK , BUESHE
sdfsetTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkkkkkkkkk 55% 1 : m;%%m:;ﬁiﬁﬁi*% kkkkkkkkkkkkk

String httpRequestMethod = "GET";

String canonicalUri = "/*;

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host";

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// K*kkkkkkkhkkkkk 55% 2 ?#;%%gg?ﬁ% *kkkkkkkkkhkkk

String credentialScope = date + "/" + service + "/" + "tc3_request”;

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.printIn(stringToSign);

// *kkkkkkkhkkkkk 5% 3 o '\L-I'%E% kkhkkkkhkkkhkkkhkkx

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printin(signature);

// K*kkkkkkkhkkkkk ig% 4 j:}‘fl:ﬁ Authorizatlon *kkkkkkkkkhkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.printIn(authorization);
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TreeMap<String, String> headers = new TreeMap <String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

}

}

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# ZRSE
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.cloud.sunhongs.com”

endpoint = "https://" + host

region = "ap-guangzhou"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# khkkkhkkkhkhkkkk 53% 1 o ;#;g;m;ﬁi%*% *kkkkkkkkhkkk

http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&0Offset=0"

ct = "x-www-form-urlencoded"

payload = ""

if http_request_method == "POST":

canonical_querystring = ""

ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

# *kkkkkkkkkkkk 5% 2 : T#*%{%gg?ﬁ% kkkkkkkkkkkkk
credential_scope = date + "/" + service + "/" + "tc3_request"
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hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

# *khkkkkhkkkhkkhkhkk ig% 3 : H’%Eg *khkkkkhkkkhkkkhkk

# ITEEBHERE

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# *khkkkkhkkkhkhkhkk 552’% 4 : ?#*% Authorization khkkkhkkkhkkkhkkk
authorization = (algorithm + " " +

"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEORINENSSRLER

headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,

}

FRIERS : Efh=_V1

HEERSSES (BMS)

854 T 104



kN

) REeRmIRS=T (BMS)

15 K451

BRITEHAYE: 2024-09-03 18:49:37

1. frsSHbit

btz (Region ) RIEYBERIEHEH OAIMIEXEL, tcecloudFIIEAREIHZ E7E2RE |, MIEAEHERNERATEEATSEENEE

th. ATIHEHRME. RS THEE  ESERERELIEEF I,
ERTLUEIT APIED EiiHpIR B TAritiET xR,

2. BEMY

tcecloud API RUFRB#EZECIIYEIE HTTPS TIB(E | IRItEZSMIBEEEE.

\E > :
3. IBKITE
ST HTTP ik
e POST (#7F)
o GET
POST iEkz#569 Content-Type 28! :

* application/json ( ##F ) , ¥4fFA TC3-HMAC-SHA256 &&75%,
* application/x-www-form-urlencoded , #%7f#R HmacSHA1 g HmacSHA256 &&75i%.
e multipart/form-data ({XE2EOZEE ) |, WER TC3-HMAC-SHA256 &2 7575,

GET IERHUEREA/NARE#BIT 32 KB, POST iERFEAESEAEHN HmacSHAL, HmacSHA256 BAE#8iZ 1 MB, POST i&EK{EAE

#&F5iEA TC3-HMAC-SHA256 Aiz3% 10 MB,

4, FRIwAS

FEFAUTF-84%%2.

WREFRA © Efi=_V1
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3) BLERSSE (BMS)

IS

BRITEHAYE: 2024-09-03 18:49:37

RS

PARBRSS 2RO BB LAMAEFIZR (DescribelnstancesStatus) 2017-03-12 kx4l , HEFAT) , EeJaerOREIT )

{

"Response”: {

"TotalCount": 0,

"InstanceStatusSet": [],

"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc"
}

}

* Response REMEBH Requestld REERFER , TiCEKRMINSE , RE APIET |, MAERIREL

* Requestld FBF— APLiERAIME—FRIR , W5 APL HIISE , SJLABRREA] , FHRMALZ ID KARREER,

* [RTEEMNFERS  HRIWARKEOENNTFER  AENEOMRENFES O XEFREN. HFIHE TotalCount
InstanceStatusSet 5 DescribelnstancesStatus & OENXIFER , BT EAREKNAFREMEIE=RS2TLH , Bl TotalCount
FLER TAURENES 0, InstanceStatusSet FIFRAZS,

tHIRIREIER
£, SRR

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”

)
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}

* Error IHIMFEEZISKARKM, Error FEREREAERRY Code 1 Message FFERTE LM AT 2 EIREIRY,

* Code FREMHBIIERID . B kBT L RIBZ RIS E A HEIRST SR O M AYE IR IR EmE X SR EFIRR
BE,

Message BRHTXMEIREENERERE , BEISEESAEMN | WAL B FRISTEREH , AP ARRKEIXMRE]
&,

* Requestld FBF— API iEREUE—HRIR , N8R APL HIIEE , SJLABCRIRA] , FHEMIZ ID SEARREE,

~IIEIRY (TODO: EEERE, REAENEER?)

IREIZERPUNRIFAE Error R , NZRRBA APLIECIKM,  Error iy Code FERFRTMEIRD , ATE SR BEHINAYEEIRAS A AL
IREG , TERFIH T ARG,
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FHIRAD
AuthFailure.InvalidSecretld
AuthFailure. MFAFailure
AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire
AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation
FailedOperation
InternalError

InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

FRIERS : Efh=_V1

TRIRIEA
ERAEE (A2 API AR ) |
MFA $5ig,

BRAFE.

R

SZZIULLN

%

SRR,

k

token f&i%.

Bk CAM 1L,

BREEIRSE (BMS)

DryRun #{F , RFBFRGSEMING , RRSET DryRun 2.

HERERIL,

REREIR.

EORMFE.

SHIEIR.

SHEYEEIR.

B ECRPR .
ROSEGEIR.
EOMARFE.
IERAVREGET T IRERPRHE
RiRH G .

BB E.

BIRMFE.

BIRAE A,

RIRBUE(E.

RASEGER.

BRI,
http(s)iEXIMMYEEIR . R>2FF GET # POST 15K,

EORSHSATEhEL,

8857 I #104m



3 SRS (BMS)

N

AN

\
RITSEFAYE: 2024-09-03 18:49:37

RHSYEBTHRAFMZOLSNENNSE , MIENE | £ MNENRRIROSME P A ENXESHHI TR |, BERERIFE
EHXLSH , FREIERREBK.

roE N

BBHIE V3

{§F8 TC3-HMAC-SHA256 &Z 5750 , ARSEEES—E) HTTP Header 53L& , a0F -
SHER B} Wik AR

BERROSMR. BESESROXETHRASEHALSE Action RO, FINIRIRSSEHNE

X-TC-Acti i =
C-Action String = EELHIFIZRED |, BYE Describelnstances,

WIS . SRR B IR EI M ERIEE. RORZAEEESE RO RAS

X-TC-Region String = S8 Region BE, TR | REROAFTEERZSH , BOXEPII IR
BB, WRTRMEEEZS B AR,

X-TC- Integer & 2481 UNIX BIEB , eliCRARS APLiEKA9ATIE]L, fIa0 1529223702, T4 : WIRERSS=E

Timestamp T MEEEREssE 23RS EITIER,

X-TC-Versi , = EER APLRORRAS, EESEREOSERANSLHESEL Version R9REE. BIAN1=BRSSZ/AIMR

-TC-Version String 2

7 2017-03-12,
HTTP fRAESHIAIESLERFER |, g0
TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Hep,

Authorization  String 2 - TC3-HMAC-SHA256 : && 7% , BRIEERZE ;
- Credential : £&1EiUF , AKIDEXAMPLE & Secretld ; Date 2 UTC #nEREIRIHEER , BX
EFENRHESE X-TC-Timestamp #E/Y UTC FRAERNBEIRHE—E ; service AF-m®& , &
MBI mREE—E, flticvm ;
- SignedHeaders : 25&RITEAISLEMSE , content-type #0 host J9wsifksLEp ;
- Signature : EZWE,

XTC-T , - IEEHIEBETFERY Token | FEEASIGSZR—RGERA. IREIEE Token FEFDEERR

-TC-Token String &

SEARBEZORE. KEZAAFE Token,

BEHE V]

{£F HmacSHAL #1 HmacSHA256 &8 7558 , ARSHFEER—MEEKES , (0T

SHETR sm Wik A
Action Suing | g CHIFEEDEH. BESFEOTHEHASHARSH Action W5, PINRISE

REIsLHIZIZREO |, BUEA Describelnstances,
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SHETR ESidl Wik kR
Wi Sy, SRR B EI MBIEAIEIE. FOESZAMEREESE EZ O REA
Region String = SRS Region RUGER, 1R | BUEOATEECRZSEH , EOEH I
BIRER , LATEMEEEBZS AL,

2457 UNIX FHE)E , AlieR &S APLiEkAYATE], 1901529223702 , 4NER 5XFiIRTE

Timest Int =
mestamp MEGEr = iamigk , STREKTHSE,

Nonce Integer £ BEHIEZEEL , 5 Timestamp BX&ER , BFHLEERK .

Secretld Strin o ERAPIESH_EBBHTRREH] Secretld , —4 Secretld IIRIME—H] SecretKey |,

9 = SecretKey FRARLIEREEE Signature,
Signature String o BRER , ARRIERERNEEE | SEAPRIELMMASETESH. Bkt
= 7S MBS,

Versi . o BERY APLHORRA, EUESEZOSERASATSE Version FUREE. BlIIN=IRSES

ersion String 2
B9RRAS 2017-03-12,

SignatureMethod Strin &5 B, BRIsHT HmacSHA256 1 HmacSHAL, REFEELSE HmacSHA256
g 9 T B AR HmacSHA256 EIAIMIESS , BRI HmacSHAL IESE,

T . - IEEERATAERY Token , TEESIGAIZEHE—FSHFER. IGHZEEF0 Token EERGAE
oken String a
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NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Wik FBEENULL k8 ik
Action = & String ~HSE, AEOBYE : ModifylnstancesAttribute
Version P &= String NHSE, AEFOBYE : 2018-08-13
Region £ & String RS, FENFRSISAIMEZIZR(TODO)
Array

— NERSBMEHRVERISLHIID, AJiEId[ Describelnstances JAPLHREIEAH

I I = =~ f e
nstancelds = | B gtring £ Instanceld $KBY. &RIERALFHRIEAISTHIE HRE100,
InstanceName 2 B String SIHIETR. BERWE |, BRAEEIT60MFH,
A s
3. BiHSE
SHER Sy ik
Requestld String W—iEK ID , ®RiEKEPSIRE], ERMATEERAZXIEKE Requestld,

4. TR

ZEOERWSZEERERTD , BOERDFEN A AHERE.
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(ESEEIR BN

BIFEHAYE: 2024-09-03 18:49:38

1. #EOfER

EOEKIHE © bms.api3.cloud.sunhongs.com,

[BikSS=8 (BMS)

A0 (ModifylnstancesGroupld) FAFHEXELAIEREEH

FUAZOEISRERIRS - LOR/FD.
ROSE#ATE : 2023-04-10 20:31:13,

EOBIIOEE NN,

2. NS

UTNBERSEGIRGIH T ROBERSHHRBO LNHSE , TBAHSHFIRDAHERSH,

SHETR Wi FRFNULL &3

Action = &= String
Version = =5 String
Region = = String

NHSE, AEOBYE : 2018-08-13
AHBE, FEUFFRSIERRREIZR(TODO)

—/EHR(EROSCHIID, BE@id[ Describelnstances JAPLR[EMEA] Instanceld §%

Instanceld = & Strin
= | = 9 W, SRERAIHRIFIAIEE FIRE100,
Groupld = S String  EIEREHAID , AliEid[DescribeDisasterRecoverGroups]#Z[3KEX.
A M2
3. BiHE
SEER it R
Requestld String W—iEK ID , BRiEKREPSIRE], ERMATEERAZXIEKA Requestld,

4. $5IRMT

OGRS ZEEXRAERD , EMthEREFEIA

WREFRA © Efi=_V1
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BIFEHAYE: 2024-09-03 18:49:38

32 R

1. EZOMAR

EOEKIHE © bms.api3.cloud.sunhongs.com,

ZA#0 (Rebootlnstances) FAFEZsLfAI,

o REIREI RUNNING HISLAIA BT LU TICRAE.

o ZEOVARABIHAT , SEHIS#N REBOOTING K7 ; ERSLFIRIORT , SLHISHEHN RUNNING R,
AN IERINERPRS) © LOR/F,

EOFEHAYE : 2022-10-31 18:48:04.

OIS E NEN,
A M2
2. NS
ATBREHGIR(GE TEOBERSHIED AHSE | TBAHSHGIRNALERSE,
SHETR Wik FBIFNULL %R fA
Action 2 & String ~HSE, KIZFOBYE : Rebootlnstances
Version 2 B String NHBE, AZFOBYE : 2018-08-13
Region 2 £ String REBE, FERFESIFHMEFIZR(TODO)
Array . - - N . .
Instancelds £ = of — NS MFHRIERISLHIID, ANEIY[ Describelnstances JAPIR[EIEH
= . String 9 Instanceld 3REX. &RiERIVHE(EAISLHIEE LIRZL00.
A M
3. IHSE
SHBIR it fEA
. IHSHXIIMARET L,
TasklId Uint64
IR[E{ESHItaskid, ATi@d taskid IS B TIER
Requestld String H—iEK ID , ERiEKESIRE], EREEEREZXIEKE Requestld,

4. FERG

ZEOERWSZEEXAERTD , BERGFEN A HERE.
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32 R
1. EOHAR
EOEKIHE © bms.api3.cloud.sunhongs.com,
A0 (Resetinstance) BT EIRIEESLH) EARIERSE.
* WNSYSE T OperatingSystem £4§ , NIEREENIRRER ; BNIZRLRISCAIERANRFHITELE.
* RREBIWIEIUL , HEE | BHREREPLEE M.
BOAEZOISRIRERPRE - L0X/ED,
EOSEFRAETAE - 2023-02-27 11:39:02,

FEOBIIOE S EN,

2. NS

LITNBERSHGIRNFIE TEOBKRSHFRD NHESH , TEARSHGIRDAHLERSL,
SHBR Wik ARYENULL KA R
Action = B String ~HSE, KIZOBYE : ResetInstance
Version =2 &5 String NHESE | ANEOEYE : 2018-08-13
Region = S String REBH, FNFESISAHIEEIZR(TODO)
Instanceld =2 &5 String sSCFID, BNE@IT [Describelnstances|&EE
RaidType = &= String raid3&8y
OperatingSystemType 2 B String BERGEE
OperatingSystem 2 & String BERFRITIRA
LoginSettings = = LoginSettings SLHIERIRE.
1EERSS. BEZSHAILIEEREHEaR:. ollE
EnhancedService & S EnhancedService RS, BNEEZSH , WXAAEZEE. =%2R
3.
3. WHEE
SHER & 3it] fEA
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%

SHEWR e R
. WEERIIPAT R,
Taskld Uint64
o " REIT S taskid, B taskidEHESIETER
Requestld String HE—EXK ID , ®XiEKkEPIRE., EUMRANFHEERAZREKA Requestld,
H S
4. %EI'EE

ZEOERWSZEERERTD , BOERDFEN A AHERE.

WREFRA © Efi=_V1
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o
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BIAEAIP

RITSEEATE: 2024-09-03 18:49:38

1. #EOfER

EOEKIHE © bms.api3.cloud.sunhongs.com,

BRZ AP
BIAZEOIERIRERIRE : 200%/F),
EOEHATE : 2023-09-20 15:27:33,

BRI E S EN,
A M
2. BMINSE
PITNERSHGIRNG L TEOIBERSHFIRD NS,
SHBR Wik FRFNULL RE
Action = B String
Version 2 = String
Region = B String
Instanceld = B String
BackuplIP = B String
Overlaylp ray ray String
A Y 74
3. FitHSE
e C et fER
Requestld String
H >
4. $EiRS

ZEOGRWSZERARERY , EbERIGFER

WREFRA © Efi=_V1

[BIRS5EE (BMS)

2%, NZEOBYE : ReturnBackuplP

NHEBE, AEOBYE : 2018-08-13

\N

NS, FmRSIFIMESIZR(TODO)
BMSARSSE]RIID
ERAEAIP , S1ROverlaylpfF(E , BPAREIRIARIEIP

FROEIP

H—iEK ID , ®RiEKREIRE]l, EARRITEERFZIRIEKE Requestld,

NHEEIRS,
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cllfessyl

BIFEHAYE: 2024-09-03 18:49:38

7 4R
1. ZOEA
EOEKIHE © bms.api3.cloud.sunhongs.com,
A$O (Runinstances) BFEIE— N a S MEEE EAISLA.
BIAZEOIERIAERIRE © 10R/FD,
BEOSEFATE : 2023-09-07 15:44:11,

BRI S-S &N,

2. NS

UTNBERSEGIRGIH T ROBERSHHRBO LNHSE , TBAHSHFIRDAHERSH,

SHER Wik AEENULL 38 ik
Action = & String nH&E , AEOEYE : Runlnstances
Version =2 & String NHESE | AEOEYE : 2018-08-13
Region 2 S String AHBH, FEIFRSISRMRZIZR(TODO)

=IRBB/IENS. <br><li>m=E () FE#EZE (-)
RBE/E HostName HIEREZSRT , FaSIEEE.
<br><li>Windows SLffl : 8=&FKE N2, 15], foiF
FH (MNRHEANE ) . HFiE#EE (- ) Bk, A2

=~ =~ 1
HostName Fa A String BEE(.) , FeEeE#E, <br><li>Hfthka
(Linux &) L6l : FREALR, 301, RiFsdEsH
MRS, AZERA—R , BERATFFE ( RBRHIKN
B) . ¥FiemEs (-) Ak,
Placement = = Placement LHIFTENMNE. BIdiZSEr LS eI B~
= . X, FiEmA.
Flavorld = a String E£ID,
OperatingSystemType = & String RHFHER | T#ELinux/Windows,
OperatingSystem 2 S String ERNRITHRAS,
FABMERXEERS. BHZ8HLISEAERLE
. . . . MID , FMIDEEE., BELSEHPIEETFATRMLE
VirtualPrivateCl = & VirtualPrivateCloud
irtualPrivateCloud = A irtualPrivateClou ip . InstanceCount& MR STAG RPN —
.
NSy = \‘/'L Py Sr=l——h¢ 7‘;% |'||¥" /\
InternetAccessible a a InternetAccessible i@?”iﬁa;{n%ug" BREERSH  WIARK
T Ee/J0Mbps,
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SHAER
InstanceCount

InstanceName
LoginSettings
EnhancedService

RaidType

Tags

Groupld

3. mHSE

SHETR ESid
TaskId String
Requestld String
H >
. FEIRAS

Wik FSFENULL 268

iy

m

il

H

o  HOD

Iy

&= Int64
= String
= LoginSettings
= EnhancedService
= String
= Array of Tag
= String
fER
HSEZISNAAT L,

[BiRSS2E ( BMS

fik
SLHIEE.
SLHIRTEFR.

IHIERIKE  BEZSHALIRELHINERSVE
.

IERIRSS. BUZSHALUEERETERRE. =l
EERS. ENMEEZEH  WAFERRE. &%
ESEER

RAIDZEY
HEIRR S

DEBHEHAIDSZE |, ohEid
[DescribeDisasterRecoverGroups]#O3KEY,

R A ESSHItaskid, ATiEd taskid EIEMESSIE T 1B

W—iEK ID , ®RiEKEIRE, TR FERHIZRIERE Requestld.

ZEOE LI SBERXAYERE , EERBIEN A LR,

WREFRA © Efi=_V1
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JEENEA)

E#ATE: 2024-09-03 18:49:38

=7 4R
1. EZFOAR
EOIEKRER : bms.api3.cloud.sunhongs.com,
A0 (StartInstances) FAFEs— a1 EH,
o REIRZEJ STOPPED HISLHIA AT LABHTILIRIE,
o ZEOVARRIIAT , SLAISHEN STARTING JRZ ; BaEhsLAIRIRT , LRSI RUNNING K7,
BOAEOERIAEIRS : 10R/FL,

EOSEHAYE : 2022-10-28 19:09:38,

EOBEINEE LS,
A M2
2. NSE]
UTBREHGIRINGH TEOBERSHIED AHSE |, TBAHSHGIRDALERS,
SHBR Wik EENULL KA R
Action 2 & String AHSE, AEEOBYE : Startinstances
Version 2 B String NHBE, AZEOBYE : 2018-08-13
Region 2 £ String REBE, FRFESIFHMEFIZR(TODO)
Array . P ~ N g N
Instancelds £ = of — NS MFHRIERISLHIID, ANEIY[ Describelnstances JAPLR[EIEH
= . String 9 Instanceld 3REX. &RiERAIVHE(EAISLHIEE LIRZL00.
A M
3. HESE
SHER St T
. IBEIINAET L,
Taskld Uinte4
. " IREESAtaskid, BB taskidE S B TSR
Requestld String HE—iEK ID , ERiEKESIRE], EREEEREZXIEKE Requestld,

4. {51RE5

ZEOERWSZEEXAERTD , BOERGFEN A AHERE.
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KA

BIFEHAYE: 2024-09-03 18:49:38

1. #EOfER

EOEKIHE © bms.api3.cloud.sunhongs.com,

A0 (Stoplnstances) BFRA— N8 Z LA,

* HBEREI RUNNING HISEFIA RTLATILIRLE,

* $ECVARRLINAT , SERIS#EN STOPPING IRZ ; KIISEBIRIIRTS , SR STOPPED K7,
FONROIBRIRERIRE] © L00R/FD,

EOSEFRAETAE - 2022-10-28 19:09:27,

EOBFIRE R EM,

2. NS

UTNBERSEGIRGIH T ROBERSHHBO LHSE |, TBAHSHIIRDAHIERSH,

SEEFR Pk IENULL 68 TG
Action 2 & String AHSE, AEOBYE : Stoplnstances
Version =2 & String NS, AEOEBYE : 2018-08-13
Region = & String NHSE, FENFRSIENRBRSIZFR(TODO)
Array ANREM
Instancelds 2 = of —NERSMFEIERILHIID, BI@Ed[ Describelnstances JAPLREHEH
String A9 Instanceld 3REX. ERIERAIFHRIEAISLHIEZ LFRE100,
A sl
3. WS
SHEWR S| A
) g2 wap e N IR
Taskld Uinted  emiEsaotaskid, AlEittaskidEE ST ER
Requestld String H—iEK ID , ERiEKESIRE], EREEEREZXIEKE Requestld,
-3
%EIEE

ZEOERWSZEEXAERTD , BERGFEN A HERE.
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BIFEHAYE: 2024-09-03 18:49:38

1. #EOfER

EOEKIHE © bms.api3.cloud.sunhongs.com,
A0 (Terminatelnstances) BFEaEERS,
* THBEMANXEA , ArEdAEOENRIE.

FOANEIERERERIRE) © 102%/RD,
BEOSERFATE : 2022-10-28 19:09:11,

EOBRIRER EM,

2. NS

UTERSEGIFGIH T EROBERSHFRBI AHSE

[BikSS=8 (BMS)

SHBR wasE SIFNULL 358 iR
Action =2 & String NHESE | AEOEYE : Terminatelnstances
Version j=3 & String N #, ANEOEYE : 2018-08-13
Region 2 S String A, FIFRRHIMBIRFIZR(TODO)
etancelds I g‘f”ay —ANEEAMEHREROSIHIID, BIEIE] Describelnstances JAPHEEHET
= = String Y Instanceld 3REX, &RiEKIIFRIERSEAIE= EPREL00,
ReleaseAddress &5 & Bool REBSEL , BRHEEIP,
DryRun & & Bool BT,
A s
3. mEsE
SHER St A
. [lif—>3 w7 SR
Taskld Uintsd emEEtaskid, ABITtaskid B ES E
Requestld String HE—EK ID , ®XiEKREPSIRE, BN EEREIZRIEKA Requestld,
H >3
4, %EIBE
WRINFRE : Efina_V1 2891 @ H#104m
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(ZEREFRER

BIFEHAYE: 2024-09-03 18:49:38

7
1. BEOHHA
EOEKIHE © bms.api3.cloud.sunhongs.com,
(M EREHEERER
BONEOIBRIRERIRE] © LOR/ED,

EOEFTE : 2023-04-04 23:29:27,

BB E S,
A M2
2. MASH
LATBREHGIRIGH TEOBERSHIED AHSE , TBAHSHGIRIALERSE,
SHER Wil FE¥FNULL i R
Action 2 & String AHBE, AEOBYE : UpdateDisasterRecoverGroup
Version 2 & String AHSE, AEORYE : 2018-08-13
Region 2 & String NHESBH, FIFRSEAIMEEIZR(TODO)
Groupld 2 &= String DEEREFHEID
Name 2 5 String DEEETEETR
A M
3. HESE
SHER i HaA
Requestld String W—iEK ID , ®RiEKEPSIRE], ERMATEERAZXIEK Requestld,

4. TR

ZEOERWSZEERERTD , BOERDFEN A AHERE.
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BEFTOBERIZEEZFR

BIFEHAYE: 2024-09-03 18:49:38

7
1. BEOHHA

EOEKIHE © bms.api3.cloud.sunhongs.com,
EHTOBEERAERTR

BONEOIERIRERIRE] - 200R/F,

EOSEHAYE : 2023-08-29 22:13:33,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER WAIS FEFNULL i) R
Action 2 & String AHSE , AEOHYE : UpdateHeartbeat
Version 2 Fi String NHESE, AEOBYE : 2018-08-13
Region B & String AHBH, FEIFRSISHMREIZR(TODO)
Name 2 B String DB RERERIFFEFR , IKEEL-60
Heartbeatld 2 & String ILBERIZZAEID |, FZANHA-XXX
A M

3. HESE
SHER it A
Requestld String W—iEK ID , ®RiEKEPSIRE]., ERMATEERAZXIEKA Requestld,

4. TR

ZEOERISZEERAERTD , BOERDFEN A AHERE.
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BIFEHAYE: 2024-09-03 18:49:38

DelOutbandInfo

BRI MREHEE 22

WA T3 |8 : DeleteOutbandIP

BR Wisk FEFFNULL
Instanceld = &
Vpcld 2 iy
Vport = &=
Vip 2 A
Flavor
BRI

WA T4=O3 |8 : DescribeFlavors

BFR Wik REFENULL 288

Flavorld = = String
FlavorName = &= String
Placement = & Placement
RaidType = = Array of String
OperatingSystem 2 = OperatingSystem
Cpu = B String
Memory = & String
SystemDisk = B String
NetSpeed = & String
CreatedTime = S Datetime_iso
FlavorType = = String
CpuArch = = String

Soldout = &= Uint64

WREFRA © Efi=_V1

ok
&2

String
String
Int64

String

1%

E&ID,
EEEWR.
SRR E,
SriFHORaidSEAY,
SHSIRGTIR,
cpufER.
REFER
BERER.

*ER

HeERSE (BMS)
stk
BMSSZAIID
FEREID
BRSTROS
WRsIunderlay 1P

GUEEAYE], 1%AR ISO8601 tnEFR s , FFEMFER UTC BJiEl, #&
* A : YYYY-MM-DDThh:mm:ssZ .,

THERHNEY

CPU#1EY , X86/ARM

95 #104



2

%

BFR Wik ARIFNULL
UserDefined 2 =
NetworkPorts & &
DcosShell - =
VirtualPrivateCloud

sem
Uint64
Int64

String

REeRmIRS=T (BMS)

fik
RERFBEENXNE
GRSl e

dcosfa B4

ATVPCHEXER  BfEFR , IPERF

#ANT™EOS| A : Describelnstances, Runlnstances

AR Wik SRPENULL %3 35
Vpdld = = String %A’\% @%ID . Fean VPCIXXX ﬁ&&ﬂ’\JVpd\dﬁjﬁﬁﬁi[?ﬁ%Ué‘]E@ el
ATLLAREZEO [DescribeVpcEx] , MZEOIREFRY unVpcld FERFREY,
FABMLEFMID , 240 subnet-xxx ., BXIFAB ML FIIDENBITER
Subnetld = B String  [ZHIE1ES ; tBATLAEREEO [DescribeSubnetEx] , MiEOIREIH
#9 unSubnetld FERFKEY,
privatelpAddresses | & | & e R 1P 508, FECIRESERI. (SBRpIvpCRIERIERPTImILS
String . SR EIESALAIRSHHENERFMAIZSA IP,
Ipv6Address S A Bool EAPEIPv6itbit
Instance
HASLHIRNER
#WaNT#EO3|A : Describelnstances
R Wk AEENULL 28 ik
Placement £ & Placement SEHIRRERINE.
Instanceld 2 & String S ID
InstanceName = & String LA TR,
RaidType b= ) String RaidZ$H8,
OperatingSystemType = 2 & String BERFHREL,
OperatingSystem 2 B String BMERBRITIRA
PrivatelpAddresses 2 2 Array of String SCHIER-RRIAIR IP FUK,
VirtualPrivateCloud = S VirtualPrivateCloud  SCAIFTBEMIFABRMEES.

WREFRA © Efi=_V1
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%

BREEIRSE (BMS)

BFR WK RIFENULL R R
Flavorld = & String EEER,
CreatedTime 2 S Datetime gﬁggtﬁﬂj\(]\?\aﬁ&gfgfh%hﬁ;m;tiﬁﬁﬁ UTC B
Status = B String LIRS
CpuArch S S String CPUZEEY |, 3735X86/ARM
Tag &= = Array of Tag LRSS
Uuid &5 &5 String sCEIFAFuuid
Appld B S String LI Appld
UserDefined & & Uint64 ERRENE
LoginSettings

AT LHIEREREESER.

AN T™EOS| A : Resetlnstance. Runlnstances

2R Wik AENULL %A fk
THIERERD. FEHRMERARIERERERTIA— , BANT :
<br><li>LinuxsCHIZERBwR8EIL6fI , Z/EIERMTN[a-z , A-Z]. [0-9] F
[() ~'@#$ %" &amp; * -+ = [{}[]:; &#39;, .7 / |PASKFRFTS.,
Password = = String  &lt;br&gt;&lt;li&gt;WindowssEFIZZFB4R1 281607 , E/DEIE=I0[a-
z] , [A-Z], [0-9]F1[() ~'@#$%A&*-+={}[]:;",.? /1Y%
RFFS, <br><br>EMSEZEE , WBRABNERZD , F@EiSiER
EABEREIRAF.
Array ZEAIDFIR, KEAZIRRE , ST LUBIE XS RIAIFASASRIAIRILH ; Keyldali&@
Keylds & & of 1¥3EMDescribeKeyPairs¥kEY , ZHS5ZREAREREITERE , EETWindows
String  #MERFEASHHEEEH. SRICHFEERHESE— N ER.
RIFRGHNRIFRE. 1Z855PasswordgiKeylds.NABEERIERE. RE
K . = = . FEAEEXRG. HEHEEINESNGEEROEAIR T sEEZEE9
eeplmagelogin 5 5 String

TRUE, BYESSE : <br><li>TRUE : FR{FSHEGNEFITS <br>
<li>FALSE : RARMEIFEGEINE RIS <br> <br>ZAEUE : FALSE,

Tag
TREE(ENT
#HANTEO3| A : Describelnstances, Runlnstances

£ WA FEFNULL eSS fik
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R
TagKey

TagValue

EnhancedService

FBEFNULL

iy

m

AT EFIRNSERSEABRSHIRE , Inke , ohlz. =IEEFLH) Agent

AN T™EOS| A : Resetlnstance, Runlnstances

SR
SecurityService
MonitorService

WhistleService

OperatingSystem

BERRER

FEFFNULL St

as

i

iy

WaNTEO3| A ; DescribeFlavors

% N
Linux
Windows

Other

HeartbeatSet

OBENEEFRER

A

I

iy

WA TEOS B ; DescribeHeartbeats

BR
Heartbeatld
Name
Vlanld
CurrentNum

CreatedTime

WREFRA © Efi=_V1

Bool
Bool
Bool
FBEFNULL
=
=
=
BIFNULL
=
[ )
A~
[
=
[ )
A~
[
=
[}

fik

FEZRERS. HFEE

FE=EERS. &R EE

HeERSE (BMS)
E-Sit) U
String S
String EE

Z2H , WA ERR 2RSS

Z2H , WA E=EERSS.

FEDERERS. EMNEEZEEH , NWEARFERIBEERSS.

s
Array of String
Array of String

Array of String

St

String
String
String
String

Datetime

A

STHElinux RS2
FEMwindowsR&5IE
SE0therER St

Tk

IOBRILEAID
OBRIZRERFR
DBERIESERTEVLAN
HEOBERBHIBMS R

OB CIEERTIE]
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3) BLERSSE (BMS)

UpdateTime & 2 Datetime UKL 4R S SRR 8]

Disk

AT BMSEEERTIFMER

AN T™EOS| A : DescribeDisks

AR Wik FEFFNULL 2R3 3%

Diskld = 5 String ERID,

Placement 2 & Placement  mERFTEHIME.

DiskName = & String B2,

DiskSize 2 EiS String EE K/,

Instanceld 2 & String BEESN=ENID,
SENEEDR, BUESEE : <br><li>CLOUD_BASIC : FREE=E<br>

DiskType = 5 String <li>CLOUD_PREMIUM : F~=ttae=tEsz <br> <li>CLOUD_SSD : SSD
FRSSD=ER,

CreatedTime & & Datetime A AYBIEEATEL,

Filter

> EAREXDIERS , ATFRATIEER. FINTIEID, BfR. KREE> * HEFES Filter Bt , Filter [BIRIXZREIES ( AND ) X
&, > * BE— Filter TFEZ/ Values , [@— Filter T Values [Bf9XxZE7iB4Es, ( OR ) XK., >> LA[Describelnstances]izZ

Y Filter A6, BRMFEETHTRK ( zone ) AIMN—KX HH sLHTEREL ( instance-charge-type ) AEFEEA BiF 2%
RYSCHIRY , BJ90RSCER : Filters.1.Name=zone&amp;Filters.1.Values.1=ap-guangzhou-1&amp;Filters.2.Name=instance-charge-
type&amp;Filters.2.Values.1=PREPAID&amp;Filters.3.Values.2=POSTPAID_BY_HOUR

#aN M 5| A : DescribeDisasterRecoverGroups, DescribeDisks, DescribeFlavors, DescribeHeartbeats, Describelnstances

ZFR 4Svi BIFNULL ESit) U

Name 2 = String BELENFER,

Values = & Array of String FERRULTEE,
TagSpecification

BB = ENNSLHIR R RSP ERIREEXT A
#ANTEOSIA -
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20 HREeEIRSSES (BMS)
iR WA FEFNULL ESit] A
ResourceType 2 Fi String RS SBERI BRI
Tags =2 B Array of Tag FREITHIZR
Placement
AT AR AE | GEERENTAKX |, FiElNmBESE
AN T™2O5| A : DescribeDisks, DescribeFlavors, Describelnstances, Runlnstances
B WAl FEFNULL i) A
Zone 2 S String SRR BRI X,
Projectld B B Int64 SLAIFREIAID,
DisasterRecoverGroup
ENEFHEER
A0 T™ZO5 | : DescribeDisasterRecoverGroups
AR Wik FRFNULL K8 iR
DisasterRecoverGroupld £ & String DEEMEHEI,
Name 2 & String DHEMEHESR , KEL-60MNFRT.
DEEMEHERE , BUESEE : <br><li>RACK : #1ZRE%K
Type 2 & String (B3N ) <br><li>RACK_SAME_SW : HIZEEZ ( [E3z
1)
CurrentNum = & Int64 DEENEFHENbmMsIRS S HRIEE.
CreateTime & 2 Datetime_iso = > BEIEBMEFALIEERTAE,
UpdateTime S 2 Datetime_iso B ERMEHAEFATEL
OutbandInfos
HIMNRHEER
AN T™EEO3| A : DescribeOutbandinfo
B WAl FEEFNULL e il A
Password 2 S String THINERS
Sn P &= String fR5528sn
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#AOT™EOSIA -

BFR D

InternetAccessible

FBEFNULL

=
=

BFNULL

HREeEIRSSES (BMS)
- St i)
String HWINRFE
2R R

AT LRI ARAIAMYE | BT SERIRIARER BRI, &RATHRES

#ANT™EOS|A - Runinstances

ZFR WS

InternetMaxBandwidthOut =

PubliclpAssigned &
InternetServiceProvider &

ActionTimer

ERES

Wan T~ EASIA -
AR WAIE
TimerAction =
ActionTime B
Externals =

OutbandInfo

BMSHEHERIFIE

WREFRA © Efi=_V1

FBEFNULL

a
=

iy

o

St

Int64

Bool

String

FEFNULL

=

iy

oy

o

HiA

TR LR , B{3 : Mbps, ZHAE : OMbps,
BEENEAKIP, BUESEE : <br><li>TRUE : /rOEAM
IP<br> <li>FALSE : RRADEAMIP<br> <br> LMtk
FOMbpshS , ATERIEEFETESES , BIATHEAMIP ; HAM®
=0 , MARIFSELAMIP,

BYESEE{"CTCC":FB{E , "CUCC" : Bxi@ , "CMCC" : #1) ,
"BGP" : SNICAP}

il T
String ERTER
String HITRSE]
Externals i REYE
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#WaNTEOS| A : DescribeOutbandIP

BFR WhisE
Instanceld =

InstanceName a

UnigVpcld &
Vip 7
Vport &

WREFRA © Efi=_V1

FEEFNULL

Py
[}

iy

iy

iy

iy

ok
&2

Array

String

Array
of
String

Array
of
String

Array
of
String

Array
of
Int64

fiik

BMSSLAFIID

BMSSEIETR,

FABRIZEID , 280 vpc-xxx
FREEO [DescribeVpcEx]

kI aJoverlay IP

HREIRIERSS BRiR S

HEERSSES (BMS)

. BRAVpcdrBEERIEHSIES ; tBAlL

, \NIEOIREFHT unVpcdd FERSREY,
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HIRh

EITEFATE): 2024-09-03 18:49:38

TseEeRR

BREEIRSE (BMS)

SNERREIEERHPTFE Error Bt , MIZRER APLEROKN. Fig0

{
"Response”: {
"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”

12

"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

}
}

Error Ff Code FNHIRAS , Message FRNZIBRAIEAER.

TEIRIDYIZR

/\\E

HIRAD
AuthFailure.InvalidSecretld

AuthFailure. MFAFailure

AuthFailure.SecretldNotFound

AuthFailure.SignatureExpire

AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation

FailedOperation

InternalError

InvalidAction

InvalidParameter

InvalidParameterValue

WREFRA © Efi=_V1

=l
ZIRAER (A2 API B3R ) |
MFA $Eig,

BIEAEE. BEEHENETRERCHMRRERR | WIKSES | BEwRRS
BEIFH  TERIEMEETS.

ERTH. Timestamp MRSBIRGEMEENMESBIODH , IBRERINEEREMNER
BEL.

B SEUEER  BURBASNPIROLICEEES Z I EIRE,
token &R,

Bk CAM =L,

DryRun #F , RRIBERESEMINA . RESET DryRun 24,

S S

REBFEIR.

EORNFE.

SHGEIR.

SR EEIR.
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HIRAD 15t8H
LimitExceeded BT ACEPRE .
MissingParameter TROSEEEIR,
NoSuchVersion BEORATFE.
RequestLimitExceeded TBERAVREGERT T IREPRE .
ResourcelnUse RIFEH G,
Resourcelnsufficient RIFAE.
ResourceNotFound RIFAFE,
ResourceUnavailable BB,
UnauthorizedOperation RIZIURLE,
UnknownParameter RISEEEIR,
UnsupportedOperation BMEASTHE,
UnsupportedProtocol http(s)iERIPSEIR , R3ZHF GET #1 POST 15K,
UnsupportedRegion BEOARISAEMIE,

AV S5HERAS

WRARERS : Efi=_V1 55104 T4 H104m

\|



