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EMELR

1. ERTRSE=|EHS,

2. FEEHIFIRFHEINEZNRARS RS |, TAMREEHREER,
3. TESRHAVEER Linux SERIEN |, ISRREERAG | REVIER,
4. TEFTFHAY WebShell 2RTUE , WAFBFEIED , BEHE.

5. T , TEREFRIER , TR R

wget http://{{turbofsFIFPIRtE cosi@itbiit}}/tools/get_turbofs_client &8& chmod a+x get_turbofs_clientp&&sudo ./get_turb

ofs_client --url http://{{turbofsFBFERE cosif@itit}}
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==Tencent Cloud CFS-Turbo Client Setup Tool==
Version: 0.1
==L1inux System Basic Info==
Current 0S: centos 7 (Core)
Current kernel version: 3.10.0-1160
Info: Download successfully
Info: Try to download: kmod-cfsturbo-client.x86_64.rpm
Info: Download successfully
Info: Verify successfully
Info: Try to download: cfsturbo-client.x86_64.rpm
Info: Download successfully
Info: Verify successfully
Info: Try to download: cfsturbo-client-debuginfo.x86_64.rpm
Info: Download successfully
Info: Verify successfully
Info: Try to install kmod-cfsturbo-client.x86_64.rpm, log: /tmp/cfs-turbo-install-20210610-115244.109g
Info: Install kmod-cfsturbo-client.x86_64.rpm successfully
Info: Try to install cfsturbo-client.x86_64.rpm, log: /tmp/cfs-turbo-1install-20210610-115340.1log
Info: Install cfsturbo-client.x86_64.rpm successfully
Info: Try to install cfsturbo-client-debuginfo.x86_64.rpm, log: /tmp/cfs-turbo-install-20210610-115342.109
Info: Install cfsturbo-client-debuginfo.x86_64.rpm successfully

o HREINTMER , BIRFEARSHFAZAZRA.

==Tencent Cloud CFS-Turbo Client Setup Tool==
Version: 0.1

==L1inux System Basic Info==

Current 0S: centos 7 (Core)

Current kernel version: 5.12.9-1

‘ror: wget failed: 8, fail to get https:
or: Unsupported kernel version: 5.12.9-1

6. ERFHTNMFEEHIE | AT T FEEERRNE.

7. BEFEIRIEN Turbo XHRE ID | SEFEERERRE,

It
8. EEHRAERIEN EHm<S '+, BE | EFlfHE®L.

9. HEEERAILA , FUTRISBIRGERGHS.
KT HEEIESHNRIBINT |, IBRIESSIFRI S IERERSEIEERES
o WIREHEZIF ERIUEEFMERIEANNRSHIT (NBRECTEEE | EMEBRE) | BEFIHITI TGRS, Fiu
sudo mount.lustre -o sync,user_xattrX>XXXXOOCXXXKXXXXX

o MREHEXFH REMELFEFIRLMNT (NREEEURSELPENEFERFTRIEE  BM6er )  BERMMITIO TG
<. B0

sudo mount.lustre -o user_xattrXXXXXOXXXKXXXXXXX

o MRELAFZFH RRMEELFEFIRLIT (NREREYRSELENEFERFTRIEE  BM6er )  BERMTI TG
<. BN

sudo mount.lustre XXXXXXXXXXXXXXXXXXX
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ERTLAERERL TurboFS Y Linux ZRiRHITEE |, LEEFREREABER Turbo RIINHRS.

BIFLE

1 &% EERFEEMERCUG RSN CVM 34, ATLUEE CVM BHI8ERSETRERIAN. FT7F Vetc/fstab” X4 ( HHIRE
BERIMKAZE root UR ) .

//MERLA TSI fstab U4
vi /etc/fstab

2. §T7F "fstab” XHfE , BN "i" (insert) , 7E /etc/fstab iFINAN A< 1T,

{5 Turbo #£%;
<HEHAIP> @tcp0:/ <fsid>/cfs <fFEFHBIREZR> lustre defaults,_netdev 0 0
54N : 172.16.0.7@tcp0:/01184207/cfs /root/turbo lustre defaults,_netdev 0 0

3. ITER "Esc” IEFMA "wq" LMRF EIMER. BEEEFRE  AILERXXARFGNEER.

AR

EHRINT BaEEa<  BHEXHRFREEER |, A5 Linux RRTEEERD , B Linux RRSFEIS fstab 1850
[EENRIR S AT BEIER S, IR , BRILIERGSEHRHEN"BRAFPE" | 1§ fstab pBEmEHB SRR EBEREN.
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REFETREER , AT HRRERE S ERERNIRE.
HIEAR B REE AT TR RS EREE | JURER R TR TR E.

1 BE (minE] > (FERE] > (FERR] | EASERIRERE.

2. B TurboFSEOEEREE , FHHR(FES® iz S EIRSS155] XX,
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MHRF - MHRFRFERISIO)  BXXHRSER ( mount ) Bl CVM =R/ |, AILMGERAMI - RE—HER T,
FFERER.

THA | BEHRRITETRNENAEEIAL , EXTHARENSITET R, RAEFISIRFRR 4T hE.

TurboFS STIFHpLETFESSTY ?
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FRZAS (2019-07-19)
AP

BRITEHAYE: 2024-09-03 18:49:42

APIERZ

V3

APIfEX#EO
OSSR BEOThRE
DescribeCfsTags BiflcfsEIRth7IR

MR GTRREO

ORI REOThEE
CreateCfsFileSystem SIS R SR
DeleteCfsFileSystem BRI R
DescribeCfsFileSystemClients BENHRAE i
DescribeCfsFileSystems BHEXHRSR
DescribeMountTargets BRI RFEER
DescribeMountTargetsWithRegion HiFXiEEEAER
ScaleUpFileSystem T EXMHRER
UpdateCfsFileSystemName BN RRS
UpdateCfsFileSystemPGroup BT RAAINRE

ARSSHEXEO

EOBR ZEORE
DescribeCfsServiceStatus EAICFSIRZIRS
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BB

EOSH7V]

BEEFATE): 2024-09-03 18:49:42

tcecloud APl £XE/MAEIEKIFITEMIIE , BB MNEREBZTEEATBEREHTEEEREE ( Signature ) LISIHEKRES D, &

BIERHRTEFIEER , T2 FIERE Secretld ] SecretKey ; ERFPEIRELZEFEIE | BRIECAPIZARNHERS , BNTEERATAP
#ZM.,

s=E e .

1. RiEReFEiE

HEEIXER=APIZE] , BRIERAPIZSANHBRIELEEIE. L2 FIUFELE Secretld ] SecretKey :
e Secretld FBF#RR APL REBH

* SecretKey B FINIEEE FFBMIRS SRS E FRTRIER.

* APRITEEEEREEIE , BRtE,

HBELZEEIINEREERIT -

1. EFRtcecloudEBFIEHIE,
2. BHE=APIZSBRNEHI A TUE
3. E=APIZSETUHE , M [#7] RIRJLARYEE—XdSecretld/SecretKey

TR AREKSRESELIABILT Secretld / SecretKey,

2. EpE R R

BT ZeEiESecretld f SecretKeyfs , MATLAERSZERT. IATREMRSZHIIFMIFE :
BRIZFFHY Secretld #1 SecretKey SBIE :

e Secretld: AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
e SecretKey: Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE

AR RBERERA , ERIERFRRERIER Secretld 1 SecretKey B TIREHR(E !
LA=RRSS 2R EEXLfI7IZR(Describelnstances)iEk A6l , SRAFERX—EOR , HiERSHETRENT:

SHER 5354 248

Action Vakrc =t Describelnstances

Secretld #ZAId AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp ZRIET AL 1465185768

Nonce PEHLIEEEEY 11886

Region SERRTEXIE, ap-guangzhou

WRARERS : Efi=_V1 5823 T #1253]
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e C 3L SHE

Instancelds.0 FFEIRRILBIID ins-09dx96dg

Offset REE 0

Limit RASIFEIL 20

Version EORAS 2017-03-12
2.1. SR

BAEMEERSERSHEBNFEE ( ASCHRE ) FAFHF. T8 1) RIESHSHTHIRF | SREFRTINET , F&5tA/0 ;
2) #% ASCI 1BEE AN |, 90 Instancelds.2 EHEE Instancelds.12 |5 , AREFEER |, UARREE. ARTLUERRIZES PHIE%
HEFFRESRSLIIX—INAE , 1 php B8 ksort i, HIRRBISEHIHEFRERNT:

{

'Action’ : 'Describelnstances’,
‘Instancelds.0' : 'ins-09dx96dg’,
‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'‘Region'’ : 'ap-guangzhou’,
'Secretld' : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version': '2017-03-12",

}

EREEEFRINESAR , X EERGIFRSEHTHR | SRINER—SEH.

2.2, BHEBKRF R

WWEBERMBERFGER. HE L —THERFRERSEISTN R SRR ="S81E I | 11X Action 281 , HSEEFRA "Action”
, BHYEA "Describelnstances" , EIAE B A Action=Describelnstances . ¥ : “S&E"HERIAETIEurRREOE.

REBEIHENS IS8R HEE—R | REERBERFRHEN:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=0&Region=ap-guangzhou&S
ecretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

2.3. PHESEFOFRER
WSBAENS BRI RS, SRELFHREUT/LNSEHI

1. 5Kk S28F POST #1 GET A=t |, IXEBER GET i5K , iFRAEAEKE.

2. IBEKENEFLHIFIZR(Describelnstances)liERIHE 7 : cvm.cloud.sunhongs.com, SEFRAYERIEERIERE O RTEIERAVA R
A, RSO,

3. IERIBRR: YRIRAZAPIHIEREZREER / .

4. 1BRFRER: B E—SEREKRFEREA,

ERFBRRIHEAN: BERTE + BKREN +EKER + 7 + BRFRES
TOIRIHERERS
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GETcvm.cloud.sunhongs.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset
=08&Region=ap-guangzhou&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version
=2017-03-12

24, EpSREA

S BRAERSER, BEEMER HMAC-SHAL EiEY E—S RSN ERFOIFFRHTES | ARKBEMNE S SER Base6s #H1T4R
13, BIEIRIG RIS R A,
BRI | LA PHP IES 96
$secretKey = 'Gu5tIXGARNpPq86cd98joQYCN3EXAMPLE';
$srcStr = 'GETcvm.cloud.sunhongs.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=118
868 0Offset=08Region=ap-guangzhou&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=146518576
8&Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));
echo $signStr;

BRI E BN
EliP9YW3pW28FpsEdkXt/+WcGel=

ERECERRIHESTAN , IR ARG TERIIE , BRNERHES6IFHhaI—EEE.

3. BRRIwG

ERRRIS R B TREEIRIFNIBRESE , FEXHEBT URL %3,

80— RIS Z A EliIPOYW3pW28FpsEdkXt/+WcGel= , BEFIRIRBHRiBREE ( Signature ) 7
EiPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , TiSRTFEMSRAER URL,

AR NRAPKRISKAER GET , Bi&iEK51%58 POST @it Content-Type A application/x-www-form-urlencoded , MI&iXiEK
RAEERSHEIREM URL RS , SHRN-ASARERG. IF ASCI FRHE URL RISAIFREStLL UTF-8 #{T4%i8.

IR | LREIESH http BERBESFTESEHT urlencode , ZEXMMER T , MATREXIERBHT URL 3T , BUAX URL 4
EeSHERLM.

IR RittSEEt BRI TR , MISKA RFC 3986, /A %XY WRFHFFRPULIRFHITES RS , B XH"Y 9+ HFF/F
(0-9 FIXE=rE A-F) , BRINSESIRER.

4. BZEKM

HRIESSIREN | FEUTERRMANEIRD | SHRIESIIREAE

RS fEIREA
AuthFailure.SignatureExpire EHIIH
AuthFailure.SecretldNotFound BIPAFRE
AuthFailure.SignatureFailure ERHER
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RS HoSHEIAR
AuthFailure.TokenFailure token iR
AuthFailure.InvalidSecretld ZRIEE (A2 APl ZHE3EAY )

(e S a —
5. &7 ER

FESTRREA APL 3.0 B , HEFERIREEItcecloud SDK 3.0 , SDK EEETRRMNLRE , FAN R RRIBMEOET, HMAEE
S0 SDK iy, SATSTRARRIEET |

e Python

* Java

* PHP

* Go

e JavaScript
e .NET

ATEBRNERERTRE , THUSMREES A6, B OANERTERARIIL. BXkES. EREOMISANEEERLL LA
BigfENE  ABRABRSETRE  FAESERN | TrTAIBRERA SDK.

REEHHAY url TT8EA  https://cvm.cloud.sunhongs.com/?Action=Describelnstances&Instancelds.0=ins-
09dx96dg&Limit=20&8&Nonce=11886&Offset=0&Region=ap-
guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliP9YW3pW28FpsEdkXt%2F%2BWcGel%3D
&Timestamp=1465185768&Version=2017-03-12

IR BT RAIPRZERENN | HEBEARRSHEIRE |, RIaNSRELL url FEXSEEHF I FEE R curl Em<SERINSIREESN
Hix | SRH. ATEE—NTLUEERER url |, EEERUREIFH Secretld 1 SecretKey NESLAVZESE | FHERRFHBIRTEEUE
79 Timestamp ,

IR A TENTAT  ARREES [ EER—ESEXITEEIR url JEEEEMAR , RIASHNINFAR | (EXHARIER
. REMAESHEE  BESITEIERRIE.

TR LIMURB(UERT APL 3.0 , FEEERATHEMINERRE | BMERIERN APl , BTFEATERBLSHERUEER | B
XS R BYSERR AL A E

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.LRandom;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);
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SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.cloud.sunhongs.com/?");
/] EZEKRSSEF TFHHET | it TreeMapfRiElins

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");
}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {
StringBuilder url = new StringBuilder("https://cvm.cloud.sunhongs.com/?");

/] EFRBERurRXISEIRF B ER

for (String k : params.keySet()) {

/] BFEXSEKEB#Turlencode , BT keyEBRRNFH , #ltA NI Hvalueit{Turlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");
}

return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap <String, Object> params = new TreeMap<String, Object>(); // TreeMapa] LAEEIHEF

// SCRmVEFBR R 24 R FRREHLES , B4 : params.put("Nonce", new Random().nextInt(java.lang.Integer MAX_VALUE));
params.put("Nonce", 11886); // AHESE]

// SEFRE RSN RS E0RTE) |, 130 : params.put("Timestamp”, System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // ~"FHEE

params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // A48

params.put("Action”, "Describelnstances"); // 2"H5%

params.put("Version", "2017-03-12"); // ~H5%

params.put("Region”, "ap-guangzhou"); // AHE#

params.put("Limit", 20); // A53&%§

params.put("Offset", 0); // S5

params.put("Instancelds.0", "ins-09dx96dg"); // WEES#

params.put("Signature”, sign(getStringToSign(params), "Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE", "HmacSHA1"); // "%t
28

System.out.printin(getUrl(params));

}

}

Python

IR (IRETE Python 2 IMEBHEST , EBELREE requests (KIS :  pip install requests

# -*- coding: utf8 -*-
import base64
import hashlib
import hmac

import time

import requests
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secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query_str = "&" join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_"
endpoint = "cvm.cloud.sunhongs.com”
data = {

'Action’ : 'Describelnstances’,

‘Instancelds.0' : 'ins-09dx96dg’,

‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'‘Region’ : 'ap-guangzhou’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12"

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])

# IbSCRRER | AShiaaTeer=4Eit#

# resp = requests.get("https://" + endpoint, params=data)
# print(resp.url)
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EOSHV3

BIFEAYE: 2024-09-03 18:49:42

tcecloud API £33 MARIEIFHITEMNILIE , Eﬂ’é/\ﬁﬁaﬁﬁﬁrﬁ%ﬁu:R%W@@K%F ( Signature ) LISTEBERES D, &

ZIEEHTEEIILER , TeFIEEIE Secretld 71 SecretKey ; ERFPIRRBLZEEIE , BRITF=APIZHETUERE | BSNFEEEA=API
=0,

‘EEI—‘—I =
1. HiFREFIE
EFERERTAPIZAD , BRESAPIEHNEABEREFEIE. REFEIEELE Secretld # SecretKey :

e Secretld FBF#rR APLERE S %D
o SecretKey FIFINEEE R BFIIRS S mICIE S E FRTRIVEA.
s AFPWIITIRRERZSREIE , BRitEE,

RIS ZIENEARLS BT :

1. EFtcecloud BRI ZHIA,

2. BIfE=APIZRRIEHI S TRE

3. E=APIZSATIHE , M [FiE] BIALAGIEE—ISecretld/SecretKey

IR AREKSRESELUABRNT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &2 7%

T2 WFGETAE , R37#F Content-Type: application/x-www-form-urlencoded #M¥&=. X3FPOST/% , BREISZIF Content-
Type: application/json LA Content-Type: multipart/form-data PN | json IEXERARTBISEOSTE |, multipart 18z
RENEWSEONE: | IWEHZEOAEEER json 18IUER | &5 BRSO A,

THEURRSSHREA MNXEHFIRIEAFIF  SEBRNBERRHEITRE. BAWBERTERSTAZIZRMNSEL : Limit 7 Offset ,
{£F8 GET 7558,

BRiIZFIFAY Secretld #0 SecretKey 3512 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #01
Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

2.1. PHEAGEIERER
RIS HHEHIEIERKE ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + \n' +
CanonicalHeaders + '\n' +
SignedHeaders + '\n' +
HashedRequestPayload

e HTTPRequestMethod : HTTP i&3K75i% ( GET, POST ) , AR GET ;
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CanonicalURL : URI 2%, API 3.0 EE@AIERHT (/)

CanonicalQueryString : &i2 HTTP 153K URL FHEEFRFE , XJF POST iEK , BIEATFR/E , XF GET iEK , U9 URL A
£ (?) EENEFERS , AREIBYES : Limit=10&0ffset=0, ;£ : CanonicalQueryString EE47 URL 4773,
CanonicalHeaders : 25&ZRLEMER , ZES host 70 content-type FI/NLER , tBATIIANBEXHELSRS 5ERB LIRS RSB
SKREOME—MFIZ 2. HFHEMN @ 1) k3B key #0 value ZT—8/NE , HEIEEETIE | 1ZAR key:value\n 1&={HH% ; 2) 2/ k&6,
HRRBSLER key (/NE ) ROFEEHEFRITHHE. A @ content-type:application/x-www-form-
urlencoded\nhost:cvm.cloud.sunhongs.com\n

SignedHeaders : £5&ZRILEMER , RAALLRIERBMLLERS S TES , # CanonicalHeaders BEAILEIRBRE—XINAY.
content-type #[1 host J9usifEsLEB, HHENN : 1) L3R key ZB—HA/NG ; 2) Z41KEB key (/NE ) 1RERFEHEF#HITHHE , 7B
25 (;) PR, WHEIFJ . content-type;host

HashedRequestPayload : iEXKIEXAINGH(E | ITHE 5159 Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , %3 HTTP i&
KEE/NEX payload fff SHA256 5% , AE+7\#HmS | RERIDHREEM/NEFE., =2 : XJF GET i53K , RequestPayload [
FEATFHE , WF POST 53K , RequestPayload By HTTP i&SKIEX payload,

HRIELLEAIN | OIRERIRAGEIERENT (ATRNEW , \n BITFREESRITEFI—TEK ) -

GET

/

Limit=10&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.cloud.sunhongs.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2, FHEFER TR
ARSI RS ER TS

StringToSign =

Algorithm + \n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

Algorithm : €Z &% , BRIEES TC3-HMAC-SHA256 ;

RequestTimestamp : i&53KAT AR , BPIEIRLERAY X-TC-Timestamp BY&E , #0 L7=FliEk7 1539084154 ;

CredentialScope : EIEEE , #8=0 Date/service/tc3_request , @S HER. Fa KRS IKRIEFFE (tc3_request ) , Date /9
UTC tRERTTEIRBHE , BYEREM LS X-TC-Timestamp #25AY UTC FRAERNBIERE—3 ; service AF-RE , XASEBIR
BEZ—5, 180 cvm, 8N ERFLEKR , BYEJS 2018-10-09/cvm/tc3_request ;

HashedCanonicalRequest : BIIASBHHEFTESALTIEKENIEEE , ITESEN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

P

1. Date /MBS EIEE X-TC-Timestamp i+E15%) , BRFX UTC+0, WMERIMARFAMRXEE , FIE/\KX |, BSEEX8E
AR, EREEMBERMERM. RiZiTE&/s 1551113065 , 4/ \XAYAYEE 2019-02-26 00:44:25 , EEITEEE
#9 Date EXY UTC+0 AYEHEARIS 2019-02-25 , MAE 2019-02-26,
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2. Timestamp X/REXRIRFATE , BFEBERRFEHENERBERSH , MREEETASHPNSERM. MNRKAIEAFIIR
EREREY |, JRESEIE T —RITEE , BROERW (IREEZISHHER ) .

HRIELA LA | EIPERIRFERFRHRUT (AT RREN , \n RITFAEESRITERI—T8K)

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. i8S
1) WEIREREE , (hRBUT

SecretKey = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request")

e SecretKey : JRIARY SecretKey ;
e Date : B Credential #f9 Date =E=8. , a0 L5~ , 792018-10-09 ;
e Service : B Credential g4 Service ZEREE. , W00 , /3 cvm ;

2) iHEER , BT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

* SecretSigning : BILA EITEBRINIRESZHR ;
e StringToSign : BIZB2ATEBRINSFSEFRE ;

2.4. #H8 Authorization
AN ™RRTCHE Authorization :

Authorization =

Algorithm + "' +

'Credential=" + Secretld + '/' + CredentialScope + ', ' +
‘SignedHeaders=" + SignedHeaders + ', '

‘Signature=" + Signature

* Algorithm : &£75% , EE/ TC3-HMAC-SHA256 ;
e Secretld : ZEEAXIHAY Secretld ;

e CredentialScope : M X , EIEEHE ;

* SignedHeaders : L £ , 258 ZHLIHER ;

e Signature : &8

HRIBA AN | IR SEIRYED

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5
da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbc6ccfl74c474
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https://cvm.cloud.sunhongs.com/?Limit=108&0Offset=0

FHITEFRE ( TurboFS

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_reques
t, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbcbecfl74c4

74

Content-Type: application/x-www-form-urlencoded
Host: cvm.cloud.sunhongs.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

. BRKW

HRIESSIRER | FAEUTERKMANERG | iSRIEIRIERAE
RS
AuthFailure.SignatureExpire
AuthFailure.SecretldNotFound
AuthFailure.SignatureFailure
AuthFailure.TokenFailure

AuthFailure.InvalidSecretld

S N J—
4. 2 ER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util. TimeZone;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {
private final static String CHARSET = "UTF-8";
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private final static String ENDPOINT = "cvm.cloud.sunhongs.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9XGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";
private final static String CT_JSON = "application/json";

private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getlnstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm”;

String host = "cvm.cloud.sunhongs.com”;

String region = "ap-guangzhou";

String action = "Describelnstances”;

String version = "2017-03-12%;

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
//EERK , BUESHE
sdfsetTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkkkkkkkkk 55% 1 : m;%%m:;ﬁiﬁﬁi*% kkkkkkkkkkkkk

String httpRequestMethod = "GET";

String canonicalUri = "/*;

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host";

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// K*kkkkkkkkkhkkk 55% 2 ;#?%%gg?ﬁ% *kkkkkkkkkhkkk

String credentialScope = date + "/" + service + "/" + "tc3_request”;

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.printIn(stringToSign);

// *kkkkkkkhkkkikkk ./If_ﬁ 3 o .L-l.%ég khkkkkhkkkhkkkhkkx

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printin(signature);

// K*kkkkkkkhkkhkkk $‘9¥ 4 j:}’fl:g Authorizatlon *kkkkkkkkkhkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.printIn(authorization);
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TreeMap<String, String> headers = new TreeMap <String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

}

}

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# ZRSE
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.cloud.sunhongs.com”

endpoint = "https://" + host

region = "ap-guangzhou"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# khkkkhkkkhkhkkhkkk 53% 1 o ;#;g;m;ﬁi%*% *kkkkkkkkhkkk

http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&0Offset=0"

ct = "x-www-form-urlencoded"

payload = ""

if http_request_method == "POST":

canonical_querystring = ""

ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

# kkkkkkkkhkkkkk 5% 2 : T#*%{%gg?ﬁ% kkkkkkkkkkkkk
credential_scope = date + "/" + service + "/" + "tc3_request"
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hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

# *khkkkkhkkkhkkhkhkk ig% 3 : H’%Eg *khkkkkhkkkhkkkhkk

# ITEEBHERE

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# *khkkkkhkkkhkhkhkk 552’% 4 : ?#*% Authorization khkkkhkkkhkkkhkkk
authorization = (algorithm + " " +

"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEOMINENSSRLER

headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,

}
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15 KE5H4)

BIFEAYE: 2024-09-03 18:49:42

1. fRsSHbit

btz (Region ) RIEYBERIEHEH OAIMIEXE,, tcecloudFIIEARRIHZ EE2RE |, MIEARHRERATEEATSEEINEE

t. ATIHEHRME. RS THEE  ENGERERELEEF I,
ERTLUEIT APIED EiiHSIR B mrtE xR,

2. &SN

tcecloud API FIFFEEOEIE HTTPS HTE(E | IRIAEREMNEEEE.

\E > :
3. IBKTE
STHEEY HTTP iS5k
e POST (#7F)
e GET
POST iE3kz#569 Content-Type 28! :

* application/json ( ##F ) , ¥4fFEA TC3-HMAC-SHA256 &&75%,
* application/x-www-form-urlencoded , #%7f#R HmacSHA1 g HmacSHA256 &&75i%.
e multipart/form-data ( (&8 EOSF ) , WRER TC3-HMAC-SHA256 &2 5%,

GET B3SRBS RE A/ NARE#BIT 32 KB, POST iERFEAESEAEHN HmacSHAL, HmacSHA256 BAE#8iZ 1 MB, POST i&EKEAE

#&FiEA TC3-HMAC-SHA256 Ffz3% 10 MB,

4, FRIRAS

FEFAUTF-84%%3.

WREFRA © Efi=_V1

536 T #£125



kN
W

2] FHTSTHEE ( TurboFS )

IR[EIZER

BIFEAYE: 2024-09-03 18:49:42

IF@REIEEER

PARBRSS 2RO BB LAMAEFIZR (DescribelnstancesStatus) 2017-03-12 kx4l , HIEFAT) , EeTaerORELIT

{

"Response”: {

"TotalCount": O,

"InstanceStatusSet": [],

"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc"
}

}

* Response REMEBH Requestld REEAFER , TiCiEKRMINSE , RE APIET |, MIAERIREL

* Requestld FBF— APIiEKAIME—IRIR , W5 API HILRE |, SJLABKRERA] , FHREZ ID KRR,

* [RTEEMNFES , HRIWARKREOENNTER  AENEOMMRENFES IO SXEFREN. HHFIHE TotalCount
InstanceStatusSet 5 DescribelnstancesStatus £ OENXFER , BT EREKNAREMEZE=RS2TLH , Bl TotalCount
FLER TAURENES 0, InstanceStatusSet FIFRAZS,

tHIRIREIER
£, SRR

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”

)
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}

* Error IHIMFEEZISKARKM, Error FEREREAERRY Code 1 Message FERTEELMAT 2 EIREIAY,

* Code FREMHBHIERID . B kB L RIBZERIDE L HEIRST SR O M AYE IR IR EmE X R EFIRR
BE,

Message BRHTXMEIREENERERE , BEISEESAEMN | WAL B FRISTEREH , AP ARRKEIXMRE]
&,

* Requestld FBF— API iERAUE—HIRIR , N8R APL HIIEE , SJLABCRIRA] , FHEMIZ ID SEARREE,

IR (TODO: EEERE, REEENFEER?)

IREIZERPUNRIFAE Error FER , NIZRRBA APLIECIKM,  Error iy Code FERFRTMEIRD , ATB SR REHINAYEIRAS A AL
IREG , TERIIH T ARG,
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FHIRAD
AuthFailure.InvalidSecretld
AuthFailure. MFAFailure
AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire
AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation
FailedOperation
InternalError

InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

FRIERS : Efh=_V1

TRIRIEA
ERAEE (A2 API AR ) |
MFA $5ig,

BRAFE.

R

SEZIULIN

%

SRR,

k

token f&i%.

Bk CAM 1Y,

FATSHERE ( TurboFS )

DryRun #{F , RFBFGSEMING , RRSET DryRun 2.

HERERIL,

REREIR.

EORMFE.

SHIEIR.

SHEYEEIR.

BT ECRPR .
BROSEGEIR.
EOMARFE.
IERAVREGET T IRERPRHE
RiRH G .

BB E.

BIRMFE.

BIRAEI A,

RIRBUE(E.

RASEGER.

BRI,
http(s)iERIMMYEEIR . R>2FF GET # POST 15K,

EORSHSRTEhEL,

838 T #1250



) FHTETRE ( TurboFS )

N

AN

\
BITSEFATE: 2024-09-03 18:49:42

HEYRATRRBFIZOLSNENNSE , WIFE | A MEORBAROAP AR XLSHHTRE  ESRERETEE
}i XL, AREIEBEAREEK.

g N

BBHIE V3

{§F8 TC3-HMAC-SHA256 &2 5750 , ARSEEES—E) HTTP Header 53L& , a0F -
SHER By} Wk AR

BERROSR. BESESROXETHRASEALSE Action RO, FINIRIRSSEHE

X-TC-Acti i 2
C-Action  String & o mimisEREr | Y& Describelnstances.

WIS, SRR BRI EI M ERIEE. RORZAEEESE R OXETRRAS

X-TC-Region String = NS Region BAE, TR | REROAFTEERZSH , BOXEFII IR
BE , AR EIEZS B AL,

X-TC- Integer = a7 UNIX BJiE)8%; , alicsAse APLIEKAIRTIE], fla0 1529223702, & : IR SRS ES

Timestamp T milesmgssHh SRS S,

X-TC-Versi . = 2IERY API BORRAS. BUESERZEOXEPASAESE Version B91RBE. HIN=iRSS 2890

-TC-Version String =2

7N 2017-03-12,
HTTP frESDIAUEELERFER |, 540 -
TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Heh,

Authorization  String 2 - TC3-HMAC-SHA256 : && 7% , BRIEEZE ;
- Credential : £&1EUF , AKIDEXAMPLE & Secretld ; Date 2 UTC #nEREIRIHEER , BX
EREMNAHESE X-TC-Timestamp &Y UTC fRERBIRER—EL ; service Ar=fad , &
MESABFRiE—E, fldlcvm ;
- SignedHeaders : 25&RITEAILEMER , content-type #0 host J9wsifksLEp ;
- Signature : S&EHE,

T . IREHERBFTRR Token , FELESIGIIES—RMER. IRITE5EF0 Token FEEHD SRR

-TC-Token String =

SREBZEOKE, KEIZHATEE Token,

BEHE V]

{£F HmacSHAL #1 HmacSHA256 &8 7558 , ARSHFEER—HMEEKES , (0T

BHEIR 3] Vi A
Acti ; - BEREOER. RESHEZROXEPRASHATLSE Action BIREE, FIII=IRSSEE
ction String 2

REIRsLHIZIZREO , BUEA Describelnstances,

WRARERS : Efi=_V1 39T H125;]



2] FHTSTHEE ( TurboFS )

SHETR ESidl Wik kR
Wi Sy, SRR B EIR MBIEAIEIE. FOESZAMEEESE E O REA
Region String = SHNHESE Region RUGER, 1R | BUEONATEECRZSH , EOEP IR
BIRER , LATEMEEEBZS AL,

2457 UNIX FHE)E , AlieR &S APLiEkAYATE], 1901529223702 , 4NER 5XFiIRTE

Timest Int =
mestamp MEGEr = jamigk, LTRSS,

Nonce Integer £ BEHIEZEEL , 5 Timestamp BX&ER , BFHLEERK .

Secretld Strin o ERAPIESH_EBBHTRREH] Secretld , —4 Secretld IIRIME—H] SecretKey |,

9 = SecretKey SFRARLIEREE Signature,
Signature String o BRER , ARRIERERNEGEE  SEAPRIELMAMASETESEH. Bkt
= 7S MBS,

Versi , o BERY APLHORRA, EUESEZOSERASATSE Version FUREE. BlIIN=IRSES

ersion String 2
B9RRAS 2017-03-12,

SignatureMethod Strin & B, BRISIT HmacSHA256 1 HmacSHAL, REFEELSE HmacSHA256
g 9 T B AR HmacSHA256 EIAIMIESSE | EAERIIER HmacSHAL IESE,

T . - IEEERATAERY Token , TEESIGAIZEHE—FSHFER. IGHZEEF0 Token EERGAE
oken String a

ERSERZORE. KEFHERFEE Token .

s IR

i ( Region ) BEMIRAIEHR ORIEIE XIS, tcecloudAZMIIERREIE 2 BE2iEE | (RIERRMRBRARERELESE
t. ATREHRRE. B8 TEERE , BEERRFELEEFatbE,

EaJ LA AP ENAMIESIER EESTRAIIETIER.
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) FHTHFRE (TurboFs )

APIHEX1EO
BifjcfsHTRihsZ

RITEHHYE): 2024-09-03 18:49:42

1. O

EOEKi®E : turbofs.apil3.cloud.sunhongs.com,
BifjcfsEIRthFIFR
BOAEZEOISRIRERPRE : 200K/FD,

EOSEHAYE : 2020-06-11 10:41:20.

BOBIRNESE NEN,
A M2
2. MASE
ATBREHGIRIGH TEOBERSEIED AHSE | TBAHSHGIRNALERSEH,
SHER WAl FEEFNULL i R
Action = & String ~HBE, KIZFOBYE : DescribeCfsTags
Version =2 & String NHESE, AEOEYE : 2019-07-19
Region = B String AHSH  FEOFFEEBLSE,
InternationalFlag a B Int64 =Rt
Zoneld = B Uinte4 AJAKIid
A Y 24
3. FitH S
SHER &<t fEA
S HIIMARATIL,
Tags CfsTagUser
g d tagZlE
Requestld String HE—EK ID , ®XEKRESIRE, BRI EEREIZRIEKA Requestld,

4. FEIRD

PUNBUE T 3Ol S5 EERA0EIRD | BfERIDEN AR

P14
™
dA
°

%EEEEE.'J ﬁ'ﬁﬁ
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HiRtD fk
InternalError.GetAccountStatusFailed

UnsupportedOperation.UnverifiedUser
InternalError

FailedOperation
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NiFRGEEREO
B &RST

RITEHHYE): 2024-09-03 18:49:42

v s
1. EOHA
EOEKi®E : turbofs.apil3.cloud.sunhongs.com,
RTINS RSR
BOAEZOISRIRERPRE © LOX/FD,

EOSEHAYE : 2020-12-16 20:39:57,

EOBRIRER N,
A sl
2. MINSH
U TFBERSEFIRGIH T EOBEKRSEIT D ALSE |, TBAHSE
SHER gk FBEFNULL
Action = B
Version = &
Region = a
Zoneld = &
Zone = &

iy
iy

CreationToken

iy
iy

Protocol

iy
iy

StorageType

el
iy

Netlnterface

PGroupld

alil
iy

Vpcld

iy
iy

UnVpcld

iy
iy

WREFRA © Efi=_V1

String
String

String

Uint64

String

String

String

String

String

String

String

String

FATSHERE ( TurboFS )

HE#, ANZEOEYE : 2019-07-19

D>

REBH  AEOFFEEBULSEH.

HESEZSIATT L,
AKX ID

AIAAXEFR , flil:ap-beijing-1

HESEXSIATT L,
FBRBEEXXHERFETR , LFERR(ET FSNAME

SHRGMEEE , B9 NFS, CIFS; HEBZUEIAS
NFS#Y

NHRGFERE |, B9 SD ; Hp SD MiRERFHE

MR |, &9 VPC , BASIC ; Hh VPC AFAEML ,
BASIC £t k4%

PRA ID

FAEMES (VPC) ID;HMEEEYES VPCRY , 5
UnVpcld BEWUE—IR

HEHZSIMRAT L,
RS EMIVPCH—ID

243 T H125)
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e HATTHHZAE ( TurboFS )

SHER W% ARFENULL 38 R
Mo B4R ST 2 = A
Subnetld = = String FR, LMKEEEIE S VPCRT , SUnSubnetld FiE W
JIE—IR
) WEHOIIIAET I,
UnSubnetld & & Strin
y =5 | F ing RO TRIFMSG— D
. 1EREIPHENE | (RVPCRILETIS ; EFES. BEZTFM
M tIP 5 & St
oun 5 | = rng FRENLSER IP
) WEEBIIIATT I,
StorageResourcePkgld & & Strin
d 9 =5 | = J YRGS | SRR
. . S ETIMAT I,
BandwidthResourcePkgld & & Strin
ga = | = J THRGHEERS | SRR
= Az i AR
EsName = = String ﬁHIF'ﬁ BENG RS AR, SCreationToken & HIUE
—IR
SETTIMAET I,
Encrypted & & Bool N .
yP = | F SRR , EEENBARRIIE
) WEEBIIART I,
KmsKeyld 5 5 St
msKey i i ring R 1D
Tagld & B Uint64 cfsEEthid
Snapld a a String HRERId
ResourceTags & B Array of R
ResourceTags
Projectld = = String ImBid
CfsVersion = B String CFS MHRGHRA
Capacity B S Uint64 TURBOMHRGFHIBE (TiB )
A s
3. s
SHER S U
CreationTime String Wﬂ‘ﬁ!ﬂ.
MR G R
) ) WEEBIIIATT I,
CreationToken Strin
I EPEENHRGER
. . i oo ST
FileSystemlId St
ileSystem ring S 2B 1D
) ) WEEOIIIATT I,
LifeCycleStat St
ifeCycleState ring S RS
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o) FHTIAERERE ( TurboFs )

SHETR =i L
' ) HEHOIIMAET AL,
SizeByte Uintet iz mmsEi
ool Uinte4 WESHBIIIAET I,
AIFIK ID
. WEHOSIMATT AL,
FsN
sName String B EEN YRS ERR
Encrypted Bool SESEISFL,
NI RFRBINE
i WEBHOIIMATT I,
Cfsld String YAHZFID
Requestld String HE—EK ID , ®XEKRESIRE, BRI EEREZRIEKA Requestld,
4. $EIRS

UG T OSSR A0EIRD | BERITFER A HHEIRD,

FEIRD

5
5

InvalidParameterValue.FsNameLimitExceeded
InvalidParameterValue.InvalidVpcParameter
InvalidParameterValue.MissingSubnetidOrUnsubnetid
InternalError.CreateFsFailed
Resourcelnsufficient.RegionSoldOut
InvalidParameterValue.InvalidEncrypted
InvalidParameterValue.InvalidFsName
InvalidParameterValue.InvalidNetInterface
InvalidParameterValue.InvalidZoneOrZoneld
InvalidParameterValue.MissingStorageResourcePkg
UnsupportedOperation.UnverifiedUser
InvalidParameterValue.InvalidZoneld
InvalidParameterValue.MissingZoneld
Resourcelnsufficient.FileSystemLimitExceeded
ResourceNotFound.PgroupNotFound

InternalError.GetAccountStatusFailed

WA : M= _V1 5545 I H125]
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IR
InvalidParameterValue.UnavailableRegion
UnsupportedOperation.OutOfService
InvalidParameterValue.InvalidStorageType
InvalidParameterValue.MissingKmsKeyld
InvalidParameterValue.InvalidRegionZonelnfo
InvalidParameterValue.InvalidVip
InvalidParameterValue.ZoneldRegionNotMatch
InternalError
InvalidParameterValue.InvalidPgroupld
InvalidParameterValue.MissingVpcidOrUnvpcid
AuthFailure.UnauthorizedOperation
FailedOperation
InvalidParameterValue.MissingVpcParameter
InvalidParameterValue.MissingZoneOrZoneld
InvalidParameterValue.InvalidMountTargetlp
InvalidParameterValue.UnavailableZone
InvalidParameter
InvalidParameterValue.InvalidSubnetld
InvalidParameterValue.InvalidProtocol
Resourcelnsufficient.SubnetIpAllOccupied
InvalidParameterValue InvalidVpcld
InvalidParameterValue.SnapSrcFsBusy
InvalidParameter.InvalidTagKey
Resourcelnsufficient.TagLimitExceeded

AuthFailure

FRIERS : Efh=_V1
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) FHTHFRE (TurboFs )

PRSI RSt

BIFEAYE: 2024-09-03 18:49:42

1. #OfEA

EOBREE : turbofs.api3.cloud.sunhongs.com,
TR FR S

BOAEZEOISRIRERPRE : 200%/F,

EOEFAYE : 2020-12-16 20:45:17,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER WAsE FEEFNULL Sl A
Action = & String NHBE, KIZOBYE : DeleteCfsFileSystem
Version = &5 String NS, ANZEOBYE : 2019-07-19
Region 2 B String AHEBH  FEOFTFEEBLSE,
FileSystemId 2 & String MRS ID
A s
3. s
SHAER E-Sit) IR
Requestld String W—i5K ID , &XIEREPSIRME. EAEENBEERAZRIEKE Requestld,

4. FEIRS

UG T OSSR A0EIRD | BfERISEN A HHEIRD,

Jila]

iRt ik
InvalidParameterValue.InvalidFileSystemId

InvalidParameterValue.InvalidFsStatus

UnsupportedOperation.UnverifiedUser

FailedOperation.PgroupInUse
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IR
ResourceNotFound.FileSystemNotFound
InternalError.GetAccountStatusFailed
UnsupportedOperation.OutOfService
FailedOperation.PgrouplsUpdating
InvalidParameterValue.InvalidRegionZonelnfo
FailedOperation.MountTargetExists
InternalError
AuthFailure.UnauthorizedOperation
InvalidParameter

UnsupportedOperation
InternalError.Timeout
InvalidParameterValue.MissingFsParameter
FailedOperation.UntagResourceFailed
FailedOperation.BindResourcePkgFailed
FailedOperation.ClientTokenInUse
InvalidParameter.InvalidTagKey

AuthFailure

FRIERS : Efh=_V1
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2

RN AR FEZ in

BIFEAYE: 2024-09-03 18:49:42

1. #OfEA

EOBKES :
BEHIZX A RREF
FRAZCEISRERIRS : 200R/7D.

EOEFATE : 2019-10-15 19:28:54,

EOBIIOES &N,

2. NS

LINERSHGIRNG I T EOIER SRR D 2

FATSHERE ( TurboFS )

turbofs.api3.cloud.sunhongs.com,

e IWINRER B iR A CFS USSR,

HBH | TBAHSHIIRNAHLERSH,

\

SHER WAl FEFNULL St N
Action 2 A String ~HSE, KIZEOBYE : DescribeCfsFileSystemClients
Version = = String IS, KEOBYE : 2019-07-19
Region 2 & String 2HSH , AEOFAZTEZRLSEL
FileSystemId =2 & String MRS D,
A MM
3. HESEL
SHER il R
o . . IBEOIINAET I,
ClientList FileSystemClient
/ BT
Requestld String H—iEK ID , RiEKESIRE], Ef AT EERAZXIERKE Requestld,
H >
4. $ERE

UG T 2 OSSR A0EIRD , BERIFER L

e
InternalError

InvalidParameterValue InvalidFileSystemlId

WREFRA © Efi=_V1

HERIRID,
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o) FHTIAERERE ( TurboFs )

FHIRAD fER
InvalidParameterValue.MissingFileSystemld

ResourceNotFound.FileSystemNotFound

ResourceNotFound.MountTargetNotFound

UnsupportedOperation
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) FHTHFRE (TurboFs )

ERNHRS

BIFEFAYE: 2024-09-03 18:49:42

v H-N )
1. EOHHAR
EOEKIEE : turbofs.api3.cloud.sunhongs.com,
A0 ( DescribeCfsFileSystems ) FBFEESXH RS
BOAEZEOIERIRERPRE : 200K/F0,
EOFEHAYE : 2022-12-08 11:47:18,

EORWERREN,

2. NS

PITNBERSHGIRNFIE TEOIBERSHFED NHESH , TEARSHGIRDAHLERSE
SHER Wik ARFFNULL eS| ik
Action = 5 String HSE, AZEOBYE : DescribeCfsFileSystems
Version =2 & String NHESE | AEOEYE : 2019-07-19
Region 2 & String NHSY , FEOFFEEGBILSEH,
FileSystemId & i String XHES ID
g PN
InternationalFlag S S Uint64 mgﬁgﬂiﬁgjzﬁgéﬁgﬁﬁﬁﬁy
Vpcld &= = String #hEMLZ (VPC) ID
Subnetld = e String i ID
Offset & S Uint64 Offset
Limit & = Uint64 Limit
CreationToken 5 S String FERBEENER
Filters &5 & Array of Filter BIS=FEHITITE

3. iS4

SEEFR i) R
. . BRI,
FileSystems FileSystemInfo .
Y / ST RIHER
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%

SHAER
TotalCount

Requestld

4. $5IRMS

UG T 2O SSIBAEERA0EIRD | BERIRFER A TEIRD,

RS

s

Uint64

String

fik

HESEXSIATT AL,
MHRFE

FHITEFRE ( TurboFS

E—iEK ID , BRIEKREIRE, TR FERHIZRIERE Requestld,

InvalidParameterValue.InvalidVpcParameter

InvalidParameterValue InvalidFileSystemlId

Resourcelnsufficient.RegionSoldOut

InvalidParameterValue.InvalidZoneOrZoneld

InvalidParameterValue.MissingFileSystemId

UnsupportedOperation.UnverifiedUser

InvalidParameterValue.InvalidZoneld

InternalError.GetAccountStatusFailed

InvalidParameterValue.UnavailableRegion

UnsupportedOperation.OutOfService

InvalidParameterValue

InvalidParameterValue.InvalidStorageType

InvalidParameterValue.InvalidVip

InvalidParameterValue.ZoneldRegionNotMatch

InternalError

AuthFailure.UnauthorizedOperation

FailedOperation

MissingParameter

InvalidParameter

InvalidParameterValue.InvalidPerMode

InvalidParameterValue.MissingAppidOrUin

InvalidParameterValue.InvalidSubnetld

FRIERS : Efh=_V1
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IR

InvalidParameterValue.InvalidVpcld
InvalidParameterValue.MissingFsParameter
ResourceNotFound.SnapNotExit
InvalidParameterValue.InvalidSnapStatus
InvalidParameterValue.SnapSrcFsBusy
FailedOperation.UntagResourceFailed
FailedOperation.BindResourcePkgFailed
FailedOperation.ClientTokenInUse
InvalidParameter.InvalidTagKey
InvalidParameter.ClientTokenLimitExceeded
InvalidParameter.InvalidClientToken

AuthFailure

FRIERS : Efh=_V1
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BN A RGHER R

BIFEAYE: 2024-09-03 18:49:42

<7 A
1. EOfAR
EOERER : turbofs.api3.cloud.sunhongs.com,
%O ( DescribeMountTargets ) BT EIXHRFEHRER
BOAEZEOISRIRERPRE : 200%/F,
EOEFAYE : 2019-09-20 16:41:11,

EOBIIOES &N,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

FATSHERE ( TurboFS )

SHER Whisk FEIEFNULL S A
Action = & String nHSE, AEOBYE : DescribeMountTargets
Version = &5 String nNHESE , ANZEOEYE : 2019-07-19
Region £ & String AHSH  FEOTFEEBULSH,
FileSystemId 2 & String XHES ID
A s
3. s
SHBR il DU
HEHFIMAET A,
MountTargets MountInfo
J RS
IBEXIIMARTI,
NumberOfMountTargets Int64
J FrE R
Requestld String HE—EK ID , ®XiEKREPSIRE, EAARIEERIZRIEKA Requestld,

4. FEIRD

UG T 3Ol S5 IEERA0EIRD | BRI A THEIRD,

s

HEIRD

WREFRA © Efi=_V1
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IR

InvalidParameter

InternalError
InvalidParameterValue.InvalidFileSystemId
InvalidParameterValue.MissingFileSystemId
InvalidParameterValue.MissingFsParameter
ResourceNotFound.FileSystemNotFound
ResourceNotFound.MountTargetNotFound
UnsupportedOperation.UnverifiedUser

UnsupportedOperation.OutOfService

FRIERS : Efh=_V1
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ERXEERRE

BIFEFAYE: 2024-09-03 18:49:42

1. #EOfER

EOEKRER : turbofs.api3.cloud.sunhongs.com,
EaKEEERER  RETESE.
BOAEZEOIERIREPRE : 200K/FD.

EOEFTE : 2022-12-08 12:00:41,

ROBEIEE A,
2. NS
LITNBERSHGIRNFIE TEROIBERSHFRD NHESH |, TEARSHGIRDAHLERSE,
SHER Wik FEFFNULL ESic) fER
Action 2 = String AHBE, AEOBYE : DescribeMountTargetsWithRegion
Version 2 & String ~HEE, AEOBYE : 2019-07-19
Region b= B String PHSY , AEOFFEEGBLSEH.

3. BiHSE

SEEFR St A
. . . . HESEBIIMATT I,
MountTargetCollection MountTargetCollectionWithRegion
d 9 g HE %
—ER s =] I
Requestid String W—i5K ID , ®RiEkEPIRE. BRI EEREZR

KA Requestld,

4. FEIRD

ZEOGLWSZEEXAERD , BtEREFE A ===

P4
=
s}
°
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T EXHRSE

BIFEAYE: 2024-09-03 18:49:42

7 ek p
1. EOEA
EOBREE : turbofs.api3.cloud.sunhongs.com,
T BXHESR
FONBEOIERIEIRS « 200k/FD.

EOEFAYE : 2024-01-02 16:45:58,

RO S 2 41N,
A M2
2. MANSE
LITNBERSHGIRNFIE TEROIBERSHFRD NHESH |, TEARSHGIRDAHLERSE,
SHER Whi%E FeIEFNULL it fEA
Action 2 S String NHSE, KIZFOBYE : ScaleUpFileSystem
Version = S String NHS%, KiZEOEYE : 2019-07-19
Region 2 & String AHBH  FEOFTFEZEBLSH,
TargetCapacity = = Uint64 BN
FileSystemId = = String fsid
A M
3. BitHZE
SHER St fEA
TargetCapacity Uint64 TR
FileSystemId String fsid
Requestld String M—igX ID , ®XiEKEPIREl, BT EERAHZXIEKAY Requestld,

4. TR

ZEOGERWSZEEXRAERD  EtEREF AR,
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ENHRGS

BIFEFAYE: 2024-09-03 18:49:42

=7 R
1. EOfAR
EOEKRER : turbofs.api3.cloud.sunhongs.com,
A0 ( UpdateCfsFileSystemName ) BFEFHNIEGR TR
EOMZECIERINERS) - 200%/70,
EOEFAYE : 2019-09-20 16:42:06,

BRI S-S &N,

2. NS

UNERSEFIRNGIH T EOBEKRSEIIESS AHSE | TBAHSHFIRNAHIE RS
SHER WA FBEFNULL ESid] U
Action 2 & String AHSE, AEOBYE - UpdateCfsFileSystemName
Version 2 & String NS, KEOBYE : 2019-07-19
Region 2 £ String AHEBH  FEOFFEEBLSEH,
. . IS ETIMAET I,
CreationToken S S Strin
a a I RRARPEENHRSEH , KEREFFsName
FileSystemId 2 & String RS ID
FsName = 5 String BRFPBEENXEESZFR SCreationToken FEWUE—IN
A s
3. s
SHER 3] U
. . S ETHIMAET I,
CreationToken Strin
I EPEENHRSEER
) . WS ETIIMAET I,
FileSystemlId St
ileSystem ring S ZEID
. S ETIIMAET I,
FsName Strin
I EPEENHRSEER
Requestld String W—i5k ID , ®KiEKEREl., BT EERMIHZKIERKA Requestld,
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4. $EIRD
IUTARFIH T B BIERXAEIRE , BRI A,

IR 1)

B4

InvalidParameter

InternalError

ResourceNotFound
InternalError.GetAccountStatusFailed
InvalidParameterValue.FsNameLimitExceeded
InvalidParameterValue.InvalidFsName
InvalidParameterValue.InvalidFileSystemlId
InvalidParameterValue.InvalidRegionZonelnfo
InvalidParameterValue.MissingFsParameter
ResourceNotFound.FileSystemNotFound
FailedOperation
UnsupportedOperation.UnverifiedUser

UnsupportedOperation.OutOfService
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BRI RSN PRE

BIFEAYE: 2024-09-03 18:49:42

1. #OfEA

EOERER : turbofs.api3.cloud.sunhongs.com,

FATSHERE ( TurboFS )

A##0 (UpdateCfsFileSystemPGroup ) FIFEHU4H RFFERAIEIREA

FRAZCEISRERIRS : 200R/7D.

EOEFATE : 2019-09-20 16:42:18,

EOBIIOES &N,

2. NS

LINERSHGIRNG I T EOIER SRR D 2

SHER
Action
Version
Region
PGroupld

FileSystemId

3. WHEE
SHE

PGroupld

FileSystemId

Requestld

4. $5IRMS

=
E=
=
=
=
E=
=
=

=
E=

String

String

FRFNULL RE
) String
) String
) String
B String
) String
A
HSHRISMRAT I,
PR4A ID
IS EBIIMAT L.
XHFESE 1D

HE%, ANEOEYE : 2019-07-19

>
\

N

AHBH  FEROTTEGBLUSH.
PR ID
XHES ID

E—EK ID , BRIEREPIRME., EMDMATFEERALZRIBERAI Requestld,

UG T 2O SSIBAEERA0EIRD | BERIRFE R A THEIRD,

WREFRA © Efi=_V1
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FEIRD

InvalidParameter

InternalError

ResourceNotFound
InternalError.GetAccountStatusFailed
FailedOperation.PgroupInUse
InvalidParameterValue.InvalidFileSystemlId
InvalidParameterValue.InvalidPgroup
InvalidParameterValue.InvalidPgroupld
InvalidParameterValue.InvalidRegionZonelnfo
InvalidParameterValue.MissingFsParameter
ResourceNotFound.FileSystemNotFound
ResourceNotFound.PgroupNotFound
FailedOperation

UnsupportedOperation
FailedOperation.PgrouplsUpdating
UnsupportedOperation.UnverifiedUser

UnsupportedOperation.OutOfService

FRIERS : Efh=_V1

FATSHERE ( TurboFS )
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) FHTHFRE (TurboFs )

ARSS1EXREO
Elljc FSHI&&'{*IU\

RITEHTHYE): 2024-09-03 18:49:42

1. O

EOIEKIEE : turbofs.api3.cloud.sunhongs.com,

420 ( DescribeCfsServiceStatus ) FBFEIARFERACFSHIRSIRE,
BOAEZEOISRIRERPRE : 200K/FD,

EOSEFRAETAE : 2019-09-20 16:40:43,

EORBESREN.

2. NS

UTNBERSEGIRGIH T ROBERSEHHBO NHSE |, TBEAHSHFIRDAHIERSH,

SHER Wik FEYFNULL -l i)
Action = S String ~HSE, KIZOBYE : DescribeCfsServiceStatus
Version =2 5 String NHESE  ANEOEYE : 2019-07-19
Region 2 B String AHSH , FEOFFEEBILSEH,

A Y 4

3. ®HSE
SEEFR St iR
. . WEEOIIMAET I,

CfsS Stat St

soervicestatis "9 P CFS RSSEUIRT | none H3HFE | creating HFFET | created HEFHE
Requestld String H—EK ID , ®XiEkEPSIRME. EURREERAIZRIEKE Requestld,

4. $EIRES
AP T 2O S IBERXAEIRS | RbERISIFE I AR,
THIRAS A

InvalidParameter

InternalError
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HIRID A
UnsupportedOperation

UnsupportedOperation.UnverifiedUser

UnsupportedOperation.OutOfService
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) FHTHFRE (TurboFs )

FECFSERSS

BIFEAYE: 2024-09-03 18:49:42

1. #OfEA

EOBREE : turbofs.api3.cloud.sunhongs.com,
A0 ( SignUpCfsService ) BTFHECFSIRSS.
BOAEZEOISRIRERPRE : 200%/F,

EOEFAYE : 2019-09-20 16:41:38,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Whi%E FEEFNULL &g fEA

Action = S String NHBE, KIFOBYE : SignUpCfsService
Version = &5 String NS, ANZEOBYE : 2019-07-19
Region 2 B String AHSH  FEOFTFEEBLSE,

3. BiHSE

SHEWR -5l A
. . B ERIINATT I,
CfsS Stat St
soervicestatus fng ZFPEE)] CFS IRSBEVIRE | none 2KFFE , creating 2FFiBH , created EEFFE
Requestld String H—iEK ID , ®XiEkEPSIRME. BRI EERAIZRIEKE Requestld,
H 3
EllBEﬁE_'J

UG T OS5I EERA0EIRD | BERIDEN A HHEIRD,

%EI'L?EEE_'! ﬁ'ﬁﬁ
InvalidParameter
InternalError

UnsupportedOperation

WRARERS : Efi=_V1 5864 T H1250]



2

%

FEIRD

UnsupportedOperation.UnverifiedUser

UnsupportedOperation.OutOfService

WREFRA © Efi=_V1

FATSHERE ( TurboFS )
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2

NG

BIFEFAYE: 2024-09-03 18:49:42

FileSystemByPolicy

PHERBRIBIHRRER
#ANTEOSIA -
BR
CreationToken
FileSystemId
SizeByte
StorageType
TotalSnapshotSize

Protocol

WD WD RD KD HD

fim

VersionCtrIRegionZones

XA AR
#ANTEOSIA -

BR Wi
RegionZones =

Snaplist

A RGRIEGR

AN EOSIA -
SR Wik
RegionName =
Snapld =
SnapName =
FileSystemId =
FsName =

WREFRA © Efi=_V1

FREFNULL

Py
[ ]

AIFNULL

@
=

Py

H D

i

FEEFNULL

=

117 B 1 N v R

iy

tre

ES

ES

=2

String
String
Uint64
String
Uint64

String

Array of AvailableRegion

String
String
String
String

String

FATSHERE ( TurboFS )

1%
XHRGER
XHRZID
XHRGFRN

MR GeriEsRE

HREBEA/

IR

%

XA BT

%
i
RERId
IRAREFR
XHESId
MHRFEE
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2

BFR

Size
StorageType
AliveDay
CreateTime
UpdateTime
Status
Percent
JobHistorys

Jobld

CfsTagUser

cfs tags

#WHIT™EOS A : DescribeCfsTags

BR

Tagld
TagName
Status
SdSaleStatus
HpSaleStatus
Zoneld
ISSMB

ISNFS

TagInfo

TagfER&TT

#ANTEOSIA -

BR

TagKey

WREFRA © Efi=_V1

FBEFNULL

oy o o Dy Dy Dy DY O

i

s
Uint64
String
Uint64
String
String
Uint6e4
Uint64
Array of CfsSnapJobHistory
String
FEFFNULL Sl
S Uint64
= String
S Uint64
= String
= String
= Uint64
= Uint64
= Uint64
FEFFNULL St
5 String

FATSHERE ( TurboFS )

fik
TRERA/NB
{E2 e Sid
REBREN
BlEEAdE)
EFETE
IRABIRE
TRAREE
BEHRE

RER(ESSid

[

i
tag id
RRETR

IR



o) FHTIAERERE ( TurboFs )

TagValue 2 S String REE

InputPermissionGroupRules

NS BREFNFIZR
#AOT™EOSIA -

AR % AEFENULL 38 i34
AuthClientlp = ) String FVFIIRIRYE FimlP
RWPermission 2 a String  EERIR roARiE , rwhiEs
FIFIPR, Erhall_squashAFrEiAIa &R eT N E S FAF AR
UserPermission £ = String §H, no_al|_squashﬂaiﬁl’cﬂﬁﬁF%ﬁ'—57:K¢ﬂ}%FIEEE , @gﬂ%ﬂiﬁ@ﬂ%ﬁﬂ%lﬁ
FZFFEAFA ; root_squash7aigkifiIroot IS AES PSR
8 ; no_root_squash/g3kisHIroot PRI root KSR,
Priority = B Uinte4  #IMEESR , 1-100, H 1 A5 , 10055K
PGrouplnfo
R IRZEEH
HATEOSIA
EFR Wi FEHFNULL i) A
PGroupld 2 B String BRLAID
Name 2 & String BPRAZFR
DescInfo — & String HIAMER
CDate = A String BlEEATE)
BindCfsNum 2 B Int64 RECSUHRFE L
FileSystemByVpcInfo
FFH&RIRVPCEENX RSO
wWEANT™EOSIA -
BFR whIFE FEFFNULL =it fEA
FileSystemId B S String XHRFRID
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BFR

IpAddress

FSID
LifeCycleState
MountTargetld
NetworkInterface
Vpcld

Subnetld

Zoneld

PeriodStatisticsSet

£RFIHER

#WaNTHEOS | : DescribeStatistics
BFR
StandardFilesystemCount
HighPerformanceFilesystemCount
StandardFilesystemStorage
HighPerformanceFilesystemStorage

StatisticalPeriod

AutoSnapshotPolicyInfo

TRARERS
WA EOSIA -

BR Wiisk
AutoSnapshotPolicyld =
PolicyName =
CreationTime =
FileSystemNums =
DayOfWeek =

WREFRA © Efi=_V1

WAIFE FEFNULL ESid)
= = String
= "B String
= = String
=2 & String
= = String
= = String
=z = String
= & Int64
e FEFNULL S
= &= Uint64
= ) Uint64
= = Float
= ) Float
=z = String
FEFFNULL St
= String
= String
= String
&= Uint64
= String

FATSHERE ( TurboFS )

fER

IPitbiit
HEHIRER
HEHARES
HEHRID
MBS EY
FABMZ 1D
FM ID

AIRAKXID

fhik

INEBL RS E
MRERI MRS E
IWHER ARSI EE
MREEIN R B E
FeitEER

fEir

TRARERARID
SRERBR

BlEEATE]

RERBIS RGN
£
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AR

Hour
IsActivated
NextActiveTime
Status
AliveDays
RegionName
FileSystems

Appld

AvailableZone

ARSI -ET X e
wANTEEOSIA -
AR
Zone
Zoneld
ZoneCnName
Types

ZoneEnName

FileSystemClient

NHRFEFIRES

FBEFNULL

B o o o o o D

iy

BEFNULL

a

o D

iy

AN T#EO5 | - DescribeCfsFileSystemClients

BR
CfsVip
Clientlp
Vpcld
Zone

ZoneName

WREFRA © Efi=_V1

=
=
=
=
=
E=
=
=

=
~x=

FEEFNULL

=

117 B 17 B

iy

s
String
Uint64
String
Uint64
Uint64

String

Array of FileSystemByPolicy

Uinte4

String
Inte4

String

Array of AvailableType

String

=]
String
String
String
String

String

fik
XHRGIPHbLE

B Fiml Ptk

MX4ZGeRTEVPCID

FATSHERE ( TurboFS )

fik

INE

EEAE
S EE
SREIRTS
{REBRIIE]

Mg

KRR GFER

appid

R
FTARXERR
BAKXID
ARSI EZRR
Type#fitH

AR A

B X EFR , HltNap-beijing-1

AJAXPIER
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2

BFR
MountDirectory
Zoneld
LinkStatus
MonitorStatus

Protocol

PGroupRulelnfo

PREMNFIZR
#AT™EOSIA -

R WA
Ruleld =
AuthClientlp 2
RWPermission =

UserPermission =

il

Priority

MountInfo

HEHRER

FBEFNULL

=
=
=
=

=
[}

i

o

AN T™ZEOS |8 : DescribeMountTargets

BR
FileSystemId
MountTargetld
IpAddress
FSID
LifeCycleState

NetworkInterface

WREFRA © Efi=_V1

FBEFNULL

O D o

iy

s
String
String

String

String

Int64

fik

S]]
String

Uinte4
Uint64
Uinte4

String

AMID

FEVFAIEIRIE FinkIP

3%

FATSHERE ( TurboFS )

MR G REIE Fin EREEER

AIR3EEID

HHERRS « 1: OhEEE, 25T

WA LEREEE , 2 RRRRE

Y : v3 1 nfsv3iEEL |, vainfsvAiEE;

SR, roRE , rwhiEs

FAFRBR. HAFall_squashAFTEBIEAFESWIMST AEZBFPSHEFE ;
no_all_squash AR SANAF A , EAMEEMGT AESZR
FEAF4A ; root_squash/o¥EsEinRIroot A RET A ERZ AP EFE ;
no_root_squashAEiHRIroot B {RFrootik SR,

ANESER , 1-100, Heb 1 A& , 10095&(E

AIFNULL

a
[=]

Py

iy

m

iy

m

AE
fr#

String
String
String
String
String

String

A
SRS 1D
H#EHRID
HEEHR P
HEHIRER
HEHARS
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N

% iis
Vpcld
VpcName
Subnetld

SubnetName

PGroupName

ResourceTags

e

WA~ O3 : CreateCfsFileSystem

BR Wik
TagKey =2
TagValue =

AvailableProtoStatus

AT -
#AOT™EOSIA -

R Wik SIFENULL

SaleStatus = &=

Protocol 2 &
Filter

WA T™O3|F : DescribeCfsFileSystems

BT W35

Name =

Values =
CfsSnapJobHistory

WREFRA © Efi=_V1

Wik FEEFNULL St

=2 & String

2 & String

= B String

=2 & String

= = String
FBEFNULL &<t
= String
&= String

ESit] fik

String

String MiIYSEEL, FIEESR NFS. CIFS

FEFNULL KR

& String

& Array of String

FATSHERE ( TurboFS )

fik
FhBERIZE 1D
FABRIEETR
K 1d
FRIZFR
RPREAZFR

EE

SRR, T%(ES sale_out &E8. salingdJ&. no_saling RaJ$#4&

o
=

BR

NGl
fim
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MR FRIRIZ(ER IR

WA EOSIA -
BFR
RegionName
CreateTime
UpdateTime
JobType
Operater
Status

Message

AvailableType

R -2 B0ER
AT EOSIA -

BFR WAsE
Protocols =
Type =

FIFNULL

T

a
[}

Array of AvailableProtoStatus

String

MountTargetsWithRegion

H7FDescribeMountTargetsWithRegioniz [

AN~ EAS|F : DescribeMountTargetsWithRegion

g N
Vpcld

IpAddress

KmsKey

KmsKey

#ANTEOSIA -

% iis

WREFRA © Efi=_V1

Wik
=
=

=
~x=

Wik

FBEFNULL

P
=

a
[}

FEEFNULL

FBEFNULL

=
[}
a=
[=]}

Py

iy

17|

iy

H

%

s
String
String
String
String
String
Uint64

String

fik

S ERFE

FATSHERE ( TurboFS )

fik
HEERTR
BlEEATE)
SEHATIE]
F55E
BEA
ESIRES

EBFE

B, TIREE SD EBLFhE. HPIERERLFhE

ok
&3

String

String

FAERIZS ID

EHA IP
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FATSHERE ( TurboFS )

BFR WhisE FBEFNULL -3t fER
NextRotateTime = B Int64 TR IR
Owner =2 &= String ZiHEE
KeyRotationEnabled 2 B Bool EiRREATRE
Keyld = = String HAID
Alias = &= String A5
CreateTime 2 S Int64 BIERATIEIEL
Description p=3 &= String ERTEA
KeyState 2 FS String BEAIRA , TIE(E 9" Enabled” , "Disabled”
KeyUsage = B String ZIRERS
Type = & Int64 HIARE
CreatorUin 2 & Int64 BlEEVIN
MigratableCfsFileSystemld
AERBXHZRSRID , FFDescribeMigratableCfsFileSystemsiz
WINTEEOSIA -
BFR WhiE FEFFNULL =it fatk
FileSystemId 2 & String XHRFID
AvailableRegion
R A= - X g
WA EEOSIA -
BFR W% RIENULL R TR
Region 2 S String XimZFR , @0"ap-beijing”
RegionName 2 & String XIFZFR , a0"bj”

XA ABIER , AXEREDE—NTBRGTAIERES |, BESN

RegionStat = = Stri
egion>tatus = = fng AVAILABLE , Z5T5UNAVAILABLE
Zones =2 & ArraTy of BIFAXEHE
AvailableZone
RegionChName 2 B String XIHSCEFR , a0 T

WREFRA © Efi=_V1
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PGroup

MU RFHERIRARER

AN T™EO3 | : DescribeCfsFileSystems

BIR
PGroupld

Name

FileSystemInfo

NHRFEAER

#Han A5 : DescribeCfsFileSystems

SR
CreationTime
CreationToken
FileSystemId
LifeCycleState
SizeByte
SizeLimit
Zoneld

Zone
Protocol
StorageType

StorageResourcePkg

BandwidthResourcePkg

PGroup
FsName
Encrypted
KmsKeyld
SizeLimitMax

Vpcld

WREFRA © Efi=_V1

AEFNULL

i

I

FIFNULL

=

117 BN i D 17/ N 7/ S 17/ N 17/ NS 17 I 17/ B i D 17 I i N 17 I i D 17 N 7 B |

i

&2

ES
String
String
String
String
Uint64
Uinte4
Uint64
String
String
String
String
String
PGroup
String
Bool
String
Uinte4

String

FATSHERE ( TurboFS )

St fk
BRLAID
TPREAZFR

fik

BlEEATE)

FRFBEENETR

M558 1D

NHRGIRE

NHRREERRE
MRS AT PR

X1 ID

XIZFR

MRS ERE

MU RGFERE

MR BRI EFEE (EARSHF)
NHRGHERITEFREE (ERTF)
MU RFHERPRARER

FAFBEENXER

NHRREBINE

INERTERRYETR | ATLAAETARY ID 5¢& ARN
BERTEAE

FAERILRID
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BFR

IpAddress
AllocedSpace
Tagld

TagName
Snapld
SnapStatus
BandwidthLimit

Appld

MountTargetCollectionWithRegion

FFDescribeMountTargetsWithRegion#z [

FBEFNULL

117 I 7 S 17/ R 17 S 17 B 17 B

iy

#an O3S : DescribeMountTargetsWithRegion

% IS
NumberOfMountTargets
FileSystemId

MountTargets

WREFRA © Efi=_V1

=
=4
=
=

=
=

AEFNULL

a

oy

i

s
String
Uinte4
Uint64
String
String
String
Float

Uinte4

sm
Int64

String

1535
Ex=Algichls
EoEc=E
cfsRiRitbtagid
cfsRiRititagBFR
RERId

TREBIRZS

FBR

B
i

appid

Array of MountTargetsWithRegion
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HHRHE
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HIRh

BIFEFAYE: 2024-09-03 18:49:42

TREeRR

FATSHERE ( TurboFS )

INFRIREERFTFAE Error B , MIZRZSERA APL LM, 590 :

{
"Response”: {
"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct."

L

"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

}
}

Error FfY Code FNHIRAS , Message FRNZIB=AIEAEE.

TEIRIDYIZR

/\\E

HIRAD
AuthFailure.InvalidSecretld

AuthFailure. MFAFailure

AuthFailure.SecretldNotFound

AuthFailure.SignatureExpire

AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation

FailedOperation

InternalError

InvalidAction

InvalidParameter

InvalidParameterValue

WREFRA © Efi=_V1

=l
ZIRAER (A2 API B3R ) |
MFA $Eig,

BIEAGE. BEEHONETRERCHMRRERR | WIKSES | BaEwRRS
HEIFH  TERIEMEETE.

ERTH. Timestamp MRSBIRGEMEENMSBEIODT , IBRERINEERETER
BEL.

B SEUEER  BYRBAANPIROLICEEES ZIT AR,
token $&iR,

Bk CAM 1Y,

DryRun #F , RRIBERESEMINA . RESET DryRun 24,

(=SS

REBFEIR.

EORFHE.

SEGER.

SR EER.
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HIRD WiEA
LimitExceeded TR ACEPRE .
MissingParameter ROSEGEIR,
NoSuchVersion BEORATRFE.

RequestLimitExceeded TBERAVREGERT 7 IREPRE .

ResourcelnUse RIS .
Resourcelnsufficient RIFAE.
ResourceNotFound RIFAFE,
ResourceUnavailable RIFARTF,
UnauthorizedOperation RIFURLE,
UnknownParameter RINSEEEIR,
UnsupportedOperation BMEASTHE,
UnsupportedProtocol http(s)iERIPSEIR , R3ZHF GET #1 POST 15K,
UnsupportedRegion BEOA SR &I,
A S5HERAS
ERAD

InvalidParameterValue.InvalidProtocol
InvalidParameterValue.InvalidPgroup
InvalidParameter.InvalidTagKey
InvalidParameterValue
InvalidParameter.InvalidClientToken
InvalidParameterValue.ZoneldRegionNotMatch
InvalidParameterValue.InvalidFileSystemId
UnsupportedOperation.OutOfService
InvalidParameterValue.UnavailableRegion
InvalidParameterValue InvalidRegionZonelnfo
InvalidParameterValue.InvalidZoneOrZoneld
InvalidParameterValue InvalidNetInterface

InternalError.GetAccountStatusFailed

WRARERS : Efi=_V1
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2

IR
InvalidParameterValue.MissingKmsKeyld
InvalidParameterValue.InvalidPgroupld
InvalidParameterValue.UnavailableZone
FailedOperation.UntagResourceFailed
Resourcelnsufficient.RegionSoldOut
InvalidParameterValue InvalidSubnetld
InvalidParameterValue.MissingAppidOrUin
FailedOperation.PgroupInUse
ResourceNotFound.MountTargetNotFound
MissingParameter
InvalidParameterValue.FsNameLimitExceeded
InvalidParameter.ClientTokenLimitExceeded
Resourcelnsufficient
UnsupportedOperation.UnverifiedUser
InvalidParameterValue.InvalidPerMode
FailedOperation
InvalidParameterValue.InvalidMountTargetlp
InvalidParameterValue.MissingZoneOrZoneld

Resourcelnsufficient.FileSystemLimitExceeded

InvalidParameterValue.MissingStorageResourcePkg

InvalidParameterValue.InvalidFsStatus
InvalidParameterValue.MissingFsParameter
InvalidParameterValue.InvalidVpcld
AuthFailure.UnauthorizedOperation
InvalidParameterValue.MissingFileSystemld
InvalidParameterValue.InvalidZoneld
InternalError
FailedOperation.MountTargetExists

ResourceNotFound.SnapNotExit

FRIERS : Efh=_V1
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IR

InternalError.Timeout

InvalidParameter
ResourceNotFound.PgroupNotFound
InvalidParameterValue.InvalidFsName
Resourcelnsufficient.SubnetIpAllOccupied
InvalidParameterValue.InvalidVpcParameter
AuthFailure
InvalidParameterValue.MissingSubnetidOrUnsubnetid
InvalidParameterValue.InvalidEncrypted
ResourceNotFound.FileSystemNotFound
FailedOperation.ClientTokenInUse
ResourceNotFound
FailedOperation.PgrouplsUpdating
InvalidParameterValue.InvalidVip
InvalidParameterValue.MissingVpcParameter
InvalidParameterValue.InvalidStorageType
InvalidParameterValue.InvalidSnapStatus
InvalidParameterValue.MissingVpcidOrUnvpcid
UnsupportedOperation
InvalidParameterValue.MissingZoneld
FailedOperation.BindResourcePkgFailed
InternalError.CreateFsFailed
Resourcelnsufficient.TagLimitExceeded

InvalidParameterValue.SnapSrcFsBusy

FRIERS : Efh=_V1
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WA (2018-04-16)
API#EES

BT HAYE: 2024-09-03 18:49:42

APIFRZAR

V3

APIHER =]

EORR
CreateCfsFileSystem
CreateCfsPGroup
CreateCfsRule
DeleteCfsFileSystem
SignUpCfsService
UpdateCfsFileSystemName

UpdateCfsFileSystemPGroup

WREFRA © Efi=_V1

EOThRE
BIEXHER

B PRE
BUEABRABRIN
IMBRSZH RS
FHECFSIRSS

BN HRERE
BRI RAAINPRA
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2

AR
EOEZV1

RITEFHHYE): 2024-09-03 18:49:42

FATSHERE ( TurboFS )

tcecloud APl X NMAEEREITRHIGE , I MNERETEALHLBERSHPBIERIER (Signature ) LISIFERESD. &
BIERHRTEFIEER , T2 FIERE Secretld 7] SecretKey ; ERFPEIREZEFEIE | BRIECAPIZARNHEES , BNTEERATAP

&M,

1. HigRERFIiE

HEEIXER=APIZE] , BRIERAPIZSANHBRIELEEIE. L2 EIUFELE Secretld 1 SecretKey :

e Secretld FBF#rR APLEREESHD
o SecretKey FIFINEE A BFIIRS 2 inISIE S FATRIEA.
s FAPWITTERRELSEIE , BaitE,

REREFIENERLCRINT

1. EFtcecloud BRI ZHIA,

2. BIfE=APIESAIYEEI BT

T

3. E=APIZSARE , =i [#r3E] BIAJLAGIE—XdSecretld/SecretKey

IR AREKSRESELIBBIRT Secretld / SecretKey,

2. ERE R R

BT REeRFiESecretld 7 SecretKey/g , MUATLAERERHRT . LATRBEMRSZHAIFHAIE :

BRIZFFHY Secretld #1 SecretKey SBIE :

e Secretld: AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
e SecretKey: Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE

R XERER , SRR RSN Secretld F1 SecretKey #HTIEEHRME |
LUBRSGS S EELAIFIZR(Describelnstances)iEsk Al , HAFEBX—ZOR , iS5 kESHEaeT:

SHBIR
Action
Secretld
Timestamp
Nonce

Region

WREFRA © Efi=_V1

3
73iER
=iAld
EEL I
BEHLIEEEEL

SLIRRTEX

248

Describelnstances
AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
1465185768

11886

ap-guangzhou
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) FHTHFRE (TurboFs )

SHER 233 S8

Instancelds.0 FFEIRRILHBIID ins-09dx96dg

Offset ImiEE 0

Limit RASIFEIL 20

Version EORAS 2017-03-12
2.1. HBETHEFF

BEEMNEERSERSHEBNFEE ( ASCHRE ) AFHIF. T8 1) RIESHSHTHIF | SRERTINET , 7&85tA/ ;
2) ¥ ASCII 1BEE AN |, 90 Instancelds.2 EHEE Instancelds.12 |5 , AREFEER |, UARIREE, AATLUERRIEES PHIE%
HERFRBSRSLINX—INAE , 1 php B8 ksort i, EIRRBISEHAHEFERNT:

{

'Action’ : 'Describelnstances’,
‘Instancelds.0' : 'ins-09dx96dg’,
‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'‘Region'’ : 'ap-guangzhou’,
'Secretld' : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version': '2017-03-12",

}

ERAECEFRRINESIAN , X EERAIFRISEEITHIF | BRIRER—EEA.

2.2. BHEBRF R

WWEBERMBERFGER. HE L —THIRFRIERSEIST R SEER ="S81E I | W% Action 281 , HSEEFRA "Action”
, BB "Describelnstances" , EIAEXEH A Action=Describelnstances . ¥ : “S&E"HEIAETIEurRREOE.

REBEIHENS IS8R HEE—R | REERIBERFRHEN:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=0&Region=ap-guangzhou&S
ecretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

2.3. PHEERIRFHER
WERENRERIRNFMH. SRIRFHFEHEUT LI SEHE5:

1. 5Kk S28F POST # GET A= |, IXEB(ER GET i53K , iFRAEAEKE.

2. iIERFENEELAIFIZR (Describelnstances)RJiEski®# /9 : cvm.cloud.sunhongs.com, SEFRENEKIEERERECFTEERIARM
A, RSO,

3. IERIBR: YRIRAZAPIHIEREZREER / .

4. BRFRER: B E—SERNEKRFREA,

ERFEBRRIHEAN A BRTE + BKREN +BEKER + 7 + BERFRES
TOIRIHERER
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GETcvm.cloud.sunhongs.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset
=08&Region=ap-guangzhou&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=14651857688&Version
=2017-03-12

24, EpSREA

S BRAERSER, BEMER HMAC-SHAL EiEY E—S RSN ERFOIFFRHTES | ARKBEMNE SRR Base6s #H1T4R
13, BIERIGRERIER A,
BRI | LA PHP BS54
$secretKey = 'Gu5t9xGARNpq86cd98joQYCN3EXAMPLE';
$srcStr = 'GETcvm.cloud.sunhongs.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=118
868 0Offset=08Region=ap-guangzhou&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=146518576
8&Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));
echo $signStr;

BRI E BN
EliP9YW3pW28FpsEdkXt/+WcGel=

ERRECERRIHESTAN , IR ARG TERIIE , BRNERHES6IFHhaI—EEE.

3. ERRIRG

ERRIS R BT REEIRIFNIBRESEH , FEXNHET URL %3,

8N F— RIS Z A ElIPOYW3pW28FpsEdkXt/+WcGel= , BEFIR0RE HRiBREE ( Signature ) 7
EiPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , Ti5RTFEMSRAER URL,

AR MRAFIEKRSERR GET , BiEB X758 POST [RY Content-Type 73 application/x-www-form-urlencoded , MI&EiERK
RAEERSHEIREM URL RS , SHRBN-ASARERIG. IF ASCI FFHE URL fRISAIFREStLl UTF-8 #{T4%i8.

IR | FLREIESH http BERBESFTESEHT urlencode , FEXMMENT , MATREXIERBHIT URL 3T , BUAX URL 4
HEeSHERLM.

IR RthSBEbBEHRI TR , MESRA RFC 3986, 5 %XY MHFRPUINFHTES RS , HP XY A+
(0-9 KB A-F) , BRINSE5IRER.

4. ZZEM

HRIESSIREN | FEUTERRMANEIRS | iSHRIESSIREAE

R fEIREA
AuthFailure.SignatureExpire BEILHR
AuthFailure.SecretldNotFound BIPAFHE
AuthFailure.SignatureFailure ER2HER

WRARERS : Efi=_V1 5584 T #1250



kN

) FHTHFRE (TurboFs )

RS EIES U
AuthFailure.TokenFailure token iR
AuthFailure.InvalidSecretld ZRIEE (A2 APl ZHE3EAY )

(e S a —
5. &7 ER

FESTRRERD APL 3.0 B , HE7EAIREEItcecloud SDK 3.0 , SDK EEETRRMNLRE , FAN R RRIBMEOE, HMEs
S0 SDK iy, SATSTRARRIEET |

e Python

* Java

* PHP

* Go

e JavaScript
e .NET

ATEBRNERERTRE , THUSMREES A6, B OANERTERARIIL. BXkES. EREOMISANEEERLL LA
BigfENE  ABRABRSETRE  FAESERN | TRTAIBRERMA SDK.

REEHHAY url TT8EA  https://cvm.cloud.sunhongs.com/?Action=Describelnstances&Instancelds.0=ins-
09dx96dg&Limit=20&8&Nonce=11886&Offset=0&Region=ap-
guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliP9YW3pW28FpsEdkXt%2F%2BWcGel%3D
&Timestamp=1465185768&Version=2017-03-12

IR BT RAIPRZERENN | HEBEARRSHEIRE |, RIaNSRELL url FEXSEEHF I FEE R curl Em<SERINSIREESN
Hix | SRH. ATEE—NMTLUEERER url |, EEERUREIFH Secretld 0 SecretKey NESLAVZESE , FHERRFHBIRTEEUE
79 Timestamp ,

IR A TENTAT  ARREES [ EER—ESEXITEEIR url JEEEEMAR , RIASHNINFAR | (EXHARIER
. REMESHEE , BESITEIERRIE.,

IR LIMURB(ERT APL 3.0 , FEEERATHEMNERRE | BIERIERN APl , BTFEATERBRSHERUEER |, B
XS R BYSERR AL A E

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.LRandom;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);
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SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.cloud.sunhongs.com/?");
/] EZERSSEF TFHHET | it TreeMapfRiEliF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");
}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {
StringBuilder url = new StringBuilder("https://cvm.cloud.sunhongs.com/?");

// SEFRERur RS SEIRF S B ER

for (String k : params.keySet()) {

/] FEXSEKEB# Turlencode , BT keyEBRRNFH , #ltA I Hvaluei#{Turlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");
}

return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap <String, Object> params = new TreeMap<String, Object>(); // TreeMapa] LABEEIHEF

// SCRRVEFBR R 24 R FRREHLES , B4 : params.put("Nonce", new Random().nextInt(java.lang.Integer MAX_VALUE));
params.put("Nonce", 11886); // AHESE

// EFRE RSN RS ZE0RTE) |, 130 : params.put("Timestamp”, System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // ~NFHEE

params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // AIES5#4

params.put("Action"”, "Describelnstances"); // 2NHE%(

params.put("Version", "2017-03-12"); // A5

params.put("Region”, "ap-guangzhou"); // AHE#

params.put("Limit", 20); // \'535%§

params.put("Offset", 0); // \E5%1

params.put("Instancelds.0", "ins-09dx96dg"); // WEES#

params.put("Signature”, sign(getStringToSign(params), "Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE", "HmacSHA1"); // A%t
28

System.out.printin(getUrl(params));

}

}

Python

TR (IRETE Python 2 IMEHET , EBESLREE requests (KB :  pip install requests

# -*- coding: utf8 -*-
import base64
import hashlib
import hmac

import time

import requests
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secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query_str = "&" join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_"
endpoint = "cvm.cloud.sunhongs.com”
data = {

'Action’ : 'Describelnstances’,

‘Instancelds.0' : 'ins-09dx96dg’,

‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'‘Region’ : 'ap-guangzhou’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12"

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])

# ISSCRRER | AShiaaTer=4Eit#

# resp = requests.get("https://" + endpoint, params=data)
# print(resp.url)

WRARERS : Efi=_V1 5887 I #1250



kN

) FHTHFRE (TurboFs )

2 Aol

EOSHV3

BIFEFAYE: 2024-09-03 18:49:42

tcecloud API £33 MAENEIHITEMNIGIE , BB MEKREBBERL ’L\\/itlatjv*éﬂqﬂ’@@x%{* ( Signature ) LESTEERES D, &

ZIEEHTZEeEIIER  TeFIEEIE Secretld 71 SecretKey ; ERFPIRRBLZEEIE , BRIF=APIZHTUERE | BNFEEERAZ=API
=0,

‘EEI—‘—I £
1. RigLEEit
EE—RERTAPIZH] , BRI CAPIZENERIELEEIL, L2EIEIE Secretld 71 SecretKey :

e Secretld FBF#rR APLEFEESKH
o SecretKey FIFINEE A F R BFIRS S mIGIE S E FATRIEH.
» AFPWIITIRRETSREIE , BRitEE,

AL EIINERSBUT ¢

1. EFtcecloudBIEFEHIA,

2. BifE=APIZSEUEH G TAE

3. E=APIZSETIHE , M [F7] RIRJLARYEE—XdSecretld/SecretKey

IR FREKSRESELUABIRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &L 753%

T2 WFGETAE , R37#F Content-Type: application/x-www-form-urlencoded #M¥&=. X3FPOST/% , BREISZIF Content-
Type: application/json LA Content-Type: multipart/form-data PN | json IEXERARTBISEOSTE |, multipart 8=
RENEWSEONE | IWEHZEOAREEER json 18IUER | &5 BRSO A,

THUSRSHRERT MNXSEGFIREAGIF  DEBNMBERANTEIRE. HAMBETERSAIFIRFANSE : Limit 71 Offset ,
{£F8 GET 73508,

RiIZFIFHY Secretld #0 SecretKey 3512 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #01
Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

2.1. BHEHEIE R
RATTME X HHEIEIEKE ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + '\n' +
CanonicalHeaders + '\n' +
SignedHeaders + '\n' +
HashedRequestPayload

e HTTPRequestMethod : HTTP i&k/5i% ( GET, POST ) , Awflchg GET ;
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CanonicalURL : URI 2%, API 3.0 EEAIERHT (/)

CanonicalQueryString : &i2 HTTP 153K URL FHEEFRFE , XJF POST iEK , BIEATFR/E , XF GET iEK , U9 URL A
5 (?) GENFZAERS , ARFIBYES : Limit=10&O0ffset=0, jF= : CanonicalQueryString &4 URL 4R/A3.
CanonicalHeaders : 25&ZRLEMER , ZES host 70 content-type FI/NLER , tBATIIANBEXHELSRS 5ERB LIRS RSB
SKEOME—MFIZ 2. HFHEMN @ 1) k3B key 70 value ZT—8/NE , HXIEEETIE | KR key:value\n 1&=(HH% ; 2) 2/ k&6,
HRRBSLER key (/NE ) ROFEEHEFRITHHE. A @ content-type:application/x-www-form-
urlencoded\nhost:cvm.cloud.sunhongs.com\n

SignedHeaders : £5&ZRILEMER , RAALLRIERBMLLERS S TES , # CanonicalHeaders BEAILEIRBRE—XINAY.
content-type #[1 host J9usifEsLEB, HHENN : 1) L3R key ZB—HA/NE ; 2) Z1KEB key (/NE ) 1RERFEHEF#HITHHE , FHELL
25 (;) PR, WHEIFJ . content-type;host

HashedRequestPayload : iEXKIEXAINGH(E | ITE51E/9 Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , X3 HTTP i&
KEE/NEX payload fff SHA256 5% , AE+7\#HmS | RERIDHREEM/NEFE., =2 : XJF GET i53K , RequestPayload [
FEATFHE , WF POST 53K , RequestPayload Bl HTTP i&SKIEX payload,

HRIELLEAIN | OIRERIRAGEIERENT (ATRNEW , \n BITFHIEESRITEHFI—TEK ) -

GET

/

Limit=10&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.cloud.sunhongs.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2, FHEFER IR
ARSI RS ER TS

StringToSign =

Algorithm + \n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

Algorithm : €Z &% , BRIEES TC3-HMAC-SHA256 ;

RequestTimestamp : i&53KATEIRL , BPIERLERRY X-TC-Timestamp Y& , #0 L7=FliEk 7 1539084154 ;

CredentialScope : EIEEE , #820 Date/service/tc3_request , @S HER. FaKAIIRSFIRIEFFE (tc3_request ) , Date /9
UTC tRERTEIR B , BUEREMALSH X-TC-Timestamp #REH) UTC iRAERITAIBRE—E ; service AF=mE , WRSEAN™Mm
BEZ—5, 180 cvm, 8N ERFLEKR , BYEJS 2018-10-09/cvm/tc3_request ;

HashedCanonicalRequest : BIASBHHEFTSALTIEKENIEEE , ITEHSEN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

P

1. Date /MBS EIEE X-TC-Timestamp i+E15%) , BRFX UTC+0, WMERIMARFAMRXEE , FIE/\KX |, BSEEX8E
AR, ERZEMBERVERM. RigiTiE&/s 1551113065 , f£4/\XAYAYEE 2019-02-26 00:44:25 , EEITEEE
#9 Date EXY UTC+0 AYEHEARIS 2019-02-25 , MAE 2019-02-26,
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2. Timestamp X/REHRIRFATE , BEBERRSEHENEREERSH , MREEETADHPNSERM. MNRKASEAFIIR
EREREY |, JRESEIE T —RITEE , BROERW (IREEZISHHER ) .

HRIELA LA | EIPERIRFERFRHRUT (AT RREN , \n RITFAEESRITERI—T8K)

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. i8S
1) HEIREREE , (hRBUT

SecretKey = "Gu5t9xGARNpg86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request")

e SecretKey : JRIARY SecretKey ;
e Date : B Credential #f9 Date ==ER=8. , a0 L3~ , 792018-10-09 ;
e Service : B Credential g4 Service ZEREE. , A L70 , 59 cvm ;

2) iHEER , BT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

* SecretSigning : BILA EITEBRINIRESZER ;
e StringToSign : BIZB2ATEBRINSSEFRE ;

2.4. #H8 Authorization
AN ™RRTCHE Authorization :

Authorization =

Algorithm + "' +

'Credential=" + Secretld + '/' + CredentialScope + ', ' +
‘SignedHeaders=" + SignedHeaders + ', '

‘Signature=" + Signature

* Algorithm : &£75% , EE/ TC3-HMAC-SHA256 ;
e Secretld : ZEEAXIHAY Secretld ;

e CredentialScope : M X , EIEEHE ;

* SignedHeaders : L £ , 258 ZHLIHER ;

* Signature : £

HRIBA AN | IR SEIRYED

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5
da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbc6ccfl74c474
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https://cvm.cloud.sunhongs.com/?Limit=10&0Offset=0

FHITEFRE ( TurboFS

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_reques
t, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbcbecfl74c4

74

Content-Type: application/x-www-form-urlencoded
Host: cvm.cloud.sunhongs.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

. BRERW

RIESSIRER | FAEUTERRMANERG | iSRIESIRIEAE
RS
AuthFailure.SignatureExpire
AuthFailure.SecretldNotFound
AuthFailure.SignatureFailure
AuthFailure.TokenFailure

AuthFailure.InvalidSecretld

S N J—
4. 2 ER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util. TimeZone;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {
private final static String CHARSET = "UTF-8";
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private final static String ENDPOINT = "cvm.cloud.sunhongs.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9XGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";
private final static String CT_JSON = "application/json";

private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getlnstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm”;

String host = "cvm.cloud.sunhongs.com”;

String region = "ap-guangzhou";

String action = "Describelnstances”;

String version = "2017-03-12%;

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
//EERK , BUEZHE
sdfsetTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkkkkkkkkk 55% 1 : m;%%m:;ﬁiﬁﬁi*% kkkkkkkkkkkkk

String httpRequestMethod = "GET";

String canonicalUri = "/*;

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host";

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// *kkkkkkkkkhkkk i‘B% 2 ;ﬁ%ﬁ%g?ﬁ% *kkkkkkkkkhkkk

String credentialScope = date + "/" + service + "/" + "tc3_request”;

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.printIn(stringToSign);

// *kkkkkkkhkkkkk ./Ifg% 3 o .\L-l-%%g kkhkkkkhkkkhkkkhkkx

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printin(signature);

// K*kkkkkkkhkkhkkk ig% 4 j:}’fl:g Authorizatlon *kkkkhkkkkkhkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.printIn(authorization);
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TreeMap<String, String> headers = new TreeMap <String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

}

}

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# ZRSE
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.cloud.sunhongs.com”

endpoint = "https://" + host

region = "ap-guangzhou"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# khkkkhkkkhkhkkkk 53% 1 o ;#;g;m;ﬁi%*% *kkkkkkkkhkkk

http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&0Offset=0"

ct = "x-www-form-urlencoded"

payload = ""

if http_request_method == "POST":

canonical_querystring = ""

ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

# *kkkkkkkkkkkk 5% 2 : T#%{%gg?ﬁ% kkkkkkkkkkkkk
credential_scope = date + "/" + service + "/" + "tc3_request"

FRIERS : Efh=_V1
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hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

# *khkkkkhkkkhkkkhkk ig% 3 : -‘L-I-gﬁg *hkkkkhkkkkhkkkhkk

# ITEEBHERE

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# *hkkkkhkkkhkkkkk 552’% 4 : ?#*% Authorization khkkkkkkkkkhkhkk
authorization = (algorithm + " " +

"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEORINENSSRLER

headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,

}

FRIERS : Efh=_V1
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) FHTIAFRE ( TurboFs )

15 K451

BIFEFAYE: 2024-09-03 18:49:42

1. frsSHbit

btz (Region ) RIEYBERIEHEH OAIMIEXEL, tcecloudFIIEAREIHZ E7E2RE |, MIEAEHERNERATEEATSEENEE

th. ATIHEHRME. RS THEE  ENEGEREREIIE P,
ERTLUEIT APIED EiiHSIR B TARtE xR,

2. &SN

tcecloud API RUFRB#EZECIIYEIE HTTPS TIB(E | IRItEZSMIBEEEE.

\E\ > :

3. IBKITE

ST HTTP ik

e POST (#7F)

o GET

POST iE3ksz#569 Content-Type 258! :

e application/json (% ) , X/RfEA TC3-HMAC-SHA256 & 757%,
* application/x-www-form-urlencoded , #7f#R HmacSHA1 g HmacSHA256 &&75i%.
e multipart/form-data ( {NE8EOSF ) |, WREER TC3-HMAC-SHA256 &2 5%.

GET B3SRBS RE A/ NARE#BIT 32 KB, POST iERFEAEEAEHN HmacSHAL, HmacSHA256 BfAE#8iZ 1 MB, POST i&EK{EAE

#&F5iEA TC3-HMAC-SHA256 Aiz3% 10 MB,

4. FrFmhS

FEFAUTF-84%%2.

WREFRA © Efi=_V1
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2] FHTSTHEE ( TurboFS )

IS

ERITEFHYE): 2024-09-03 18:49:42

IFRREIEEER

RS HEAERLAIMRESIZR (DescribelnstancesStatus) 2017-03-12 A6, EVEMAMALI , HATSEANREIITA :

{

"Response”: {

"TotalCount": 0,

"InstanceStatusSet": [],

"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc"
}

}

* Response REMNEH Requestld REENFER , TiCIFKRHEINEE , RE APIET , UHESIRE,

 Requestld FFF— APL iEKHOME—HRIR |, AN APL HIISE , STTLABCRT] , FHEAEZ ID SRR,

* RTEENFES , ERIAEMEONENHNFE , AEEOMRENFERS O TIEN., WHIFH TotalCount #0
InstanceStatusSet $5/9 DescribelnstancesStatus £ OEXIFER , BT EAREKNAFREMEZE=RSTLH , Et TotalCount
FLERTABREIEA 0, InstanceStatusSet FIZRAZS,

tEHIRIREIER
£, SRR

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”

)
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}

* Error IHIMFEEZISKARKM, Error FEMEREAERRY Code 1 Message FERTE LM AT 2 EIREIAY,

e Code FREMHIEAIEIRID , LB RHER A LRI Z ISR E A RS L piE O M AR R B m e X MR EFfER
.

Message B RHTIXMEREENERER , EIVSERSHEMIML , WAL BFRFEERFTH , AP AKX MER(E
E.

* Requestld FBF— API iERIOE—HIRIR , N8R APL HIIEE , STLABCRIRA] , FHEMIZ ID SEARRFE,

NHEERED (TODO: EE(ER, EFENEE?)

IREIZERAPUNREFE Error FER |, MZFRNAR APLIECOIKM. Error By Code FERFR/NEIRD , AT SEBIsEHIIAVEIRIS AL
IREG , TRFIH T ARG,
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FHIRAD
AuthFailure.InvalidSecretld
AuthFailure.MFAFailure
AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire
AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation
FailedOperation
InternalError

InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

FRIERS : Efh=_V1
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TRIRIEA
BIRAEE (A2 API AR ) |
MFA $5ig,

AR

3

SEZIULLN

%

SRR,

k

token $Ei%.

B3Rk CAM 1Y,

DryRun 2 , KRIBRESEMINN , REZ(ET DryRun 24,
ERAERIL

MEBREEIR,

BEOAFHE,

SRR,

SHEUEEIR,

BT BCEPRE .

TRDSHIEIR.

BEORATGFE.

TBERAREGERT 7 IREPRE .

HIFH SR,

BB E.

BRAFIE,

ERIRAAT F,

RIZRURLE,

RANSEGER,

BAEARSSS,

http(s)iEkIMUAEIR , A3 GET #1 POST i3k,

EORSHSATEhEL,
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N

AN

\
BITSEFATE: 2024-09-03 18:49:42

HEYRATRRBFIZOLSNENSE  WIFE | A MEORBRARO AP ABXLSHEHTRE  EERERKIETEE
}i XLESH , FREERKIERIEK.

s N

BBHIE V3

{§F8 TC3-HMAC-SHA256 &2 5750 , ARSEFEES—E) HTTP Header 53L& , a0F -
SHER B} Wik AR

BERROSMR. BESESROXETHRASEHALSE Action RO, FINIRIRSSEHNE

e p . o
X-TC-Action String = EELHIFIZRED |, BYE Describelnstances,

WIS SRR BRI EI MbERIEE. RORZAEEESE R OXETRAS

X-TC-Region String = NS Region BAE, TR | REROAFTEERZSH , BOXEFII IR
BE , AR EIEZS B AL,

X-TC- Integer = 247 UNIX BJ/E)8%; , alicsAde APLIEKAIRTIE], fla0 1529223702, F& : IR SRS ES

Timestamp T HEESBESHH , R RERITER.

X-TC-Versi . = B2IERY API BORRAS. BUESEREOXEPASAHESE Version 9IRBE. HIN=iRSS 2090

-TC-Version String =2

7N 2017-03-12,
HTTP tRESDIAIESLEZRER | 40 :
TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Hep,

Authorization  String 2 - TC3-HMAC-SHA256 : && 7% , BRIEERZE ;
- Credential : £&1EiUF , AKIDEXAMPLE & Secretld ; Date 2 UTC #nEREIRIHEER , BX
EREMNAHESE X-TC-Timestamp #ERY UTC TRERBIRER—EL ; service Ar=fad& , &
MEERNFREE—E , flgicvm ;
- SignedHeaders : 25&RITEAILEMER , content-type #0 host J9wsifksLEp ;
- Signature : S&EHE,

T . IREHERFTRR Token , FELESIGIIES—RMER. IIRITZ5EF0 Token FEEHA SRR

-TC-Token String =

SREBZEOKE, KEIZHATEE Token,

BEHE V]

{£F HmacSHAL #1 HmacSHA256 &8 7558 , ARSHFEER—HMEEKES , (0T

BHEIR 3] Vi A
Acti ; = BEREOER. RESHEZOXEPRASHATLSE Action B9REE, FIII=IRSSEE
ction String 2

REIsLHIZIZREO |, BUEA Describelnstances,
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SHETR ESidl Wik kR
Wi Sy, SRR B EI MBIEAIEIE. FOESZHEREESE E O REA
Region String = S NS Region RUGRER, R | RUEONATEECRZSEH , EOEP I
BIRER , LATEMEEEBIZS AL,

2457 UNIX FHE)&; , AlieSR &S APLiEkAYATE], 1901529223702 , N8R 5FiIRTIE

Timestamp Integer = jmmigx alEssitise,

Nonce Integer £ BEHIEZEZEYL , 5 Timestamp BX&ER , BFHLEERK .

Secretld Strin o ERAPIESH_EBBHTRREH] Secretld , —4 Secretld IIRIME—H] SecretKey |,

9 = SecretKey FRARLIEREEE Signature,
Signature String o BRER , FARRIERERNEGEE  SERAPRIELRMASETESH. Bt
= S MBS,

Versi . o BER APLORRA, EUESEZOSERASAHSEL Version BUREE. HIIN=IRSES

ersion String =
B9RRAS 2017-03-12,

SignatureMethod Strin &5 B, BRISIT HmacSHA256 1 HmacSHAL, REFEELSE HmacSHA256
g 9 T B AR HmacSHA256 EIAIMIESS , BRI HmacSHAL iESE,

T ) - IEEERATAERY Token , TEESIGAIZEHE—FSHFER. IGHZEEF0 Token EERGAE
oken String 5

EIRSTARZEOKE. KEIZHAFZE Token .

s IR

i ( Region ) BEMIRAIEHR ORIEIE XIS, tcecloudAZMIIERREIE 2 BE2iEE | (RIERRMRBRARERELESE
t. ATREHRRE. B8 TEERE , BERRFELEEFatbE,

EEJ LAY APIEEC ENAMIESIER EESTRAIIETIER.
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) FHTHFRE (TurboFs )

APIHER =]
B RS

RITEHHYE): 2024-09-03 18:49:42

e m s
1. #EOHHAR
EOEKIEE - turbofs.api3.cloud.sunhongs.com,
TR SRS
BOAEZEOISRIRERPRE © LOX/FD,
RO SEHASE : 2019-07-09 19:27:47,

FEOBIINE S EN,

2. NS

UTNBERSEGIRGIH T ROBERSEHHBO NHSE |, TBEAHSHFIRDAHIERSH,

BEHBIR Wit RFNULL KB Hk

Action 2 & String AHSE, AEOBYE : CreateCfsFileSystem
Version =2 &5 String NS AEOEYE : 2018-04-16
Region 2 B String = AHSE, NEOFFTEERBILLSH.
Zoneld & & Uinted  HTAKXID

Zone S S String JRXES

CreationToken &5 &5 String BAFBEENNERFEEZIR

Protocol & & String MR G EER

StorageType B B String X RGBSR

Netlnterface = a String LR SR

PGroupld 2 & String FRZE ID

Vpcld &= & Uint64 VPCID

UnVpcld & & String RFEDEAIVPCH—ID

Subnetld &= & Uint64 +& ID

UnSubnetld & & String = RFEHEAIFME— ID

MountIP B B String IEEIPHIE | {RVPCRIZE I

WA © Efi=_V1 55100 7@
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e HATTHHZAE ( TurboFS )

SHEWR Wik RIFENULL 358 A
StorageResourcePkgld - - String YHRBHENFHEE , BINXEHRARBEIE—. UFR
= - BZFER AR
BandwidthResourcePkgld & & String NHESRSENTRE , 8N XERARESE—
FsName S S String BARPBEENNERFETR , MAcRTFCreationToken
Encrypted & & Bool SR GEINEEE | MINE NFS |, CIFS ; REBRAA NFS
KmsKeyld B B String X RFEFINEZ
A s
3. HESEL
SHER &S] R
- : ILBEOFIMART I,
CreationTime String IR
. . IS HXIINAFT L,
CreationToken String P B Y SRS TR
. . IS HXSSNART L,
FileSystemId String AR 1D
. . IHBHXIIMAFT L,
LifeCycleState String RIS
. : IS HXISMART L,
SizeByte Uint64 T RSE SRR AN
Zoneld Uintes ~ LLEHIHFAL.
AKX ID
. IHHSHXISMART L,
FsN St
srame M mPEEN SRS
Encrypted Bool TSAFETIL,
XHRFEENE
Requestld String H—iEk ID , ®KiEkEPsIREl, BT EERZKIEKA Requestld,
4. $EIRD

LATBE T OS5 ERRAVEIRD , EEREEN AT ERD,
HIRD A
InvalidParameter

InternalError
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FEIRD o

[

InternalError.CreateFsFailed
InternalError.GetAccountStatusFailed
InvalidParameterValue.FsNameLimitExceeded
InvalidParameterValue.InvalidFsName
InvalidParameterValue.InvalidMountTargetlp
InvalidParameterValue.InvalidNetInterface
InvalidParameterValue.InvalidPgroupld
InvalidParameterValue.InvalidProtocol
InvalidParameterValue.InvalidRegionZonelnfo
InvalidParameterValue InvalidStorageType
InvalidParameterValue.InvalidSubnetld
InvalidParameterValue.InvalidVip
InvalidParameterValue.InvalidVpcld
InvalidParameterValue.InvalidVpcParameter
InvalidParameterValue.InvalidZoneld
InvalidParameterValue.InvalidZoneOrZoneld
InvalidParameterValue.MissingStorageResourcePkg
InvalidParameterValue.MissingSubnetidOrUnsubnetid
InvalidParameterValue.MissingVpcidOrUnvpcid
InvalidParameterValue.MissingVpcParameter
InvalidParameterValue.MissingZoneld
InvalidParameterValue.UnavailableRegion
InvalidParameterValue.UnavailableZone
InvalidParameterValue.ZoneldRegionNotMatch
Resourcelnsufficient.FileSystemLimitExceeded
Resourcelnsufficient.RegionSoldOut
ResourceNotFound.PgroupNotFound
FailedOperation

InvalidParameterValue.InvalidEncrypted

WRALERE : Efina_V1 28102 ;7 #1251
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FEIRD i

[

InvalidParameterValue.MissingKmsKeyld

InvalidParameterValue.MissingZoneOrZoneld
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BN IRA

BIFEHAYE: 2024-09-03 18:49:42

1. #OfEA

EOiERES : turbofs.api3.cloud.sunhongs.com,

ZA$E0 ( CreateCfsPGroup ) FBFEIEARA

FUAZ OB ISR : 200R/7D.

EOEFATE : 2019-07-09 20:05:26,

EOBEIOE S &N,

2. NS

FATSHERE ( TurboFS )

UTNBERSEGIRGIH T ROBERSHIBO LDHSE , TBEAHSHFIRDAHERSH,

SHER Whi%E
Action =
Version =
Region =
Name =
DescInfo &=

3. S

SHETR KA

PGroupld String
Name String
DescInfo String
BindCfsNum Int64
CDate String

WREFRA © Efi=_V1

FEFNULL

T
[}

i

i

i

oy

fEik

HSHRISMRAT I,
PRAAID

HSEZSSNATT L,
RREEZF

SHRISMRAT I,
PPRBFERMER

HSERISMRAT I,

s
String
String
String
String

String

IPRBRER S FR TN

SHRISMRAT I,
PRE Bl E]

AHSE, AEORE : 2018-04-16

N

AHBY , FEROFFTELBUSH.
RPREAZFR

RPRBFHAEE

%104 @
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SEER ESit) A
Requestld String H—i5K ID , &XIEREPSIRE. EEENEERMZRIEKE Requestld,

j:l: .
4, %EI 155'55
PUNREIH T 3O S5ZEERAEIRD |, BRI 2 TR,

HIRAD

2
5

InvalidParameterValue.DuplicatedPgroupName
InvalidParameterValue.InvalidPgroupName
InvalidParameterValue.PgroupDescinfoLimitExceeded
InvalidParameterValue.PgroupNamelLimitExceeded
Resourcelnsufficient.PgroupNumberLimitExceeded
FailedOperation

InvalidParameterValue.MissingPgroupName

WRALERE : Efina_V1 28105 7 #1251
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) FHTHFRE (TurboFs )

el FEMUEHER

BIFEFAYE: 2024-09-03 18:49:42

=7 R
1. EOfAR
EOEKRER : turbofs.api3.cloud.sunhongs.com,
A0 ( CreateCfsRule ) AT IEAPRARIN.
EOMZECIERINERS) - 200%/70,
EOEFAYE : 2019-07-09 20:09:04,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Wik FIFNULL 58 f#EA

Action 2 & String  AHSE, AEOBYE : CreateCfsRule

Version =2 & String nNHESE | ANEOEYE : 2018-04-16

Region 2 & String  AHSE, NEOFFTEERILSH,

PGroupld = B String  #XRZEID

RWPermission B B String  EBEIR, AlIESEL : ro, rw, roSRE , rwhiES |, NERIANES
BFPHGR , 5i%24Y : all_squash , no_all_squash , root_squash ,
no_root_squash, HEHall_squashuRrEia) &I HEZ P

- . 48 ; no_all hAgisiaER sk s , :

4 ; no_root_squash/askifsiIroot FI P R rootik SR, FEZIAS
no_root_squash,

AuthClientIp 2 B String  AIFAIAIAYE il PHEEE RS

Priority = & Int64 NS , £8C5E1-100, HA 1 &E , 100895&(K

3. BitHZ4
SHER &g fER
Ruleld String gﬁ%ﬁﬁl‘ﬁ%-
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SEBIR
PGroupld
AuthClientIp
RWPermission
UserPermission

Priority

Requestld

4. FEIRMS

UG T OSSR A0EIRD | BERITFE N A THEIRD,

e
InvalidParameter

InternalError

String

String

String

Int64

String

fik
HSEXSIATT AL,
PREEID
HSERIIMAT I,
B FRHIP
HSEXSIATT L,
ESR
HSEIIMFAT AL,
FEF R
HSEXISART L,
ek

FATSHERE ( TurboFS )

E—IEK ID , &RIERESIRE., EAIARSFEERAZRIERAT Requestld,

InternalError.GetAccountStatusFailed

FailedOperation.PgroupInUse

InvalidParameterValue.DuplicatedRuleAuthClientlp

InvalidParameterValue.InvalidAuthClientIp

InvalidParameterValue.InvalidPgroup

InvalidParameterValue.InvalidPriority

InvalidParameterValue. InvalidRwPermission

InvalidParameterValue.InvalidUserPermission

Resourcelnsufficient.RuleLimitExceeded

ResourceNotFound.PgroupNotFound

FailedOperation

UnsupportedOperation
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) FHTHFRE (TurboFs )

PRSI RSt

ERITEFHYE): 2024-09-03 18:49:42

1. O

EOIEKIEE : turbofs.api3.cloud.sunhongs.com,
FRFMBR S Z S

BONEOIERIRERIRE] - 200R/FD,

EOSEHAYE : 2019-07-09 20:18:47,

EOBEIOES &N,

2. NS

UTNBERSEGIRGIH T ROBERSEHHBO NHSE , TBAHSHFIRDAHIERSH,

SHER WAIS FBEFNULL i Tk
Action = S String NHBE, KIZOBYE : DeleteCfsFileSystem
Version =2 &5 String NS AEOEYE : 2018-04-16
Region 2 S String AHSH  FEOFTFEZEBILSEH,
FileSystemId 2 = String MRS 1D
A MM
3. IHSE
SHEWR it A
Requestld String W—iEK ID , 8XIEREPSIRME. EBNBEERAZRIEKE Requestld,
>N
. FEIRD
PARYFIE T OS5 B EIERREIRS , Bt EnRSiF N A R0,
RS A

InvalidParameter
InternalError
InternalError.GetAccountStatusFailed

FailedOperation.MountTargetExists
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HiRAD fEk
InvalidParameterValue.InvalidFileSystemld

InvalidParameterValue.InvalidRegionZonelnfo

InvalidParameterValue.MissingFsParameter

ResourceNotFound.FileSystemNotFound

UnsupportedOperation
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FECFSERSS

BIFEFAYE: 2024-09-03 18:49:42

1. #EOfER

EOBRIEE : turbofs.api3.cloud.sunhongs.com,
A0 ( SignUpCfsService ) BTFHECFSIRSS.
BOAEZEOIERIREPRE : 200K/FD.

EOEFAYE : 2019-07-09 21:21:44,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Whi%E FEEFNULL &g fEA

Action 2 S String NHBE, KIZFOBYE : SignUpCfsService
Version 2 = String NHBE, AFEOBUE : 2018-04-16
Region 2 B String AHSH  FEOFFEEBLSE,

3. BiHSE

SEER el A
. . [lie—> w7 SR
CfsS Stat St
soervicestatus ng ZFP AEICFSIREHMRTS | none2FRFHE , creating2FHES , created REFE
Requestld String HE—EX ID , ®XiEKREPSIRE., EUARIEEREZRIEKA Requestld,
+3
EllBEﬁE_'J

UG T OS5I EERA0EIRD | BERIDEN A HHEIRD,

%EI'L?EEE_'!

%
5

InvalidParameter
InternalError

UnsupportedOperation
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E N RGS

BIFEFAYE: 2024-09-03 18:49:42

=7 R
1. EOfAR
EOEKRER : turbofs.api3.cloud.sunhongs.com,
A0 ( UpdateCfsFileSystemName ) BFEFHIEGR A
EOMZECIERINERS) - 200%/70,
EOEFAYE : 2019-07-09 21:23:35,

EOBIIOEE NN,

2. NS

LINERSHGIRNGIE TEOBRSEIBO L LS, =B

SEER W FEFNULL it
Action P a String
Version = =5 String
Region = a String
CreationToken = = String
FileSystemId = B String
FsName &= ray String
A s
3. s
SEEFR ESit] U
. . B EXIINAFT L,
CreationToken Strin
9 BRERNHRSER
. . B EIINATT .,
FileSystemlId Strin
Y 9 seppmemD
. WEHOIIMAET I,
FsName Strin
I BRERNHRSER
Requestld String

WREFRA © Efi=_V1

FATSHERE ( TurboFS )

TR

AHBE, AEOBYE : UpdateCfsFileSystemName
AHSH, AEOBYE : 2018-04-16

AHESH  FEOFFEGBLSEH,
FAFBEEXNXHRFER

XHRFID

BRFEENMERERER , LR TFCreationToken

E—IEK ID , &RIERESIRE. EMIARISFEERAZRIERA Requestld,

%111 |1 #125m;
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4. $EIRD
IUTARFIH T B BIERXAEIRE , BRI A,

HEIRG 5

S

InvalidParameter

InternalError

ResourceNotFound
InternalError.GetAccountStatusFailed
InvalidParameterValue.FsNameLimitExceeded
InvalidParameterValue.InvalidFsName
InvalidParameterValue.InvalidFileSystemlId
InvalidParameterValue.InvalidRegionZonelnfo
InvalidParameterValue.MissingFsParameter
ResourceNotFound.FileSystemNotFound

FailedOperation
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BRI RSN PRE

BIFEFAYE: 2024-09-03 18:49:42

7 ek p
1. EOEA
EOBRIEE : turbofs.api3.cloud.sunhongs.com,
A0 (UpdateCfsFileSystemPGroup ) FRFEHT 4R SR SEFRRIIRA
FONBEOIERIEIRS « 200k/FD.
BEOSEHFATE : 2019-07-09 21:25:13,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER WA FBEFNULL St fik
Action 2 S String ~HBE, KIZEOBYE : UpdateCfsFileSystemPGroup
Version =2 5 String NHESE | ANEOEYE : 2018-04-16
Region 2 & String AHSH  FEOFFEEGBLSE,
PGroupld = B String BRZEID
FileSystemId 2 £ String XHRFID
A M
3. HESE
SHER St R
. B EHINART L,
PGroupld Strin
P M9 R
: . IBHZIIMAT L,
FileSystemId Strin
y 9 xpmmD
Requestld String W—iEK ID , BRiEKESIRE]., ERMATEERAZXIEKA Requestld,
+ 0
4. 3E1x08

UG T OSSR A0EIRD | BfERINFEN ARG,
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IS ] 5

S

InvalidParameter

InternalError

ResourceNotFound
InternalError.GetAccountStatusFailed
FailedOperation.PgroupInUse
InvalidParameterValue.InvalidFileSystemlId
InvalidParameterValue.InvalidPgroup
InvalidParameterValue.InvalidPgroupld
InvalidParameterValue.InvalidRegionZonelnfo
InvalidParameterValue.MissingFsParameter
ResourceNotFound.FileSystemNotFound
ResourceNotFound.PgroupNotFound
FailedOperation

UnsupportedOperation
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{
"Response”: {
"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct."

12

"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

}
}
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InvalidParameterValue.InvalidProtocol
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