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AR XEBRET , iSRIER PSRRI Secretld 1 SecretKey H{TIEEHRME !
LIRSS 28 EELAIFIZR (Describelnstances)iEsk ol , BRAFEMX—ZOR , HiEkSHETaNT:

SHBR
Action
Secretld
Timestamp
Nonce

Region

WREFRA © Efi=_V1

3%

ik

4Ald

E LI EIE
BEHIEEEY
SLIRRTEXE

S48

Describelnstances
AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
1465185768

11886

ap-guangzhou
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SHETR X (]

Instancelds.0 FEIBAYSLHIID ins-09dx96dg

Offset REE 0

Limit RASIFHIH 20

Version EORES 2017-03-12
2.1. S HHF

BAAIEIERSEIRS BT ( ASCILEE ) FEHF. T3 . 1) RIRSHRiTHF | SEEESINENT , R&5thA) ;
2 ) 3% ASCI #BEER/)N |, 40 Instancelds.2 EHETE Instancelds. 12 [5H , AREFEER , BAREREE. BRI LMEERIEES PaEHE
FrERESRSEIIX—TIhAE , 40 php HAY ksort R, EiRTRAISEAHIFERNT:

{

'Action’ : 'Describelnstances’,
'Instancelds.0" : 'ins-09dx96dg’,
‘Limit' : 20,

'Nonce': 11886,

'Offset' : 0,

'‘Region' : 'ap-guangzhou’,
'Secretld’ : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version': '2017-03-12',

}

FERECEFRINESTAN | X LERFIFISEHTHIR | BRIRVER—XEIH.

2.2. JHEERFFFER

WEEBARIERFR B, BB LE—SHIRFRIERS ISR S8BT ="SEEIIFR | 10X Action 281, HS#EFRA "Action”
, BB "Describelnstances" , EIHIE LS/ Action=Describelnstances . F& : “S#E"EAEMIEurRIBEHIE,

RIEBRIERIS N 2R & HEE—E | REENRIBRFFEN:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=208&Nonce=11886& Offset=08&8Region=ap-guangzhou&Se
cretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

2.3. FHES BT
WEREMERRFR. SRR FHBHUT/LSEER:

1. iEKk75iA: 323F POST # GET /53 , IXEfER GET i53k , iFRAIEAEKE.

2. IEKENEELHIFIZR(Describelnstances)iiEkiE & /9 : cvm.cloud.sunhongs.com, SEFREVIEKIGERIBEZOMBERIARmA
@&, F SR,

3. IEREKIZ: HRIIRAZAPIHERIRZEES / .

4. iERFRER: B E— S AERANERFRIR,

ERIFSRATFHERND: IERITE + BKEN HEKIEE + 7 + IBRFHREH
THIRIHHELER A
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GETcvm.cloud.sunhongs.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&8&Nonce=118868&Offset=
0&Region=ap-guangzhou&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2
017-03-12

24. ERERER

ESBARERR. BEERA HMAC-SHAL BiE% E—SAiRSNSRFOCARIBHTES | ARIBERMNIEEBGER Base6d HITH
3, BIRIBRIGRERIE R,
BT |, UL PHP B 461
$secretkKey = 'Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE';
$srcStr = 'GETcvm.cloud.sunhongs.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=1188
6&0ffset=08Region=ap-guangzhou&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&
Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));
echo $signStr;

RBEINSEET:
EliPOYW3pW28FpsEdkXt/+WcGel=

EREEEFRINES AN , TR LEERMIPRFEHTERIIE | SRINERBSHFPr—EEIe.

3. BREBRID

ERIERBHABERIFNBERSEH , FENEHT URL FHiS.

W E—EARAERZE S EliIPIYW3pW28FpsEdkXt/+WcGel= |, FRAEBEIIEZFIBEKESEL ( Signature ) 9 :
EliPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , BiEATEMFARIER URL,

1R RAPREKGER GET , 8i&iBKAi%J8 POST [[RY Content-Type J3 application/x-www-form-urlencoded , MIZAiXER
RFEERSHIEISTEM URL fi3 , SHRTI-FFSARERIG. IF ASCI =FFHE URL HiZAIFTEESTLL UTF-8 BT/,

AR : BYREIESH http EERBEIRFESHIHT urlencode , FEXMMERT , ABEXNER BT URL HET , FUMAX URL 4R
BeSEEZLM.

R RbSBEREHR{ TR , MESKA RFC 3986, B %XY MEFHFRPILRFHTED UM , BP XT"Y 9+ BH=FrF
(0-9 AKEFH A-F) , BERINEH5IRER.

4. BREKW

HRIESCIRER | AU TERKMANERD | BRIESCIRERALE

et SEIRIEA
AuthFailure.SignatureExpire BEILH
AuthFailure.SecretldNotFound EEAATRE
AuthFailure.SignatureFailure BEER
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R GBS
AuthFailure.TokenFailure token iR
AuthFailure InvalidSecretld BERIEE (AR APl B3R )

5. &RIER

FESCRRIERD API 3.0 B | H7S(EAEE tcecloud SDK 3.0 , SDK SIS TEZMINE , FAM RS- RISMIEINEOEE, $EEa
S0 SDK b, HESHHIRRES

* Python

e Java

* PHP

* Go

e JavaScript
e .NET

ATEFENMERSEURE , THEUKIMREES A0 B ORNERTREEATI. BERIES. ERIEOFISHAIEERIA LRSS
e, ABRABERSEURE , AFESERN | LFFRIBERE-MA SDK.

=AY url BTBEJ ¢ https://cvm.cloud.sunhongs.com/?Action=Describelnstances&Instancelds.0=ins-
09dx96dg&Limit=20&Nonce=11886&0ffset=08&8Region=ap-
guangzhou&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliP9YW3pW28FpsEdkXt%2F%2BWcGel%3D&
Timestamp=1465185768&Version=2017-03-12

IR BT RAPNEEREEN , EBEARRFLANE , BINSREL url FTEXLEERPHIHHER curl EmSERNSIREENSE
% BREH, ATERTLUERRER url |, FEESCRAIGRY Secretld F1 Secretkey NESLRIZTR , FH{ERRFLRIAIERAF
Timestamp ,

IR A TENTGF , ARREES  EEEESEXIUTEERY url AJREEEMAR , RMASHBINFARRE | BXFAFIEIER
. REFESHEME , BERITHEIERHRDA.

IR LAMUB(GERT AP 3.0, FeEERATRMINERRE | BMERIBMRY APl , BT FEATERBSSHERITERR | B
NAISERRIE A0 iE,

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {

Mac mac = Mac.getInstance(method);
SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
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mac.init(secretKeySpec);
byte[] hash = mac.doFinal(s.getBytes(CHARSET));
return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.cloud.sunhongs.com/?");
/] ERRERSSEFTFEAR | iATreeMapfRIEIRF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");
}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {
StringBuilder url = new StringBuilder("https://cvm.cloud.sunhongs.com/?");

// EFREKRAurl TSN F R EEK

for (String k : params.keySet()) {

/] BEXSIEREBH TuUrlencode , AT keyEBRHENFE , HULMNIIHvaluei#{Turlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");
}

return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap<String, Object> params = new TreeMap <String, Object>(); // TreeMapa]LABEEIHER

// SERTEFERT N 24 (A FAREHNEL , f5IaN : params.put("Nonce", new Random().nextInt(java.lang.Integer. MAX_VALUE));
params.put("Nonce", 11886); // ~AES#

// SERRVE AR R 2 E R R FeZHR0ATE |, FIa0 : params.put("Timestamp", System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // ~"ES#

params.put("Secretld", "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE"); // AHESE

params.put("Action”, "Describelnstances"); // AE5#1

params.put("Version®, "2017-03-12"); // AHEES#

params.put("Region”, "ap-guangzhou"); // ~AI&E

params.put("Limit", 20); // W55£51

params.put("Offset", 0); // 521

params.put("Instancelds.0", "ins-09dx96dg"); // WEES#

params.put("Signature", sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE", "HmacSHA1"); // A+t
28

System.out.printin(getUrl(params));

}

}

Python

IR WNERETE Python 2 TNMEHIZTT , BB LS requests (KEE :  pip install requests

# -*- coding: utf8 -*-
import base64
import hashlib
import hmac

import time

import requests

secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9XxGARNpq86cd98joQYCN3EXAMPLE"
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def get_string_to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query_str = "&".join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =='_main_"
endpoint = "cvm.cloud.sunhongs.com”
data = {

'Action’ : 'Describelnstances’,

'Instancelds.0' : 'ins-09dx96dg’,

"Limit" : 20,

‘Nonce' : 11886,

'Offset' : 0,

'Region' : 'ap-guangzhou’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12'

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])

# ILASORRER | AIHERIREF 41t s

# resp = requests.get("https://" + endpoint, params=data)
# print(resp.url)
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EOEZV3

I EHTATE: 2024-09-03 18:49:45

tcecloud AP £33FMAEERETRHIIE , IS MERBFEALLBERSHTEEER(ER (Signature ) LUSIEERERD. &5
SRHREFIIER  REFILEIE Secretld 71 Secretkey ; ZRFNIRARERIL | IBRIERAPIZARERE , BULEEBRAPHER
H.

s=E .

1. BHEEERFIE

EFE—XERATAPIZE] , BRI SAPIEENEBBLEEILE, L2EIFEHE Secretld 1 SecretKey :
e Secretld FHF#rR APl ERESH

o SecretKey BFINZE R FREFIRS RIS E FRIRIEH.
* FAFPMITRIREREEIE , BRitE,

HEREFINERSERNT

1. EFtcecloudEEHMEHIA,
2. BIEEAPIESREHI G TRE
3. E=APIZSATNE , M [#rE] BIaJLABIE—XdSecretld/SecretKey

IR FAREIKSRESTLURERYT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &&7535%

R XWTFGETHE , R37F Content-Type: application/x-www-form-urlencoded #¥4&=. I3FPOSTA%L , BEIsz#F Content-
Type: application/json LAK Content-Type: multipart/form-data FIffHAEt | json HELERARRBIESEOISZE , multipart 18R
BiEeWSsEOSR |, iz OAeefER json NER | &% BRSO %A,

THEURRSSHEA MXSEHFIRIEAFF , EBRNMBERRIHEITRE. FH(NBETEILAFIRNA NS4 : Limit 71 Offset , &
FA GET 753513/,

BRiZFIFRY Secretld 1 SecretKey 5552 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #0
Gu5t9XxGARNpq86cd98joQYCN3EXAMPLE

2.1. BHESEIERER
AN TEPHENSEIERKE ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + \n' +
CanonicalQueryString + \n' +
CanonicalHeaders + "\n' +
SignedHeaders + "\n' +
HashedRequestPayload

* HTTPRequestMethod : HTTP i&k75i% ( GET. POST ) , &=fflF/ GET ;
e CanonicalURI : URL £%{ , API 3.0 EEHRIERAT (/) ;
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* CanonicalQueryString : &#2 HTTP iE3K URL FRINEREF#E , 3WF POST 5K , BEASFHE , WF GET iEK , WA URL g
5 (?) EEMNERFEARAS , ARFIEYER : Limit=10&O0ffset=0, ;& : CanonicalQueryString &Y URL 47A3.

e CanonicalHeaders : 258 ZRLEMER , ZVEE host # content-type F/NLER , tBAIIIABEXHELZHSEERLIREEEIEK
RME—MRZ e, HHEMN : 1) 338 key 1 value Zi—/NE |, HEEERSTHE | IKER keyvalue\n i8Rz ; 2 ) SMLEB, 1%
HRSLER key (/NE ) BOFEHERRITHHE, B9 @ content-type:application/x-www-form-
urlencoded\nhost:cvm.cloud.sunhongs.com\n

* SignedHeaders : £25&ZHELEMES. | IRBBLLRIEREMLLES5T4% , f1 CanonicalHeaders B E2RILEABT E—XIRH.
content-type 1 host JgusigeskaB, HHEMN : 1) L& key H—HERV/NG ; 2 ) Z40LEB key (INE ) 1RERFHAIFHTHHE , FELL
25 (;) HBR. WHHAH : content-type;host

e HashedRequestPayload : IEXKIEXAINGFE , 1TE5E5 /8 Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , ¥J HTTP &3k
BAIEX payload ff SHA256 157 |, SAIRT7NHSIRS | REMISHREEN/NEFE., 8 | XF GET 5K , RequestPayload [EE
ATFRFE , X}WTF POST i53K , RequestPayload Bl5 HTTP i&EKIEX payload,

HRIELLERIN | REIPEEIRATEIBTREBUT (AT RREH  \n BTFFBESRITER—TE8K ) -

GET

/

Limit=10&Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.cloud.sunhongs.com

content-type;host
€3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2, PHERSS2=FEH
AR S R B s

StringToSign =

Algorithm +\n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

e Algorithm : €8&% , BRIEIES TC3-HMAC-SHA256 ;

e RequestTimestamp : {ERASEE; , BIERLERAY X-TC-Timestamp BUE , 20 L/RfFliER 1539084154 ;

e CredentialScope : EIFEE , #8=9 Date/service/tc3_request , @& HE). FTERARSFILIEF/FE (tc3_request) , Date g
UTC #RERTERBRA , BUEREMAHESH X-TC-Timestamp #EHY UTC #REREIREE—3 ; service AF=RE , LASEARBIY=HRE
B8, Ba0 cvm, 0BRSS , BUYES 2018-10-09/cvm/tc3_request ;

e HashedCanonicalRequest : BIASEBHHZFTSHCIERERIGREE  itEFER
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))),

pE T

1. Date H/RMATEIEE X-TC-Timestamp iT&EZ] , BRTXA UTC+0, WMRIMARAZARNRER , FlUER/\X , ESEERME
LRAMKIL , BEEEMBARVELRM, RigidERs 1551113065 , F4&/\XAETER 2019-02-26 00:44:25 , (BEiTEERIN
Date EX UTC+0 RYEHEARJ9 2019-02-25 , A2 2019-02-26,

2. Timestamp MWREHRIRFAE , BEREHRESN DFNENEEREH , IFEEBE RS HUNERM. NSRS EAFIRE
RHEEE , FTRESEUIET—BRINEE  BRUERY (RESEZTEHEER ) .
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HRIELLERIN |, RAIPBEIRGESFRBRINT (ATREREN  \n BITHBESEITEHN—TENR) -

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192¢14460df6c1ffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23.iHHEE

1) iEIREESEESR |, hIBUT
SecretKey = "Gu5t9xGARNpg86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)

SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request”)

e SecretKey : J[RIAAY SecretKey ;
e Date : B Credential $f§ Date FE¥=R , @1 L7~ , 792018-10-09 ;
e Service : BJ Credential g3 Service FERER , 0L, 8 cvm ;

2) HEER , (RBIT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

e SecretSigning : BILA EITEBRINGRERSZZA ;
* StringToSign : BIZBATHEINGFSEFRHE ;

2.4, $#2 Authorization
AN THE#HE Authorization :
Authorization =
Algorithm + ' " +
'Credential=" + Secretld + '/' + CredentialScope + ', ' +

'SignedHeaders=" + SignedHeaders + ',
‘Signature=" + Signature

e Algorithm : &&75i% , Bl TC3-HMAC-SHA256 ;
e Secretld : ZEXIHAY Secretld ;

¢ CredentialScope : Il E37 , EIFEHE ;

* SignedHeaders : I L3 , £58ZRIBES

e Signature : £&(&

HRIELLERIN | RBIPEEIRES

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5d
a7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbal6cbccfl74c474

RETHEOBRERNT

https://cvm.cloud.sunhongs.com/?Limit=10&Offset=0
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Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_reques
t, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbcbecfl174c47

4

Content-Type: application/x-www-form-urlencoded
Host: cvm.cloud.sunhongs.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

3. EREKW

HRIESCRRE | FEUTERRAIERED | BIRIEIREAE

RS EiR A
AuthFailure.SignatureExpire BETH
AuthFailure.SecretldNotFound BIRAEE
AuthFailure.SignatureFailure BEER
AuthFailure.TokenFailure token $5iR

AuthFailure InvalidSecretld BERAEE (2= APL ZiEREY )

IS o
. BRER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util. TimeZone;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {

private final static String CHARSET = "UTF-8";

private final static String ENDPOINT = "cvm.cloud.sunhongs.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";

FRIERS : Efh=_V1
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private final static String CT_JSON = "application/json";
private final static String CT_FORM_DATA = "multipart/form-data";

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getlnstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm”;

String host = "cvm.cloud.sunhongs.com”;

String region = "ap-guangzhou";

String action = "Describelnstances”;

String version = "2017-03-12";

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");

[/ EERK , BNESHE
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// kkkkkkhkkkhkkkhkx ig% 1 0 ;#;%;mﬁfg*% kkkkhkkkhkkkhkkk

String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host”;

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// *kkkkkkkkhkkkk _/I’J‘;g% 2 : ﬁ;%?%ﬁg?%% *kkkkkkkkhkkkk

String credentialScope = date + "/" + service + "/" + "tc3_request”;

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.printIn(stringToSign);

// kkkkkhkkkhkkkhkk ./I)J;g% 3 : .L_I_%L&g kkkkkkkhkkkkkk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printIn(signature);

// *kkkkkkkkkkhkk .,IJJEQ;’E 4 : ;#;_\E"Z Authorization kkkkkkkkkhkhkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.printIn(authorization);

TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);

WRARERS : Efi=_V1 5850 70 #4560



=

) WebRz R X & (ngwaf)

headers.put("X-TC-Action", action);
headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);
headers.put("X-TC-Region", region);

}

}

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# RS
secret_id = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9XGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.cloud.sunhongs.com”

endpoint = "https://" + host

region = "ap-guangzhou"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# kkkkkkkkkkkikk ig% 1 : T#;%;m;ﬁiﬂﬁi*% *kkkkkkhkhkhkhkkk

http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&0Offset=0"

ct = "x-www-form-urlencoded"

payload = ""

if http_request_method == "POST":

canonical_querystring = ""

ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host”

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

H KxEEAF KRk kkkk ig% 2: B_ﬁ%?%ég%—-_ﬁ% *hkkkkkhhhrrKx

credential_scope = date + "/" + service + "/" + "tc3_request”

hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)
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print(string_to_sign)

# kkhkkkhkkkhkkhkk ig% 3 : i—l—%gg khkkkkkkhkkkhkkk

# ITEESZRERE

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# *kkkkkkkkkkhkk ig% 4 : T#;;ﬁz Authorlzatlon kkkkkkkkkkhkkk
authorization = (algorithm + " " +

"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHBERINENERLED

headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,

}
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tcecloud API FFEREOIEIT HTTPS HTE(E | IRESREMIEEEE.

3. 153K A&
A HTTP &K%

e POST (#F)
e GET

POST i&FR3#5H9 Content-Type 38

* application/json (##F ) , WfER TC3-HMAC-SHA256 && /5%,

e application/x-www-form-urlencoded , #/ff&EF HmacSHAL g HmacSHA256 &&757%,
e multipart/form-data ({XEE2EOSEF) |, WfFEA TC3-HMAC-SHA256 B&753%,

GET IBKANERBA/NEEIT 32 KB, POST iEKERAEEEN HmacSHAL, HmacSHA256 BtAS#81d 1 MB, POST &K RS

B FEA TC3-HMAC-SHA256 B137#%F 10 MB,
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AR EIZ5ER

PARBRSS2RAMENEFLAMREFIZR (DescribelnstancesStatus) 2017-03-12 hgA %) , EVEAAL , EAJEERIREIITA

{

"Response”: {

"TotalCount": 0,

"InstanceStatusSet": [],

"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc”
1

1

* Response REMELY Requestld REIENIFER , TiCiEKRMINSE , RE APIQGET , MMERIRE,

* Requestld FBF— AP iEKAIHE—IRIR |, ANR API HIIEE |, STLABKRIRA] , FHEMEZ ID SRARRIERA,

o [RTYEERNFRI  HRWAEKEOENNFE , ARNEOMREINFERS EOSXAEHIEN, HHIHRY TotalCount
InstanceStatusSet 1479 DescribelnstancesStatus #EOENXNFER , BT RERBEKRNAFERESE IRSELG] , E TotalCount
LB TRIIRENES 0, InstanceStatusSet FIRAZ,

FEIRIR[ELER
SRS, SRR -

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”

1
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

}
}

e Error IHIMAEREZIBREBEMY. Error FEIERIEAEAY Code 1 Message FRIEAMAMET Z2UEREIR.

 Code FRREMRHEANEIRD , BiEKHER DT LSSRIBZEIREATHERIG L AHEO X N ANEIRIDY IR EEE TS R EFRRRTT
ER

* Message B TIXMERRENERRE |, EEUSKESARMN  WATESEBRIFEEREN , BAAKRBIX M RE
E.

* Requestld BF— APLIEKIIME—HRIR , 205 APL HILRE , SJLABKRFA] , FHRAHZ ID KARREI,
> . = =I=!
LHFEIRED (TODO: EEEE, RAENIFEY)

IREIERPIUNRIFE Error FER , MSRZRAMA APL#EOKM.  Error 1y Code FERFRNAIRD , A SE TRt MAVEIRID AN AR
13, PRI T AHERE.
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{8 TC3-HMAC-SHA256 & 7550 , AHSEEESH—Z HTTP Header i53kLE0 , 20 :
SHEHR s ok A

BFRROSTR. RESEROXETRASHAHSE Action A9, FINAIRSRITE

X-TC-Acti Stri =
ction fng = BEEfIFIZREED |, BYEA Describelnstances,

M SE , FARIRRA R MEIRAVETE. RORZREEESE RO AR SE

X-TC-Region String = AHSEI Region HUiREA, TR | REEOATEEBEZESH  BOXEPIXIIRFRIREA |
LRI EAEBIZSEB AR ERL.

X-TC- Integer 12 LF1 UNIX BHEIE , AlCSAHRS APLIESKRAYRTIE], 690 1529223702, & : MRSHRSSES

Timestamp = REEEBIIS o | &5 [RBER IR,

X-TC-Versi . = #EERY APL BORRAS, EUESEEZOSEHFANSLHESE Version RUSHAH. FIAN=ARSSERATMA

-TC-Version String P

2017-03-12,
HTTP tRESDIAIELER=ER | fan -
TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
HEP I

Authorization  String 2 - TC3-HMAC-SHA256 : &£ 75i% , BRIEEBIXE ;
- Credential : &&EiF , AKIDEXAMPLE 2 Secretld ; Date £ UTC #RERTEEIBE] , BYE
REMNHSE X-TC-Timestamp #EH) UTC tRERJIBIREI—EL ; service SF @ , KR
SEBFmEE—E, flglcvm ;
- SignedHeaders : 25821 ERISLEHSE |, content-type # host JosisesLEh ;
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X-TC-Token String = IRESEBRTAERY Token , FEEASIGEIEHH—EMEA. IGEEHF0 Token FEZIDEIERR
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BBAHIE V]
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#ENTEASIA
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Count = B

MiniProgramltem

INEFFRREBEIR
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Time = B
AccessBefore B =z
AccessAfter B =
QpsBefore = =
QpsAfter B =3
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Attack B =
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AccessKeyValuelnfo
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NginxServerld
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B T#EEO31A - ModifyWebshellStatus
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=
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ModifyTime 2 5 Datetime_iso
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AccessRuleKeyValuelnfo

DescribeAccessindexi#zOHES

WA T3/ : DescribeAccessIndex

BIR Wk FRPFNULL 368

CaseSensitive = = Bool

KeyValues = = Array of AccessKeyValuelnfo
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Domain 2 & String BREEENapi#lUaEE
Description 2 2 String ZSkapiHNagHEIA
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ExportAccessinfo

DescribeAccessExportsiz[]
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Used 2 & Float BEFEACls
DomainCustomRulelnfoData
EREEEENHNEEData
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BotTiUa

TotalCount
BotStatAvgSpeed
BotStatNums
BotStatSessionDuration
BotStatReqUrlKind
BotStatUaKindNums
BotStatCookieKindNums
BotStatReferKindNums
BotRuleld

BotSceneld
BotSceneName
BotSceneActionld
BotSceneActionName

BotUa

WRARERS : Efi=_V1

oy oy oy oy oy oy oy oy oy oy oy oy oy oy oy oy oy oy o

iy

FEEFNULL
=
=
=
=
=
=
=
E=
=
=
=
=
=
=
=
E
=
=
=
=
=
=
=
=
=
=
=
=
=
E=
=
[}
=
=
=
=
=
E=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=

=
~x=

W
i

String
String
String
String
String
String
Int64
String
Int64
Int64
Int64
Int64
String
String
String
Int64
Int64
Int64
Int64
Int64
Int64
Int64
Int64
String
String
String
String
String

Int64

Webiz B K& (ngwaf)

fak

=

alEurl

=295

Bottras

BotzfF

aptRLR

botf§%>

ipRTAET

apehEE]
RRGTEMER
RAEGPAITTY
ERaPERERLT
aREEMERATIIDCER
FUMEIRED 2
ERMEIRUserAgentsy2E
BEEE
ERnPERRITHIRERE

AP EERITIHERS

i

AP EREAITHIN ISIESE

Jali

Ban P E BRI ZE

]

Aan PRI AIuafsR

el

®
B P ERESITHIcookiefk BrE

i

ERmPERAITHAIreferfh X R E
Aid

1HRID

HRER

S ERNESRRZID
HEIMERIEETR
BAmPUASR ISR

6329 1 45611



N
SearchLogsSimpleRsp
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Code = B Int64
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Data = &= Array of String
AccesslLogltems

H&KeyValuexd#H , BFERIBRIEE
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Data = = Array of AccessLogltem
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S A
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BFR WSS IFNULL
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RealTotalCost = =
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BotStatSt
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RuleUpdatelLog
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U TEOS|F : DescribeOpRuleUpdatelog, DescribeRuleUpdatelog

iR WA FFNULL e it A
Id = &= Uint64 id{&
CreateTime 2 sy Datetime_iso BUsERTE]
ModifyTime 2 & Datetime_iso (EEGRIE]
Detail = & String FRIER S
Language = S String en/cn IEIMERIES
LogVersion 2 S String [ENEIS
Status S = Uint64 FFRIRE
WhiteListltem
WEHEZE

AN T#£O35|A : DescribelsInjectRule

BR g AEFNULL 58 HhAR

Domain 2 = String HEHBEXIMANHZ
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Content 2 & String HEBERE

Comment & & String HEEREMNETE
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HEZEBAYSER | jsinject_req : BIRSXISRIBEKARZE |, jsinject_rsp : FIZSXIZAIM
MNEZH

o
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DescribeDNSDetectDomainListDomainListltem

DescribeDNSDetectDomainListiR[EI{ERITTE=

AN TEO3| A : DescribeDNSDetectDomainList
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WRARERS : Efi=_V1 S5331 0 #4561



2

%

BR Wik
Domain =
HijackRecords =
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DNSDetectHijackData
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HijackIP =
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MNFIZRIFE

W T42O3|8 : DescribeDomainRulesEn
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BR WA FEEFNULL St b
TypeEng 5 = String WIIE-SiEE= vy
LevelEng S 2 String HINER TS
DescriptionEng = = String MNFRAZIST
AddTime S 2 String I IR i / SR At a)
BotScoreEntry
scoreyfh

WU T#EAS|F : DescribeBotActionRule, DescribeBotLevel, ModifyBotActionRule

BR Wik FEFFNULL KA fER
Upper & & String IR
Lower S & String HERDE
Action B B String DEERXI NIAIEIE
Label & & String DEERTS R ATbothRES
Redirect &= =2 String EEMAME
BotRecordItemsData
botiniRIFFIE RS
#ANTEOSIA
AR Vs FEFFNULL ESid) 3%
Res = ra BotRecordItemRes #iE
ThreatIntelligenceStatus
ERIAFF. XiRE
HANTEOS|A : ModifyThreatIntelligenceStatus
BHR WA FEYFNULL St fk
Value 2 B String BIRNE
Status = 5 Bool true : FF/E. false : X7
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HERRESHIMR

AT O5|A : DescribeBotDetailDownloadTask, ModifyBotDetailDownloadTask

BFR DA FEIEFNULL
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Value = B

DownloadAttackRecordInfo

TEEETICREGER

WU TFEOS|F : GetAttackDownloadRecords

BFR Wik SEFENULL 358
Id = & Uinte4
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TaskId = B String
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Count = & Uint64
Status = B Int64
Url = & String
CreateTime 2 B Datetime
ModifyTime 2 B Datetime
ExpireTime = = Datetime
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PostCLSFlowInfo
CKafka¥i®if
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ApiSecSensitiveRule

apiREFRAINIZIZE
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Source & = String

Status S = Uint64

Level &= = String

Timestamp &= = Uint64

CustomRule &= = ApiSecCustomSensitiveRule

AccessValuelnfo

FAFDescribeAccessindexizOH &
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BatchIpAccessControlData
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BR WATSG FEFFNULL &St HA
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Label S =
PagelnfoForInt
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AN TE2O31 A : DeleteApiRules

BFR 45w
Url 2
Method 2

WREFRA © Efi=_V1

FIFNULL

A
=

=
[}

Web [ B K& (ngwaf)

ESis) )4
String BERRIAIER BUEAipiEtokenfEE
String =
Int64 He
String SrcValueXgRIH9zEEY
FEYFNULL ESid) fk
= Uint64 i)
& Uint64 BRI
FEEFNULL St fik
& Uint64 NginxHIpRS=8id
& String WImimORCE
5 String EimOXIRAIIY
5 String [E1pur |
= String [EIE I

ESid) fEA

String FF#iigEurfapi

String FFbRiEEERTT AR api

26340 1 45611



2
BotRecordItemRes

botiniElFEFS!
#ANTEOSIA

E= D4 FEFNULL St
Items = &= String
AccessRuleTaglnfo
DescribeAccessIindexiZOfH &
WA TEEM3|F : DescribeAccessIndex
BFR Wik FEEFNULL ESit)
CaseSensitive = = Bool
KeyValues = = Array of AccessKeyValuelnfo

InOutputBotUCBRule

ER/FEEENNAS , EHEEXANFIRIIIIHS

#HanTEOS|A : DescribeBotSceneUCBRule, ModifyBotSceneUCBRule

BFR ik FRPFNULL
Id a =
Domain = B
Sceneld B B
Name = &
Rule = 5
Action 2 a
OnOff = =
RuleType P =
Prior = 5
Timestamp = B
ValidTime & =
Appid & B

WREFRA © Efi=_V1

ESid]
String
String
String
String
Array of InOutputUCBRuleEntry
String
String
Int64
Int64
Int64
Int64

Uint64

Web Rz FEBA K i (ngwaf)
IR
BIRFESIEHE
iR
BEEKNSE

SRS IEEFIFRIER

HEID

AMEZFR
UCBRYEMAFIMIIR
QBN
FRMFF
pAIESic
RN

&R IR,
AETE

& \Bappid

26341 1 H456m



kN

2

BFR Wi FEFFNULL
AdditionArg & =
Desc B =
Label P &=
Ruleld 5 =
PreDefine & =

XE
&2

String
String
String
String

Bool

CopyBotsUCBPreinstallRuleRsp

CopyBotsUCBPreinstallRuleiZzOA%R[EIR

WA T™#O31A - CopyBotUCBPreinstallRule

BFR WhisE FeFFNULL
Code = B
ErrMsg = &
SuccessNum = &
FailedNum 2 5
T = =
Tilnfo
PHREMERERS

AN TEO5| A : DescribeBotDetailVersionTwo

BFR WhisE
Type S
Value &
Description &
CCRuleData
EGIEES

WA TEO3| A : DescirbeCCRule, DescribeCCRule

BFR WAsE

WREFRA © Efi=_V1

FBEFNULL

Int64
String
Int64
Int64
Array of String
FEHFNULL
=
=
z

Web [ B K& (ngwaf)

fik
BINEE
AR A
e
AID

true-REEFRINY false-BENXIRN

1%

0FRAT , Bt EM

HIRER

BRIOREE

ESGNEAE]

IR EZ 2R
- St b
String BRI
String BIRE
String SRR

fR

26342 71 #4561



2

) WebRz R X & (ngwaf)

BR WAl FFNULL e Sl A
Res = B Array of CCRuleltem ccEImy
TotalCount 2 & Int64 Uz
CCRuleltems
CCHINFE
#aNTEO5|A : DescribeCCRulelList
BR whise FRFNULL it A
Name s & String Z2F
Status a B Uint64 K&
Advance = 5 Uint64 sy
Limit = = Uint64 PR
Interval B B Uint64 SBE
Url S B String gk
MatchFunc s & Uint64 UYiGESis)
ActionType S B Uint6e4 SE
Priority & S Uint64 5k
ValidTime sy & Uint64 Bt
TsVersion & & Uint64 [N
Options & S String NS
Ruleld & &= Uint64 HMID
Eventld = = String E{Hid
SessionApplied &= = Array of Int64 KExAYSession#INY
BotsGeoStatStyledItem
GetBotsGeoStatStylediEZORREIEUEAITTER T
#UN OS5I - DescribeBotRegionsStat
BFR A% FEFFNULL =it fER
Key = & String b

WRARERS : Efi=_V1 55343 W HA456



BFR Witk FEFNULL i
Value = iy Int64
BotKeyValueltem
EEHIK-VIER,
WA T#EO3| A : DescribeBotDetail
EZ1 WAlE FEFNULL ESid)
Key g2 &= String
Value = & Int64
OWASPCustomizedData
brtPeeIxEIData
WA ™03 |8 ; DescribeHWInfo
BFR Wisk FIFNULL St
Status = = Uint64
Num = = Uint64
DomainConfig
HEAFRASTERE
A0S | A : DescribeAccessMeta
BFR Wik FEIEFNULL Bl
Domain = = String
WriteConfig = = FieldWriteConfig

WafThreatenIntelligenceDetails

HATWAFRAMBIRITEHEIRIES
BN OS5I - DescribeWafThreatenlntelligence, ModifyWafThreatenIntelligence
B Wik FEFNULL Sl

Tags B = Array of String

WREFRA © Efi=_V1

Web [ B K& (ngwaf)

=]

DU
key(&

value(g

> B
o B

e
>t

H=

A
5=

AFREE

fk

HERMHRE

%6344 1 45611



%
BFR

DefenseStatus

LastUpdateTime

i

FEEFNULL

=
A

=
[}

ApiSecCustomSensitiveRule

apiREEF BE RGN

HuNTEOS|F « DescribeApiSecSensitiveRulelList,

BFR WIS
Position 2

MatchKey =

MatchCond &
MatchValue =
Level =
RuleInfo
25 M

WA TEO3 | B : DescribeAttackIndex

BFR
FullText

KeyValue

BotAiRule

le\\

=
=

=
=

FBEFNULL

=
=
=
=
=
E
=
=

=
~x=

155

R EEMaiiHMERIE R BRIRT IR

ESi

Array of String

String

Array of String

Array of String

String

FEFNULL

=
=

=
=

AN T#O5|A : DescribeBotAiRule, ModifyBotAiRule

BFR

Status

Description

Name

WREFRA © Efi=_V1

=
=
=
E
=
E

=
=

AEFNULL

P
[}

a
[}

=
=

=
=

XE
&3

Inte4

Datetime_iso

ModifyApiSecSensitiveRule

e

iR
SHNE

TS

Webiz B K& (ngwaf)

fiik
HEHEABRRES

/e EHATE

LEHS | SRR BT AT LERRHREZE &S

U=

MR

s
FullTextInfo

KeyValuelnfo

fk
ENE5RHEREE
kv &5 |RIEXEE

%3
HEIBRurl
IREFFR

SR HEIA
SRERBR

26345 1 45611



kN

%

BFR

Timestamp

BotScenelnfo

MRFAEERER

WA #2038 : DescribeBotScenelist

BR
Sceneld
Type
SceneName

UpdateTime

BusinessType

ClientType

Priority

MatchCondition

SceneStatus
JsInjectStatus
AlStatus

TIStatus
StatisticStatus
ActionRuleCount

UCBCount

MatchType

ActionMatchType
UAStatus
JsInjectRuleld

JsInjectAction

FRIERS : Efh=_V1

H O

i

I

i

o

i

11 I i B 17 B 17 B i I

I

o

I

I

o

o

FFNULL
=
=)
=
[ ]
=
[ ]

a
=

iy

iy

iy

iy

117 I 7/ 17 B 17 B i I

iy

iy

il

iy

il

i

FEFFNULL

=
=

fre

"
String
String
String

Int64

Array of String

Array of String

Int64

Array of
BotSceneMatchCondition

Bool
Bool
Bool
Bool
Bool
Int64

Inte4

String

String
Bool
Int64

Int64

XE

Inte4

Webiz B K& (ngwaf)

it ik

A TE)R,
fik
H=RID

1HEHKA | defaultBHAIFE, custom:AEZIAIZ S
Vi
EFATE

HEIRIRSEER , ER: login #akiseckill [ERZA :
crawl BENX.: custom

ERimEE |, MEEEs/HS : browser N2
miniApp App:

ek
LA EE

HEFXK
BIGHXHFFR
AIFFX

TIFFX
ERERIHFR
S FRIREE
BENXHNIEE

HERIITESEE |, global-£EBITAR custom-BENX
ICESEE

U SEEE NS EIE S
UAREERFFR
BEZRIIAR | BRI mysqlHcRid

BRERNIZR © BRI NECEHF

%6346 T1 45611



kN

%

BFR Wik SFFNULL 38
JsInjectRedirect = = String
. . Array of
ActionRuleList a =2
cHonRuiets = = BotSceneActionRule
BotldPattern = = String
BotldCount & 2 Int64
BotldMonitorCount = = Int64
BotldInterceptCount & = Int64
RuleSetSelection = £ Array of String
Rule
MFIFRFIE
W T4EO3| A : DescribeDomainRules
AR D%3vin FEIEFNULL St
Id & &= Uint64
Type B = String
Level = = String
Description = = String
CVE & 2 String
Status = = Uint64
ModifyTime 5 5 String
AddTime = = String
DomainURI
E—3E{ZDomain
HANT#EEO31A : ModifyDomainsCLSStatus
SR Wit HFNULL
Domain 2 B
Edition = =

WREFRA © Efi=_V1

Webiz B K& (ngwaf)

fik
ERRIIHR | ARINEERER

BRENR | EREER PSEZEXRE—
S ESRER

BSZELIHE - monitor-M2R intercept-1=&;
custom-BENX.

BIZENAR : bot_idINIEE
EHEITR | MR ERIR L
ERRIIAR | RIS 5
Bl RATIEERATHINSE

fk

Alid

AR A
AMNBSIFRICVERS
AMEPRTS

AHE RIRTTE)

I RIS /S A 1B

i faR
String 3%
String hRA

26347 T1 #4561



kN

) WebRz R X & (ngwaf)

BFR WAL FOEFNULL it i
InstancelD 5 =2 String SC{EIID

BotSceneMatchCondition

mRICECSR

WA T#=O5| A : DescribeBotScenelist, ModifyBotScene

AR i FEFNULL St R

Key 2 & String LESE

Op 2 & String i

Value 2 & String U=l

Name & 2 String S FLERFER ICEvalueFIRHRIS ERILERE
ValueArray S = Array of String 470 FERIASEFESE

UserWhiteRule

FRFHNBE&ER

WA T#EO3| A : DescribeAttackWhiteRule

BIR whiE FEFFNULL it fER
WhiteRuleld =2 & Uint64 B ER9id
Signatureld = B String Fid
Status = S Int64 K&
MatchField = = String Ui
MatchMethod 2 & String Uiy s
MatchContent = S String UTTAES
CreateTime = a Datetime_iso BIZERTE]
ModifyTime 2 a8 Datetime_iso (& DRTE]
WhiteListCondition

RS =EEXBIstringZRE |, apiflELIEF1&AYstring , FEEERNE |SIEERA)jsontSUEE FTLUSSHE N NEHREE |, LiFiF

EROAZHN

AN T#EEMAS|F - DescribeScenelsInjectRule

WRARERS : Efi=_V1 55348 T HA456



kN

%

BIR Wisk BIFNULL
Condition = iy
Content 2 B

ModifyNewOldConfigNew

F=ERRR4

WA OS5I - GenerateDealsAndPayNew

BFR WA AEFNULL
ProductCode = =
SubProductCode = =z
Pid = =
InstanceName B =
ElasticQps B =
FlexBill a =
AutoRenewFlag B z
RealRegion = =
Type B b=
LabelTypes B =
LabelCounts S =
CurDeadline B =
Instanceld S =z
WafPackageMicroClb S =
WafPackageClb B =
WafPackagePremiumClb B =
WafPackageEnterpriseClb £ =
WafPackagePremium S =
WafPackageEnterprise B =
WafPackageUltimate S b=
WafSceneBotProtection S =
WafSceneBotProtectionClb B =

FRIERS : Efh=_V1

el
String
String
Int64
String
Int64
Int64
Int64
Int64
String
Array of String
Array of Int64
String
String
Int64
Int64
Int64
Int64
Int64
Int64
Int64
Int64

Int64

Webiz B K& (ngwaf)

ik
LB - 1B, RIS

PLECHYE

fEiR

ek

—RrRB

THEERERId

wafsLil#

QPS#E

SEMEKER

1BzmEEER , 0 EEEE
waflgSLRISERRthiE =2
WafSEfiRd R — 2= mat
THERMIRE A

ITHEAIRESEE | —ARFOSvLabelType——3Ihz
ThCER |, SLIRIERRTIE]
XFERISLAIESEbot Bapi &
sv_wsm_waf_package_microit#&I%
sv_wsm_waf_lightpackage_lightpackage
sv_wsm_waf_package_premium_clb
sv_wsm_waf_package_enterprise_clb
sv_wsm_waf_package_premium
sv_wsm_waf_package_enterprise
sv_wsm_waf_package_ultimate
sv_wsm_waf_scene_bot_protection

sv_wsm_waf_scene_bot_protection_clb

6349 1 45611



kN

%

Web [ B K& (ngwaf)

BFR W FEFNULL  3EY TGN

WafDomain & =2 Int64 sv_wsm_waf _domain

WafQps = = Int64 sv_wsm_waf_qps_ep

WafCls = = Int64 sv_wsm_waf_scls
WafPackageUIltimateClb B 2 String sv_wsm_waf_package_ultimate_clb

PageForDescribeSpartaProtectionList

PageForDescribeSpartaProtectionListi#[1%& FAIEI LR

HUN OS5I - DescribeSpartaProtectionList

AR Wi FEFNULL KA
Count = B Uint64
Index = = Uint64
DNSDetectRecord
DNSEFSHEMFINES
#ANTEOSIA -
BIR A% FEFFNULL St
Id = S Uint64
Domain = = String
HijackRecords = S Uint64
HijackRegions = = Uint64
CreateTime = = String
AuthIP = B Array of String

MainClassItem

ERER

OS5I - DescribeMainClass, DescribeOpMainClass

BFR WS FEFFNULL i)
MainClassID = & String

WREFRA © Efi=_V1

fk

iERAIID

=
WEFFRNCREL
ENFFROIEEL
ICRATEATE)

MECREH

i
® 5

o

26350 T1 45611



kN

o) WebRIFBpA X (ngwaf)
BFR WA FEFNULL S iR
MainClassName g & String FREF
Description 2 S String IR
SubClass = = Array of SubClassltem FE
RuleCount 2 2 Uint64 E eSS
Ailnfo
AT
A T#O5| 8 : DescribeBotDetailVersionTwo
BFR Wisk FIFNULL S iR
Key ry = String mPEkey |, IEREFIERVHEE
Value &= =2 Float S2EE
IpInfo
ipERER
AT T#EO3| A : DescribeBotDetail
BFR Wisk FEEFNULL 5] iR
Srclp = 2 String IZERip
IpOwner P 2 String ipFiE&E
IpType = = String ipaY
IpArea = = String ipihig,
IpOperator =2 2 String ipzERER
VipInfo
ViplE8
WHNT™#EO3|A : DescribeViplnfo
BFR WIS FEIFNULL it iR
Vip 5 = String Virtual IP
Instanceld 5 =2 String wafsCfgllid

WREFRA © Efi=_V1

%6351 1 #4561



kN

2

LoadBalancerPackageNew

=Bl

#4203 | A : DescribeDomainDetailsClb, DescribeDomains

BR

Listenerld
ListenerName
LoadBalancerld
LoadBalancerName
Protocol

Region

Vip

Vport

Zone
NumericalVpcld
LoadBalancerType

LoadBalancerDomain

BotScoreRuleEntry

S EERIRAY— 2D BRI

oy

FIFNULL
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=

=
=

RE
String
String
String
String
String
String
String
Uint64
String
Int64
String

String

Web [ B K& (ngwaf)

A
WsFid
R
TS Ed
TEIIER
N

X
BAIP
BARO
bt
VPCID
CLBRY

TR ERRRTEE

WA T#O5| A : DescribeBotSceneActionRule, DescribeBotScenelist, ModifyBotSceneActionRule

IR Wik
Upper =
Lower =
Action 2
Label =
Redirect )

AppletAccessDomainV3

INEFBENEEER

WREFRA © Efi=_V1

FBEFNULL

Py

17

H

el

ik
DEX[A) LR
DEXE TR
SEENE
MERE

BHEW

26352 1 #4561



kN

%

BN OS5I - DescribeAppletAccessV3, ModifyAppletAccessV3

BFR WA FBEFNULL i)
Domain = = String
Protocol = = String
Port 2 2 Uint64
AccessStatus = = Uint64
(S9N
18N

CCRuleltem

ccHImY

e T O5| A : DescirbeCCRule, DescribeCCRule

R whISE FEFNULL &S]
ActionType = = Uint64
Advance = a Uinte4
Interval 2 & Uint64
Limit = = Uint64
MatchFunc = &= Uint64
Name = = String
Priority = 5 Uint64
Status = = Int64
TsVersion = = Uint64
Url = = String
ValidTime = = Uint64
OptionsArr = = String

DownloadRecordItem

THIER

AN 05| A : DescribeAttackDownloadRecords

WREFRA © Efi=_V1

Web [ B K& (ngwaf)

fk
=
ARSI
AR5 imE

FEWAFENRPRTS

fHA

oHE
BRIET
REIEEA
BRAIRER
ULy ape
BFR
5k
EFATEE
OCfgurl
RIS PR A

BEEH

%6353 1 #4561



kN

) WebRz R X & (ngwaf)

BFR wWhi%E FFFNULL 3] fA

Name 2 = String FE53

Flow = e String {F551D

Host 2 B String {FEIREEZ

CreateTime 2 sy Datetime £S5 EUEERT A

ExpireTime =} & Datetime {5513 AR A

Count 2 = Uint64 ST RANCRFE

Status = = Uint64 ESEITIRE , 0179, 1586k , 25K
Url = a String ESERA T EMbIE

Id 2 & Uint64 R~ EEID

QueryHWDomainStateData

SRENSLlldis2 52 Data

AN T™EO31A © QueryHWDomainState

BFR D4V FBIEFNULL £ iR
HWState S 2 Int64 HWState ( 1-5kML. 2-WEFEGE. 3-MWLEESE. 4-Bid88)

InstancesResult

— P LBIRIER

AN TFHEOS|F : DescribeUserInstances

BFR WhiE FEFNULL it fER

Level 2 & Uint64 ERhRA

AutoRenew = S Uint64 BEBEEE | 1 Eohsesk
BeginTime = & String ERHISLRTIE

Cls = = ClsPackage BWIMEZER

ValidTime 2 & String IS HARY/E)

DomainLimit = & Uint64 ER BN EORE
DomainCount — & Uint64 EETEHZELERNN
MainDomainCount g2 & Uint64 ERFHBFEAMNL

WRARERS : Efi=_V1 55354 T H456



kN

) WebRz R X & (ngwaf)

BFR Whi%E FEEFNULL &<l HA
MainDomainLimit 2 & Uint64 EETHEN RS
QPS 2 2 QPSPackage qpsEEER
MaxQPS 2 B Uint64 LEIRqpsI&E
DomainPkg 2 = DomainPackage WIPFHZEE
Resourcelds 2 B String 1+28id

Instanceld = & String Sf5llid

PayMode 2 & Uint64 FERT
InstanceName = & String SLFIAFR

BatchIpAccessControlltem

ZEABRRRBRIIRI

N T4203| A : DescribeBatchIpAccessControl

BIR A% FEFFNULL =it fER
Id &5 =2 String mongozkHEId
ActionType & 5 Int64 2R =<V = b= ==Ll
Ip B a5 String BEHZERIP
Note S ) String #iF
Source & & String ISR
TsVersion = = Uint64 (EEGRIE]
ValidTs &= &= Int64 BATATE)
Hosts & & Array of String EHEyIE
MiniPkg
APIZ2RIRER
#HaNTEOS|A : Describelnstances
BFR WAIS FBIEFNULL ESig) fER
Resourcelds = = String HiRid
Status & 2 Int64 RS

WRARERS : Efi=_V1 58355 0 H456m1



kN

%

BFR Wik FFFNULL Sl
Region = = Int64
BeginTime & = String
EndTime &= = String
Count = = Int64
RenewFlag & = Uint64
BillingItem & = String
AccessAppidNum = P Int64
DdosThreshold & = Int64

ThreatIntelligenceData

BBk Data

WA O3/ : DescribeHWInfo

&R Wik FEEFNULL ESid

Status = = Uint64

IpNum = = Uint64
BotReferAnalyzeRes

boti¥1E referiFiEERE

WU T#EEO2| A : DescribeBotDetail

&R Wik FEFFNULL Sl
ReferExist =2 2 Bool
ReferRepeat = = Float
ReferMax = P String
ReferValidRate 2 = Float
ReferKind =2 =2 Uint64
ReferAbuse = = Bool
ReferScore £ P Uint64

WREFRA © Efi=_V1

Web [ B K& (ngwaf)

ik

itk

FroAaAiE

ZEERAIE)

S

T8I
INEFFZN\appid#iE
ddosBiiREE

s
7 B

5

IPEE

f#nA
referfz/EtE
refer&SLl
HIgsZ/refer
referfz{ELl
referfizg
referi

referf§%

%6356 1 45611



kN

2

TLSVersion

NNESS

W T#EO3|F : DescribeTlsVersion

BFR
Versionld

VersionName

ActionedIpltem

ipEIASE

#WINT #0318 : DescribeActionedlp

BR
Action
Category
Ip

Name
Note
TsVersion

ValidTs

VIPStates

VIPIERARTS

W T4£03| 8 : DescribeVIPState

BR
RecordId
VIP

Type
DstGrouplds
SrcGrouplds

SrcRSIPs

WREFRA © Efi=_V1

FIFNULL

=
=

=
=

FFNULL

=
=
Py
[=]
=
[=]

Py
=

o

iy

BEFNULL
=
b=
B
=
2

=
=

WebRzFEp5 K iH(ngwaf)
TR
TLSVERSIONHIID
TLSVERSIONAINAME
&g fER
Uint64 sE
String 251
String ip
String RASEZFR
String &ZE
Uint64 SRS IIEL
Uint64 BRAdEE
&St TR
Int64 7
String 7c
String %
Array of Int64 %
Array of Int64 7
Array of String 7c

26357 T1 #4561



'h'.

3, WebJZ 5K iE(ngwaf)

AR 5% FEFNULL i) R
DstRSIPs &= = Array of String 7
State & = Int64 7
ErrorMsg = 2 String 7
LastTime = = String 7o
CreateTime ) = String %
Operator & =2 String ]

SceneWhiteListltem

NE=F=-

AN T#O51A : DescribeScenelsInjectRule

B Wik APFNULL %8 D0

Domain 2 = String [SE=A==PQ i) o

Id & & Int64 B&EID

Content =2 & WhiteListCondition HEERE

Comment & & String BHEENEE

Status =" B Int64 BERFRRES, 0: X3, 1: 78

. B&ERIEE , jsinject_req : shSKIERNERKEEE | jsinject_rsp :

T = =

ype = | B string SRR
UAStrategyDetail
UAZSHE £ B ECETIELIR

WA T™#:O51F : DescribeBotGlobalUAStrategy

AR Wi FRYENULL ESic) 1234

UAType & 2 Array of String UAZRBRIRXS R A9 EARZEE] , UAName:UATyoe =1 : n
NameCN & = String N ZFR

NameEN £ = String AR

DescriptionCN & 2 String A

DescriptionEN = = String HITHA

Status & 2 Bool FRIRES

WRARERS : Efi=_V1 55358 T FH45610



kN

%

BR whisk FEFFNULL ESic)
TimeStamp = = Uint64

AttackDetail

I REIREEE

#aNT#EO3|A - DescribeAttackDetail
BR Wik FEFFNULL ESig)
ArgsName = = String
AttackContent = B String
Attacklp P = String
AttackTime = B String
AttackType = = String
Count =3 B Uint64
Domain = = String
HttpLog = B String
IpinfoCity = = String
IpinfoDetail = B String
IpinfoDimensionality 2 2 Float
IpinfoLongitude = 2 Float
Ipinfolsp = B String
IpinfoNation = = String
IpinfoProvince 2 = String
IpinfoState = B String
Method = B String
RiskLevel p3 = Uint64
Ruleld = = Uint64
Status = = Uint64
Uri = &= String
UserAgent 2 B String
Uuid = & String

FRIERS : Efh=_V1

Webiz B K& (ngwaf)

fiik

RIS BT R

ik

WP uE
W PRIRE
IHEIP

I EAiE)

G Sl
WERERE
WA
[RIGTERFRTER
WEEET
WHETCED
ZE

&

57

Ex

afn

EZRER
HTTPAL
MBGER
MNID
EERS , 0ZME , 12T
WA
W& NLEEsUser Agent

1FKID

6359 1 45611



kN

) WebRz R X & (ngwaf)

B D25%in FFNULL et A

RuleName 2 = String WREEENHN , WEFMUEE , NRAZENH-
Amount
R

#UN OS5I © CreateRateLimits, DescribeRateLimits, UpdateRateLimits

BFR WASE FIFNULL KR A

MaxAmount 2 =2 Uint64 [FHAR R KBS

ValidDuration = = String EHRHENA |, S#FdurationZEBU==FER |, Ebils, 1m, 1hZF
IpHitltemsData
HESH

HuN OS5I - DescribeAutoDenyIP, DescribelpHitltems

BFR WA FEEFNULL eS| A
Res =2 & Array of IpHitltem S E B
TotalCount = = Uint64 B#EE

ApiPkg

APIZEHIRER

W T4=O3|8 : Describelnstances

BFR Whi%E FEYFNULL &<l A
Resourcelds S 2 String HiRid
Status &= = Int64 R
Region a 2 Int64 his
BeginTime B = String FreaRt A
EndTime & 2 String LERATIE]
InquireNum & = Int64 FRiEHE
UsedNum & 2 Int64 ERHE
RenewFlag & = Uint64 LRERITRE

WRARERS : Efi=_V1 55360 T0 45600



kN

%

BR Wik
Billingltem =
APICPWaf &=
APINPWaf =

2 RIRAMFTH

IsAPISecurityTrial &=

FIFNULL

=

=
=
=

=
=

fim

DescribeBotUCBFeatureRuleRsp

DescribeBotUCBFeatureRulefSiR[E£%5

AN TO3| A : DescribeBotUCBFeatureRule

BR Wik FEFFNULL
TotalCount = iy
Res 3 )

UserDomainInfo

saasflclb{E2

WA TEOS|A : DescribeUserDomaininfo
R WAl FEEFNULL eSS
Appid ) B Uint64
Domain N = String
Domainld & = String
Instanceld = = String
InstanceName = &= String
Edition = = String
Level 5 = String
WriteConfig &= = String
Cls S = Uint64
CloudType = = String

WREFRA © Efi=_V1

Web [ B K& (ngwaf)

il R

String TTERI

Int64 1 APIZ L6

Int64 1 RSO

Int64 apiZe7 R ARR. LA, 0i%iA

ok
e

fiEk
Inte4 AEE]

Array of String e

fik

FFid

1=

#&id

SElid

el

waf3ay

RS

A HE BEF RS X
EEHEESSdHIFX 15 0AR5

FCEAERAREN. hybridRNEBEENEE

26361 1 45611



N
Piechartltem

THEEESSE

AN T#EOS| A : DescribeAttackType

BFR WAisk FEEFNULL
Type 2 B
Count = B

CopyBotTCBRuleRsp

CopyBotTCBRuleF AR EHE

#WaNT~EO31A : CopyBotTCBRule

BR Wik FEFFNULL ESid]

Code = 5 Int64

ErrMsg = = String
SuccessNum = &= Int64
FailedNum = = Int64

T = B Array of String

Sessionltem

sessionTENX.

WA T#EO3| A : DescribeSession

2R Wik FEFFNULL KA
Category & & String
KeyOrStartMat &= &= String
EndMat = = String
StartOffset B = String
EndOffset B B String
Source = = String
TsVersion B B String
Sessionld B = Int64

WREFRA © Efi=_V1

Webz FAB K (ngwaf)
SRy fik
String St
Uint64 #H=

fik

OFmAIL , Eth=mAW
HRER

BRIRYELE

ESVER; (=

BRI ESIZR

fhik
UeSis
tesatEl
RIS
teialm
R Im
R
BT

SessionID

£6362 1 45611



kN

2

BFR
SessionName
SessionInUsed

RelatedRulelD

BotIdStat

Bot-IdMIUIEEIHER

oy

i

W T4=O3 |8 : DescribeBotldRule

BFR

Pattern
TotalCount
MonitorCount

InterceptCount

ExpiredBotPkg

BotHRIEE

HaN OS5I © DescribeExpiredInstances

BFR
Resourcelds

RenewFlag

Type

Pagelnfo

RHBRSE

iy

iy

oy

oy

iy

FIFNULL

=

=
=
=

=
~x=

FBEFNULL

Pz

oy

oy

i

FEFFNULL

=

=
=
~x=

=
~x=

S

=2

String
Bool

Array of Int64

Web [ B K& (ngwaf)

iR
Sessionf%
SessionEBEERIER

SessionKEXAICCHIRIID

fiaik

R e/ =R/ BENX

ISE 5

BCEXNERATNIEL

BeEF=EATNIEL
eSic) fA
String #igid
Uint64 S T
String 1HERIR

WAl OS5 : DescribeAntiFakeUrl, DescribeAntilnfoLeakRules, DescribeCachePath, DescribeDNSDetectHijackData

% s
PageNumber

PageSize

WREFRA © Efi=_V1

=
=

=
=

FBEFNULL

@

=
(=)

i) R
String D]
String EB#HE=E

26363 1 45611



kN

) WebRz R X & (ngwaf)

ApiSecEventKeyValue

apiZEHHDZEMkey-valuef§z{

#aNTEOS|A : DescribeApiSecEventTypelist

E= WA FEFNULL ESit) S
Key = & String ELE S
Value 2 & Uint64 #HE
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CreateTime =
ExpireTime =
FinishTime =
Link =
Status =
QPSPackage

clb-waf QPSER

FREFNULL
2

=
E=

FEEFNULL

=
[==]
@
[=]
@
=]
=
=]

=

iy

iy

Web R Rk iE (ngwaf)

St fak
Int64 ER%E
Float s

KR ik

String o ERE

Uint64 ESTTRIAE

String BllEERTIE

String IS HAR )

String 55 5SRkATiE]

String M55SR Tt

Uint64 R

BN T#EEOS|F : DescribeSpartUserinfo, DescribeUserInfo, DescribeUserInstances

R WAISE FEFNULL
Resourcelds = =
ValidTime = =
AutoRenew 2 B
Count = &
Region = &

ApiSecUaAbnormalSource

apiREEH I THUaRETIF

AN T3NS A : DescribeApiSecAttackSourcelist

WREFRA © Efi=_V1

]
String
String
Int64
Int64

String

1%

HIRID

IS HARd (A

BEBmMEE , 1 BngeE , 0 FE&EE
BEEMINE

EEWLHb , clb-wafERiRERE
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&R
UserAgent
UaType

StartTime

EndTime

BotDataFilter

BRIEAS , ESHIEZkey,

[=1=N=]
BDSxE

iy

H

o

iy

SREFNULL

=
=
=

=
=
E

=
=

BE , ER&RE—, BF (BF) AREF

Web [ B K& (ngwaf)

FHoaRTIE]
LERAT(A]

BN TEEOS|F : DescribeApiAggregateTopN, DescribeApiStatPoints, DescribeBotAccessAggregateTopN,
DescribeBotAccessLog. DescribeBotAccessLogTwo, DescribeBotAccessStatPoints, DescribeBotAggregateTopN,
DescribeBotDetailCountTopN, DescribeBotRequestLog. DescribeBotStatPoints, ModifyBotDetailDownloadTask

BFR
Entity
Operator

Value

a

oy

i

FIFNULL

as

iy

oy

DescribeAntilnfoLeakRulesStrategyltem

DescribeAntilnfoLeakRulesiRBIFIHINI T Z= PRI EAGINITTE=

a0 T#EO51 A : DescribeAntilnfoLeakRules, DescribeAntilnfoLeakageRules

BFR
Field
CompareFunc

Content

StatisticType

LG SIS S

#aNTE2O5| A : DescribeStatisticTypes

% vl
Type

Count
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=
=

=
=

=
E
=
=

=
=

FBEFNULL

@

A
[=]

FEFNULL

iy

i

o

fik

ERgEE

BAERF

BFE , Z2MER

7 ik
String FE
String s
String PSP

TR

Y6 eSS

KRB E
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'i\", Web iz A k& (ngwaf)

BotStat

bottH&#E%

W T#EO3|F : DescribeBotDetail

BFR WhisE FEFFNULL &g TR
HttpHeader 2 2 BotHttpHeader httpE8
CookieAnalyze 2 2 BotCookieAnalyze cookielZ 82
UAInfo =2 =2 BotUalnfo UAER
RegAnalyzeRes 2 2 BotRegAnalyzeRes BXER
ReferAnalyzeRes 2 2 BotReferAnalyzeRes refer(S8
BotProtocol =2 2 Array of BotKeyValueltem WGt
BotStatus 2 2 Array of BotKeyValueltem RSB SRIT
BotMethod 2 2 Array of BotKeyValueltem BRITESET
ReqVariance 2 2 Float R T AR EER
ReqCCE B B Float B S E1EE
UaNotMatchIP 2 2 Bool EEAFFBot{hiE
SensitiveRequestFlag 2 2 Bool BREEO)

MonitorDomainltem

TR TFR

A T™EO3| A : DescribeMonitorDomains

BFR Wik FEFNULL il T
Domain = & String b/
Appid 2 & Uint64 FFECHAppid
Edition 2 & Int64 HEIITMARAER , 0f8Fsaas , 1{tFclb
Domainld = a5 String HZID
ExpiredFraudPkg
HH S TR RER

N TEOS|F : DescribeExpiredInstances
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2

BFR

Resourcelds

RenewFlag

TsResource

EEEGSH , WS IEaREE

WA TEO3| A : DescribeTsResource

BR

Id

Status
SubRegion
Ip

Port

Auth
CreateTime
ModifyTime

Type

DownloadTask

IS RS

AN 05| : DescribeBotDetailDownloadTask

BFR

TaskId
TaskName
State
Process

Uri
CreateTime

ExpireTime

iy

iy

iy
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=
=
=
=
=
=
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=
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=

=
=

FBEFNULL

=
E=
=
E
=
E
=
=
=
E=
=
E

=
=

Web iz AR K i (ngwaf)
FEFFNULL i) fER
= String &igid
= Uint64 FEIRE
FEFFNULL St fA
= Uint64 HiFid
= Uint64 MMPRZ | 0/1
B String FEEd
B String 1Ptk
B Uint64 |
= String NIEHER
&= Datetime_iso BlEEATE]
& Datetime_iso {&MATiE)
& String AP et
Sl fEA
Int64 {£551D
String {FE2FR
Int64 ESRE  L-HBA. 2-Biidh, 3-BHi5Enk. 4-ESEE. 5-SHEN
Int64 TEE: 0-100%8%
String TR
Int64 ellEEn
Inte4 BlEERT A
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BR Wik AFFENULL it
Domain & = String
LogHistogramInfo
KEHHESRITER
WO : GetAttackHistogram
BR WhISE
Count =
TimeStamp =
DomainPackageNew
clb-waf HET RER
#WaNTEEO3| A : Describelnstances
BR DAy FEFNULL
Resourcelds = =
ValidTime = =
RenewFlag 2 2
Count 2 2
Region = =
BanArealtem
AT EERTIE
e EEAS A -
B WhIE FEFNULL
EnAbbr = Z
EN = B
ZH = B
CdcCluster
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Webz FAB K (ngwaf)
fER
THRESHIEEEZ
FEEFNULL ESic) fER
= Int64 HERH
= Int64 FTEE,
E- St R
String RIRID
String ISHARYIE)
Uint64 EEEMEEE , 1 BohsE |, 0 1 FEmEE
Uint64 ERWINE
String ELWLitE , clb-wafEihiRERE!
el RR
String MR E ISR RS
String MWHRIZR G S
String gl Dl sl vars
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) WebRz R X & (ngwaf)
CDCiA= T RESIEWAFIERHER
a0 T™#EO5| A : DescribeUserCdcClbWafRegions
BFR Whisk FEFNULL et} HA
Id 2 S String cdchyEEEFid
Name 2 2 String cdcRYEERFR TR
ExpiredDomainPackage
HHEET RER
AN T#O51A : DescribeExpiredinstances
AR WSS FBEFNULL ESit) ik
Resourcelds 2 S String HIRID
RenewFlag 2 a Uint64 ERBmHEE , 1 BahgEt, 0 TR
FullTextInfo
ENFSIIEXEE
#WaNTEEO51 A : DescribeAttackIindex
B WAL FEEFNULL i faA
CaseSensitive 2 B Bool BAXNSH
GlobalScenelnfo
HEFEN. RESEEALE. MARESIESEER
N TEOS|F - DescribeBotSceneOverview
B WATS FIEFNULL it A
Sceneld = B String HEID
SceneName = &= String HEAIR
Priority 2 &= Int64 HEMAR
UpdateTime 2 £ Int64 HREHATE

DescribeCustomRulesPagingInfo
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DescribeCustomRulesiZOHEITRESEL

W T4=0O3|8 : DescribeCustomRules

BR SV FBEFNULL
Offset = a5
Limit = &

AllDomainQueryResult

clbfisaas waffrE A FElgZ XI5
W T4EO3| 8 : DescribeAllDomain

& Wi FYFNULL
Clb = =
Saas 2 =
AttackIpInfo
WEHIpER , ip | i , R
AT O3 -
&R Wi FEEFNULL
Ip £ 2
Count 2 =
City = =
ClsPackage

clb-waf HEEE

s

Array of DomainCls

Array of DomainCls

Webiz B K& (ngwaf)

KB 1553
EEIDAE
SRIRAIRAEIESE

i
clbwaf%lZ&
saaswaflsiZ 73R

1%

EHEIP

WEIREL

W& RTERmjsonfizF &

N TZEOS|F : DescribeSpartUserlnfo, DescribeUserInfo, DescribeUserlnstances

BIR Wi FEFFNULL
Resourcelds = =
ValidTime = B
AutoRenew = )
Count = =
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String
Int64

Int64

fik

HIRID

S HART (A

BEEEE 1 Bk, 0 FEEE
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3, Web Rz FR5 X (ngwaf)

B A% FEIEFNULL ESitl) R

Region 2 B String ihlE , BEifEclb-wafi@ERE!
CacheUrlltem
PERurlTE

AN TZM03 |8 ; DescribeAntiFakeUrl

BR WAL FEFFNULL e it A
Id = &= String Id
Name =2 5 String BER
Domain = S String &
Uri = = String uri
Protocol = = String MY
Status 2 S String R

AppletAuthInfoV3

INEFEIUER

BN TEOS|F - DescribeAppletAuthorizeV3

IR WA FEEFNULL ESidl faik
AppletID S = String MIS)VERID
AuthStatus B 2 Uint64 BUATS

0 KRIF

1 B

DomainsPartInfo

saasifZiFIE

WU TFHEOS|F : DescribeDomainDetailsSaas

BFR Wk SRIFNULL 353 iR
Domain & & String b4
Domainld &5 & String #HZid

WRARERS : Efi=_V1 55386 T F456



kN

) WebRz R X & (ngwaf)

BR Wk FRIFNULL 358U fA
Instanceld 5 5 String scf5llid
Edition S S String ESid]
InstanceName & & String SR
Cert & a String B
CreateTime & & String ClEERTE)
Engine B B Uint64 ATREIE
GrayAreas S = Arr.ay of EAFEGrayAreas
String
HttpsRewrite &= &= Uint64 EAFFEhttpRewrite
HttpsUpstreamPort =~ & &= String httpsEiRixC
IsCdn 5 5 Uint64 258cdn
IsGray & & Uint64 EAFiEgray
IsHttp2 & & Uinted = EZEEhttp2
IsWebsocket &= &= Uint64 EAFBwebsocket
LoadBalance 5 5 Uint64 TEYE
Mode S S Uint64 PhEME=
PrivateKey &= &= String FASH
SSLId 5 5 String sslid
UpstreamDomain S S String EEE=
UpstreamType S S Uint64 EIpESi]
SrcList & & Array of o
String
Ports 5 & ﬁgﬁ{nz REHORE
CertType = & Uint64 IFPERY
UpstreamScheme S S String EREA
Cls S S Uint64 HEE
Cname & & String —Z%cname
IsKeepAlive &5 & Uint64 BEaKEE
ActiveCheck B = Uint64 EATEEMREEN , 1557 E , 0OR=AHE
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TLSVersion
Ciphers

CipherTemplate
ProxyReadTimeout

ProxySendTimeout
SniType
SniHost

Weights

IpHeaders

XFFReset

iy

iy

iy

iy

iy

ApiSecExtractRule

apifREHIN A

FIFNULL

=
=

=
=

Al HD

il

il

il

il

il

fim

&

4
Inte4

Array of
Int64

Inte4
Inte4

Int64

Inte4

String

Array of
String

Array of
String

Inte4

Web [ B K& (ngwaf)

fik

TLSHRAMEE
IEEHER

e
300s

300s

0:5%FSNI ; 1:FFESNI, SNI=jRiEkhost ; 2:FFESNI , SNI={EX9R
ubhost ; 3 : FFESNI, BEEMXhost , SNI=SniHost ;

SniType=3fY , EEIEISE , FREEXMhost ;

%

IsCdn=3H7 , Z=EENX header

0:kFXFIER ; 1L.HExfEE

HaN OS5I - DescribeApiSecSensitiveRuleList, ModifyApiSecSensitiveRule

AR 5% FEFNULL il R
RuleName & = String FNZFR
ApiName S 2 String apiFFR
Methods & = Array of String BRI ETZE
Status & 2 Int64 FRRE , 0%, 127
Regex & 2 String TENCEEARE
UpdateTime S = Int64 10 FrHiEEL

BotRegAnalyzeRes

botisRSHIER

#aNTEO3| /A : DescribeBotDetail
B Whi%E FEFNULL ®
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&R
ReqQueryRepeatRate
ReqMaxUrl
ReqUrlIRepeatRate
ReqUrlKind
ReqMaxQuery

RegInWeeHours

MatchString

PRI PRI TG

FIFNULL

=
=
=
=
=
=
=
=
=
=

=
=

HUN OS5I - CreateRateLimits, DescribeRateLimits, UpdateRateLimits

BAFR ik FRPFNULL

Type = =
Value &5 =

BatchCustomRuleListltem

HEBEXMNFIFRESSItem

KA

String

String

fiA

b
&

Float
String
Float
Int64
String

Bool

Webiz B K& (ngwaf)

fak
BERESHE
BER&ESHurl
urlEStLE
urlfss
REHERSH

EEREERR

PCECSEAY | 15, S2dF - EXACT (2, 2N ) , REGEX ( [ENIFRIARITE )
NOT_EQUALS (FRZ&F) ,IN (8% ) , NOTIN (F8%)

TERIBRE  IREFNEESTAES | WBTESHEIZME

#A A58 : DescribeBatchCustomRuleList

BR

Id
ActionType
Bypass
ExpireTime
Name
Redirect
Sortld
Status
Domains

Remark

WREFRA © Efi=_V1

B o O B o B I D
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FBIFNULL
=
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=
=
=
=
=
=
=
=
=
=
=
=
=
=
=

=
=

Uint64
Int64
String
Uint64
String
String
Int64

Uint64

Array of String

String

fhik
Anid
WATEE
INE#ER
B
HNEFR
EEAibit
5k
FFRIRE
EHEyIE
B/E
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BR
Strategies
Eventld
ValidStatus

CreateTime

UpdateTime

Instancelnfo

— N EAIRIFRER

WAl FEFFNULL
B =
A =
B =
B =
B =

WA #2038 : Describelnstances

BR
Instanceld
InstanceName
Resourcelds
Region
PayMode
RenewFlag
0: XM
1:F=E
Mode

0: XM

1: =
Level

101 : /MRl
102 : #BEhR
2 . BRhR

3 kR

4 : IEARAR

6 : JHEIR

ValidTime
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v FAIFNULL

= P
= =}
= a~
= =)
= =
= =)
= P
E =
= =
= =}
= a
= =)
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= =)
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= =
E =

S

=2

Array of Strategy
String

Uint64

String

String

HE
&

String
String
String
String
Uint64

Uint64

Uint64

Uint64

String

Webiz B K& (ngwaf)

fik
SRIRYI=
S41d
ellf=inya

AT

fk

SLHIME—ID

SERIBRR

SRS RIARIRID |, i+2R{EF
LRI B

(DE-ER

BahERZERR,

ST ERTTR.

SLHIEERRA.
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BeginTime
DomainCount
SubDomainLimit
MainDomainCount
MainDomainLimit
MaxQPS

QPS

DomainPkg
Appld

Edition

FraudPkg

BotPkg

BotQPS
ElasticBilling
AttackLogPost
MaxBandwidth
APISecurity
QpsStandard
BandwidthStandard
Status
SandboxQps
IsAPISecurityTrial
MajorEventsPkg
HybridPkg

ApiPkg

MiniPkg
MiniQpsStandard

MiniMaxQPS
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as
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A
A
=
as
[=]
=
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A
[=]

M0 WD AD AD MDD WD AD AD MDD MDD DN AD HD HD AD AD AD DY D)

fm

te

ES
String

Uint64

Uint64

Uint64

Uint64

Uint64
QPSPackageNew
DomainPackageNew
Uint64

String

FraudPkg

BotPkg

BotQPS

Uint64

Int64

Uint64

Uint64

Uint64

Uint64

Uint64

Uint64

Uint64
MajorEventsPkg
HybridPkg
ApiPkg

MiniPkg

Uint64

Uinte4

Webiz B K& (ngwaf)

fak
SEIFHARTE)
BEEHE M
HEHE PR
BEEFEE N
FlERHE FR
SEAI30RMQPSIEE
qpsi EEER
HET REER
F3Fappid
clbafsaas
WEZ=ed
BotRiFE
botfgpsiFid
qpssEtTEE LR
Wik HERIBFFX
HEIEE , BfIB/s(FRHER)
apiRLERML
MISEEIqpsALS
MISERTTEERIE
SEHPRZS
SEHlbFEqpsiE

=hap T2

BAEFIRE
APIZ2HIRE
INEFZEINEE
INERRqQPsHIA

IINEFRqpsIEE
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) WebRz R X & (ngwaf)

CertDomainltem

CertDomainflN ER=FER

I T4=O3| B : DescribeCertificatedDomain

R WhIS FBIEFNULL ESis) fER
Domain 52 B String =
Keepalive 2 £ Int64 ORFFEIHERE 1 FEIKhEE
InstancelD = = String uin
DomainID & = String HZID
BatchAreaBanListltem
HEFIFEEitem
#aNTEO5|A : DescribeBatchAreaBanList
BFR Whi%E FEFNULL xE A
Id ) = Uint64 AId
Name &= = String FMZFR
Status & =2 Uinte4 FRIRZS
Source & = String HUERIE custom-BEX(EIN). batch-#HEERHF
Areas S 2 Array of String Bz
Domains &= 2 Array of String EHEHE
Remark & =2 String ZiF
UpdateTime & 2 String SR

BusinessRisk

WS eiRMEIsLATIZR

WA T#2M03 |8 : DescribeBusinessRisk

&R ik FRPFNULL  3$3 iR

Id &= = Int64 AN S5
RuleAction & = Inte4  HMNIZME
Url = = String  #=#&url
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) WebRz R X & (ngwaf)

AR ik FRPENULL 383 filik

DomainCode & 2 String SiEEE

Status £ = Inted  REEFFX

Host & 2 String  H&EER

Lovel = = String REER , WSLEXEEE , 88 : reject (B ) | review ( ATH
#% ) pass ( TN )

RiskType & 2 String  [XIBGSEEYL :

"1, "KSERE"

11", RSB

=

2", "R S

21", "B

"22", "EHKS

3", "FTRKS"

4", "RRE"

"5, "BRE"

"201", "INERE"

"2011", "IFEF

IP"

"2012", "IPHE"

"205", "IEARE

ip"

"206", "IRERE"

"2061", "IFEFIR

=

"2063", "BfIEIE

=

AccountTypes & 2 String MK F2EEY

Extend B 2 String  FIHEE

Options B = String  MKSHZEHINY

Name &5 2 String HNEZFR

Uuid & 2 String  #MUUId

Redirect B = String  EEMAEHE
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BR whaE FRIPFNULL 368U fER
Description e = String  FINEGA
TsVersion B = Int64 A TERR A
ValidTime & 2 String  ARATE
PublishTime & =2 String =20 iR
GmtModify B 2 String  {EXAIATE)
GmtCreate B = String  GIZEARTIE

Botltem

FFbotHEAIHS

#8031 A : DescribeBotltems
BR Wik FEFFNULL ESig)
Id = = String
Botld p3 P String
Srclp = = String
Action = = String
Stat p=3 = BotStatSt
RuleName = = String
Score = = BotScore
Timestamp = = Uint64
BotFeature = = Array of String
SessionCheckTime = = Uint64
Domain = = String

InOutputUCBRuleEntry

BEXMNUCBRIRuUleEZ

AN O51A : DescribeBotSceneUCBRule, ModifyBotSceneUCBRule

BFR WA FEFNULL SRy
Key & 2 String

WREFRA © Efi=_V1

Webiz B K& (ngwaf)

ik
—£HECFEFHHid , MongoDBIR[E]
botdrJid
WERip
s’
RIEHE
AR
DE
AtiEIEL
L
wall:n)2)]

=

&
4

i
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BFR Wik
Op 5
Value &
OpOp =
OpArg =
OpValue B
Name =
QueryListltems

fER—PAPTRN

FEEFNULL
b=
=
=
=
=

=
=

AN T™EO31A - DescribeApiRuleList

BFR Whi%E
Description =
Method =
Status =
Action =
Url =
Ruleld =
Source =
Parameters =
Timestamp =

Type

M2 BUEIAT 2R

AEFNULL

=
E=

B o o B o B

iy

#aNTEEO35| A : DescribeRuleTypes

% s
Id
Name

Description

WREFRA © Efi=_V1

iy

iy

String
UCBEntryValue
String
Array of String

Float

String

=S
String

String

Uint64

Uint64

String

Uint64

String

Array of String

Uinte4

FBEFNULL

=

iy

oy

Webiz B K& (ngwaf)

A
BRERT
B
AN TR ERT
ISR SEL
AR TRE
Header&#4(ERfER
A
APHRIASHEIR

ZAPHINIERE RN

IZAPIFFF RS

Z5RapixIRRIaNE | BIEERFN=A
APIEJURLithiE

APTRIFINid

APIRIEIR

APIFRINAYEFREIZR

ATElE,
=it i)
Uint64 Fluid
String HNZFR
String FIEA
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EZ1 WA FEFFNULL
Count " B
ApiStatPointItem
apIREMBBENR
WA T4#£0O3| A : DescribeApiStatPoints
BFR WhisE FBEFNULL
TimeStamp 8 2
Value 2 2
Key = =

BotTcbRuleData

ESESEYE

W T40O3|8 : DescribeBotTCBRule

= b AYFNULL
Res = =
AppldDetail

clb-waf AppldytFzAgiEss

WA T™EO3 |8 : DescribeUserInfo

BFR whaE  SRPFNULL 258U

Level = = Uint64
AutoRenew = = Uint64
BeginTime 2 & String

Cls = = ClsPackage
ValidTime = B String
DomainLimit = = Uint64
DomainCount = =5 Uint64
MainDomainCount = = Uint64

WREFRA © Efi=_V1

WebM ARG X & (ngwa)
R fEA
Uint64 e
i) A
String AR
Uint64 PNAATR
String ESid)
S {0
Array of String tch#RNY
fA

EEIRA |, RsaastRiF—H

BEEEE 1 Bk, 0 1 FENEE
EEAMLATIE]

WINASER

T ERRE)

BEETEHARNE

ERE TR CEERNIN
ERTHRCEERNINE
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) WebRz R X & (ngwaf)

BFR Wik FRFNULL 368 Tk
MainDomainLimit 2 & Uint64 EREHEREINEL
RegionLimit = S Uint64 ELRMIEREI ML
LbLimit 2 & Uint64 ERRRITERPRE L
QPS =2 g2 QPSPackage WLHIQPSER
MaxQPS = 5 Uint64 LEIAIQPSIEE
Resourcelds = a String HIRID

Type 2 2 String HEtARAE
DomainPkg 2 2 DomainPackage = WMIPFHZEER

MK SHET clbwaffithisi A= 8 |, MRATNRTIHE T 25

AllowRegions 2 | B string St , ZERINFHEAHLL S,
e . N . WETHET cbwafiOE SRR aE S , NEASER
uardRegions =2 2 String

IRBEHEITR T ERREL | BURNFHERHELL BE.

CopyBotsUCBFeatureRuleRsp

CopyBotsUCBFeatureRulefix[E1E

HaN OS5I - CopyBotUCBFeatureRules

BFR whie FEFNULL it fEiR

Code b~ a Int64 ORI | EfthRRAIM
ErrMsg — & String HIREE

SuccessNum £ B Int64 BREhEYERE

FailedNum 2 S Int64 KMRYEE

T = & Array of String [pansicEdEs

ApiDataFilter

apiRFHIRITIERR

HUNTEAS|F : DescribeApilListVersionTwo, DescribeApiSecAttackSourcelist, DescribeApiSecEventChangelist,
DescribeApiSecEventList, DescribeApiSecEventOverview, DescribeApiSecEventTypelList

BFR Ayvir FAIFNULL eS| DU
Entity 2 B String WIERE | BEEK , e s
Operator = B String 5
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Value =2

RateLimitCommonRsp

PRAERIERIRE]

#HUNT™#EEOS| A : CreateRateLimits, DeleteRateLimits, DescribeRateLimits,

BFR
Code

Info

iy

iy

FEEFNULL

=
A

ok
e

String

FIFNULL

=
=

=
E=

CreateAccessDownloadRecordRsp

CreateAccessDownloadRecordE[Of9IR[EHE

AN O3 A : CreateAccessDownloadRecord

BFR W%
Code =
Flow =

BotsDomainAggStatStyledIitem

GetBotsDomainAggStatStylediZz AR EIEARITTERSEE

HUN OS5I - DescribeBotAggregateDomainStat

B

Key =

Value =
ExpiredBotQPS
botfqpsiFiE

AN T#EO51A : DescribeExpiredInstances

% s

Resourcelds

WREFRA © Efi=_V1

FEFFNULL St
B Int64
) String
FEFNULL
&
B
WATS FEFNULL
= =

Web [ B K& (ngwaf)

ik

BE , FHS | BiES

EnableRateLimits, UpdateRateLimits

g5t R

Uint64 I RFS

String RRER
faR

BERL , EFEERA0

THICRRS
it A
String $EE]
Int64 IEIREL
it A
String &iRid
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3, Web Rz FR5 X (ngwaf)

BFR whISE FEFFNULL it fER
RenewFlag &= & Uint64 SRR
UserScenelnfo
HAFfBIDomain+Scene+ActionRulelSE , FIFBOTRENT , BRAMIE FHIERS
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XIHID 1 RAMSLAPER IR, IFNWSLIFREAFERR | | Projectld| & | 2 | Int64 | BUAAO |

BotRecordItem

WREFRA © Efi=_V1
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Bot_V2 botigRifaliFEmEEis

AN T™EO3 |8 : DescribeBotRecordItems

= W FFFNULL
Items = &

BotRequestLogltem

bothUIERAJitem

#ANTEO3|A - DescribeBotRequestLog

Webiz B K& (ngwaf)

i

4it

3

o

[E4ER=15ER

HE
e

fiik

String A IE)E

BR Wik FEFFNULL
TimeStamp = =
Source 2 =
PriceData
iHEEANHS
BN TEOS|F - DescribePrice
BR wagE FRPFNULL 258U
HasUserPrice = = Bool
Price = = Int64
PartDetail B 2 Array of PartDetall
TotalCost = = Int64
Currency = = String
TimeUnit = = String
TimeSpan = = Int64
GoodsNum = = Int64
FromType = = Int64
ProductCode = = String
SubProductCode = = String
Pid = = Int64
RealTotalCost = = Int64

WREFRA © Efi=_V1

String R

EBHN TR EELE

Sy

SRR

P ARAYRTA) B AL
P RAOBTTAI A/
BIRSEHINEL
TR fhD
TR g
THERREgId

MEBRDER , 8o
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AmountUnit
HighPrecisionPrice

Policy
PolicyDetail

UnitPrice

KVInt

Al HD

il

Key-Valuefg9fzz, , ValueAlnt

#WANTEO31A - DescribeTopAttackDomain

% s
Key

Value

=
=

=
=

FEFNULL

=
E=

=
=

fl HD

il

ESit]

String

HighPrecisionPrice

Float
PolicyDetail

Int64

FBEFNULL

=
[}

Py
=

DomainCustomRulelnfoltem

BiREEBEXANESItem

AN TEOS1A : QueryDomainCustomRulelnfo

BR
TotalNum
ExpiredNum
DenyNum
CaptchaNum
LogNum

RedirectNum

InstanceEvent

—PELBISHRIFRESR

=

oy

iy

iy

oy

iy

WA T#EO3| A : DescribelnstanceEvents

WREFRA © Efi=_V1

FIFNULL

A

117 I 17 B

iy

Webiz B K& (ngwaf)

A
NIBEANT , pent : &>

SEENTE EERTEMRSEERD EMET—2 i RmWE
MRTEEENE ( RARBEVINGRE/\Z)

SR . 1003R7"100%AFTHr

LERRA

B
ESid] fik
String Key
Uint64 Value
ESid] fiik
Uint64 HU S
Uint64 0L
Uint64 FEETES
Uint64 AHRBIEY
Uint64 WREREL
Uint64 BHEME
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) WebRz R X & (ngwaf)

BFR WAk FEFFNULL i) fER
Instanceld =2 & String sCf5llid
Type 2 a Int64 SEHIERMEREY | 1 WEHRM 2:qpsEY
Level 2 & Int64 SCHIEMER K1, h:2, 5:3,0%: 4
EventTime = & String 2022-10-11 00:00:00
Count = S Int64 HRATREELERREL
MaxBandwidth P = Uint64 B alE(E
QPSConf 2 & Uint64 qpsKItE ; T EaRIE=qpsitE/40
Edition =2 &5 String SEAIZERY : clb-wafagsparta-waf
MaxQps S S Uint64 gpsi&&E
InstanceTime & & String SCAIMESE HER
SandboxValue S 2 Uint64 YHEERE
DayTime B = String E=HHER

UserInfoCls

REVFAFEARRECISER

#UNTEOSIF - DescribeSpartUser
IR whiFE FEFFNULL et fA
Count 2 B String T
Deadline 2 = String ITHARTE]
Region 2 2 String X1,
Renew 2 2 String SRS
Resourceld =2 =2 String HIEID

DescribeCustomRulesRspRuleListltem

DescribeCustomRulestZEE IS 2T

#0518 : DescribeCustomRuleList, DescribeCustomRules, DescribeCustomWhiteRule

BFR WAsE FEEFNULL i) R
ActionType & &5 String ohifEssay
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) WebRz R X & (ngwaf)

BFR Wi FFFNULL el A
Bypass S £ String BHSRISRES
CreateTime & & String BUzERTIE]
ExpireTime & & String ISHAR A
Name &5 iy String HFAREZFR
Redirect & & String EEmitit
Ruleld & 5 String REEID
Sortld B A String R
Status & N String RE&
Strategies = B Array of Strategy eSS
Eventld B = String E{tid
ModifyTime & 2 String &SRR
ValidStatus S = Int64 ERIRS
Source & = String kiR
RiskInfo

W55 % KBS EIR [EISTAAR

W T4=03| 8 : DescribeRiskInfo

B Wk SEFENULL k8 fA
A " . . . .
. MY RGZERFIFVSZLRRER , B8 : reject (BRI ) , review ( ATE)
RiskLevel 2 B of A
pass ( FCXIBS )
Entry
Array XBEEEZIZR"1", "WSERME"" 11", (REEKS""2", "Wk IKS""21", "geLl)
RiskType o = of 522", "ERKS"3", "M S 4", "B 5", "AZR 201", "RiER
=7 Eniny 2011, IERFAIPT2012", PR 205", "IARIEip 206", "RER
Y 00617, ERARGE""2063", "RHEIGE"

DescribeAntilnfoLeakRulesRuleltem

DescribeAntilnfoLeakRulesiRBIFIHIAIFZETTE=

#2032 | A : DescribeAntilnfoLeakRules

BR whisE FEYFNULL &g fER
Ruleld = = String HWID
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BFR Whi%E
Name =
Status =
ActionType =
CreateTime =
Strategies =
HostDel

CLB-WAFRpRiz= 241

HUNTEAS|F : DeleteHost,

BFR
Domain
Domainld

InstancelD

PartDetailltem

ERAHRALRI

FEFFNULL

=

H o o

i

DeleteHostInner

WA TEEOS|A : DescribePrice

BFR

Pid

Price

Value

PriceDetail
BillingltemCode
SubBillingltemCode
TotalCost
RealTotalCost

Policy

PolicyDetail

FRIERS : Efh=_V1

e

s
String
String
String

String

Array of DescribeAntilnfoLeakRulesStrategyltem

WA FEFFNULL
b= a
2 =
) )
WAL FEIEFNULL et
= = String
b= b~ Int64
Z = Int64
= = Array of PriceDetall
= = String
= P String
b= b3 Int64
= = Int64
= = Float
= = PolicyDetail

Webiz B K& (ngwaf)

TR
M FR
MRS
MEDIESEEY
HIR el A ()
AR
ESis] TR
String 2
String EHZID
String SCRISREY
R
THEERERID
%
RIS
S IEELE
TT#RICODE

T4 CODE

IS

Bt

SR, 1005R7R100%AFTHT

ITNBRARER
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QpsConfig

RSN ERRAREEqpsicE

#WANTEOS|A © GetAllQpsConfig

BR
SpWafPremiumC
SpWafPremium
SpWafEnterpriseC
SpWafEnterprise
SpWafUltimateC
SpWafUltimate
SpWafExclusive
SpWafHybrid
SpWafHybridEn

SpWafHybridPr

SessionData

SHEE

WA 42031/ : DescribeSession

& Wit

Res Z
ActionedIpData
PEEUR

W TEEA5| A : DescribeActionedlp

BFR
Res

TotalCount

Protection

WREFRA © Efi=_V1

=
=

o

i

o o o o

oy

FIFNULL

Py

B o O B B B I D

|

FIFNULL

as
[=]

FEEFNULL
=2

=
[}

St R

Webiz B K& (ngwaf)

QpsData sp_wsm_waf_premium_clb 258 85 qpstBR{E

QpsData sp_wsm_waf_premium &8 s#{4qpstEX(E

QpsData sp_wsm_waf_enterprise_clb &84 3§ttqpstEX(E

QpsData sp_wsm_waf_enterprise 258! 5§t qpsiEX{E
QpsData sp_wsm_waf_ultimate_clb 2584 38 qpsiEX(E
QpsData sp_wsm_waf_ultimate 584 38tqpstEX(E
QpsData sp_wsm_waf_exclusive 8! it qpstEx(E

QpsData sp_wsm_waf_hybrid 2584 38t qpsiBxE

QpsData sp_wsm_waf_hybriden &8 &g qpstEX(E

QpsData sp_wsm_waf_hybrid_pr 358 584 qpstBR({E

B iy

e =1

Array of Sessionltem

Array of ActionedIpltem

Uint64

fhik

sessionTEN.

iR
ipEUE
T4
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) WebRz R X & (ngwaf)

HEEEER

HuN OS5I - DescribeSpartaProtectionList

BIR Wik FRYFNULL 358 i)

Domain 2 & String b4

Domainld = & String iHZ1d

Cname = = String cnameitBit

Status 2 & String wafFfx 0FRREF, 1R

State = B String FrPRR - 0 IEERF 1 RIGNERE 2 BISEIER 3 E2IHA
CreateTime 2 & String 1342 BUFERT )

Mode =2 B String FafEE=

Engine = a String ARGfEIMER

Vip s = Array of String ENIPFIZE

IsGray = B String REWRR , IREORRE

GrayAreas = B Array of String REXIE, , ~<K{Eno

CertType = B String EHERE | IRREHILES , 22X EASESEITESR
Cert B S String PISE]AES

PrivateKey 2 S String UEPBFASA

ssLid = & String ERIEEIERId , HcertType=2R1HE%

IsCdn 2 S String 18cdn, 0Fcdn

IsHttp2 = B String 1FFEhttp2 , OFRFFE

IsWebsocket =2 = String 1HiZwebsocket , OFRFFE

HttpsRewrite = 5 String EEhttpsgEHlPkEhttps , "1" 2. "0" &/
HttpsUpstreamPort 2 S String https[ElRizE

UpstreamType = B String ElEA , "0"RipElE , "1" i ENR
UpstreamDomain = = String [ElREZ

UpstreamScheme = &= String [EIE 71T

Cls = & String HEE

CClList 2 & Array of String CCHIzR

LoadBalance 2 & String TREEEE , 0R0I1E , 15R7Rip hash , ERIA0
Ports 2 & Array of Portitem  RSZIHOESE
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BFR
RsList

SrcList

IsKeepAlive

FFNULL

a
=

@
[ ]

=
=

ThreatIntelligenceEntry

iOSES

#aNTEOS|A : DescribeBotThreatlntelligence

% s

Status

Text

Description

Value

Type
Timestamp

TypeText

=
=

alil

Jalil

alil

fl FD

fim

FEFNULL

@
[}

o

o

o

o D

oy

FiltersitemNew

JisER

e

Bool

String

String

String

String
Int64

String

Webiz B K& (ngwaf)

it fEA

Array of String [ElRip

Array of String ip7liz=

String A RKEER
)4

BEE&FE | true : FFE , false : X7

BIREFR , N T2IREELIIRBIRNBIINA KR, 'Value': 'amazon.com’,
"Text": 'Aws"'Value': 'microsoft.com’, 'Text": 'Azure'Value': 'cloud.google.com’,
‘Text": 'Google"Value': 'ucloud.cn’, 'Text": 'UCloud"Value': 'aliyun.com’), "Text":
‘BIEEZ="Value': 'baidu.com’, ‘Text": "HEZ="Value": 'huawei.com’, ‘Text": "¢}y
='""Value': 'ksyun.com’, 'Text": '&Llz=""Value": 'pubyun.com’, "Text": "TRZ<
z"Value': 'gingcloud.com’, 'Text": '&z"Value" 'tencent.com’, 'Text": 'B&if|
="Value': 'bot’, 'Text': 'TEEZBOT"Value': 'attack’, 'Text": 'WebIid;' ' Value":

"proxy’, 'Text': 'FL&(LIR'
A

BRAS U TEBERABHIBREIRIYRKER. Value': 'amazon.com’, Text':
'Aws"Value': ‘'microsoft.com’, 'Text": 'Azure'Value": 'cloud.google.com’, "Text":
'Google"Value': 'ucloud.cn’, 'Text": 'UCloud'Value': 'aliyun.com’), 'Text": 'faJ&2
z="Value': 'baidu.com’, 'Text": "BEZ"Value': 'huawei.com’, 'Text": %59
="Value': 'ksyun.com’, 'Text": '&ILlIz="Value": 'pubyun.com’, 'Text": T4
='"Value'": 'gingcloud.com’, 'Text": "Bz ""Value'": 'tencent.com’, 'Text": 'B&ifl
Z="Value': 'bot’, 'Text": 'EE&ZBOT"Value': 'attack’, 'Text": 'WebI{d;' ' Value":
‘proxy’, ‘Text': 'RILRIE'

fBiRDE
1EROBT AR , BOAORRIRBRITIEN

typeRYRNHER

N TZEOS|F : DeleteBatchCustomRule, DescribeAntiFakeRules, DescribeAntilnfoLeakageRules, DescribeApiRuleList,
DescribeAppletAccess, DescribeAppletAccessV3, DescribeAppletAuthorizeV3, DescribeAttackWhiteRule,

DescribeBatchAreaBanList, DescribeBatchCustomRuleList, DescribeBatchIpAccessControl, DescribeCCRuleList,

DescribeCdcResource, DescribeCustomRuleList, DescribeCustomWhiteRule, DescribeDomains, DescribeGlobalWhiteRule,

FRIERS : Efh=_V1
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Webiz B K& (ngwaf)

Describelnstances, DescribeMainClass, DescribeObjects, DescribeOpAttackWhiteRule, DescribeOpAttackWhiteRuleNew,

DescribeOpMainClass, DescribeOpSignatureRule, DescribeOpUserSignaturePolicy, DescribeOpUserSignatureRule,

DescribeRateLimits, DescribeTsResource, DescribeUserSignatureRule, PostDomainsConfigTask

BFR
Name
Values

ExactMatch

=
=

=
=

=
~x=

IpAccessControlltem

ip2EEZHR

AN T#EOS|A : DescribelpAccessControl

BFR

Id
ActionType
Ip

Note
Source
TsVersion
ValidTs

ValidStatus

KeyValuelnfo

kv R5|RIEXEE

W T4O3| 8 : DescribeAttackIndex

BFR WAl
CaseSensitive =
Keys =
Tokenizers =
Types &
SqlFlags B

FRIERS : Efh=_V1

P

117 B 17 B 17 B i B 17 I 1

oy

FEFNULL

=

H o o

iy

FEEFNULL

=

iy

oy

FBEFNULL
2

A

D f0  D

i

s
Bool

Array of String
Array of String
Array of String

Array of Bool

tre

3%
String
Array of String

Bool

s
String
Uint64
String
String
String
Uint64
Uint64

Int64

fiiik
P NIN=t
S R key OB

FERREHRIEN EC

J
FRA
JisE
REEmEK
110
mongozkB1EId
oHE
ip
=/E
FiR
N1
ESpveAla: =l
E2 LN

LHE key XIRIAYSEEY | —XIML , BREISZRFlong double text

REFRFRIUINE  FRTEHRESIFERF RIS
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) WebRz R X & (ngwaf)

BFR W%k SRIFNULL St fnA
TemplateType = = String TemplateTypet&iRsE,
TIGARuleStatusltem
tigafRM EERL A
#WaNTEOS| A : DescribeRule
AR ik FRPENULL 383 fik
Id = = Int64 AR EERTid
Version & 2 String NI EERRAS
InUse B = Int64 EAERT , IERERT , 0RFRIRER
Source & 2 Int64 HIMIEESRIR |, 03K cos
Rollback a = Int64 EIRtRC , IRREETARER , (KRB FREIR
Status = = Int64 MUERT , ORI | IRRTARFAR , 2RERARF |, 3HERETHF
%, MUREMRR
Progress & =2 Int64 HEHE
ErrorCode & b= Int64 ZAM EERTSEIRAD
CreateTime & 2 Datetime_iso  BlfEAYA
ModifyTime &= = Datetime_iso (&R E]
FinishedTime & 2 Datetime_iso  SSREFHLATIE
Detail & = String IR EEELR
Operator o 2 String UM EE_E A E A
FileName & = String N EESZ 42
ApiEvent
APiZEH7IZR
WU T#EEOS|F - DescribeApiSecEventList
E= Wik FIEFENULL S A
Eventld £ P String ={tid
EventType 2 =2 String ==Y fa e i)
Level =" 2 String {4245 |, 100,200,300 R K
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BR Wik
Domain =
Mode =
StartTime =
UpdateTime =
ApiName =z
Method =
Instanceltem

NginxsLHIER

AN T#O31A : QueryConfigDelivery

BR

Ip

Version
Region
InstanceType
EngineType
Area

Edition

Env

ReportTimeStr

CdcRegion

FEVFNULL it
= String
= String
= Uint64
= Uint64
= String
= String

WA FEFFNULL

B b3

& 2

& £

a =

B 2

& 2

a =

B =

) =2

CDCIHR T B WAFRIIRES

WA TEOS|A : DescribeUserCdcClbWafRegions

A
Region

Clusters

Whik

=
=

=
=

WREFRA © Efi=_V1

FIFNULL

=
[ ]

=
=

Webiz B K& (ngwaf)

fiik
=
WERES, LEFAW, 2, AR, 3, BN, 4, ET%, 5, EZRR
RIS
2B
KEHJapi
BXRAR
St fA
String RedisEEEHBXhiRAN
Uint64 i~
String nginxihxX
String SR ESit]
String ElE-=<id
String SEHIRXIE chn(ER). intl(EFR)
String WAFZ£E8! saas, clb, cdn, cdc
String SLAEAIESERY Development, Test, Pre, Production
String LiRATE
ESid) TR
String e

Array of CdcCluster

BRI W ATEEEHER
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ScenelJslnjectRule

BOTRIIRRI IR NILEHIIK

AN T#EOS|A : DescribeScenelsInjectRule

BFR Wk IFNULL 2R
Domain = N String
RuleAction = = Int64
Redirect = = String
AutomatedTool = = Bool
CrackBehavior = = Bool
GoodBot = = Array of String
RuleIlD = = Int64
RasSitelD = = String
Status = = Int64
- Array of
ReqWhiteList = =
equvhitets = = SceneWhiteListIltem
o Array of
RspWhitelList = =2
SPYVIItELS = = SceneWhiteListIltem
CheckURL = = String
PreventScanner = = Bool
CheckUrls 2 =2 Array of String
Sceneld = = String
TLSCiphers
TLS InZ=EH

#WANTEO31A - DescribeCiphersDetail

BFR Wik FEFNULL
Versionld = =2
Cipherld B b~
CipherName = =

WREFRA © Efi=_V1

Webiz B K& (ngwaf)

fiik
AR RzA1E =

AIERYES 1 0 (HYT) 1 (PEHT) 2 (AHLRSEI) 3 (&)
4 (EEM )

FHENEEEIIRHEEEMAIURL
EAHEESNCIRRS , true : 2, false : &
EEFEREREL , true: 2, false : &

HZR5|1Z2REH8 , AEAER  ["sogou”, "baidu”, "yandex”,
"360", "yahoo", "bing", "google"]

UZRURABAERAFER] ARXSHIANID
HINAEBID

ARRITAIFX , 0 (X)) 1 (FFR)

BRERR

yvi=E=d

ARXSHTIRIBSIRURL , BRAER , BRER
REEEETIER (BRERSHHRE )
BURRHTAIBAIPURL , S22 NURL

(ZEHHE] AEa2BERER , T ; BWAEKIZSR
ID

ESidl R

Int64 TLSKRAID
Int64 INEZEMHID
String INEEM
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ClbHostResult

CLBEIENI RILBERIWAPIRZSAIEE RS 4L

W O3 : DescribeWaflnfo

BFR DA

LoadBalancer =

Domain 2
Domainld =
Status =2
FlowMode =
DealData
THEE T BRI R SLAR

FIEFNULL

@

17

iy

iy

e
LoadBalancer
String
String

Uint64

Uint64

Webiz B K& (ngwaf)

fER

WAFSBERI ST =& L5l

WAFSEERIEE =

WAFS3ERISEAIID

EEEYEWAF , 1: 488 TWAF , 0 : [&B48EWAF

SETWAFRIERT , WARRER , 1 iE5%ER , 0@ REER (K
\)

WU TEAS|F : GenerateDealsAndPay, GenerateDealsAndPayNew, ModifyAllGenerateDeals,
ModifyApiSecurityGenerateDeals, ModifyBotGenerateDeals, ModifyGenerateDeals

BFR DAy
DealNames 5

BigDealld a

BotldConfig

BOT-IDHINIER

FIFNULL

a
=

=
=

e TEEO51 A : ModifyBotldRule

BFR
Ruleld
Botld
Status

Action

Regionltem

WREFRA © Efi=_V1

WA

=

iy

Him

fm

e

ES

Array of
String

String

fhik

TREEFIR , TR MIEEREMNgoodsHENTEN—H , BRiFES
1T RIS R

KITBES , —PRTESTALBESZMFTR |, RBERER—XTE{()

FBEFNULL et} AR

= String AMID
£ String AMZFR
& Bool ANFFR
& String EERE
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) WebRz R X & (ngwaf)

XigFix

AN T#£O3|A : DescribeTsRegion

BFR Wik FEEFNULL Sl fEiR
MainRegion 2 S String —RXIE
SubRegion 2 B String TR,
DomainCount 2 S Uint64 BANEEE
Id = = Uint64 s
CreateTime =2 & Datetime_iso BUZERTE

ClbDomainsinfo

clbiEZiFE

AN 05| : DescribeDomainDetailsClb

BFR WE SPFENULL 358 R

Domain P B String b7

Domainld B S String #&id

Instanceld = B String f5llid

InstanceName & e String Sl

Edition B B String wafZEg!

IsCdn B S Uint64 £Aaecdn

LoadBalancerSet & & Array of REISEEE
LoadBalancerPackageNew

FlowMode B B Uint64 BHIER

State B = Int64 eI

AlbType B 2 String REIIEER |, clbaiFapisix

IpHeaders & = Array of String IsCdn=3Rt , F~BENX header

CdcClusters = = String cdcERISIENNERHER

CloudType = = String =RELpublicAB = ; privateFAE=; hybrid:iE

ax

JsInjectRule

BOTRImXSH AN
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AN T#£O3|A : DescribelsInjectRule

BFR OV
Domain =
RuleAction =
Redirect =
AutomatedTool =
CrackBehavior =
GoodBot =
RulelD =
RasSitelD =
Status =
ReqWhiteList =z
RspWhiteList =
CheckURL =
PreventScanner =
Histogramltem
=2 NE
WA TEEOS|A -
BFR WA
P =
Time =
Url =
City b
CustomHeader

FEEFNULL

=
=

=
=

|

iy

iy

iy

iy

iy

iy

il

il

iy

il

BEXEZETENBECEMER

WREFRA © Efi=_V1

XE
e

String

Int64

String
Bool

Bool

Array of String

Int64
String
Int64

Array of
WhiteListltem

Array of
WhiteListltem

String

Bool

FBEFNULL
=
=
2

=
=

Webiz B K& (ngwaf)

fiik
AR Rz

AIEAYEDS 1 0 (HT) 1 (FEHRT) 2 (AHURE) 3 (M) 4(&E
EM[ )

FHEANEERAIIRHEEEMAIURL
ERFEEMCIERIRG , true: 2, false : &
EEFEREREL , true: 2, false : &

BRS|1ZEER , ANEAYES : ["sogou”, "baidu”, "yandex”,
"360", "yahoo", "bing", "google"]

BIRXIFUARNIID
AN AEBID

BUIRXIHIRFFR , 0 (XiF) 1 (FRE)

BRERE

Rl =E==c)

BIHRIHAIBAIFURL , £ NURLLA B33

REEEOETIER (BRETSHHRE)

eSS )
String IP

Float N Rz FeH ]
String URL
String ANl
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) WebRz R X & (ngwaf)

BN T#=EO5|A - AddBlockPage, DescribeBlockPages

BFR whiFE FEFNULL St fA
Key = = String BE X LEBKeyfE R
Value S 2 String BEMNLFValuel5R2
Type e 2 String BN LERERY  default: IE; custom: HEN
QPSPackageNew
clb-waf QPSEZE New
W TEEO3| A : Describelnstances
R W% FEFNULL E<id) fEk
Resourcelds P = String HIRID
ValidTime 2 2 String IS HARE
RenewFlag 2 = Int64 25854k, 1 BahseER , 0 . FEahsek
Count 2 = Int64 ERWLNE
Region = = String EEWLHE, , clb-wafEih&E R
Billingltem & 2 String THEBIR
AttackLogInfo
WHEEATFE
#WANT#EOS| A © SearchAttackLog
BFR WAIE FEFFNULL ESid) fER
Content = B String WEHEAENFBEAS
FileName =2 5 String CLSIREINE
Source =2 & String CLSIREINA
TimeStamp =2 & Datetime CLSIRENE

ActionRulelnfo

BRIERIRER , BTBOTZRRESITRS | MERIKIDEIREEZARAVIRES

W T42O3| 8 : DescribeUserScenelnfo
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3, Web Rz FR5 X (ngwaf)

BFR Wik FEFFNULL ESid] TR
ActionRuleld =2 & String T’ ESERRID
ActionRuleName 2 S String IIESREE TR
OpUserWhiteRuleNew
RAFREEERNNEER&ED
AN T#EO5|A : DescribeOpAttackWhiteRuleNew
BFR WA FEFNULL ESid) fEA
OpAppld = & String appid
OpDomain = &= String =
WhiteRuleld 2 & Uinte4 id
Signatureld = &= String Fid
Status P! S Int64 K&
MatchField 2 = String PUcia
MatchMethod 2 & String Uiy s
MatchContent =2 &5 String CERRE
CreateTime = & Datetime_iso BIERTE
ModifyTime = &5 Datetime_iso (AT E
BotPkg
BotRIFER
WA T#EO51A : Describelnstances
BFR WAISE FEIFNULL &g fER
Resourcelds = = String HiRid
Status & = Int64 IR
Region B 2 Int64 Hbiag
BeginTime =y = String FreRATE]
EndTime = = String ZEERAY(E]
InquireNum B = Int64 FRiBHE
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BFR
UsedNum
Type
RenewFlag
BotCPWaf
BotNPWaf

IsBotTrial

AddSpartaWafRuleReqgStrategy

BE NSRRI
WINTEOSIA -
BFR
Field
CompareFunc
Content

Arg

GlobalWhiteCond

£RBEEERNI

H o o

iy

FBEFNULL

=
=
=
=
=
=
=
E
=
=

=
=

WebM ARG X & (ngwa)

St ik

Int64 ERME

String Frfmcode

Uint64 FERINE

Int64 MSETTbot6ifT

Int64 =HIEXbot5Hr

Int64 7XRbotif FtRR 11XA 0 ;B
FEEFNULL ESidl fEk
= String LR
= String AT 3
= String BEMS
& String RS

BN TEO51A : AddGlobalWhiteRule, DescribeGlobalWhiteRule, ModifyGlobalWhiteRule

&R

Target

Operation

HttpMethodlList

Name

CheckValue

Wik

=
E=

fim

iy

I

iy

WREFRA © Efi=_V1

FIFNULL

as
=

iy

fil

alil

il

e

ES

String

String

Array
of
String

String

Uint64

fiik

PTECB+R , HTTP-Method,Host,URL FULL-URL,Parameter,Cookie,HTTP-
Header,JSON-Elements

PCECHR{E , String-Match Z=RFERILED , SZRFEBECRT | f5lul/floderl/*

/floderl/*/index.htm ; Regular-Expression-Match IEMZFATCICES |,
Include €& ( HTTP-Method ) , Exclude &% ( HTTP-Method )

7iEFIER , "GET", "POST", "HEAD"

TEEIR, i&ATFParameter,Cookie,HTTP-Header,JSON-Elements

EAKMETEE , 0:disable, 1: enable, j&FFParameter,Cookie,HTTP-
Header,JSON-Elements
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Webiz B K& (ngwaf)

Sz anaEES , ATLANAND/OR, AND FR5 E—MRIFSHXE

BFR W% FUIEFENULL 58 R
. TE(E , i&FHETHost,URLFULL-URL,Parameter,Cookie,HTTP-
Value & = String
Header,JSON-Elements
Concatenate & = String

(c2 or c3 or c4) and ¢5 and c6

CacheUrlIltems

PEXurlcE

WU THEOS|F : DescribeAntiFakeRules

BFR Wik FEFFNULL &St
Id = S Uint64
Name = = String
Domain = = String
Uri = = String
Protocol = 5 String
Status = B Uint64

DescribeBotUCBRuleRsp

SRENEE NG IRASRIE S

a0 T™EOS|A : DescribeBotSceneUCBRule
BR Wik FEFFNULL RE
Res = = Array of InOutputBotUCBRule
TotalCount = S Int64

UCBEntryValue

ZEAPIIRE, A8 E S sonEB R string, B BT L S 2 ENREHE NN AR RS HE

AN T#O351A : DescribeBotSceneUCBRule, ModifyBotSceneUCBRule

BR Wik FEVFNULL ESig)

BasicValue B = String

WREFRA © Efi=_V1

ORFTRES E—FHEHAIRR. SNFMZERMEHERFNT : CLAND
C2.AND C3.0R C4.0R C5.AND C6.AND, NIfB&RIBIEXRERE : cl and

fik

RR

=
31
iy

fik
AIEZIES

EIESE '

fk

stringZ&848
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BR
LogicValue
BelongValue

ValidKey

MultiValue

VIPStateFilter

VIPEif

H o

oy

WA #2038 : DescribeVIPState

BFR
Name
Values

ExactMatch

ModuleTypeltem

TEREAYER

AN T3]/ : QueryConstantEnum

BFR WAL

Value &

Name &
Goods
ITEETFEZEOHASGoods

SREFNULL
Z
=
=
b=
FREFNULL
=
=
A~
=
=
[
SEEFNULL
=
=

Array of String
String

Array of String

ESil]
String
Array of String

Bool

HE
e

String

String

Web [ B K& (ngwaf)

string&U¢RLEYE
ERERTR

string&¢HZE8YE

5

cH

fA
TREREZFR
TRERAPIIEHR

N T4ZOS|F : DescribePrice, GenerateDealsAndPay, ModifyAllGenerateDeals, ModifyApiSecurityGenerateDeals,

ModifyBotGenerateDeals, ModifyGenerateDeals

% s
GoodsCategoryld
PayMode

Platform

WREFRA © Efi=_V1

P
(=)

=

i

AEFNULL

=

o

il

eSS i3S

Int64 HHEREID , 3Jhzcid

Int64 IR, L3R | O/afd2R
Int64 FakE, AL
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2

BR
GoodsNum
GoodsDetail
Regionld

Projectld

InstancelDInfo

SLAF)idRS R A HBIRATISE IR FR

A TO5 |8 : DescribelnstanceldList

BR

Region
InstancelD
InstanceName
ValidTime

DomainCount

iy

alil

=
E
=
E=
=
E=
=
E

=
=

FFNULL
=
=
=
(=)
=
=
=
=
FIFNULL
=
=
[=]
a=
(=]
=
(=]
=
(=)

Int64
GoodsDetail
Int64

Int64

e
String
String
String
String

Uint64

DescribeDNSDetectDataMapRspltem

DescribeDNSDetectDataMapiREHEHITTER

#anTEOS|A - DescribeDNSDetectDataMap

BFR WAISE

Key =

Value =
PeakPointsItem

PeakPoints#{¢BIR

WU T#EO3|F : DescribePeakPoints

BFR
Time

Access

WREFRA © Efi=_V1

BEFNULL

=

[ )

a~

[}
DA FFNULL
= =
= =

S
Uint64

Uint64

Web [ B K& (ngwaf)

&
3

o
20

%5

]

Gl e
MISEwafsLffl X EID

B0

fik
SEAIBX
hlid
SLRHIBR
SRR E)

sub_domain_limit

ik
iy
HoRERRIRN A E
fk
R BRI IETR,
QPS
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BR

Up

Down

Attack

Cc

BotAccess
StatusServerError
StatusClientError
StatusRedirect
StatusOk
UpstreamServerError
UpstreamClientError
UpstreamRedirect
BlackIP

Tamper

Leak

ACL

WxAccess

BotToken

bot-tokenft &

WA TEO3| A : DescribeBotToken

BFR OV
Name =
Description =
Id =
Status =
Location =
Key =
Operator b=
WRIER : B V1

iy

117 I 17/ B 17/ D 17/ N i D 17/ IS 17/ N i D 17/ B 17 B 7 B 17 I i N 7 |

iy

FFNULL
=

=
=

B o o

iy

FIFNULL

as
[=]
=
[}
Py
A
A
=
as
[=]
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=

=
=

String
String
String
Bool

String
String

String

Webiz B K& (ngwaf)

it A
Uint64 HTHERIEE |, BB
Uint64 TTHERIEE |, BB
Uint64 WebIZsREL
Uint64 CCTRIRER
Uint64 Bot gps
Uint64 WAFIR[E44 25 Pk 2B Sxx0REL
Uint64 WAFIR B Fim RS i8400REL
Uint64 WAFIR[EI45% Fim R SE 302K %%
Uint64 WARR B4 FimihiSi5202)R41
Uint64 IRUEIR AL WARIRZSAS 500REL
Uint64 TRIEREES WAFRZIGA00REL
Uint64 TRUGIR AL WAFIRZSRS302)R%L
Uint64 BERIRE
Uint64 BPAEBUREL
Uint64 EEPHEEIREL
Uint64 phallalE e
Uint64 INERF qps

R

SNEBFR

LAEHA

=1&id

SRESAFF RIS

SRS

KiFkey

SIEECS T, BUISRICES. [EERIVECE
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%

&R

WA FEEFNULL

Timestamp = = Int64
BotAccessltem
botMEBTIIRE R
W TEEA5| A : DescribeBotAccessLog
AR i FEFNULL
Clientlp 2 =z
Url = =
Location = 2
TotalCount = =
BotModule 2 =
BotAction 2 =
MaxLogTime = =
MinLogTime = &
AttackCount = =
AccessHistogramItem
FF#EZODescribeAccessHistogram g9t
WENT™#EO3|A : DescribeAccessHistogram
BFR D%yvis FEEFNULL
BTime & &=
Count & a
BeginTime B =

FirstPurchaseData

wafsSLflggData

WO

% s

WREFRA © Efi=_V1

whise FEVFNULL

el

fik

A BRI R

$E
e

Int64

Inte4

Int64

b
I

String
String
String
Int64
String
String
String
String

Inte4

Web [ B K& (ngwaf)

i34

iRip

aphAdurl
IR E
BELE
EPRRIR
EFIZR
GEERAYE
FHARTIE
WEREL

U
A& . BfiIms

R1E) , BAfiIms
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%

BFR O

Status =

FirstPurchase =
BotltemTokenIp

tokend@pehly , XIRAYipFIZR

FRFNULL
=

=
=

AN TEO5| A : DescribeBotDetailVersionTwo

BR Wik
Count =
Timestamp =
Key =

HighPrecisionPrice
SRS
#anTEOS1A - DescribePrice

% il
PriceHigh
TotalCostHigh

RealTotalCostHigh

UAStrategy

UARIE = BECESLIR

#HanTEOS1A - ModifyBotGlobalUAStrategy

BFR O
UAName =
Status =

BotActionScopeRuleEntry

S FERER AT ICECHRNI ST/

WREFRA © Efi=_V1

Uint64
Uint64
FBIFNULL
£
g
g
£
£
g
FBEFNULL
A~
=
=
[

fA

Web [ B K& (ngwaf)

RS, 0FRRATD . IFORRZLLI

EEEMAR , ORrFEBAR |, IRraWAR

Int64
Int64
String
FEEFNULL
=
=
=
String
Bool

i|IEIES

key , BRIAJ9ipitiiit

St fiEk
String intg
String 55/
String SN
TR
UASRERZTR
XIRFFRARTS
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%

HUNTEAS|F : DescribeBotSceneActionRule, DescribeBotScenelist, ModifyBotSceneActionRule

BR WhIE
Key )
Op &
Value =
Name &
ValueArray =

FEEFNULL

=

=
=

E=
=
E
=
=

=
=

UserWhiteRuleltem

FEFHIN =2 BRI T

String
String
String
String

Array of String

HUNTEOSIF « AddAttackWhiteRule, ModifyAttackWhiteRule

BFR
MatchField
MatchMethod

MatchContent

AppletAccessV3

INEFENFHER

AN TEO3|A : DescribeAppletAccessV3

BFR

Name

AppletID
Comment
AccessDomain
AuthAccessStatus
0 #D9RT

100 FER%
ClientTrialStatus

0 #IEIRTS

WREFRA © Efi=_V1

H o o

i

oy

WATSE FEFFNULL
=2 =

= =

z =
FEFNULL KA
= String
= String
= String
= String
Z Uint64
= Uint64

fiik
24
ILECRT

248

Web [ B K& (ngwaf)

Xt FSLER= B Ioftval uefIRTHEF S ERISL 2R Z

470 ERIFEREFESE

KA ik
String Ui
String Uiy shr
String UGN
R
INEFENETR
MSINVERID
5
MEMKEAT RIS

RN ERAPIRE,

EFRISH RAVIRS
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BR

100 5ER%
ClientPublishStatus
0 ¥R

100 5Epk
EffectiveVersion
Domains
GatewayID

AccessID

I B B

i

MonitorInstanceltem

SLIBIR

FIFNULL

fm

i Y | I

Him

#ANT#HEO3| A : DescribeMonitorInstances

BR

Instance
InstanceName
Appid

Edition

Region

B m o

oy

FIFNULL

=
E
=
E=
=
E=
=
E

=
=

DownloadAccessRecordInfo

TEKEHSICREYER

A TEEO5| A : GetAccessDownloadRecords

BFR Wik
Id =
TaskName p3
TaskId p3

QueryString 2

Count 2

WREFRA © Efi=_V1

FEFNULL

A

11 T R

iy

s
Uint64
String
String
String

Uint64

ok
=]

Uint64

String

Array of AppletAccessDomainV3

Webiz B K& (ngwaf)

BEFRBMRIVRES

INEFFEENRVER R A

INERRALSSIEHEER

String wXID
String BATAID
Sl fk
String SCFIID
String SCAIZFR
Uint64 FAFBCHIAppid
Int64 SEHIRIMAIRRASR , 0XZKsaas , 1fXFclb
String It

ik

iExID

TEAESE

F5ID

E=BEHquery string

SR HESHIEESRE
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%

BFR D
Status 2
Url =
CreateTime 2

ModifyTime 2
ExpireTime 2

TotalCount =

SubClassltem

FEER

FEEFNULL

a
[=]

o D I

oy

Inte4

String

Datetime
Datetime
Datetime

Uint64

%

TEASETRE  -1- T8 , 0-TEHSRF
IETE 3L

TESHURL
ellE=:tii)z)]

/e EFE A
T HART A

THAESF THBEELSFH

AN T#EO51A : DescribeMainClass, DescribeOpMainClass

Web [ B K& (ngwaf)

1-TEGeRk , 2-THKM , 4-

BFR WA FEEFNULL Sl i
SubClassID = = String FEid
SubClassName =2 & String FEZF
Description 2 B String IR
BotldTypeEntity
bot-idfNSEEY
#aN O3] A : DescribeBotldType
BFR WIS FOEFNULL i) iR
Key S 2 String S]]
Count & = Int64 =
PostCKafkaFlowInfo
CKafkaf&i#i
AN 05| : DescribePostCKafkaFlows
BFR WASE FIFNULL St DU
Flowld S B Int64 ‘iERME—ID
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kN

) WebRz R X & (ngwaf)

BFR whIFE FEFNULL et fER
LogType & & Int64 1-pEAE 2-ERAE
InsertTime & & Int64 ellfER ]
ModifyTime & £ Int64 BE—IRIEMEIE
Status S S Int64 K& 0-8K1F 1-AIEH
CKafkaRegion & & String CKafkafrfEX 1
CKafkaID S S String CKafkasEfiID
Brokers = = String ckafkaitttiH{EE
Version & & String ckafkahiiA~5
Topic & & String FRAZFR
Compression & a5 String EHEEE | Sx¥Fgzip 70 124
SASLEnable e & Int64 BELHSASLO-XH , 1-FE
SASLUser = &= String SASLFEF
SASLPassword & B String SALSERY
Sync ) ) Inte4 0-Fbigid , 1-FEHRB , BRCHsRLR®
Content & & String HRMER
VipType a = Int64 1-HMTGW |, 2-3TH2IRSE |, BRUAJISTHEIRG
Count a = Inte4 1BATIEZ BN Y
Strategy

ERNEIINI:SUTTES B AN

W EOS|A - AddBatchCustomRule, AddCustomRule, AddCustomWhiteRule, DescribeBatchCustomRuleList,
DescribeCustomRuleList, DescribeCustomRules, DescribeCustomWhiteRule, ModifyBatchCustomRule, ModifyCustomRule,
ModifyCustomWhiteRule

B D4Svis AFNULL £S5t A
Field 2 2 String PCEC=FER

PLECFERAE , ENALESE. BIE/HFS. ERSEMARIEAFUNTAT: :

<table> <thead> <tr> <th>LEFER < /th> <th>ILES 4 </th> <th> BIEFFS </th> <th> [TAELAZE </th> </tr> </thead > <tbody>
<tr><td>IP ( SBEIP ) </td> <td>AZHESE</td> <td>ipmatch ( [LEZ ) <br/>ipnmatch ( RELED ) </td> <td>SZPIPLITSGESER
FE&EZ2040 </td> </tr> <tr> <td>IPV6 ( SERIPV6 ) </td> <td> AR 323FS581</td> <td>ipmatch ( ITE ) <br/>ipnmatch ( A<ITES )
</td> <td>STHFEAPNIPV6ItEE < /td > < /tr> <tr> <td >Referer ( Referer ) </td> <td>A373FS#</td> <td>empty ( IHEAZT )
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) WebRz R X & (ngwaf)

<br/>null (AF1E ) <br/>eq (£F ) <br/>neq ( R&TF ) <br/>contains (8% ) <br/>ncontains ( ~E& ) <br/>len_eq (KEZ%
F) <br/>len_gt (KEXTF ) <br/>len_lt (KE/IVF ) <br/>strprefix ( BIZRICED ) <br/>strsuffix ( [FERICES ) <br/>rematch ( IERY
PUED ) </td> <td>IBEARNE, SL2NZRFLAR </td> < /tr> <tr> <td>URL (IBKEER ) </td> <td> A SF88</td> <td>eq (&TF)
<br/>neq ( A&F ) <br/>contains (8% ) <br/>ncontains (~EE ) <br/>len_eq (KEZTF ) <br/>len_gt (KEXT)
<br/>len_lt (KE/NF ) <br/>strprefix ( BIZRITED ) <br/>strsuffix ( [FZRECES ) <br/>rematch ( IEMJPTES ) <br/></td> <td>iBELY/
FFL 5122/ AR < /td > < /tr> <tr> <td > UserAgent ( UserAgent ) </td> <td> R iFE#</td> <td >FE L FER <font
color="Red">Referer</font>BIEFE < /td> <td > BENNE, S 12 NFFLAA < /td > < /tr> <tr> <td>HTTP_METHOD ( HTTPigKA
&) </td> <td>FZHFBE</td> <td>eq (FTF ) <br/>neq ( FAFTF ) </td> <td>BRINGIEBTRFBINKS </td> </tr> <tr>
<td>QUERY_STRING (&R ) </td> <td> RZIESE</td > <td > EILEFES <font color="Red">&EKE&R </font>1BEZFE
</td> <td>IBMARNE, S12MNFERLAR < /td> < /tr> <tr> <td>GET ( GETSEE ) </td> <td>ZESHF AN </td> <td>contains ( 85 )
<br/>ncontains ( ~E& ) <br/>len_eq (KEZETF ) <br/>len_gt (IKEKXTF ) <br/>len_It (KE/NF ) <br/>strprefix ( GIZRITALD )
<br/>strsuffix ( JSERPITHET ) </td> <td>iBENRE, 512 MNF2FLAR </td > < /tr> <tr> <td>GET_PARAMS_NAMES ( GETS#(% ) </td>
<td> RS #</td> <td>exsit (1FESEL ) <br/>nexsit ( RFIESEL ) <br/>len_eq (KEZETF ) <br/>len_gt (KEXTF)
<br/>len_lt (&KKE/NF ) <br/>strprefix ( BIZRITHEE ) <br/>strsuffix ( FERITHEE ) </td> <td>BRMARS, SLI2NFERFLAN </td> </tr>
<tr><td>POST ( POST24{{H ) </td> <td>IFSEHF N </td> <td >R LEFER <font color="Red">GETE£{{E </font>BIERTFS
</td> <td>BEAARS, S 12N LA < /td > < /tr> <tr> <td>GET_POST_NAMES ( POSTE&#%Z ) </td> <td>A~FiHES#</td> <td>[F
PCEEEg <font color="Red">GETE#{# </font>BIERFS </td> <td > BMARE, SI2NFRFAR </td > < /tr> <tr>

<td>POST_BODY ( 52#BODY ) </td> <td>FRiF8# </td> <td>REILEFER <font color="Red" >&EKEER </font>iBLEFS </td>
<td>iE#NBODYRZ, 5124 FH LUK < /td > </tr> <tr> <td > COOKIE ( Cookie ) </td> <td>AR3ziFS44</td> <td>empty ( RER
Z2) <br/>null ( RTFE ) <br/>rematch ( IERJPTESR ) </td> <td> <font color="Red">E A%< /font> </td> </tr> <tr>
<td>GET_COOKIES_NAMES ( CookieZ2#488 ) </td> <td>ARZHFSE </td> <td>EILEIFER <font color="Red">GET&#{4 < /font>
BIERS </td> <td > IBEARNS, S12 M EFLAR < /td > < /tr> <tr> <td> ARGS_COOKIE ( CookieZ#{E ) </td> <td>IFSEHFAN</td>
<td>[EILELRER <font color="Red">GETSE{{HE < /font>IBIETE < /td> <td > IBEINKDS, S12/NFH AR < /td > < /tr> <tr>
<td>GET_HEADERS_NAMES ( Header&#i%2 ) </td> <td> R iFEE</td> <td>exsit ( {FESEL ) <br/>nexsit ( NMFESE )
<br/>len_eq (KEZETF ) <br/>len_gt (KEXTF ) <br/>len_It (IKE/NTF ) <br/>strprefix ( BIZEILES ) <br/>strsuffix ( [FERILAL )
<br/>rematch ( IERIPTELD ) </td> <td>TBEWIARNS ZIVNS, S12MNFEFLAR < /td > < /tr> <tr> <td > ARGS_HEADER ( Header&%4{g )
</td> <td>HFBEF N </td> <td>contains ( 8 ) <br/>ncontains ( 785 ) <br/>len_eq (KEZTF ) <br/>len_gt (KEXTF)
<br/>len_It (&KE/NF ) <br/>strprefix ( BIZRITEL ) <br/>strsuffix ( [FERITAES ) <br/>rematch ( IENJPTAD ) </td> <td>BHEARK

B S12ANFFLIR </td > </tr> < /tbody > </table> | | CompareFunc| & | £ | String | iIBE&5S

BEFES—HED AL URNEE
empty ( IEAZT)

null (A7)

eq ( &T)

neq ( A%7F)

contains ( €8)

ncontains ( AE&)

strprefix ( BUSRILELD )

strsuffix ( JSEX0TED )

len_eq ( KEZFT)

len_gt ( KEXTF)

len_It ( KENF)

ipmatch ( BF)

ipnmatch ( ~g7F)
ZICEFEXNNANZIEFSAE |, 1# N CIARF RS

| | Content| 2 | £ | String | CEEAE

Bal HItfE=ERICOOKIE ( Cookie ) BY , REEMAN ILEABIEHEEERE
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%

|| Arg| 2| £ | String | [TEZ&#1

FESH—HD2MRE FHFSHEIFEH

HICECFERALUITANE , MESEA 8ER

GET (GET&#YE ) [0
POST ( POSTE%0{E ) [

ARGS_COOKIE ( CookieZ#i{E ) [
ARGS_HEADER ( Header2#{{# )

 BUARTFRZEE

DescribeAntiFakeUrlPaging

DescribeAntiFakeUr|EiTas#g

#EOTEASIA

BFR WhsE
Index =
Count =

BotltemRequestBotInfo

botas==2

FIFNULL

=

@
[}

AN 205 | A : DescribeBotDetailVersionTwo

BFR Oy
BotModule =
BotFeature =

BotRuleName =
BotScore =
City )
Country B
IpType £l
IpOwner =
Tilnfo =
Ailnfo )
AutoStat =
BotLabel =

WREFRA © Efi=_V1

FBEFNULL
=
=
=
=
=
=
=
=
=
=
=
E
=
=
=
=
=
=
=
E
=
=

=
~x=

ESit
String
String

=S

String

String

String

Int64

String

String

String

String

Array of Tilnfo

Array of Ailnfo

Array of AutoStat

String

Webiz B K& (ngwaf)

= I =T
b

i
il

=
=

RERERE TR
bots#

ipts

ipExR

ipE

ipFTEE
mPRIRMEIRIER
LRl ENEREE RS
wmPRIERRIHER

botr&
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BR WA FEEFNULL ESis)
BotRuleld = = String
DescribeHWInfoData
SRENERIFNECE (S S8R
W TEEA5| A : DescribeHWInfo
BR Witk FEFFNULL &St
HWState B = Uint64
Name = = String
ValidDomainNum S = Uint64
TotalDomainNum = = Uint64
IpBlackListLimit 5 = Uint64
TotalStatus = = Uint64
ValidDomainList &= = Array of String
ThreatIntelligence & 2 ThreatlntelligenceData
AbilityCustomized = = OWASPCustomizedData
MaxBodyDetect &= = MaxBodyDetect
GoodsDetail
FrRBAY

Webiz B K& (ngwaf)

fiik

aprPERAgId

fk
RS
BIR
BRUEHEE
ShEEE
IPERRZ S EIR
ISE/G
BRI
RN 1ER
BatraEnES
BaFRERE S

N T4ZEOS|F : DescribePrice, GenerateDealsAndPay, ModifyAllGenerateDeals, ModifyApiSecurityGenerateDeals,
ModifyBotGenerateDeals, ModifyGenerateDeals

BIR

TimeSpan
TimeUnit
ProductCode
SubProductCode
Pid

ProductInfo

InstanceName

FRIERS : Efh=_V1

=
=
=
=
=
~E
=
=

=
=

i

iy

FEEFNULL

=

oy

i

oy

iy

alil

alil

=it TR

Int64 AiElElRE
String

String PR
String R mEs
Int64 THEERIgId
Array of ProductInfo wafF=fRis
String wafsLffil&

By, Fm. y. d
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) WebRz R X & (ngwaf)

AR @ik AEENULL Sl iR
ElasticQps = 2 Int64 QPS#i=
FlexBill & 2 Int64 SRR
AutoRenewFlag & 2 Int64 1. Bnhéke: | 0 AEmNELE
RealRegion s 2 Int64 waflgSEAYSCRRibig SR
Type & 2 String WafSLAISS R A9 — 4= GaA5
LabelTypes & B Array of String TR E4E
LabelCounts & 2 Array of Int64 I EBATRESEE | —ARFISvLabelType—3X3 iz
CurDeadline i 2 String ZERCfER | SCAIZIHBRTE]
Instanceld & 2 String SITFFERISLHIMEEbot BRapi 22
LogSort
botHEFIRHEF

WHNT™#EO3| : DescribeBotAccessLogTwo

BFR D FAIFNULL A

W
i

iy

Key & String EHIFRIXISR

H

& Int64 HFE AR

Value

ReturnData

API2. ORUIR[EE

#EOTEASIA

e

BR WA FEFFNULL ES R

Data 2 = Data "returnData":{"data":{"AutoRenew":"false"}}

Portltem

PriFE R inCEEER

BN TEEOS|F : AddSpartaProtection, DescribeSpartaProtectionInfo, DescribeSpartaProtectionList

EZ D4yvis FEFNULL it R
Port 2 & String WSRO RS
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'i\", Web iz A k& (ngwaf)

BR WA FeEFNULL it AR
Protocol = B String SPort—3IRz , FRRimAXIRAIHY
UpstreamPort = = String SPort—3xXIRz, FnEliFimA
UpstreamProtocol 2 & String SPort——=3d4Rz, ZRREIREINY
NginxServerld 2 & String NginxfJpEs3=8ID
Mapltem
bR
W TEEO51 A : DescribeAttackWorldMap
R WAl FEEFNULL e it A
Country = = String b1y 5]
Count 2 S Uint64 HE
CertDomain
BSIEPHERE
W TEEA5| A : DescribeCertificatedDomain
BFR Wi FEEFNULL ESid) A
Domains = = Array of CertDomainltem ZFREETIR
Certificateld =2 & String ZiZ 5 RGP ERsslid
BotTCBRule
bot tcbFRN
WA EOSIA -
E= WhisE FEFNULL E S A
FeedFetcher 2 = BotTCBRuleltem botTCBFEY
LinkChecker 2 & BotTCBRuleltem botTCBF-2HY
Marketing = B BotTCBRuleltem botTCBFKAY
ScreenshotCreator = & BotTCBRuleltem botTCBF£7Y
SearchEngineBot = & BotTCBRuleltem botTCBFAY
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BR WA FEFFNULL it fA
SiteMonitor = S BotTCBRuleltem botTCBF£7Y
SpeedTester 2 = BotTCBRuleltem botTCBF2&H
Tool = & BotTCBRuleltem botTCBFZAY
Uncategorised = & BotTCBRuleltem botTCBF£7Y
VirusScanner = S BotTCBRuleltem botTCBF£7Y
VulnerabilityScanner = & BotTCBRuleltem botTCBF.AY
WebScraper = B BotTCBRuleltem botTCBFE
Appid = = Uint64 appid
Domain 2 S String 3
Timestamp 2 a Uint64 A E)E
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%

e

EITEFTATE: 2024-09-03 18:49:51

L=V

Webiz B K& (ngwaf)

SNRIREISESRPIFE Error B , MISRZRIARA APL OISR, Aign

{
"Response”: {
"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”

1

"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

}
}

Error 19 Code F/RHIRA , Message RNZIAIRNIEMRER.

BIRioFZR
LHEIRE
BIRAG
AuthFailure.InvalidSecretld

AuthFailure.MFAFailure

AuthFailure.SecretldNotFound

AuthFailure.SignatureExpire

AuthFailure.SignatureFailure

AuthFailure.TokenFailure

AuthFailure.UnauthorizedOperation

DryRunOperation
FailedOperation
InternalError
InvalidAction
InvalidParameter

InvalidParameterValue

WREFRA © Efi=_V1

B8
ZERIARE ( ARE= APl Z5EERY ) |
MFA $&i%,

BRAEE. BEEHENEZRARECHNIRSESR  IKSIES | BRERRES
BEIFH , EERIEMEETE.

ERISH. Timestamp HRSEFRASEBENMSGEIO ST , BRESHAEREHNER
BEL.

EHHR, SEITEHR  BYREAASNPNEOSSCRES ZitEITRE.
token $&iR.

iRk CAM 1%,

DryRun 12{F , KFBERELREMIIN , RESET DryRun 4.

(S

IEBEEIR.

BOAFE.

SRR,

SHEYERIR.
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N

HIRfD

LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound

ResourceUnavailable

UnauthorizedOperation

UnknownParameter

UnsupportedOperation

UnsupportedProtocol

UnsupportedRegion

AV I3RS

FEIRD

1288
B ECEPRE.
ROSEER.

BRORARFE.

TERADREHETD 7 SRR

BRIRH G .
BRIRARE.
HIFAFE.
BRI,
AIZURLE,
RASHGEIR.

BEARSH.

http(s)iEKNIER , R3ZHF GET #1 POST 53K,

BOARSTFAEHE.

FailedOperation.ClickHouseOperationFailed

InvalidParameter.QueryCertBySSLIDFailed

FailedOperation.DomainNameVerificationError

ResourceUnavailable.DomainIpv6InConfigErr

InvalidParameter.DomainNotRecord

FailedOperation.MysqlDBOperationFailed

ResourcelnUse.EmptyErr

Resourcelnsufficient

LimitExceeded

FailedOperation.ForbidApplyCustomPage

FailedOperation.TheBatchProtectionRuleNameAlreadyExists

InternalError

UnsupportedOperation.SpecificationErr

FRIERS : Efh=_V1

Web [ B K& (ngwaf)
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3, Web Rz FR5 X (ngwaf)

SHIRIG izl
InvalidParameter.LogicErr
FailedOperation.TheFollowingDomainsHaveExceededTheUpperLimit
FailedOperation.EtcdOperationFailed
FailedOperation.TheHWInstanceldHasNoValidPurchaseRecord
InvalidParameter.PortParameterErr

InvalidParameter.UnknownAction
UnsupportedOperation.BotServiceNotSubscribeErr
InvalidParameter.UnauthorizedOperationParameterErr
FailedOperation.RedisOperationFailed

InvalidParameter.InvalidAppld
InvalidParameter.QueryStringSyntaxErr
FailedOperation.TheFollowingDomainNamesCannotAddBannedZones
FailedOperation.SessionInUsed
InvalidParameter.DomainExceedsLimitErr

InvalidParameterValue

InvalidParameter.SupportTLSConfFailed

UnsupportedOperation

InvalidParameter.XFFResetParameterErr
InvalidParameterValue.InvalidRequest

RequestLimitExceeded

InvalidParameter.CertificationParameterErr
InternalError.AsynchronousCallFailed

UnauthorizedOperation

InvalidParameter.BotNameRepeatErr

ResourcelnUse

InvalidParameter.TLSParameterErr

FailedOperation.CLSInternalError

InvalidParameter.InvalidCertificate

FailedOperation.TheDomainNameListCannotBeEmpty
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SHIRIG izl
FailedOperation.CLSDBOperationFailed
FailedOperation.TheHWInstanceldAlreadyExists

UnknownParameter
FailedOperation.TheNumberOfAddedBlackAndWhiteListExceedsTheUpperLimit
InvalidParameter.TypeMismatch

FailedOperation.GetCKHViewFailed

FailedOperation.CKafkalnternalError
FailedOperation.TheRegionListCannotBeEmpty

DryRunOperation

FailedOperation.MongoOperationFailed

ResourceUnavailable

InvalidParameter.ProtectionDomainParameterErr
AuthFailure.ErrCodeNoPurchased
FailedOperation.TheNumberOfOneTimeDeletionsReachedTheUpperLimit
AuthFailure

InvalidParameter.UpstreamParameterErr
InvalidParameterValue.JsInjectClientTypeErr
FailedOperation.TheNameOfTheBatchProtectionRuleCannotBeEmpty
FailedOperation.TheHWInstanceldHasDestruction

InvalidParameter

InvalidParameter.SQLSyntaxErr

FailedOperation

InvalidParameter.BotPriorityRepeatErr

OperationDenied

InternalError.UnknownErr

InternalError.DBErr

UnsupportedOperation.InvalidRequest
UnsupportedOperation.BotRuleNotExistErr

FailedOperation.TheFollowingDomainsHavelnvalidTheUpperLimit
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FEIRD 1A
FailedOperation.BlockPageUnVerified

ResourcesSoldOut

LimitExceeded.SpecificationErr

InternalError.JsonAndStringSerializeJsonFailed

ResourceNotFound

InvalidParameter.InvalidUin

MissingParameter

InvalidParameter.BotSceneNotExistErr

WRARERS : Efi=_V1 55456 T FH45600



