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mELG REQ XHEHO

AHRMIEETOSOLES @  RALMITEMYSQL MariaDBEFI €)  BHREH O  NUHEEM @  CKafkaXZfl @)  TDSOL PostgreSQLER €)  RedisEF€)  MongeDBEFI QD %M@ SO EAO pEad 22600

BFARE
HE EHET -
REO TESQ ZESEINO HKEOQ ReEAQ AERNZEXAQ TROQ HHERFEEO  WHARPO HBHXO VPCONSEAHM @  EastcseachEH O  BrPEHO
pEEzEtQ HTREOQ ATEQ ATIEQ ABE0 RIERSEOQ RO EHO  NREHERE CSP) ©
BcOedBaB-5271-404d-bb56-e552 tie-Ib-serviceld €3
il
=i

o bl FETARRATEIE,

e RRKE  FETHRFMERE , (CHFrENR TSR MRS~ m

e ER/(E FEEARFERSR/(E  TEETAT , HFEE

4. BEENR , TE FRLSIRPRRRHNNATER | TREREINRE.

SiirE

1

WIGSERSAINEINE , ARETEENEMIESR | SHFREIIE.

WREFRA © Efi=_V1



kN

%

SEFEE
BRID/THIER F=l) e S il FESM
Ib-pc0ed72k M e EIES chongging 1

RiBrE(E

o HtEImE
. AIEEEREAINSGE , PEMEREE T mEREXEE.
ii. FERIBIREDTIEIED | RIERSE,
iii. EATTRE.
o ENRIE

&

[d

e EErE , BEirEEANN | FEREE.

MpRiREE

o HEmE

. DIEEEREAINSGE | PEMIERE | FTHREBREIHEE.

o
ii. FEGRIBIREDTIEIED | EIEEREEANRE

iii. BBERE,

o ENwIE

U
EEEERS  BETSEANN | MRREE.

WREFRA © Efi=_V1

tke-lb-serviceld %

20v = 1 nm

%510 ;7 53

=i



BIERE

RIENEORE. SAIFEANFRIEE.

BIEEREE

1. BRTEEHSE.
2. EEMISHES , BERSHIR | HAREFIRNE.
3. BT , TR IMRERIEIE.

4. RERSREIITE(E.

5. BATETRE.

SRS

WRARERS : Efi=_V1 211 78 #53

=i



3
0y

1. BRIFEEHSE,
2. EEMSHES , BEmETIR , HAGESIRTE.

3. BEHESA |, FTFHRERISEE.

ik

EEMfE | IRERE LR
EARIRT MU

tREE tREE

4. BERILTE , THIERR | HERERIRSEIIRSE.

5. BRSNS CE BRI,

6. BATHHIA.

WREFRA © Efi=_V1

E1

%12 ;1 #53

=i



kN

0y S

e

BIFEFAYE: 2024-08-23 15:08:00

=

ISR

TR IR EEINEE.
R

SRSl 2 R R N T mE = TN
AL

B Atcloud-tcenter-platform-tag&zs:

ps -ef |grep -i tag EEHEERIEE. FEFETLIET/data/release/swoole_tag/application/log.txt , IXEAIER FHZEHRY
RE

NERHIZIEERILAEET /data/release/swoole_tag/application/logs/req FEIRVIER A , LK /data/release/swoole_tag/appli
cation/logs/detailfgiEAAE

BlERE

ISR

BRI AB AR S,

R

TR R I & T A R T4BE,
AL

ps -ef |grep -i wtag EEHEERIEE. FEFERLIET/data/release/swoole_tag_write/application/log.txt , IXELIEFE i
BEEENEE

NRHHRIEEALIEET /data/release/swoole_tag_write/application/logs/req FEIIIERAE , LUK /data/release/swoole_ta
g_write/application/logs/detailf9iFHAHE

=i

WRARERS : Efi=_V1 %13 @ #53



BIKiE

BIFEFAYE: 2024-08-23 15:08:00

ARSS R AR

B XIBRSS AU +im O3t Teurl | IERERSIRSEEIES | FII0

1. kg tcloud-tcenter-platform-tag , $¥ZIZ588IP , Ebal: 192.168.241.175 curl -v -d " http://192.168.241.175:50030 headerthiSHEiIR
[E] 200 , NIZRABIGEIIRSSIER.

2. tcloud-tcenter-platform-wtag , $ZIZS88IP , tbdn : 192.168.239.227 curl -v -d " http://192.168.239.227:50031 headerikZH3iR
[5] 200 , MIZRBFIHEIRSBIES.

ARSS R

EREFR  ENEIRSEFH SRS IERAHRS | IARRRH THERSERE
L ENTREEHSG | &Y IRES I MINRE.

2 HENKIRIRE | RWSHR , AR TIREE  stBERFCEERE.

‘ij»

HE4E

AE&BNEELETF MR,

WRARERS : Efi=_V1 14 T 531


http://192.168.241.175:50030/
http://192.168.239.227:50031/

= —
-}_) *ﬂ‘g

= el

BIFEFAYE: 2024-08-23 15:08:00

HoRmE?

IS RRENATIRRE EERRE , 82— MBEX (Key-Value ) , EEILURIESTHER (AL, AR REASE) FRFEENS
RSBBRRRHTOREE | LHLIBIREIFE S @ T IS XS R AR IR,

B SR SR ?

1. BRIFSEHE.

2. FEEMSHE e EiRESIR | HARESIERE.

3. BERBIRTEBIOREERE | IARBIRE | BERE ALk,

SHIES RS R TSN ?

ES IRIRERIN.

MAEEISERIRR NS MRS ?
ESI RERTEAIRING | FERASTRINS MRER/ B,

WRARERS : Efi=_V1 15 #53

=i



o
0y

APISZ#Y
el (tag)
A2 (2018-08-13)
APIEESS

BRITEHAYE: 2024-09-03 18:49:41

APIERZ

V3
5N
BEOEMR EOThRE
AddResourceTag IREREKRIR
CreateTag BIERS
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tcecloud APl 2XIEMNAEEREITHHIGE , I MNERETEAAHLBERSHPBIERIER (Signature ) LISIFERES. &
BIERHRTEFIEER , T2 FIERE Secretld ] SecretKey ; ERFPEIRELZEFEIE | BRIECAPIZARNHERS , BNTEERATAP

&M,

1. HiFRERIE

HEEIXER=APIZE] , BRIERAPIZSANEBRIELEEIE. L2 EIUFELE Secretld ] SecretKey :

e Secretld FBF#HrR APLEFEESH
o SecretKey FIFINEEE R BFIIRS 2 mIIE S E FRTRIEA.
o FHPWITTESRELSEIE , BaitE,

REREFIERNERLRINT

1. EFtcecloudBEBFZHIA,

2. BIfE=APIESAIUEHEI BT

T

3. E=APIZSETUHE , M [#7] RIRJLARYEE—XdSecretld/SecretKey

TR AREKSRESELIABILT Secretld / SecretKey,

2. EpE R R

BT wEeRFiESecretld 71 SecretKey/g , MUATLAERERHRT . LATRBEMREZHAIFAIRE :

BRIZFFHY Secretld #1 SecretKey SBIE :

e Secretld: AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
e SecretKey: Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE

R XERER , iSRIERF RSB Secretld F1 SecretKey #HTIEHEHRME |
VUZBRSS2EEELAIFIZR(Describelnstances)iEsk a6l , HAFEBX—ZOR , iS5 kESHEaeT:

SHER
Action
Secretld
Timestamp
Nonce

Region

WREFRA © Efi=_V1

3
T3iER
=iAld
EEIL: 17
BEHLIEEEEL

SLIRRTER

SHE

Describelnstances
AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
1465185768

11886

ap-guangzhou
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3 7%

e C 3L SHE

Instancelds.0 FFEIRRILABIID ins-09dx96dg

Offset REE 0

Limit RASIFEIL 20

Version EORAS 2017-03-12
2.1. SR

BAEMEERSERSHEBNFEE ( ASCHRE ) FAFHF. T8 1) RIESHSHTHIRF | SREFRTINET , F&5tA/0 ;
2) #% ASCI 1BEE AN |, 90 Instancelds.2 EHEE Instancelds.12 |5 , AREFEER |, UARREE. ARTLUERRIZES PHIE%
HEFFRESRSLIIX—INAE , 1 php B8 ksort i, HIRRBISEHIHEFRERNT:

{

'Action’ : 'Describelnstances’,
‘Instancelds.0' : 'ins-09dx96dg’,
‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'‘Region'’ : 'ap-guangzhou’,
'Secretld' : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version': '2017-03-12",

}

EREEEFRINESAR , X EERGIFRSEHTHR | SRINER—SEH.

2.2. BHEBKRF R

WWEBERMBERFGER. HE L —THERFRERSEISTN R SRR ="S81E I | 11X Action 281 , HSEEFRA "Action”
, BHYEA "Describelnstances" , EIAEEH A Action=Describelnstances . ¥ : “S&E"HERIAETIEurRFREE.

REBEIHENS IS8R HEE—R | REERBERFRHEN:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=0&Region=ap-guangzhou&S
ecretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

2.3. PHESEFOFRER
WSBAENS BRI RS, SRELFHREUT/LNSEHI

1. 5Kk S28F POST #1 GET A=t |, IXEBER GET i5K , iFRAEAEKE.

2. IBEKENEFLHIFIZR(Describelnstances)liERIHE 7 : cvm.cloud.sunhongs.com, SEFRAYERIEERIERE O RTEIERAVA R
A, RSO,

3. IERIBRR: YRIRAZAPIHIEREZREER / .

4. 1BRFRER: B E—SEREKRFEREA,

ERFBRRIHEAN: BERTE + BKREN +EKER + 7 + BRFRES

TRIRIHHERER A |
WRARERS : Efi=_V1 18 I 53]
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GETcvm.cloud.sunhongs.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset
=08&Region=ap-guangzhou&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=14651857688&Version
=2017-03-12

24, EpSREA

S BRERSER, BEEMER HMAC-SHAL EiEY E—S RSN ERFOIFFRHTES | ARKBEMINE S SEMR Base64 #1745
13, BIEIRIG RIS R A,
BRI | LA PHP BS54
$secretKey = 'Gu5tIXGARNpPq86cd98joQYCN3EXAMPLE';
$srcStr = 'GETcvm.cloud.sunhongs.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=118
868 0Offset=08Region=ap-guangzhou&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=146518576
8&Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));
echo $signStr;

BRI E BN
EliP9YW3pW28FpsEdkXt/+WcGel=

ERECERRIHESTAN , IR ARG TERIIE , BRNERHS6IFHhaI—EEE.

3. ERHIwG

ERRIS R BT REEIRIFNIBRESE , FEXHET URL %3,

N F— S RIS Z A EliPOYW3pW28FpsEdkXt/+WcGel= , B{EFIR0RE HRIBREE ( Signature ) 7
EiPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , Ei5RTFEMSRAER URL,

AR NRAPKISKSER GET , Bi&iEK5%58 POST @it Content-Type A application/x-www-form-urlencoded , MI&iXiEK
RAEERSHEIREM URL RS , SHRN=-ASARERIG. IF ASCI FRHE URL fRISAIFRE5tLA UTF-8 #{T4%88.

IR LREIESH http BE2EESFTESEHT urlencode , ZEXMMENT , MATREXIERBHT URL 3T , BUAX URL 4
HEeSHERLM.

IR RthSBUEbBEARI TR , MESRA RFC 3986, R %XY MEHFRPUINFHTES R  HP XY A7 =
(0-9 FIAE=rE A-F) , BRINSESIRER.

4. ZZEM

HRIESSIREN | FEUTERRMANEIRD | SHRIESIREAE

RS fEIREA
AuthFailure.SignatureExpire EHIIH
AuthFailure.SecretldNotFound IR
AuthFailure.SignatureFailure ERHER
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RS ISR
AuthFailure.TokenFailure token iR
AuthFailure.InvalidSecretld ZRIEE ( RE= APl ZHEZEAY )

5. BRIER

FESTRRER APL 3.0 B , 7 EAIREEItcecloud SDK 3.0 , SDK EEETRRMNLRE , FAN R RRBMEOE, HMEE
S0 SDK iy, SATSTRARRIEST |

e Python

* Java

* PHP

* Go

e JavaScript
e .NET

ATEBRNFERERTRE , THUSIMREES A0 B OANERTERRIIL. BXkES. ERIROMSANEEERLL LA
BigfENE  ABRABRSETRE  FAESERN | TRTAIBRERA SDK.

REEHHAY url TT8EA  https://cvm.cloud.sunhongs.com/?Action=Describelnstances&Instancelds.0=ins-
09dx96dg&Limit=208&Nonce=11886&Offset=0&Region=ap-
guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliP9YW3pW28FpsEdkXt%2F%2BWcGel%3D
&Timestamp=1465185768&Version=2017-03-12

IR BT RAIPREERENN | HEBEARRSHEIRE |, RIaNSRELL url FEXSEEHH I FEER curl Em<SERISIREESN
Hix | ERH. ATEE—NMTLUEERER url |, FEERUREIFH] Secretld 1 SecretKey NESLAVESE | FHERRFHBIRTEEUE
79 Timestamp ,

IR ETENTRAT  ARREES  EER—ESEXITEREIR url JEEEEMAR , RIASHNINFARR | (EXHAIER
. REMAESHEE  BESITEIERRIE.,

TR LIMURB(UERT APL 3.0 , FEEERATHEMNERRE , BIERIERN APl , BTFEATERBRSHERUEIER | B
XS R BYSERR AL A E

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.LRandom;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);

WRARERS : Efi=_V1 %20 70 #53
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SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.cloud.sunhongs.com/?");
/] EZEKRSSEF TFHHET | it TreeMapfRiElins

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");
}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {
StringBuilder url = new StringBuilder("https://cvm.cloud.sunhongs.com/?");

// EFRERurRXISEIRF B ER

for (String k : params.keySet()) {

/] BEXSEKEB B Turlencode , BT keyEBRRNFH , #ltA I Hvaluei#{Turlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");
}

return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap <String, Object> params = new TreeMap<String, Object>(); // TreeMapa] LAEEIHEF

// SRR FBR R 24 R FRREHLES , B4 : params.put("Nonce", new Random().nextlnt(java.lang.Integer MAX_VALUE));
params.put("Nonce", 11886); // AHESE]

// SEFRE RN RS ZE0TE) |, 130 : params.put("Timestamp”, System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // "FHEE

params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // A48

params.put("Action"”, "Describelnstances"); // 2NHE%

params.put("Version", "2017-03-12"); // ~H5%

params.put("Region”, "ap-guangzhou"); // AHE#

params.put("Limit", 20); // 53&#5

params.put("Offset", 0); // S5

params.put("Instancelds.0", "ins-09dx96dg"); // WEE#

params.put("Signature”, sign(getStringToSign(params), "Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE", "HmacSHA1"); // "%t
28

System.out.printin(getUrl(params));

}

}

Python

IR (IRETE Python 2 IMEBHEST , EBELREE requests (KIS :  pip install requests

# -*- coding: utf8 -*-
import base64
import hashlib
import hmac

import time

import requests

WRARERS : Efi=_V1 21 70 #53
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secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query_str = "&" join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_"
endpoint = "cvm.cloud.sunhongs.com”
data = {

'Action’ : 'Describelnstances’,

‘Instancelds.0' : 'ins-09dx96dg’,

‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'‘Region’ : 'ap-guangzhou’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12"

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])

# IbSCRRER | AShiaaTeer=4Eit#

# resp = requests.get("https://" + endpoint, params=data)
# print(resp.url)

WRARERS : Efi=_V1 822 70 #53
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BRI EAYE: 2024-09-03 18:49:41

tcecloud API £33 MARIEIFHITEMNILIE , Eﬂ’é/\ﬁﬁaﬁﬁﬁrﬁ%ﬁu:R%W@@K%F ( Signature ) LISTEBERES D, &

ZIEEHTEEIILER , TeFIEEIE Secretld 71 SecretKey ; ERFPIRRBLZEEIE , BRITF=APIZHETUERE | BSNFEEEA=API
=0,

‘EEI—‘—I =
1. HiFLEEIE
EFE—RERATAPIZH , BRI CAPIZANERIELEEI, L2EIEIE Secretld 71 SecretKey :

e Secretld FBF#rR APLERESH
o SecretKey FIFINEEE Z T BFIIRS S ImIGIE S Z FATRIEA.
s AFPWIITISRERZSREIE , BRitEE,

RIS ZIENEARLS BT :

1. EFtcecloudBERFZHIA,

2. BIfE=APIZSRRYEHI S TRE

3. E=APIZSATIHE , mir [FiE] BIALAGIEE—XISecretld/SecretKey

TR AREKSRESELIABIRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &2 7%

T2 WFGETAE , R37#F Content-Type: application/x-www-form-urlencoded #M¥&=. X3FPOST/% , BREISZIF Content-
Type: application/json LA Content-Type: multipart/form-data P& | json IEXERARTBISEOSTE |, multipart 18z
RENEWSEONE: | IWEHZEOAREEER json 18IUER | &5 BRSO A,

THEURRSSHREA MNXEHFIRIEAFIF  SEBRNBERRHEITRE. BAWBERTERSTAZIZRMNSEL : Limit 7 Offset ,
{£F8 GET 7558,

BRiIZFIFAY Secretld #0 SecretKey 3512 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #01
Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

2.1. PHEAEIE R
RIS HHEHIEIERKE ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + \n' +
CanonicalHeaders + '\n' +
SignedHeaders + '\n' +
HashedRequestPayload

e HTTPRequestMethod : HTTP i&3K75i% ( GET, POST ) , AR GET ;
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CanonicalURL : URI 2%, API 3.0 EE@AIERHT (/)

CanonicalQueryString : &i2 HTTP 153K URL FHEEFRFE , XJF POST iEK , BIEATFR/E , XF GET iEK , U9 URL A
£ (?) EENEFERS , AREIBYES : Limit=10&0ffset=0, ;£ : CanonicalQueryString EE47 URL 4773,
CanonicalHeaders : 25&ZRLEMER , ZES host 70 content-type FI/NLER , tBATIIANBEXHELSRS 5ERB LIRS RSB
SKREOME—MFIZ 2. HFHEMN @ 1) k3B key #0 value ZT—8/NE , HEIEEETIE | 1ZAR key:value\n 1&={HH% ; 2) 2/ k&6,
HRRBSLER key (/NE ) ROFEEHEFRITHHE. A @ content-type:application/x-www-form-
urlencoded\nhost:cvm.cloud.sunhongs.com\n

SignedHeaders : £5&ZRILEMER , RAALLRIERBMLLERS S TES , # CanonicalHeaders BEAILEIRBRE—XINAY.
content-type #[1 host J9usifEsLEB, HHENN : 1) L3R key ZB—HA/NG ; 2) Z41KEB key (/NE ) 1RERFEHEF#HITHHE , 7B
25 (;) PR, WHEIFJ . content-type;host

HashedRequestPayload : iEXKIEXAINGH(E | ITHE 5159 Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , %3 HTTP i&
KEE/NEX payload fff SHA256 5% , AE+7\#HmS | RERIDHREEM/NEFE., =2 : XJF GET i53K , RequestPayload [
FEATFHE , WF POST 53K , RequestPayload By HTTP i&SKIEX payload,

HRIELLEAIN | OIRERIRAGEIERENT (ATRNEW , \n BITFREESRITEFI—TEK ) -

GET

/

Limit=10&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.cloud.sunhongs.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2, FHEFER IR
ARSI RS ER TS

StringToSign =

Algorithm + \n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

Algorithm : €Z &% , BRIEES TC3-HMAC-SHA256 ;

RequestTimestamp : i&53KAT AR , BPIEIRLERAY X-TC-Timestamp BY&E , #0 L7=FliEk7 1539084154 ;

CredentialScope : EIEEE , #820 Date/service/tc3_request , @S HER. Fa KRS IKRIEFFE (tc3_request ) , Date /9
UTC tRERTEIREHE , BYEREM LS X-TC-Timestamp #25AY UTC iRAERIBIERE—3 ; service AF-@RE , WASEBIR
BEZ—5, 180 cvm, 8N ERFLEKR , BYEJS 2018-10-09/cvm/tc3_request ;

HashedCanonicalRequest : BIIASBHHEFTESALTIEKENIEEE , ITESEN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

P

1. Date /MBS EIEE X-TC-Timestamp i+E15%) , BRFX UTC+0, WMERIMARFAMRXEE , FIE/\KX |, BSEEX8E
AR, EREEMBERMERM. RiZiTE&/s 1551113065 , 4/ \XAYAYEE 2019-02-26 00:44:25 , EEITEEE
#9 Date EXY UTC+0 AYEHEARIS 2019-02-25 , MAE 2019-02-26,

WRARERS : Efi=_V1 5524 T 53
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2. Timestamp X/REXRIRFATE , BFEBERRSEHENERAERSH , MREEETASHPNSERM. MNRKAIEAFIIR
EREREY |, JRESEIE T —RITEE , BROERW (IREEZISHHER ) .

MR LA | REIPERIRFERFRHRUT (AT RREN , \n RITFAESSRITER—T8K)

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2ab6d282cccf957dbflaa7f3a7

23. i8S
1) HEIRESEE , (hRBUT

SecretKey = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request”)

e SecretKey : JRIARY SecretKey ;
e Date : B Credential #f9 Date =E=8. , a0 L3~ , 792018-10-09 ;
e Service : B Credential opY Service FEHEE , A0 LM, 79 cvm ;

2) iHEER , BT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

e SecretSigning : BPLA EITEBEINIREESEEN ;
e StringToSign : BIE2ITEBRIRGSEFRE

2.4. 8 Authorization
AN ™R E Authorization :

Authorization =

Algorithm + "' +

'Credential=" + Secretld + '/' + CredentialScope + ', ' +
‘SignedHeaders=" + SignedHeaders + ',

‘Signature=" + Signature

* Algorithm : &£75% , EE/ TC3-HMAC-SHA256 ;
e Secretld : ZEEAXIHAY Secretld ;

e CredentialScope : M tX , EIEEH ;

* SignedHeaders : L £ , 258 ZHLIHER ;

e Signature : £

HRIBA AN | IR EEIRYED

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5
da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbal6c6ccfl174c474

WRARERS : Efi=_V1 825 #53

=i



kN

%

RETEIERERAT

https://cvm.cloud.sunhongs.com/?Limit=10&0Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_reques
t, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbcbecfl74c4

74

Content-Type: application/x-www-form-urlencoded
Host: cvm.cloud.sunhongs.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

. BRERW

RIESSIRER | FAEUTERRMANERG | iSRIESIRIEAE
RS
AuthFailure.SignatureExpire
AuthFailure.SecretldNotFound
AuthFailure.SignatureFailure
AuthFailure.TokenFailure

AuthFailure.InvalidSecretld

S N J—
4. 2 ER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util. TimeZone;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {
private final static String CHARSET = "UTF-8";

FRIERS : Efh=_V1

I PSS
BRITH
AR
BRER
token iR

ZiREE (A2 API ZA%E )

5526 70 53

=i



kN

%

private final static String ENDPOINT = "cvm.cloud.sunhongs.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9XGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";
private final static String CT_JSON = "application/json";

private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getlnstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm”;

String host = "cvm.cloud.sunhongs.com”;

String region = "ap-guangzhou";

String action = "Describelnstances”;

String version = "2017-03-12%;

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
//EERK , BUESHE
sdfsetTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkkkkkkkkk 55% 1 : m;%%m:;ﬁi%*% kkkkkkkkkkkkk

String httpRequestMethod = "GET";

String canonicalUri = "/*;

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host";

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// K*kkkkkkkkkhkkk 55% 2 ;#?%%gg?ﬁ% *kkkkkkkkkhkkk

String credentialScope = date + "/" + service + "/" + "tc3_request”;

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.printIn(stringToSign);

// *kkkkkkkhkkkkk ./Ifg% 3 o .L-l.%%g kkhkkkkhkkkhkkkhkkx

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printin(signature);

// K*kkkkkkkhkkhkkk $‘9¥ 4 j:}’fl:g Authorizatlon *kkkkkkkkkhkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.printIn(authorization);

FRIERS : Efh=_V1
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TreeMap<String, String> headers = new TreeMap <String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

}

}

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# ZRSE
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.cloud.sunhongs.com”

endpoint = "https://" + host

region = "ap-guangzhou"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# khkkkhkkkhkhkkhkkk 53% 1 o ;#;gmﬁiﬁ*% *kkkkkkkkhkkk

http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&0Offset=0"

ct = "x-www-form-urlencoded"

payload = ""

if http_request_method == "POST":

canonical_querystring = ""

ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

# kkkkkkkkhkkkkk 5% 2 : T#%{%gg?ﬁ% kkkkkkkkkkkkk
credential_scope = date + "/" + service + "/" + "tc3_request"

FRIERS : Efh=_V1
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hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

# *khkkkkhkkkhkkhkhkk 55% 3 : H’%Eg *khkkkkhkkkhkkkhkk

# ITEESBHERE

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# *khkkkkhkkkhkhkhkk 552’% 4 : ?#*% Authorization khkkkhkkkhkkkhkkk
authorization = (algorithm + " " +

"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEOMINENSSRLER

headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,

}

FRIERS : Efh=_V1
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BIFEAYE: 2024-09-03 18:49:41

1. fRSSHbtt

bt (Region ) ZIEYBERIEHEH OAIMIEXEL, tcecloudFIIEARRIHZ E5E2RE |, MIEARHHERATEEATSEENEE

th. ATIHEHEME. RS THEE  ESERERELIEF I,
ERTLUEIT APIED EiiHSIR B ARitbETIxR.

2. &SN

tcecloud API FIFFE#EO@EIE HTTPS IHTE(E | IRIAEREMNEEEE.

\E > :
3. IBEKTA
STHEEY HTTP iS5k
e POST (#7F)
o GET
POST iE3kz#569 Content-Type 258! :

e application/json ( ##F ) , #4fFA TC3-HMAC-SHA256 &&75%,
* application/x-www-form-urlencoded , %7f#R HmacSHA1 g HmacSHA256 &&75i%,
e multipart/form-data ( {NE8EOSE ) , WREER TC3-HMAC-SHA256 &2 5%,

GET B3SRBS REA/NAE#BIT 32 KB, POST iERFEMAESEAEHN HmacSHAL, HmacSHA256 BfAE#8iZ 1 MB, POST i&EK{EAE

#&75iEA TC3-HMAC-SHA256 Aiz3% 10 MB,

4, FRIwAS

FEFAUTF-84%%3.

WREFRA © Efi=_V1
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3 7%

IS

BIFEFAYE: 2024-09-03 18:49:41

RS

PARBRSS 2RO BB LAMAEFIZR (DescribelnstancesStatus) 2017-03-12 kx4l , HIEFAT) , EeJeAREIT

{

"Response”: {

"TotalCount": 0,

"InstanceStatusSet": [],

"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc"
}

}

* Response REMEBH Requestld REERFER , TiCiEKRMINSE , RE APIET |, MAERIREL

* Requestld FBF— APLiEKAIME—IRIR , W5 API HILRE |, STLABKERERA] , FHREZ ID KRRERE,

* [RTEEMNFES  HRIWARKEOENNTFER  AENEOMRENFES IO XEFREN. HEIHE TotalCount I
InstanceStatusSet $5/5 DescribelnstancesStatus £ OENXIFER , BT EAREKNAREMEZE=RSTLH , El TotalCount
FLER TAURENES 0, InstanceStatusSet FIFRAZS,

tHIRIREIER
£, SRR

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”

)
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}

* Error IHIMFEEZISKARKM, Error FEREREAERRY Code 1 Message FERTEERLMAT 2 EIREIRY,

e Code FREMAHIEAIEIRID , HiERHER A LRI Z ISR E A RS L aiE O M AR R B m e X MR EFfER
.

Message B RHTIXMEREENERER , EIVSERSAEIML , WX ATEESEEFRFTERFTH , AP AKX MER(E
E.

* Requestld FBF— API iEREUE—HIRIR , N8R APL HIIEE , SJLABCRIRA] , FHEMIZ ID SEARREIE,

IR (TODO: EEERE, REAENFER?)

IREIZERPUNRIFAE Error FER , NIRRBA APLIECIKM,  Error Y Code FERFRTMEIRD , ATE A SSERIREHINAVEEIRAS A AL
IREG , TERFIH T ARG,
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FHIRAD
AuthFailure.InvalidSecretld
AuthFailure.MFAFailure
AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire
AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation
FailedOperation
InternalError

InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

FRIERS : Efh=_V1

TRIRIEA
ERAEE (A2 API AR ) |
MFA $5iZ,

AR,

k3

SEZIULLN

%

SRR

k

token $HiR,

Bk CAM 1Y,

DryRun #F , RRIERESEMINA . REZET DryRun &4,
BAERIL.

REBFEIR.

EORFHE.

SHGER.

SHEYERIR.

FRIS ECEPR S .

BROSEEIR,

EORARFE.

TERADREGET T 3RZPRS.

BIRH G .

RIFAE.

BIRFE.

RIFAETA,

RIZIURLE.

RASHGER.

BEARSHS.

http(s)iERIPSEIR , R3ZHF GET #1 POST 15K,

EORSHSRTEhEL,

%532 70 #53
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N

AN

\
RITSEFATE: 2024-09-03 18:49:41

HEYRATRRBFIZOLSNENSE  WIFE | A MEORBRARO AP ABXLSHEHTRE  EERERKIETEE
}i XLESH , FREERKIEIEK.

g N

BBHIE V3

{§F8 TC3-HMAC-SHA256 &2 5750 , ARSEEES—E) HTTP Header 53L& , a0F -
SHER By} Wk AR

BERROSR. BESESROXETHRASEALSE Action RO, FINIRIRSSEHE

X-TC-Acti i 2
C-Action  String & o mimisEREr | Y& Describelnstances.

WIS, SRR BRI EI M ERIEE. RORZAEEESE R OXETRRAS

X-TC-Region String = NS Region BAE, TR | REROAFTEERZSH , BOXEFII IR
BE | ASEN{EEEZ S AR,

X-TC- Integer = 250 UNIX BfEE , alicR&EE APLIERAORTIEL. a0 1529223702, iFE : (IR SRS

Timestamp T HEESEEsHt  S3RERTHHER.

X-TC-Versi . = BAERY APT RORRA, BUBSERZOMEFPASLHESE Version B9iBE. FIAN=IRSS SRR

-TC-Version String =2

7~ 2017-03-12,
HTTP tRESDIAIESLERFER | 40
TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Hrp,

Authorization  String 2 - TC3-HMAC-SHA256 : && 7% , BRIEEZE ;
- Credential : &8EiE , AKIDEXAMPLE & Secretld ; Date 2 UTC #RAERTEIRIEER , BX
ERENAHEESE X-TC-Timestamp #HAY UTC FRERTBHEE—EL ; service SFR% , &
MSBBNFREE I, fltlcvm ;
- SignedHeaders : 25&RITEAILEMER , content-type #0 host J9wsifksLEp ;
- Signature : S&EHE,

T . IGETIEBRTARY Token , EERESIGRIEREA—EE(EA. IGRIETAF Token FEENHRIEERR

-TC-Token String =

SREBZEOKE, KEIZHATEE Token,

BEHE V]

{£F HmacSHAL #1 HmacSHA256 &8 7558 , ARSHFEER—MEEKES , (0T

BHEIR 3] Vi A
Acti ; - BEREOER. RESHEZROXEPRASHATLSE Action BIREE, FIII=IRSSEE
ction String 2

REIRsLHIZIZREO , BUEA Describelnstances,
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SHETR
Region
Timestamp

Nonce

Secretld
Signature
Version
SignatureMethod

Token

s IR

s

String

Integer

Integer

String

String

String

String

String

i

alil

il

i

alil

i

i

fik

Wi Sy, SRR B EIR MBIEAIEIE. FOESZAMEEESE E O REA
SHNHESE Region RUGER, 1R | BUEONATEECRZSH , EOEP IR
BIRER , LATEMEEEBZS AL,

2457 UNIX FHE)E , AlieR &S APLiEkAYATE], 1901529223702 , N8R 52FiIRTE
HET X , £5REFTHEIR.

BEHNIEEEEY , 5 Timestamp BX&iesk , FBFRHLEERIGE.

FE=APIZHAE_E ERBERIRREDHY Secretld , —4 Secretld XFRME—HY SecretKey |, i
SecretKey SFRARLIEREE Signature,

BRESR , FRBIERERNGEN | FERFRIELFRMASETESEH. Bkt
BREE2NEROSSME,

B{FRY APLESRRA., BUESEROXETASATSL Version BB, AIN=ARSES
A9RRA 2017-03-12,

BEZ5, , BaixziE: HmacSHA256 #1 HmacSHAL, REIETEHESE05 HmacSHA256
BY , Z{#F HmacSHA256 EiEIIFER , EttiERISEHAE HmacSHAL I8IEES.

IRESEFRFTAEAY Token , FELSIGRIZHE—EMEA. IGRTEHEM Token FEELRE
ERSERZORE. KEFHERFEE Token .

i ( Region ) BEMIRAIEHR ORIEIE XIS, tcecloudAZMIIERREIE 2 BE2iEE | (RIERRMRBRARERELESE
t. ATREHRRE. B8 TEERE , BEERRFELEEFatbE,

EE LAY APIED ENAMIESIER EESTRAIIETIER.

WREFRA © Efi=_V1
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RIFEFAATIE: 2024-09-03 18:49:41
= +-
1. ZFOfEA
EOBKRIEE : tag.api3.cloud.sunhongs.com,
AEORTFERSKIKRIR
EOAEOIERINEIRS : 200R/FD,
EOSEFRATAE - 2020-05-18 19:31:11,
EOBEIaE 3 NS,
A M2
2. WMASE
ATBRESHFIRIGH TEOBERSHIED AHSEY | TBAHSHGIRIALERSH
SHER Wil FEYFNULL e il A
Action = A String ~HSE, KIZFOBYE : AddResourceTag
Version = & String NHESE, AEOBYE : 2018-08-13
Region = ) tring AHBY , FEOFTEEBLESH,
TagKey =2 &5 String S
TagValue 2 & String FRES(E
Resource = & String BiE7NERTVEIA
A MM
3. S
SHER it A
Requestld String W—i5K ID , 8XIEREPSIRME. ERNBEEREZRIEKE Requestld,
j:l:\
. E1R0S
ARG T OS5 B EIERREIRS , Bt EnRSiF N AR,
RS N
WRAYFRA : Efina_V1 535 53
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InvalidParameterValue.ResourceDescriptionError

LimitExceeded.TagKey

LimitExceeded.TagValue

FRIERS : Efh=_V1
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Resource description error.

The number of created tag keys reaches the limit of 1,000.

Each tag key can have up to 1,000 values.
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BlEIREE

BRI EAYE: 2024-09-03 18:49:41

27
1. #FOfEA
EOBKIEE : tag.api3.cloud.sunhongs.com,
O BT XIS B IRSE
EOMZECERINERS) - 200%/70,
EOSEFRATE : 2021-05-28 20:04:47,

EOBIIOES &N,

2. NS

UTNBERSEGIFRGIH T ROBERSEHBO NHSE , TBAHSHIIRDAHERSH,

SHER WA FEVFNULL it N
Action = &5 String nHSE, AEOBYE : CreateTag
Version = & String NS, AZEFOBYE : 2018-08-13
Region 2 = String AHSH  FEOFFEEGBLSEH,
TagKey = &= String REsyE
TagValue 2 S String FR&S(E
A M2
3. HESE
SHER it ik
Requestld String W—iEK ID , ®RiEKREPSIRE]., EEMATEERAZXIEKA Requestld,

4. TR

UG T 2O SSIZAEERA0EIRD | BERIIFER AR,

FEIR Rk
LimitExceeded.TagKey The number of created tag keys reaches the limit of 1,000.
LimitExceeded.TagValue Each tag key can have up to 1,000 values.
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IR

InvalidParameterValue.ReservedTagKey
InvalidParameterValue.TagKeyCharacterlllegal
InvalidParameterValue.TagKeyEmpty
InvalidParameterValue.TagKeyLengthExceeded
InvalidParameterValue.TagValueCharacterlllegal

InvalidParameterValue.TagValueLengthExceeded

ResourcelnUse.TagDuplicate

FRIERS : Efh=_V1

fik

System reserved tag keys qcloud, tencent and project cannot be

created.
Tag key contains illegal characters.
Tag key cannot be empty.

Tag key length exceeds limit.

Tag value contains illegal characters.

Tag value length exceeds limit.

Tag already exists.
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BRI EAYE: 2024-09-03 18:49:41

7
1. #FOfEA

EOBKIEE : tag.api3.cloud.sunhongs.com,
RO AT ERIREFNEIRAIREA IR
EOMZCIERINERS) - 200%/70,

EOSEFRATAE - 2020-05-18 19:41:43,

EOBIIOES &N,

2. NS

UTNBERSEGIFRGIH T ROBERSEHBO NHSE , TBAHSHIIRDAHERSH,

SHBR Wik FEYFNULL &St fEiR
Action — & String AHBE, KEOBYE : DeleteResourceTag
Version = &= String NHBE, AZFOBYE : 2018-08-13
Region = B String NHEHSH , AEORNSEEBLLSE
TagKey = = String FREsHE
Resource =2 & String HiR7 R EA
A M2
3. BitHZE
SHBR RE )%
Requestld String W—iEK ID , ®RiEKREPSIRE]., ERMATEERAZXIEKA Requestld,
H >
4. 35103
PATMBH 7O SHZEERAEIRID | BfbiERGIF I IR,
FEIR Ak
ResourceNotFound.AttachedTagKeyNotFound The tag key associated with the resource doesn't exist.
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BRI EAYE: 2024-09-03 18:49:41

27
1. #FOfEA
EOBKIEE : tag.api3.cloud.sunhongs.com,
O BT — IR B IR A
EOMZECERINERS) - 200%/70,
EOSEFRATAE : 2020-05-18 19:47:49,

EOBIIOES &N,

2. NS

UTNBERSEGIFRGIH T ROBERSEHBO NHSE , TBAHSHIIRDAHERSH,

SHBR Wik FEFNULL eSSt TR
Action = &5 String ~HSE, AEOBYE : DeleteTag
Version = & String NS, AZEFOBYE : 2018-08-13
Region 2 = String AHSH  FEOFFEEGBLSEH,
TagKey = a String T EMPRATRES
TagValue 2 S String FEMRIIREE
A M2
3. FitHEE
SHBR RE )%
Requestld String W—iEK ID , ®RiEKREPSIRE]., EEMATEERAZXIEKA Requestld,
+ 25
4. 35103
PAIMRZIE 7OV S ZEERAIERND | BERDFE N AT ERE.
FEIR TN
FailedOperation.TagAttachedResource Tags associated with resources cannot be deleted.
ResourceNotFound.TagNonExist Tag does not exist.
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BIFEAYE: 2024-09-03 18:49:41

1. #OfEA

EOEREE :
FEORTHERRREATEIRE
FOAZCEISRERIRS] © 2000%/70,
EOEFhYE : 2023-11-07 15:35:08,

tag.api3.cloud.sunhongs.com,

BRI E S EN,
A M
2. MINSE
LITNBERSHGIRNG L TEOIBERSHFIRD NS,
SHBR Wik AIENULL 28
Action = = String
Version 2 5 String
Region = = String
Resource = &= String
ReplaceTags & &= Array of Tag
Array of
DeleteT. & &
cletelags = = TagKeyObject
A A3 4
3. IS
SHETR ESidl fak
Requestld String
H >
E)EE)

UG T 2Ol S5BIEERA0EIRD |, BfhiERDIFE R

WREFRA © Efi=_V1

AHBE, KEOBYE : ModifyResourceTags

H2% , KZOEYE : 2018-08-13

>

H2H, FEROFFREBUSH.

>

BIRAY7NERTUA

EENEERINFSES. MNEResourcelRYE B KBS NIIR
R, MILHNKEEL ; BEXREL , NPESIZERAREAEXI M AR EIERH
BMANE. AEOFReplaceTagsfiDeleteTags —EHW/fFEHE— , BEZ

BB SHERRER

BEMABRITRESES. KO ReplaceTagsfiDeleteTags & W40
FEH— , B E e SERIRE R

H—iEK ID , ®RiEKREPIRE]l, EMRRITEERHZIRIEKE Requestld,

NHEEIR,



'h'.
o)
FHIRAD
InvalidParameterValue.ResourceDescriptionError

LimitExceeded.TagKey
LimitExceeded.TagValue

InvalidParameter.Tag

InvalidParameterValue.DeleteTagsParamError

FRIERS : Efh=_V1

R
Resource description error.

The number of created tag keys reaches the limit of 1,000.
Each tag key can have up to 1,000 values.

Tag parameter error.

DeleteTags cannot contain the elements in ReplaceTags or
AddTags .
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ERRIRKERIRES

RITEHHYE): 2024-09-03 18:49:41

v H-N )
1. ZFOfEA
EOBKRIEE : tag.api3.cloud.sunhongs.com,
BEWERREIRS
EOMZCIERINERS : 200%/70,
EOEHATE : 2020-05-18 20:20:33,

EOBRIRE R EM,

2. NS

LINERSHGIRNGIH T OB SRR D 2

SHETR Vv FRFNULL
Action = &
Version = &
Region 2 =
CreateUin & &
ResourceRegion = B
ServiceType S B
ResourcePrefix & &
Resourceld & &
Offset & &
Limit & &
CosResourceld & &
3. WHE#
SHER 3t fEA

WREFRA © Efi=_V1

String
String
String
Uint64
String
String
String
String
Uinte4
Uint64

Uinte4

AHSE , AEOBYE : DescribeResourceTags

HE, ANEOEYE : 2018-08-13

>
\

H2H  MEOFFEEBULSH,

>

BlgEEuin

ERFTEME

NE=pSisl

RIRRISR

RIRE—TRR

HiR(RBE | BARS 0, RRALIMItSEAEEL S
BIA/N, BUAB 15

BB ECosHy&iRid

5543 T 53
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%
SEER
TotalCount
Offset
Limit

Rows

Requestld

4. FERG

ZEOERWSZEEXAERTE , EERDFEN A AHERE.

St

Uint64

Uinte4

Uint64

TagResource

String

WREFRA © Efi=_V1

3%

HSEXSSATT L,
FEREE

HSERISNART L,
HEUBRE

HSEXSSATT L,
BIA/N

HSERISNART L,

RIRIRE

E—iEXK ID , ®RIERERIRE,

U]

ENIR RS ERHHZRIBEKA Requestld,
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BEERIRREAIIRE

BIFEAYE: 2024-09-03 18:49:41

1. #EOfER

EOBKIEE : tag.api3.cloud.sunhongs.com,

RTFERCERRrEREY
BONEOIBRIRERIRE] - 200R/F,
O EHATE - 2020-05-18 20:18:33,

EOBIIOES &N,

2. NS

UTNBERSEGIRGIH T ROBERSEIRBO DHSE |, TBAHSHFIRDAHERSH,

SHETR Wik RIFNULL 368
Action = &= String
Version 2 5 String
Region = = String
ServiceType = = String
ResourcePrefix = = String
Resourcelds = &= Array of String
ResourceRegion = = String
Offset & = Uint64
Limit iy = Uint64
A M2
3. mHESE
SHBIR it fEA
. B HSIMAETIL,

TotalCount Uint64 B

ZEREE
Offset Uint64 . i ii ‘9|‘§| A1,

IR WmE

WREFRA © Efi=_V1

H2%, KEOEYE : 2018-08-13

>

H2H, FROFFERERBISEH.

2>

E

b
&3

5
RIRRISR

RiRME—HRC

RIRATEth

HiEmBE |, BUAR 0, RAUALIMItSEIIEE S

BITAN, BUAR 15
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D
SHER it A
- . IBEXIINAFT L,
Limit Uinte4
BRA/N
IS HOIMRT T,
Tags TagResource e
J J FrEsIsE
Requestld String W—iEXK ID , RiEKEPSIRE], IR EERANZXIEKAY Requestld

4. FEIRD

UG T 3O S5 IEERA0EIRD | BRI A HHEIRD,

°

EiRtD fk

InvalidParameterValue.RegionInvalid Region error.
InvalidParameterValue.ResourcePrefixInvalid Resource prefix error.
InvalidParameterValue.ServiceTypelnvalid Service type error.

InvalidParameterValue.UinInvalid Uin parameter is invalid.
InvalidParameterValue.ResourceldSizelnvalid The number of resource exceeds the upper limit (50).

FRIERS : Efh=_V1
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BRI EAYE: 2024-09-03 18:49:41

1. #OfEA

EOBKES :

RTFEREE ARSI,

FRAZCEISRERIRS : 200R/7D.
RESE#AYE : 2020-05-18 20:15:39,

tag.api3.cloud.sunhongs.com,

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

EOBIOE R NS,
A s
2. MANSH
SEER WS
Action -
Version 2
Region =
TagKey =
TagValue &=
Offset &5
Limit &
CreateUin =
TagKeys =
ShowProject &
or X
3. S
SHEWR S
TotalCount Uint64

WREFRA © Efi=_V1

FEFNULL

T
[}

o oy o o o D

i

iy

o

KB fitk

String AHSE, AEEOBYE : DescribeTags

String AHSE, AEORYE : 2018-08-13

String RS, FEOFFEEBILSH.

String SR SIS ERNFERRNAMAE | MraRRTEIZAFERE
String REE SIS RRNFESRENAFTE , MRS EZAFERaE
Uint64 HUERBE | BUAR 0, MR ALIMItSEAEELIE

Uint64 BRI, BAA 15

Uint64 BIEZEAF Uin , AMES AT RE Uin fEAREESR

Array of  IRESREE SRSERNFAESRNARE  AMFAENRSESZAFRE
String P&, 2 5TagKeyBRHEBIT REAE

Uint64 EERIIMERS

R

IS HIIMAT L.

EREH



kN

3 7%

SR A A

Offset Uint64 m%;m\'

Limit Uint64 gﬁ?ﬂmﬁk

Tags TagWithDelete gﬁ”ﬁm"

Requestld String W—EK ID , &REREBIRE, ELIDHATFERMIZRIBRE Requestld,

4. sEIRtS

UG T OSSR A0EIRD | BfERINFE N A==,

HIRAD Rk
InvalidParameterValue.UinInvalid Uin parameter is invalid.
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BRI EAYE: 2024-09-03 18:49:41

Tag

T — MRER(EX

#HanT™E#O5|F : BatchCreateTag. ModifyResourceTags

2R Svin
TagKey =2
TagValue =
TagKeyObject
IREREIR

#WaNT#ENO3|A : ModifyResourceTags

R Wik

TagKey =

TagValue &
TagWithDelete

T —MrERENLUURER IR

#HaN OS5 : DescribeTags

2R Wi

TagKey =

TagValue =

CanDelete =2
TagFilter

tagidiEAS N ESHIXER

AN O3 : DescribeResourcesBindTag.

WREFRA © Efi=_V1

FeEFNULL

==

as
A

FEEFNULL

T
[}

as
[

BEFNULL

A

iy

H

DescribeResourcesByTags

Mk
&3

String

String

s
String
String

Uint64

3%
IR
EE
ik
aNo i
A
ik
IRESE
REE
ERTTLAMBR
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2

& R SENULL
TagKey 2 &
TagValue & 7=
ResourceldTag
RIS

#Han ™A 5|F : DescribeResourceTagsByTagKeys,

AR D25vi
Resourceld 2
TagKeyValues =
TagResource
RS REX AR RIRID

ESid) fEiR
String R
Array of String

DescribeResourcesByTags

FEFFNULL il
& String
& String

IrE(EEE S MERERERIRER

fiik
HRME—IRR

IRERM{ERXS

AN T#EOS|A : DescribeResourceTags, DescribeResourceTagsByResourcelds, DescribeResourcesBindTag

BFR whie FEFFNULL i)
TagKey = = String
TagValue =3 B String
Resourceld =2 & String
TagKeyMd5 p3 &= String
TagValueMd5 2 5 String
ServiceType = = String

ServiceTypeFilter

HARIR

#WHITEOS|A : DescribeResourcesBindTag
BR Wik FEFFNULL RE
ServiceType = = String
ResourcePrefix p=3 & Array of String

WREFRA © Efi=_V1

fik

HIRID
FEEMDSE
RE(EMDSE

G ESi

fk
IRoseE

GAPGETE
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HIRh

BIFEFAYE: 2024-09-03 18:49:42

TREeRR

INFRIREERFTFAE Error B , MISRZSERA APL LM, 50

{
"Response”: {
"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct."

L

"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

}
}

Error FfY Code FNHIRAS , Message FRNZIB=AIEAEE.

TEIRIDYIZR

/\\E

HIRAD
AuthFailure.InvalidSecretld

AuthFailure. MFAFailure

AuthFailure.SecretldNotFound

AuthFailure.SignatureExpire

AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation

FailedOperation

InternalError

InvalidAction

InvalidParameter

InvalidParameterValue

WREFRA © Efi=_V1

=l
ZIRAER (A2 API B3R ) |
MFA $Eig,

BIEAGE. BEEHENETRELCHMRRERR | WIKSES | BaEwRRS
BB  TERIEMEETE.

ERTH. Timestamp MRSBIRGEMEENMSBEIODT , IBRERINEERETER
BEL.

B SEUEER  BURBASNPIROLICEEES Z I EIRE,
token &R,

iBERK CAM =YL,

DryRun #F , RRIBERESEMINA . RESET DryRun £#,

S S

REBFEIR.

EBORFE.

SHGEIR.

SR EEIR.
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IR

LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter

UnsupportedOperation

B

RIS ECHTPRS] .
BROSEGEIR.
EOMAREFE.
IERAVREGET T IRERPRHE]
BRIRKaA.
BB E.
BIRMFE.
BIRAET A,
RIRBUEL(E.
RASHGER.

BEARSHF.

UnsupportedProtocol http(s)iIBRIMEEIR , R3<KF GET #1 POST 153K,
UnsupportedRegion BEOARISAEMIE,

ArS34EIRG
ERAD 15208

InvalidParameterValue.ReservedTagKey

FailedOperation.TagAttachedResource
InvalidParameterValue.ServiceTypelnvalid
LimitExceeded.TagValue
InvalidParameterValue.Regionlnvalid
ResourceNotFound.TagNonExist
InvalidParameterValue.ResourceldSizelnvalid
InvalidParameterValue.TagFilters
InvalidParameterValue.TagValueCharacterlllegal
InvalidParameterValue.TagListEmpty
InvalidParameter.Tag
InvalidParameterValue.ResourceDescriptionError

InvalidParameterValue.TagValueLengthExceeded

FRIERS : Efh=_V1

System reserved tag keys qcloud, tencent and project cannot be
created.

Tags associated with resources cannot be deleted.
Service type error.

Each tag key can have up to 1,000 values.

Region error.

Tag does not exist.

The number of resource exceeds the upper limit (50).
Values specified for TagFilters are invalid.

Tag value contains illegal characters.

The TaglList parameter is not specified.

Tag parameter error.

Resource description error.

Tag value length exceeds limit.
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IR izt
InvalidParameterValue.TagKeylLengthExceeded Tag key length exceeds limit.
ResourcelnUse.TagDuplicate Tag already exists.
InvalidParameterValue.TagKeyCharacterlllegal Tag key contains illegal characters.

. DeleteTags cannot contain the elements in ReplaceTags or
InvalidParameterValue.DeleteTagsParamError AddTagsg ! I P 9

. . TagFil i h I f TagFil
InvalidParameterValue.TagFiltersLengthExceeded agFilters does not exist or the value of TagFilters exceeds 6

characters.
ResourceNotFound.AttachedTagKeyNotFound The tag key associated with the resource doesn't exist.
LimitExceeded.TagKey The number of created tag keys reaches the limit of 1,000.
InvalidParameterValue.TagKeyEmpty Tag key cannot be empty.
InvalidParameterValue.UinInvalid Uin parameter is invalid.
InvalidParameterValue.ResourcePrefixInvalid Resource prefix error.
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