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BN

BITE AT 2024-08-23 15:08:00

=it (CloudAudit, CA ) B —TSHSHaFaWSHITRE, SMMERE. BIFERAINEZAIIRS. &8 CloudAudit , &AL
IERAS. HEUEEHRESENEMIRERIFEXINKSES. CloudAudit IRMHAFEIKSENISHHRICTR | XEENEEET
EHEEHIE. APLIRS. ST IEMEMRSHITIERE. X—B4HRICRALIBNZEMSH. BFEESEREADBAET .

&
~
=

WA : M= _V1 $E3m



3
0y

=81t ( CloudAudit

PR
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At ARFERFa®ELT ?

n

Tets
HrAIERE
HEpR

S
T
BrSE
SEER
B

A LIERAFEHELT

BRIM=FalksSE  JEdEflask APl EREZFaHEITKRS , BRAFERIN. FEEREESASR , AT
REHTINELAE, EMRE , SRS HRSEN RSN R FaWP I AEENRISEHLICT | KIFHER
T MR IR,

BRI, SHLIBNCRIFHEEFERAFEFTRFNEMGES | NMEHWEHMMEREZRIRE | BAILAESE
HRERATE BSEUE. IRBIAEIETE. INREEEEREF IMRIEA BRI RANERE.

ZEITABTIERAFEEXER(EN APLERRESBARIRREINT R, SLIRERZFarBAF K.
AACTAFRROIE IP bt K 4T VE FRRORa],

Sf&gesRit TIFELL | ZEIHRINSS

HBR

=Rt

WRARERS : Efi=_V1 FA4T

S TEN DS

E=EFIHIET  BREREIEXEEFHRESRTET  BREHEBICHESABCHARNEMN. BIZRS  BAER
R EARE TR EHEEEIIRS SRR . BRSHFEITEES ORI ZMSHNERTENLE | RERIERARES
KB, LUK EFRFTEL.

WERIRFRISIEK | RE. EARISMETE  FROREHEESMARFT  MESXEHER—TRFa L B
FESR#EIHFE |, LN ERAEHFEW RIS TEENEN | RS ZEHIHER  BRESEDH.

FAFRESE AT T HR(ERRIEN | FAMRIESMENETERRE | RN THRECHRFTA , FARREIETEZIRERE
RETAEEERIR | KA THEERNIFER | SELIER. mEHE.

BIZE  BFREEE TSNS M BRIREER | BEERINEEE LI EE R TER
FE | BEscEth T RS N AR,

BISERS , BRBNCR TR TFEKSHRIFTEERETH , SEBNER. SESEEl , EENELEEWREL | HBIRETT
EFEENISREEM.
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= anLhEe
BIFEAYE: 2024-08-23 15:08:00

SEHITEEIEE | RFCR. EHLUEE APl B EH S HITIEXERE.

BRFICR
BMFICRINBECRRII365KIIAF A APl I FaiEtla ERREERIE.
o BFCRIR EOLIBTEHAEERMFCRIIER | URNRIRMESAE. AFE. BHER. BREE. BRERE.

o BFCRIFE ARSI LRS- MEECTIFS |, SFNAEH. X, HRE. B4 1D, BM4ER. PR, SHaE, BXID,
iR IP fhE. AP,

SRICRSH
REH AR LB RIA365 KR,
. BEESUIE GIREXHNEAIFE RS DRSO ES

o BESHEN AESHIREAFEFE. BRISHF | SSONFICSVAFE
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NS
SIS AT A: 2024-08-23 15:08:00
ZEDHT

SAPNEKSEHEIFFEZ 2@ , CloudAudit FMCRAIEISRER AR SITRE. til , CloudAudit R IERAFKFBEKSE
RIRME | BERNE. R P bt RERERZSERANLEER , XEHEFMCR , BIXEWICR , BRILUANKS EEFELSE—.

RIFEEIEER

SAPNERBIIREEZER , CloudAudit FNCRAYRFESIGRERBAFHEIRE. i, ZPFAI—E CYM SLHlsIT , BFY
LUEIT CloudAudit #EMERAGR(ERTEL. R [P ithtik , LUSROHTARRAHNSHURIE.

BAERELT

WRAFPIEREZIHR  MERFEEEREFER CAM [RESKEBXEMRNSN |, BBANT HEBFERRNGHEHITE
E , AFEERNE AR FCR. CloudAudit FNiCRIVEFEHHEEREXFESMMERITER.,

WA : M= _V1 %6 I
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1 EREFCR

L BEETE , MEETR- SESEH SE, S SEH RE.,

2. ERMFCRTET , SOLIBE XEFaE BEIRERNN TR HER. Hb

=81t ( CloudAudit)

o XiET  JLEERETIERMASEHEXNIRFHTEMRR. BNE , ZHIPGHTXRFNESSR , AE/RTRTEHR

AYZEER.

o AETE  JLURERFR. BREE. B, FHID. EHER. RS, SHRIRpIISFRIHTESER.

EELIEA365RLINAFCR | FEEIRRFCRES LSRR RL® , FE THESHICR JRERGINRES. 7L

BUA CARNTERE | THIRFCR.

=} EJi'ff%)ﬁ
i

BESR

1
E7R 2020-12-10 00:00:00 ~ 2020-12-16 23:59:59 m
FEE AFRE
v 2020-12-16 10:12:41 root

IR

f5 ] 0

EHER ConsoleLogin

FiHadiE 2020-12-16 10:12:41

I8 IP itk 192.168.10.16
BEEFMHE EES

» 2020-12-15 10:35:03 root

» 2020-12-15 10:35:02 root

2 B5EFIE

FHER

ConsoleLogin

HE

24€391000909532¢47efa5dbc98366fe 1
cloud.tencent.com/login

a724ba91d2e335c9e53b3068dd59e22d

Xis chongqing
=D
BB
&K ID
Bre root
Li licies(EHFF X
BEFIZ)

ListSubAccounts(SREVAF %) -

HIE BE TE
! H

| .
AT v Qo i
AR ERER

account(HSiEF)

cam(FBFSHR) Uin/100004605892

cam(FEFRSHUAR)

L. BIERENEMERRYRMFICRYIRG  IREEH—E TRBEMEFCR , JUBRTEZRMECRANN Y , EMSBEILRIFCRAYF
5, SENEEHE. XiE. ERG. 41D . BMER. FHR. B48E, BKID . JRIPMI. AFRE. B, JUREEES
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~
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& | BT T REEM4RORXER.

BFiCR
YE7FE | 2020-12-10 00:00:00 ~ 2020-12-16 23:59:59 [ R v - Qo 3
HEE HRE BHER =) HRRR HREW
v 2020-12-16 10:12:41 root ConsoleLogin - account(iSIE)
ipiEEA Xz chongging
f= 0 =D a4 4 1
BHER ConsoleLogin B cloud Viogin
{4t 2020-12-16 10:12:41 K ID a724ba91d2e335c9e53b3068dd59e22d
iR 1P i 1 3 BPa root
ERSS
> 20201215 10:3503 root ,;,U%) Polices(BFERPXMINE _ cam (B SHR) Uin/100004605892
»  2020-12-15 10:35:02 root ListSubAccountsGREVFEF51Z) - cam(FBFS1UR)

2 REEEEH  JLBRERNBER.

g

"actionType": "",
"apiErrorCode":
"apiErrorMessage": "",
"apiVersion": "1.8",
"errorCode": @,
"errorMessage": "",
"eventID": "a4e39f00c909532c47efa5dbc98366fel",
"eventName":
"eventRegion"
"eventSource om/login",
"eventTime 2020-12-16 10:12:41",
"eventType": "Consolelogin",
"eventVersion":
"httpMethod"
"region": "",
"requestID": "a724ba91d2e335c9e53b3068dd59e22d",
"requestParameters": {
"s_url": "cloud. .com"

O NV A WN R

1,

"project": "--"

"resourceNam

"resourceTyp

"resources": [],

"sourceIPAddress": "

"userAgent": "Mozilla/5.8 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chr¢

3 [hRICRSH
L et SRS
2. REFRBRORHFENSHER , At SRS,

3. RS =EIHIARSSHECOSH, BRiSETHREEEHTSH. FiHcRUUSHEENENEEFRE T USHERZNEE
B, ESYEREE , TEThEESTeIZEAE : CloudAudit_QCSRole 3H45=COSFullAccessiHg.
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O 57 RA—1 R BEXATiE

FERE  SUEIRHICOSTRE

FriEtthia, «

COSTEhETE * -1255000280

SFFINEFE, HFH - AT, FEERIT40FFT
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ICRAEHINFH (RKREYR) | BIRATSRAE

1. A tcloud-tcenter-cam-auth=gs:

0y ZEit ( CloudAudit )

HiTtcpdump -Xnp port 9503 , ANEEAMEGERES |, 5B cam-authiRESEE/5E , BifaI&EEHE/data/release/cam_s

woole/log/ , BATRIRAESNL
2. # A\tcloud-tcenter-cam-log-yunapizazs:

HiTtcpdump -Xnp port 9503 , EEERBWRIEIRE , WIRIgE , WAKERE , BHIEBEHER
H4Ttcpdump -Xnp port 50021 , MEBSERIER , 500210 AHTTPIRS , FILBEERAXEEAHTTP/1.1 200

3. A tcloud-cloudaudit-cloudtraillogZ5gs

1) Wzz=i+ B E/data/release/cloudtrail_log/application/logs/ca , MRABAIFE , iBiRiEdetailflreq B RAVETHHTIRS
20

2) ps auxYiizRfilebeatit 2R BTFE(ZHRIE AT LIRZIES) , BJLAEE/usr/local/services/qcloud_filebeat-1.0/logstiT1EIR
3) #R#E/usr/local/services/qcloud_filebeat-1.0/filebeat.yml EZ&RJoutput.elasticsearch , {FERcurl A EResiRS 2L EE |
Et&icurl 10.10.2.21:9202

MRBEFImEERITREH RS | BHE

1) kg tcloud-cloudaudit-cloudtrail , 3REXEESIP/E , Fcurli&MEERIER , a0 : curl -v 192.168.254.250:50021 , aNR\E , /&
EREEPHIAE : /data/release/cloudtrail/application/logs

2) IEEESHTFME |, #Atcloud-cloudaudit-cloudtraillogZSgg , #R#E/usr/local/services/qcloud_filebeat-1.0/filebeat.ym| EZEHI
output.elasticsearch , {FRcurl 5 EEResiRZE2EEE | ttilicurl 10.10.2.21:9202
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BITEFAYa): 2024-08-23 15:08:00

— i n)E

HL 2B = CloudAudit ?

CloudAudit 2—Fh Web BRSS , FlICRERIKS CHITRNES) , FISEESHEEERAY COS T2AEtE.

CloudAudit BIBLELE ?

CloudAudit FIETICRKS EHATAHRIERIREB A EsRITT M. CloudAudit AJiCREBMMENESRER | SIER(FEHE. BR
2. BHER. BREE. BRSNS, XEEEREBHEEREENA_VIERNEERR , SNSRI R,

P AN iR CloudAudit ?

BRLITHERIEFNiZER CloudAudit : FERREFRFLEEN. BEEXBFENERER, RGN, #TEEREE TR
£,

R LAME RS R ImIe R REBW S &5 ?

ERILRIERFS. ®FRE. RRETR. SMR. S ID . XEIEERINRFSMRTE , SREEXAKSED.

ARSS

CloudAudit SZ35ERLERSS ?

CloudAudit BRIESIFEHAIRSTm , EAIE RIFCR AN BRSH-EIR THIRTESR.

— MM FCRPEETHRLEER ?

—MEFCREEHOER. K. ERE. B4 ID . FERR. BHE. BMRE. BEXID . JRIP k. BAFS.
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CloudAudit &I X—™ APl RIS HFEEZKATE ?

—RRER T , CloudAudit 27£ APLERE2 - SO MMEXRIFICREMF|ElasticsearchR S , HAIEHEF R HRITREAEEER.

Hfth

5 CloudAudit RS INEITRRIIERE , BeiEIN AP ERRYIER ?

4%. BA CloudAudit BEASEINERIRAYMERE , tBASIENN AP JEFEAY3ERT,

b=
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BITEFAYaE: 2024-09-03 18:49:34

=81t ( CloudAudit)

tcecloud APl XEMNAEERETEMHIGE , I MNERETEALHLBERSHPBIERIER (Signature ) LISIFERES. &
BIEEHRTEFIEER , T2 FIERE Secretld 7] SecretKey ; ERFPEIRELZEFEIE , BRIECAPIZARNHEHRS , BNTEERATAPI

&M,

1. HiFRERIE

HEEIXER=APIZE] , BRIERAPIZSANHBRIELEEIE. L2 FIUFELE Secretld ] SecretKey :

e Secretld FBF#rR APLEFESH
o SecretKey FIFINEE A BFIIRS 2 mICIE S E FRTRIEA.
o FAPWITTERRELSEIE , BaitE,

EREREFIENERLRINT

1. EFtcecloudBEBFIZHIA,

2. BIfE=APIESAINEEI BT

T

3. E=APIESETUHE , M [#7] RIRJLARYEE—XdSecretld/SecretKey

IR AREKSRESELIABILT Secretld / SecretKey,

2. ERE R R

BT wEeRFiESecretld 71 SecretKey/g , MUATLAERERHRT . LATRBEMREZHAIFAIRE :

BRIZFFHY Secretld # SecretKey SBIE :

e Secretld: AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
e SecretKey: Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE

AR XERER , SRIEAF RSB Secretld f1 SecretKey #HT/EEHRME |
VUZBRSS2EEELAIFIZR(Describelnstances)iEsk a6l , HAFEBX—ZOR , iS5 kESHEaeT:

SHER
Action
Secretld
Timestamp
Nonce

Region

WREFRA © Efi=_V1

3
T3iER
=iAld
EEIL:IE1FE
BEHLIEEEEL

SLIRRTE

248

Describelnstances
AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
1465185768

11886

ap-guangzhou

%14 ;n H37
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e C 3L SHE

Instancelds.0 FFEIRRILABIID ins-09dx96dg

Offset REE 0

Limit RASIFEIL 20

Version EORAS 2017-03-12
2.1. S ETHEFF

BAEMEERSERSHEBNFEE ( ASCHRE ) FAFHF. T8 1) RIESHSHTHIRF | SREFRTINET , F&5tA/0 ;
2) #% ASCI 1BEE AN |, 90 Instancelds.2 EHEE Instancelds.12 |5 , AREFEER |, UARREE. ARTLUERRIZES PHIE%
HEFFRESRSLIIX—INAE , 1 php B8 ksort i, HIRRBISEHIHEFRERNT:

{

'Action’ : 'Describelnstances’,
‘Instancelds.0' : 'ins-09dx96dg’,
‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'‘Region'’ : 'ap-guangzhou’,
'Secretld' : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version': '2017-03-12",

}

EREEEFRRIHESAR , T EERGIFRSEHTHR | SRINER—SEH.

2.2. BHEEKRF R

WWEBERMBERFGER. HE L —THERFRERSEISTN R SRR ="S81E I | 11X Action 281 , HSEEFRA "Action”
, BHYEA "Describelnstances" , EIAEEH A Action=Describelnstances . T : “S&E"HERIAETIEurRREOE.

REBEIHENS IS8R HEE—R | REERBERFRHEN:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=0&Region=ap-guangzhou&S
ecretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

2.3. PHESEFOFRER
WSBENSERIFRE, SREFHRHEUT/LNSLML:

1. 5Kk S28F POST #1 GET A=t |, IXEBER GET i5K , iFRAEAEKE.

2. IBEKENEFLHIFIZR(Describelnstances)liERIHE 7 : cvm.cloud.sunhongs.com, SEFRAYERIEERIERE O RTEIERAVA R
A, RSO,

3. IERIBRR: YRIRAZAPIHIEREZREER / .

4. 1BRFRER: B E—SEREKRFEREA,

ERFBRRIHEAN: BERTE + BKREN +EKER + 7 + BRFRES

TRIRIHHERER A |
WRARERS : Efi=_V1 15 W H37]
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GETcvm.cloud.sunhongs.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset
=08&Region=ap-guangzhou&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version

=2017-03-12

24, EpSEREA

P BAENSEER, BIEER HMAC-SHAL EiEX E—PiRiSHERIRFRRHTES , ARBEMIESS6ER Base6d #H1T4R

13, BIERIGRERIER A,

BB , LA PHPES 61

$secretKey = 'Gu5t9xGARNpq86cd98joQYCN3EXAMPLE';
$srcStr = 'GETcvm.cloud.sunhongs.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=118
868 0Offset=08Region=ap-guangzhou&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=146518576

8&Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));

echo $signStr;
REBEINEE RN

EiP9YW3pW28FpsEdkXt/+WcGel=

ERRCERRIHESTAN , IR ARG TERIIE , BRNERHS6IFHhaI—EEE.

3. BERHIwG

ERAIS R BT REEIRIFNIBRESE , FEXHET URL %3,

N E—HE RIS RS ElIPIYW3pW28FpsEdkXt/+WcGel=

, BRESEINE R BRIERESE (Signature ) 79

EiPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , TiSRTFEMSRAER URL,

AR NRAPKRIEKSIER GET , si&iEKA1%R POST @it Content-Type A application/x-www-form-urlencoded , MI&iXiEK
RAEERSHIEIREM URL RS , SHRN-ASARERIG. IF ASCI FRHE URL RISAIFREStLL UTF-8 #1T4%i8.

IR | LREIESH http BE2BESFTESEHT urlencode , ZEXMMEN T , MATEXIERBHT URL 3T , BUAX URL 4

BESHERLM.

IR RthSBUEbBERI TR , MESRA RFC 3986, 8 %XY MMEHRFRPUINFHTES RS , HP "X T"Y A7
(0-9 KB A-F) , BRIEE5IRER.

4. BZZEM

HRIESCRRIEN | T T ERRAEIRD |

RS
AuthFailure.SignatureExpire
AuthFailure.SecretldNotFound

AuthFailure.SignatureFailure

WREFRA © Efi=_V1

TBRIESCAR BTt

R
SEiTH
B

BRER
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RS ISR
AuthFailure.TokenFailure token iR
AuthFailure.InvalidSecretld ZRIEE ( RE= APl ZHEZEAY )

5. BRIER

FESTRRER APL 3.0 B , 7 EAIREEItcecloud SDK 3.0 , SDK EEETRRMNLRE , FAN R RRBMEOE, HMEE
S0 SDK iy, SATSTRARRIEST |

e Python

* Java

* PHP

* Go

e JavaScript
o .NET

ATEBRNFERERTRE , THUSIMREES A0 B OANERTERRIIL. BXkES. ERIROMSANEEERLL LA
BigfENE  ABRABRSETRE  FAESERN | TRTAIBRERA SDK.

REEHHAY url TT8EA  https://cvm.cloud.sunhongs.com/?Action=Describelnstances&Instancelds.0=ins-
09dx96dg&Limit=208&Nonce=11886&Offset=0&Region=ap-
guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliP9YW3pW28FpsEdkXt%2F%2BWcGel%3D
&Timestamp=1465185768&Version=2017-03-12

IR BT RAIPREERENN | HEBEARRSHEIRE |, RIaNSRELL url FEXSEEHH I FEER curl Em<SERISIREESN
Hix | ERH. ATEE—NMTLUEERER url |, FEERUREIFH] Secretld 1 SecretKey NESLAVESE | FHERRFHBIRTEEUE
79 Timestamp ,

IR ETENTRAT  ARREES  EER—ESEXITEREIR url JEEEEMAR , RIASHNINFARR | (EXHAIER
. REMAESHEE  BESITEIERRIE.,

TR LIMURB(UERT APL 3.0 , FEEERATHEMNERRE , BIERIERN APl , BTFEATERBRSHERUEIER | B
XS R BYSERR AL A E

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.LRandom;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);

WRARERS : Efi=_V1 %17 T #37
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SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.cloud.sunhongs.com/?");
/] EZEKRSSEF TFHHET | it TreeMapfRiElins

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");
}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {
StringBuilder url = new StringBuilder("https://cvm.cloud.sunhongs.com/?");

// EFRERurRXISEIRF B ER

for (String k : params.keySet()) {

/] BEXSEKEB B Turlencode , BT keyEBRRNFH , #ltA I Hvaluei#{Turlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");
}

return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap <String, Object> params = new TreeMap<String, Object>(); // TreeMapa] LAEEIHEF

// SRR FBR R 24 R FRREHLES , B4 : params.put("Nonce", new Random().nextlnt(java.lang.Integer MAX_VALUE));
params.put("Nonce", 11886); // AHESE]

// SEFRE RN RS ZE0TE) |, 130 : params.put("Timestamp”, System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // ~"FHEE

params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // A48

params.put("Action"”, "Describelnstances"); // 2NHE%

params.put("Version", "2017-03-12"); // ~H5%

params.put("Region”, "ap-guangzhou"); // AHE#

params.put("Limit", 20); // A53&%§

params.put("Offset", 0); // S5

params.put("Instancelds.0", "ins-09dx96dg"); // WEE#

params.put("Signature”, sign(getStringToSign(params), "Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE", "HmacSHA1"); // "%t
28

System.out.printin(getUrl(params));

}

}

Python

IR (IRETE Python 2 IMEBHEST , EBELREE requests (KIS :  pip install requests

# -*- coding: utf8 -*-
import base64
import hashlib
import hmac

import time

import requests

WRARERS : Efi=_V1 218 0 #37
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secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query_str = "&" join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_"
endpoint = "cvm.cloud.sunhongs.com”
data = {

'Action’ : 'Describelnstances’,

‘Instancelds.0' : 'ins-09dx96dg’,

‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'‘Region’ : 'ap-guangzhou’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12"

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])

# IbSCRRER | AShiaaTeer=4Eit#

# resp = requests.get("https://" + endpoint, params=data)
# print(resp.url)

2
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= VoS

EOSEV3

BEEFATE): 2024-09-03 18:49:34

tcecloud APl £338/MARIERFI TEMDIGIE |, ED’@Al%EX%BﬁET"A%EX’*éﬂlﬂP@@K%{* ( Signature ) LISTEBERES D, &

ZIEEHTEEIILER , TeFIEEIE Secretld 71 SecretKey ; ERFPIRRBLZEEIE , BRITF=APIZHETUERE | BSNFEEEA=API
=0,

‘EEI—‘—I =
1. HiFREFIE
EFEREATAPIZAD , BRESAPIEHNEABEREFEIE. REFEIFELE Secretld # SecretKey :

e Secretld FAF#rR APLERESH
o SecretKey FIFINEEE Z T BFIRS 2 mICIE S 2 FATRAIVEA.
s AFPWIITISREZSREIE , BRitEE,

RIS ZIENEARLS BT :

1. EFtcecloudBERFZHIA,

2. BIfE=APIZSRRYEHI S TRE

3. E=APIZSATIHE , mir [FiE] BIALAGIEE—XISecretld/SecretKey

TR AREKSRESELIABIRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &2 7%

T2 WFGETAE , R37#F Content-Type: application/x-www-form-urlencoded #M¥&=. X3FPOST/% , BREISZIF Content-
Type: application/json LA Content-Type: multipart/form-data PN | json IEXERARTBISEOSTE |, multipart 18z
RENEWSEONE: | IWEHZEOAEEER json 18IUER | &5 BRSO A,

THEURRSSHREA MNXEHFIRIEAFIF  SEBRNBERRHEITRE. BAWBERTERSTAZIZRMNSEL : Limit 7 Offset ,
{£F8 GET 7558,

BRiIZFIFAY Secretld #0 SecretKey 3512 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #01
Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

2.1. PHEAEIE R
RIS HHEHIEIERKE ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + \n' +
CanonicalHeaders + '\n' +
SignedHeaders + '\n' +
HashedRequestPayload

e HTTPRequestMethod : HTTP i&3K75i% ( GET, POST ) , AR GET ;

WRARERS : Efi=_V1 5520 I 37



'i\\'] =&t ( CloudAudit )

CanonicalURL : URI 2%, API 3.0 EE@AIERHT (/)

CanonicalQueryString : &i2 HTTP 153K URL FHEEFRFE , XJF POST iEK , BIEATFR/E , XF GET iEK , U9 URL A
£ (?) EENEFERS , AREIBYES : Limit=10&0ffset=0, ;£ : CanonicalQueryString EE47 URL 4773,
CanonicalHeaders : 25&ZRLEMER , ZES host 70 content-type FI/NLER , tBATIIANBEXHELSRS 5ERB LIRS RSB
SKREOME—MFIZ 2. HFHEMN @ 1) k3B key #0 value ZT—8/NE , HEIEEETIE | 1ZAR key:value\n 1&={HH% ; 2) 2/ k&6,
HRRBSLER key (/NE ) ROFEEHEFRITHHE. A @ content-type:application/x-www-form-
urlencoded\nhost:cvm.cloud.sunhongs.com\n

SignedHeaders : £5&ZRILEMER , RAALLRIERBMLLERS S TES , # CanonicalHeaders BEAILEIRBRE—XINAY.
content-type #[1 host J9usifEsLEB, HHENN : 1) L3R key ZB—HA/NG ; 2) Z41KEB key (/NE ) 1RERFEHEF#HITHHE , 7B
25 (;) PR, WHEIFJ . content-type;host

HashedRequestPayload : iEXKIEXAINGH(E | ITHE 5159 Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , %3 HTTP i&
KEE/NEX payload fff SHA256 5% , AE+7\#HmS | RERIDHREEM/NEFE., =2 : XJF GET i53K , RequestPayload [
FEATFHE , WF POST 53K , RequestPayload By HTTP i&SKIEX payload,

HRIELLEAIN | OIRERIRAGEIERENT (ATRNEW , \n BITFREESRITEFI—TEK ) -

GET

/

Limit=10&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.cloud.sunhongs.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2, FHEFER IR
ARSI RS ER TS

StringToSign =

Algorithm + \n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

Algorithm : €Z &% , BRIEES TC3-HMAC-SHA256 ;

RequestTimestamp : i&53KAT AR , BPIEIRLERAY X-TC-Timestamp BY&E , #0 L7=FliEk7 1539084154 ;

CredentialScope : EIEEE , #820 Date/service/tc3_request , @S HER. Fa KBRS IKRIEFFE (tc3_request ) , Date /9
UTC tRERTEIREHRE , BUEREM LS X-TC-Timestamp #25AY UTC HRAERIBIERE—3 ; service AFRE , XWASEBIR
BEZ—5, 180 cvm, 8N ERFLEKR , BYEJS 2018-10-09/cvm/tc3_request ;

HashedCanonicalRequest : BIIASBHHEFTESALTIEKENIEEE , ITESEN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

P

1. Date /MBS EIEE X-TC-Timestamp i+E15%) , BRFX UTC+0, WMERIMARFAMRXEE , FIE/\KX |, BSEEX8E
AR, EREEMBERMERM. RiZiTE&/s 1551113065 , 4/ \XAYAYEE 2019-02-26 00:44:25 , EEITEEE
#9 Date EXY UTC+0 AYEHEARIS 2019-02-25 , MAE 2019-02-26,
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2. Timestamp X/REHRIRFATE , BFEBERRFEHENERAERSH , MREEEThDHPNSERK. NRKAIEAFIIR
EREREY | JRESEIE T —RITEE , BROERW (IREEZISHHER ) .

MR LA | REIPERIRFERFRHRUT (AT RREN , \n RITFAESSRITER—T8K)

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2ab6d282cccf957dbflaa7f3a7

23. i8S
1) HEIREREE , (hRBUT

SecretKey = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request”)

e SecretKey : JRIARY SecretKey ;
e Date : B Credential #f9 Date =E=8. , a0 L5~ , 792018-10-09 ;
e Service : BJ) Credential opY Service FEEE , A0 LM, 9 cvm ;

2) iHEER , BT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

* SecretSigning : BILA EITEBRINIRES ZER ;
e StringToSign : AIZB2ATEBRINSSEF/RE ;

2.4. #H8 Authorization
AN ™RRTCHE Authorization :

Authorization =

Algorithm + "' +

'Credential=" + Secretld + '/' + CredentialScope + ', ' +
‘SignedHeaders=" + SignedHeaders + ',

‘Signature=" + Signature

* Algorithm : &£75% , EE/ TC3-HMAC-SHA256 ;
e Secretld : ZEEAXIHAY Secretld ;

e CredentialScope : M tX , EIEEHE ;

* SignedHeaders : L £ , 258 ZHLIHER ;

e Signature : £

HRIBA AN | IR EEIRYED

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5
da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbal6c6ccfl174c474
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RETREIERERAT

https://cvm.cloud.sunhongs.com/?Limit=108&0Offset=0

=&t ( CloudAudit

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_reques
t, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbcbecfl74c4

74

Content-Type: application/x-www-form-urlencoded
Host: cvm.cloud.sunhongs.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

. BRERW

HRIESSIRER | FAEUTERKMANERG | iSRIEIRIERAE
RS
AuthFailure.SignatureExpire
AuthFailure.SecretldNotFound
AuthFailure.SignatureFailure
AuthFailure.TokenFailure

AuthFailure.InvalidSecretld

S N
4. 2 ER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util. TimeZone;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {
private final static String CHARSET = "UTF-8";

FRIERS : Efh=_V1

I PSS
BRITH
BRI
BRER
token iR

ZRIEE ( RE= API Z$EEHY )

523 ;@ H#37

)

2



kN

Dy Z8it ( CloudAudit )

private final static String ENDPOINT = "cvm.cloud.sunhongs.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9XGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";
private final static String CT_JSON = "application/json";

private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getlnstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm”;

String host = "cvm.cloud.sunhongs.com”;

String region = "ap-guangzhou";

String action = "Describelnstances”;

String version = "2017-03-12%;

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
//EERK , BUESHE
sdfsetTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkkkkkkkkk 55% 1 : m;%%m:;ﬁi%*% kkkkkkkkkkkkk

String httpRequestMethod = "GET";

String canonicalUri = "/*;

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host";

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// K*kkkkkkkkkhkkk 55% 2 ;#?%%gg?ﬁ% *kkkkkkkkkhkkk

String credentialScope = date + "/" + service + "/" + "tc3_request”;

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.printIn(stringToSign);

// *kkkkkkkhkkkkk ./Ifg% 3 o .L-l.%%g kkhkkkkhkkkhkkkhkkx

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printin(signature);

// K*kkkkkkkhkkhkkk $‘9¥ 4 j:}’fl:g Authorizatlon *kkkkkkkkkhkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.printIn(authorization);
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TreeMap <String, String> headers = new TreeMap <String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

}

}

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# ZRSE
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.cloud.sunhongs.com”

endpoint = "https://" + host

region = "ap-guangzhou"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# kkhkkkhkkkhkhkkkk 53% 1 o *#;%m;ﬁiﬁ*% *kkkkkkkkhkkk

http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&0Offset=0"

ct = "x-www-form-urlencoded"

payload = ""

if http_request_method == "POST":

canonical_querystring = ""

ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

# *kkkkkkkkkkkk 5% 2 : T#%{%gg?ﬁ% kkkkkkkkkkkkk
credential_scope = date + "/" + service + "/" + "tc3_request"
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hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

# kkhkkkkhkkkhkkkhkk ig% 3 : H’%Eg kkhkkkkhkkkkhkkkhkk

# ITEERHERE

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# *hkkkkhkkkhkkkkk 55;’% 4 : ?#*% Authorization kkkkkkkkkkhkhkk
authorization = (algorithm + " " +

"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEORINENSSRLER

headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,

}
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15 KE5H4)

RITEHAYE: 2024-09-03 18:49:34

1. fRSSHbtt

bt (Region ) ZIEYBERIEHEH OAIMIEXEL, tcecloudFIIEARRIHZ E5E2RE |, MIEARHHERATEEATSEENEE

th. ATIHEHEME. RS THEE  ESERERELIEF I,
ERTLUEIT APIED EiiHSIR B ArtbETIxR.

2. &SN

tcecloud API FIFFE#EO@EIE HTTPS IHTE(E | IRIAEREMNEEEE.

\E > :
3. IBKTE
STHEEY HTTP iS5k
e POST (#7F)
o GET
POST iE3kz#569 Content-Type 258! :

* application/json ( ##F ) , #4fFA TC3-HMAC-SHA256 &Z75%,
* application/x-www-form-urlencoded , %7f#R HmacSHA1 g HmacSHA256 &&75i%.
e multipart/form-data ( {NE8EOSE ) , WREER TC3-HMAC-SHA256 &2 5%,

GET B3SRBS REA/NAE#BIT 32 KB, POST iERFEMAESEAEHN HmacSHAL, HmacSHA256 BfAE#8iZ 1 MB, POST i&EK{EAE

#&75iEA TC3-HMAC-SHA256 Aiz3% 10 MB,

4, FRIwAS

FEFAUTF-84%%3.
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IS

BRITEHAYE: 2024-09-03 18:49:34

IF@REIEEER

PARBRSS 2RO BB LAMAEFIZR (DescribelnstancesStatus) 2017-03-12 kx4l , HIEFAT) , EeTaerORELIT

{

"Response”: {

"TotalCount": 0,

"InstanceStatusSet": [],

"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc"
}

}

* Response REMEBH Requestld REERFER , TiCiEKRMINSE , RE APIET |, MHERIREL

* Requestld FBF—> APLiEKAIME—IRIR , W5 API HILRE |, SJLABKRERA] , FHREZ ID KRR,

* [RTEEMNFERS  HRIWARKEOENNTER  AENEOMMRENFES IO SXEFREN. HFIHE TotalCount
InstanceStatusSet 5 DescribelnstancesStatus £ OENXFER , BT EREKNAREMEZE=RS2TLH , Bl TotalCount
FLER TAURENES 0, InstanceStatusSet FIFRAZS,

tHIRIREIER
£, SRR

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”

)
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}

* Error IHIMEEZISKARKM, Error FEREREAERRY Code 1 Message FERTEERLMAT 2 EIREIAY,

* Code FREMHBHIERID . B kB LS RIBZ RIS E L HEIR ST SR O M AYE IR IR EmE X SR EFIRR
BE,

Message BRHTXMEIREENERERE , BEISEESAEMN | WAL B FRISTEREH , AP ARRKEIXMRE]
&,

* Requestld FBF— API iERAUE—HIRIR , N8R APL HIIEE , STLABCRIRA] , FHEMIZ ID SEARREE,

IR (TODO: EEERE, REEENFEER?)

IREIZERPUNRIFAE Error FER , NIZRRBA APLIECIKM,  Error iy Code FERFRTMEIRD , ATB SR REHINAYEIRAS A AL
IREG , TERIIH T ARG,
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FHIRAD
AuthFailure.InvalidSecretld
AuthFailure.MFAFailure
AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire
AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation
FailedOperation
InternalError

InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

FRIERS : Efh=_V1

TRIRIEA
ERAEE (A2 API AR ) |
MFA $5iZ,

BRAFE.

k3

SEZIULLN

%

SRR

k

token f&i%.

Bk R CAM 1Y,

=81t ( CloudAudit)

DryRun #{F , RFBFGSEMING , RRSET DryRun 2.

AR

REREIR.

EORMFE.

SHIEIR.

SHEYEEIR.

B ECRPRH].
BROSEGEIR.
EOMANEFE.
IERAVREGET T IRERPRHE
RiRH G .

BIRE.

BIFFE.

BIRAEI A,

RIRBUE(E.

RAISEGER.

BRI,
http(s)iERIMMYEEIR . R>2FF GET # POST iE3K.

EORSHSRTEhEL,
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N

AN

\
RITSE#ATE: 2024-09-03 18:49:34

HEYRATRRBFIZOLSNENNSE , WIFE | A MEORBAROAP AR XLSHHTRE  ESRERETEE
}i XL, AREIEBEAREEK.

g N

BBHIE V3

{§F8 TC3-HMAC-SHA256 &2 5750 , ARSEFEES—E) HTTP Header 53L& , a0F -
SHER By} Wik AR

BERROSMR. BESEROXETHRASEHALSE Action RO, FINIZIRSSEHE

X-TC-Acti i =
C-Action String = 1BELAIFIFRED , BYES Describelnstances,

WIS, SRR BRI EI M ERIEE. RORZAEEESE R OXETRRAS

X-TC-Region String 2 HNHESE Region BUIREA. TR | BEEEOATEERIZSE , BEOSUEPSXIIHFIR
BE , AR EIEZS B AL,

X-TC- Integer = 247 UNIX BJ/E)8%; , alicsAde APLIEKAIRTIE], fla0 1529223702, F& : IR SRS ES

Timestamp T T mimesEgsah SRS E,

X-TC-Versi . = B2IERY API BORRAS. BUESERZEOXEPASAESE Version B91RBE. BHlIEN=iRSS 2890

-TC-Version String =2

7 2017-03-12,
HTTP tRESDIAIESLEZRER | 40 :
TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Hep,

Authorization  String 2 - TC3-HMAC-SHA256 : && 7% , BRiEENZE ;
- Credential : £&1EUF , AKIDEXAMPLE & Secretld ; Date 2 UTC #nEREIRIHEER , BX
BEREMNAHESE X-TC-Timestamp &Y UTC fRERIBIRER—EL ; service Ar=fad& , &
MEERNFREE—E , flgicvm ;
- SignedHeaders : 25&RITEAILEMER , content-type #0 host J9uwsifksLEp ;
- Signature : SEHE,

T . IREHERFTRR Token , FELESIGIIES—RMER. IIRITZ5EF0 Token FEEHA SRR

-TC-Token String &

SREBZEOKE, KEIZHATEE Token,

BEHE V]

{£F HmacSHAL #1 HmacSHA256 &8 7558 , ARSHFEER—HMEEKES , (0T

BHERR 3] Vi A
Acti ; - BERROER. RESEZOXEPRASHATLSE Action B9REE, FIII=IRSSEE
ction String 2

EIRsLHIZIZREO |, BUEA Describelnstances,
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SHEBWR ESidl Wik kR
Wi Sy, SRR B EI MBIEAIEIE. FOESZAMEREESE EZ O REA
Region String = S NS Region AUGER, 1R | BEUREOATEECRZSE , EOEP RIS
BIRER , LATEMEEEBZS AL,

Za0 UNIX Bf[a)8% , FJicRARE APLIERAYRTEL. FI01529223702 , MRS =F1H(E

Ti t Int =
mestamp MEYET = mmigk, cElesRTISSE,

Nonce Integer £ BEHIEZEEYL , 5 Timestamp BX&#ER , BFHLLERK .

Secretld Strin o TERAPIZSA EERBAWRRS A Secretld , — Secretld XIRZME—F SecretKey , M

9 = SecretKey SFRARLIEREE Signature,
Signature String o BRER , ARRIERERNEEE | SEAPRIELMMASETESH. Bkt
T RSB0,

Versi . o BERY APLORRA, EUESEZOSERASAHSEL Version FUREE. BlIIN=IRSES

ersion String 2
B9RRZA 2017-03-12,

SignatureMethod Strin &5 B, BRIsHT HmacSHA256 1 HmacSHAL, REFEELSE HmacSHA256
g 9 T B AP HmacSHA256 EEIMIESS , BRI HmacSHAL IiESE,

T . - IEEHERATAERY Token , ZEESIGAIZEHE—FESFER. IGHZEEF0 Token EERGAE
oken String a

ERSERZORE. KEZHERFE Token .

ss IR

s ( Region ) BEMIRAGEHRH ORIEIEXIE. tcecloudAZIIERREIE 2 BE2iEE | RIERRMRBRAREELSE
t. ATRERRRE. B8 TEERE , BERRFELEEFatbE,

EaJ LB APIEC ENAMIESIER EESTRAIIETISR.
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1. O

EOEkig : cloudaudit.api3.cloud.sunhongs.com,

HRATED

FONROIBRIRERIRE] - 200R/FD,

EOSEHAYE : 2021-05-28 15:20:44,

EOBRIRE R EM,

2. NS

=81t ( CloudAudit)

UTNBERSEGIRGIH T ROERSEHBO LHSE |, TBEAHSHIIRDAHIERSH,

SHBR
Action
Version
Region
StartTime
EndTime
MaxResults
NextToken
OwnerUin
LookupAttributes
LookupType

ContentValue

3. S

BB RE
Requestld String

WREFRA © Efi=_V1

Wik FEFNULL RE
= a String
= B String
= = String
= a Uint64
= & Uint64
B & Uint64
= = String
= = String
= B Array of Attr
ray = String
= B String
fEik

PHSE , AEOBYE : LookupEvents

¥y, ANEORYE : 2019-03-04

D>

H2H , AEOFFEEEBULSH.

5>

EifFFARTE
B4R
BRRAEIIHE
EFHR
EiFAFuin
EEMEAET
KA

ERABTEMER

BE—IEK ID , BRIEREPRIRME., EMDMATFEERALZRIFRAI Requestld,
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4. FEIRS

ZEOGRWSZEEXRAERD  EtEREFE AR,

WREFRA © Efi=_V1

=81t ( CloudAudit)
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0y ZEit ( CloudAudit )
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BRITEHAYE: 2024-09-03 18:49:34

Events

BEEM4
#ANTEOSIA -

BFR whISE FEFFNULL it fEA
CloudAuditEvent =2 & String BHHRE
Eventld P = String ={tid
EventName =2 &= String HHZFR
EventTime = = String 4RI
Secretld 2 & String Secretld
ErrorCode = = String BRI
RequestID 2 = Uint64 1BKID
AccountID 2 & String FID
SourcelPAddress 2 = String JRipitt
EventSource = & String EHR
EventRegion = = String ==t as i
Username =2 & String BFE
Resources = &= Resources BRERE

Attribute

EAREMET

#AT™EOSIA -
BR Witk FEEFNULL S Ak
AttributeKey 2 S String =HaEM
AttributeValue = &= String HEIRE

Data
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ResourceName
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FEFNULL
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TREeRR

=81t ( CloudAudit)

INFRIREERFTFAE Error FER , MIZRZSERA APL KM, 540 :

{
"Response”: {
"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”

12

"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

}
}

Error FfJ Code FNHIRAS , Message FRNZIB=AIEAEE.

SHETEVIES
LHERDB
HIRAD
AuthFailure.InvalidSecretld

AuthFailure. MFAFailure

AuthFailure.SecretldNotFound

AuthFailure.SignatureExpire

AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation

FailedOperation

InternalError

InvalidAction

InvalidParameter

InvalidParameterValue

WREFRA © Efi=_V1

=l
ZIRAER (A2 API B3R ) |
MFA $&ig,

B FE. FEEHENEERESCHMREESR  INSIER | BaEERES
HEIFH  TERIEMEETE.

ERTH. Timestamp MRSBIRAGEMEENMSBIODT , IBRERINEERETER
BEL.

B SEUEER  BURBAANPIROLICEEES ST EITRE,
token $&iR,

Bk CAM 1Y,

DryRun #F , RFRIBERESEMINA . RESET DryRun 24,

(=SS

REBFEIR.

EORFE.

SEGEIR.

SR EER.
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LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

A BSEIRED

WREFRA © Efi=_V1

izl

TR ECHIPRS] .
BROSEGEIR.
EORARFE.
IERAVREGET T SRERPRHE]
RiRH G .

BB E.

RIFFE.

BIRAE A,

RIRBUE(E.

RASEGER.

BMEARSHF.
http(s)IEXRIMIEEIR , R3ZHF GET #1 POST 153K,

EORSHSATEhEL,

Z=EHit ( CloudAudit)
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