WREFRA © Efi=_V1

a1} =522
PRI

III

iala)

B



) iR eI

MEER

FEEN
CAMIEEIA
FeERIIRE
NS
{SEFERR !
SHECAMBF=
12{FiEm
e
FRFEE
FAFEE
FKS
TS
BIEEFRF
FRPNRIZE
FRPLEEIE
FRFER
NFRAFEESREN
AFRPIEEL SR
FRPTREHEE
flERF P
BFER
BR4a
FERFE
&R
FRESRIZE
FHERFEF4E
BrigE
EEHSHLNY
TR
R EE
HBXENX
R
SR
(]
ellkE =N
PSR
FRAIIPIAIE]
EXEE
TERSE
BAEN
THHB1E
BRBAL
RIETE

WRARERS : Efi=_V1 82 T H205m)



) iR eI

WS
ResE
AEhA
ellfEy=z)=:]
R
fpRFEE
=)
NFKRSIHFinEHRERE
Ex{ESCEE
il el
BELSRIAFIERESA
HEBRbRE
AATHRAE b I R B SRR
PINEERERE
EUERS
[a)zEES
CMQIERZ
BRINFIKSHEERRSIMBIIR
BN F IR SHEHAIERIEETIRRTE IR
RN F Ik SR RN AR ERYE S BT ATEAR
CVMABERZSI
BENFIKEHEECVMIFRERIR
T SHECVMEI RISEHUR
BN F K SHE CVMBX R RISERPR
RN FIKSHE R RZARERIR
RN F I SHE RS ERRIERIR
RN TSI EMEIPHEIH AR ERGR
RN F I SHBSEECYMAYRIERIR
BN F I SHBERFEZAICY MAYRERSR
BN FIKSHECYMBIFEREABIE IR
BRFFRSASHFRBERN~RNEENR
PR
=R
APIZ#Y
IHIEEE (cam)
AR (2019-01-16)
APIHELS
AL
EOgsavl
BEO&REV3
BREE
IR[EIZER
AHBEH
HitbizOl
HEZNRIEEIRE

WRARERS : Efi=_V1 583 T H205m



HERPRRIBEIRE
BES N FABEIRK
BRI

elliE y2c) s

AHIRR SRS

mpRERE

REAESIER

B ES N RIREIRFA
RIRPERIBEIZ T AEFA
R ERIREIZ N AR
EERIEITFE

RV EIFE

IRENARSS RREAPIFIZR
RS AEER
BENAFAXREKRIRIRY IR
IREN A B RERIERIRS IR
EIRRIRRERRISEIRGIZR
BiRRIBIZR

BB BEERIE
SRR

FFEXEO

FREXCAMZEFSHL
EFFCAMZERZHN

SirieftrEzn

Frifoauthfl B

SREVFF oautht®iR
RIFr P userAccessToken
FEFOauthEL B2
IUFFIF userAccessToken

R

HIRED

WREFRA © Efi=_V1

pAE

i



T EREe T
CAM#IA

BITEFAYa): 2024-08-23 15:08:00

iplaEE

ifialiEs (Cloud Access Management , CAM ) EF&ERMHAIWebRS , TERTHIEF L ESETEEA N RRITHEIR,

BFELIEBICAMEZE. EIRMIHERAF(R) A ERS O EEMRE SRR RtAPERTTFE R RIIER.

WREFRA © Efi=_V1



) i

= ab

= anLhEe

BIFEFAYE: 2024-08-23 15:08:00

CAMIRMHLUTRINRESTHS ¢

RS HRAERGSE

ALUERKSNREENEEBAR , S FKSIIEMREKS , MASES ZIRWSHEXINSDEIE.

BRI BUREE

AL ARNEREIRETRNARFRASHER, FIIaT AR RLFIKSHECVMESEINARIESIR , B —LIKSEHER
IKSATLUAER MEUZRICVMBERIRS. XBEMER. HENR. ARETLMEITE.

B

CAMBERIFAFENS M , BYSHRIREIECISIIRAEIERY | BACAMRKRIIMENSRARER | FMIEHRIRERLS S
SHEERIREMRIER ;| BNCAMEREFRIESIEE (BRE—21ER )  EMREERFIHEENS.

WRARERS : Efi=_V1 586 T0 2051



) i

NS

BIFEFAYE: 2024-08-23 15:08:00

I FIKSHPREE
B ATRERMUNR TEEREZ I AR FERRIMETIEIER.

75 BN eBEREZEIR , GfECYM | VPCELAI, CDNLfI, COSFEIINGSE. B RERT , GEFRAR. Wl
AR, BHEARE. BOARARFTEREEMERBEXIFANZZFNEER , XA RFTEREEAER BTN =R IR
EER , THEARQSYSENWLAREE. StV RTRSHSSMERERE , BRILGNAR.

WRARERS : Efi=_V1 587 W H2053)



o) iaEsTE

{sE FEPR

BRITEHTAYE): 2024-08-23 15:08:00

PRI PRHIE
— N ERSHRIBFEH 300
— PN ERSHEIFIKSEL 1000
— N FIKSETIARRFEL 10
— N RAFPEFRFIKSE 100
— N ERSAIENEE X RIEE 1500
— N REEERATT 4096
pEI=-

1 —NERSHEEENBEE RIS A COSEENRIEH. WREER B BEENRIEEE LR ( ERA1500% ) | 28
CAMBEE N RIEHARIAE LR , oTRifECOSTHiBRIIER-1THE | BREFHEBBTRANSPREIRELAEE ACL ( Access Control
List ) #BEAEI LR,

2. BEXREE—AP. AFAENRISEESCOSEEN RIS, MREBEI [KEARIEAM] 12 RECAMPUKERRIREERIAE L
PR , AIRI{ECOSTHiEMIIR-EHE | BHEFHEHEIRHEASIRSIEELAEEFACL ( Access Control List ) #B @& LR,

WRAREE © HfRE_V1 588 TW #2051



Jy HEEE

Y IECAMBYFER

BIFEAYE: 2024-08-23 15:08:00

70y

NEEEEESHTNEH AT RIRSHITIIREE, AEENEIFHRAEECAMIFRIRSZIMEXEE. BERGEEaERINE. &
Ha. RErSHTEN. SE8XEE. UTIRSIBI T ZFEs8AmER FTEXFFCAMAIRS. WERPEBHTNTEN

o RS : SHFCAMBIBIRSHIETR , REIHEEXIN MRS | HERREREEXER.

o RAKIE @ SRIIRSIRHIIRIMNZIRIE.

HARR R ARR A D PIRSR. BAERAERR =155,

o IRBHK : EXRSHEARRDHEHEUR , DARIFIRSHE S BIRFRSE BE RS A IRIFUR.
o BMER : EMRSHVFERDO (APl) 2EAEBEHEISUR , H10 | BRI SHZIRS 2RSS TRISERF.

e BREK  EXOIRERREDENINR , XERMAVERIE , Ha0 - BIEKSESRERATRSEE.

e BHE  REIFFUSEBIEHSHRZNRRS | " "RRsE | RS,

o RIEREHTRN | SRRSERESHFEBIREH TRIRER | v "RsdE | - RREATE.

o BEHY : HFIIRS SCAMIBXAIS I EE | - RS .

it
AR5 IR =Hla MR EIH TIRAY fRsmRe SENH
=ik =E HIRR v v - niREEER
BealRss BRR 4 - - iniREEER
ReEiRss=s HIRR v -

i
55 ZRRIE i) MRS TIRIN fRsrRE SENH
XISAFHE B 4 v - iniEEEEmR
S HRR v 4 - iniREEER

WRARERS : Efi=_V1 589 W #2053



) i

RS RAKIE k=) IRIEIREHITIRIN RSABE SEN
~HER BIFR v 4
BERSS (cls) RIRR v 4

e
IRSS AR =Hle HRIBIR S THRAY RERe SEHY
B BiRR v v - HinEEER
FABE 4 BIFR 4 4 - PallEl=pES =]

ERE

IRSS RIS =He TR RS T REEE SERY
DIEUEE (TDSQL ) BIRR v - - el EI=gE:Ei=ea)
Z=EWEE (Redis ) HIRR v - - -
DHN=EIRE ( TBase ) BIRR v - - -
=HUEZE ( MongoDB ) BB v - _ _
ATFR&uRERE ( CTSDB) BIRR v - - -
X ZHBUEGREE (MariaDB) BIESR v - B B
HUEESIE (DMC) HiIRR v - - _
HIRIEHIRSS (DTS) RiBRR v - R R
==

SESHEIT
RS ERRIE b= TR RS HH TIEIY RERE SERY
IHiaEE BAIER v - - Al =gk
=EIT BAER v

NIE5IEYE
RS RIS BHIE TRAEFR RS T RERE SERY
=it BER v - - -

WRARERS : Efi=_V1 5810 I@ #2053



RS R E =HE TRIEIRES TR
Mg RS54 4 -

Fr&EIHR
iRss RN E =HE TRIBIRES TR
CODING DevOps AR5 4

NHIRS
iRs% RN E B=HE TRIBIRES I TR
VPCiE&f##fr (VPCDNS) RS54 4 -

REHR
AR5 RN E =5 TRABIRES A TIRI
Elasticsearch Service ( CES) RSk

zE
AR5 RN E =EHE TRIEIRESHITIEIR
E221/1(dabs) RS %% v -
HUEINEARSS (cloudhsm) IRSZR v -
FNZE(CWP) BRSS9 v -
FHEERF(KMS) fRSZHR v -
EIREERSS(SSM) BRSS9 4 -
Web Rz FIBG XAE(WAF) RS HR v -
HELEHT RS54 4 -
BURRERELNIE RS v -
=RaKIE (CFW) RS %% 4 -

RIEMA

WREFRA © Efi=_V1

RSABE

RSRE

RERE

REHE

iplaEE

SENH

SENH

SENH

SEN

SEN

511 T #2053;



20 allEli=s:2

RS I =HE TR TIZ fRSFE SERY

MRS FA(TSF) RS H& v - - _

HEBAZI(TDMQ) ARS34R v - _ )

HEBAZI(CKafka) AR5 v - -

APIRI(APIGW) IRER v - ; .
EE¥a

RS NI EHa IRIBIRESHTIAN REAE SENRY

=EIt IRSHR v - - -

il =3 RS % v - - -

e IRSHR v - - -

WRARERS : Efi=_V1 512 T #2053



o
0y

#R{EIErg
B

BITE AT E): 2024-08-23 15:08:00

pAE

i

SRHEEERERG  AEAMSHES | EEES  #ARSTE , BEF. BRE. BEXER. AelE  MeIEAOURAE

EIEESI.
5
Gl AFa B
LFR1000A L PFR1002E _EBR1000T
Bl BlEAP A B E SRR

EFREE  http://yfm4-v6-iaas.tcecloud.fsphere.cn/login/subAccount/100004603296 I

WREFRA © Efi=_V1

ae

0

_EBR10007
BIERE

813 T #205



) i

s
FIF R
T EHTETE): 2024-08-23 15:08:00

CAM BFAEHERFEFEIEN—IER , 8— 1 CAMARNE— I ZKFXE. SIMNSIKSEHAERS  SoBIRrEE
KEZAERRSURAFUSNENE. FIKSHIRES T RFIERIZEKA.
KSR EFKS TS
FAR HEIRIA

BEZMERR , JLMERINIEETER.

KE6liE |, =2 BHE
BY TENEREMSTARAGME  NORTRSHHEARIMURRY oo e RE CEEE

T HE , SRR BRI TSR =R, BIRAFBRIES. BB,
emay ) _
R A 2 . -
R , _
weE v . ,

WRARERS : Efi=_V1 14 W FH2053]



) i

EWKS

BIFEFAYE: 2024-08-23 15:08:00

BIEm=

AXHENBERSTRIRE , HERK , BB TSR T HERSHRLAR IMITIESGE R BTT.

BIFESM

EEMETFERSEKS.

BFER

EMSTRIZN

EWSENBERS TETEFERAR , TREN , TMTRAARETAR. Bt , M EERERSIARHTIRE , HORTIK
SRR MURRURT#E | RS CEERO TSR R,

EWSiHBIR

IR TAERSHBICORESTI. RSMEERRNEOIENEEAT. BEERSHO > BHARERT R FNNRLM
# , MEAIEE (CAM) > BHERTFRTANSBNNKETI SR RIMET 2SS,

IR | R EEERIERIERITRA | B REREhREERE AR T BRI TN A TS SKREE R AT S TR,

WRARERS : Efi=_V1 5815 0 #2053



3
0y

FIKS
BlEFAHF

BITEFAYAE: 2024-08-23 15:08:00

BIEn=

AN EEERIREFRFISIR | FRPBERENSIREERNEEEKS THRIR.

#R(F1ER

EEH e
ERLBIERAES S | BdEf et FRRHRENR.

1. BRIpASEENE  FELNSHES | EERFPEE> BF | #\BFRE.

2. ERFTE , BEEEAR | SRR ERNEE | SEFHEP  SAFRETFRFRE.

3. HIESAFERRHE £ "REFAFERE" TEEAFS (©E) . IR, FH. #EEE.
58 - BEFIEAPE —RRSAIEI0N AR,

s BFRAFPERERRFE  ARE—EHERETEEL,

4. f& "piERE MREFAFAAETEE.

o RF2I51A) : [5FSecretldfISecretkey , FRFEIEIZAPL SDKFIE AT EEENIREENNEKSEIR,

* ZFEEEEFIGNN | ER%ENE  FAFBBYERISEH e TN EENREENNEKRS KR,

A - ATRIESNIKSZE , BVETFEERRIPFERFERF.

5. RERHAEN. TEEETER. BEREF. BFRP.

6. AEAIE  UEFAF. SIEMIHE  RAEEHNRESPRIE.

7. FERESPRT | AL

o FINEENERFA : FERFEH , FABFRFPFINEER  SEIEEIMARERF4E.

o SHIERAFNIR  EHMERAF | £EIRAFERCIEEAFIISUR.

o MIRBEFIRPIFIN | GRS , taZRIF PR IIXS RAYSREE R,

WREFRA © Efi=_V1

iplaEE

516 70 #£205



kN

3 IR

8. BE T : SRk . ENIRE PRI,
9. EIRERFAURTE , RIEEISIRER , EARNANASIFENFRFRENR | KEKRIEEF R RERE RIS AR,

o FNEMEAFA : BFBEFFIRIARZTFREEREERAPSIRIISEME | SLABTRAXERENR. BFRFRNIZIIE
FRRAsERERFE | FRF A LREAXERE % BN,

o SHIMERFAER : BUESHIMERFIAERAFRFPXEKRE , SESHIAEREFMUR  2iFESHNER | FRPILCREREM
S5 FMIINAISRES.

o NEREEFIFRFHEN : B NERIRPIZRPIAN | DiETEERERAVREE,

0. BT : S8Rk

1. ESSRIRE |, BESERGTR B FRFRE NIRRT TR RIhIRE.
2. NIRRT AP BINIRE , ST LSS LA TSR AFER.

o BFTHRZEFIEET excel BB ERRTEARNM,

BT APIEIE
ERILLBIEREsAER AddUser EORITFRAFHIRENR.

WRARERS : Efi=_V1 5817 I #2053



) i

FHRPNRIRE

BIFEFAYE: 2024-08-23 15:08:00

BIEm=

RIS BRI F P REARIERES | FRPBEREMNSREEREEERS THRIR.

BIFLE

TR RBURERR S

EREK

BRI LB RN KERRIBLREURIR & 2 AR,

1. ZgxrnagEEie  ©F (AFPEE] > (BF)] | B\ BFEETE.
2. EAFEERE , fREAF  EABPFER.

3. BB [ERXEAIREE] JLIEECEKREAISE.

4. REREARES | fESRHATRIESIZRIGCEERER.

5. B [#RE] STRERAF R RIOEASRIRERIE.

BELE SRR
EELSRBRRNERFE | BRRBEIEREIZBFEMKECRISIISIR | BT M7 RZRERISRIE S IRE A RER. ANFEMERRAEERE.
R, FIEAFBHENAFE.

L ZaximagEEie | & (BREE] > (BFR4E] | ¥\ BFREERE.
2. ERFPASERE , /REAFE  #ABFPEIFER.

3. B [BEXEIRIR] JLIEECE XIS,

4. REREARES | TESRHATRIRSIZRIGCEERRR.

5. B [(ME] SeERN AP RRICRERIRIERIE.

7 F R RRRRORERSRNE

EEARRR T FA P KB R

R LB AR R RERRI SRS LA IR R 2 RERAIA PR .

1 ZsxipagEEie | &R (AFREE] > (BF] | #ABFAEERH.
2. ERFEETE , /RERF  #ABFFER.

3. BB [BEXEXAIREE] AJLIEECEKEKAISRER.

4. RAEARRRIRES.

5. B [ME] STRER N FRPEIEIRRERIERIE.

NEFBHAR
SR LANE S BB LARRRR FE KBRS
1. ZRhagEEte | &R (ArEE] > (AFPE] | #\AFESERE.

WRARERS : Efi=_V1 518 T #2053



3 IR

2. ERFPAEERE , /RERFE  EARFFBR.
3. B [BEXERIR] JLIEECE XIS,
4. RERERRRR.

5. B [(ME] STlER A FRPEIEIRRIRIERIE.

WRARERS : Efi=_V1 19 I #2053



) i

FHPZE2FIE
FHPER

BRI HTAYE: 2024-08-23 15:08:00

BIEn=

AN BEIERFRFMNEVHETFRR | ERAEFRFEEIREEAEEEKS THRER.

BIFSE

FRFER
BUKS. BHER
EELIBILTERERKS. BRMOER BEXENTRRF  ERFE  IERENREEREEEKRS THIRIR.

LN FRPFER TEHITKSER.

2. EFAPERTE , MAEKS ID. FAFR. BEREWBER
FWE ID BPFAFAEEIKS ID, IKE ID (440 : 100001234567 ) EKEEZTFEHIE—RR , BERREIKSE KSEEL
BE.

3. B [BR] |, mEdKS. ZERANERFAFRE.

WRARERS : Efi=_V1 5820 70 #2053



Jy HEEE

NFRFEEEREN

BIFEFAYE: 2024-08-23 15:08:00

BIEm=

RIXENEIMEHERFRFERS | BT LBEFINERERFRAFEEERS THEIR.

BIFLE

1= [BFPEE] > (AR PiEEFEREERNTFRRP | mREK (BRER] | EARFFRER
2. FAFFERTIER [R2iRE] > [(IRa%E] | BE (EE%E] .
3. e (EEEsanE] B0, RESRIAFES.

s AERIpIFAFREEIEREHGNEE B8 (ERana) k&N [ER] .
s BEFENTRFRENTN , BOLIBILA TR,
o BN [ZHIE®E] iR (BERNERE] | RASENEREFHEERTENE. GRS  aFEILEE [T

#H.csv] (REE.
o FHME [iBamER] kiR [BENFRL] |, MAEAZFRAFPIRENRHSEREM.
o EREEURIAFETEERN , 4% [AFRUIE MASENEETN] |, FRAPE MABERRIIEEHERENRBIRHEER

AN

WRALERE : Efina_V1 2821 T 205



Jy HEEE

AFRFREZERIF

BIFEFAYE: 2024-08-23 15:08:00

BIEm=

RN B EAXAFRRNEERP | FRPBREREANESHTZ LWL,

BIFLE

AFRPFRER2RRP

1L sRpREEELE | AEANSHET | &% (BFREE] > (BF] | #ABFPEERE.
2. ERFEETE  GERERERERIPITFAR.

3. B [BPEFR] | #ABFFERE.

4. ERAPFERE  BF [(R2RE] [ #AREEERTE.

5. aReEHNH , BEESHRERFETH (EEMFA] .

6. ERHNSHEEEOF , WEHFEFEIIRIFRE , ASRFRFFEENNE 2R,

7. B (ME] | =l AFRFPFEZSRIPRE.

AFRPXARERR

1L BRpREEEtE  AEANSHET | &% (BFREE] > (BF] | #ABFPEERE.
2. FRFEERE  GERERERERIPIFRER.

3. BB [BPEFR] | #ABFFERE.

A4 ERAPFERE  BF [(R2RE]  #AREEERTAE.

5. AR EHEERNHE  BESNRERF=TH [FEMFA]

6. IERHINSHEELEOF , WEHFEXDIRIFRE , AERTFRPXAENNR 2R,

7. B (ME] | Tl A FRPXAZERIPRE.

WRARERS : Efi=_V1 5822 T #2053



kN

3 IR

FRFIEEBER

BIFEAYE: 2024-08-23 15:08:00

BIEm=

AN BN FRFERIEEEREURREITEEE. IHEFRFRIGES  SFRFRIEBTEERE  MEITHBEEEZAFE
LS G IS ES EEIRIELIVGEP SN IS =i

B&{Figra

REITHE

1L BNEEHL , SAEHESTE

2. YEREH SR

3. ARERIIERKA

4. TERRHAY RN B0, DR TIRATRA /A,
5. g [WE] |, SRR ETIHSIERE.

WRARERS : Efi=_V1 5823 I #2053



>

Y HSEE

|Gzl

BIFEAYE: 2024-08-23 15:08:00

BIEm=

RN BARRBENSEE SN FRF | MiRefE | FRPEABREZEKSHEENR,

BIFESM

EERDLEEENE | E&F (AFREE] > (BF] | #ABFPEERE.

BIFTR

i

1 ERFPEERNE , HEIFEMRFRER.

2. BEAMEREFIR [MIER] .

3. FESRHRIMPRAEFEN |, BIAZRIFRF TN APL ZACEAERNR , FEESE L%,
4. B [HARRR] | SRMIBRENFRFERCE.

s~ R

1. ERFYIREERE , ANIEERROFRER.

2. BEHEESR (MIFR] .

3. ISR EN |, BACAEFAF TR API ZAEEABEME | 5% HiaEA.
4. BB (BoAMRR] | SSRBREFRFERIE.

WRARERS : Efi=_V1 524 T #2053



%)j1=|'u\

BIFEAYE: 2024-08-23 15:08:00

37—

AENMBIAEEENFIKRS RS, &E. FNHER.

BEEAFPER

1L BsRpaEEEtE | E&F (BFREE] > (AF]  #EABFEERE  HEIFEEERFERNTFIKS.

2. 8% [ARPL|R] , EABFFEERE.
3. AIERE LSEELRITFKSHAFER (BBFE. &E. F. oifE. EERIFHEEN ) .

(ZSARPER

L BRipREEENE | &F (AFPEE] > (AF]  #ANBFEERE  #EIFEELAFERNFIKS.

2. BE [BR&R] | BABFFER , BEa LA (RE] .
3. IERHRIEEEEN | ESENIRFER.
° AP ENSRAFPNARE  FTRPFEERERAFS  TiXEX.

o EREFH  EXERIFIKSHEFIER , ZFNAILBTREEKSE B AERRFRIRSH K.

o EXERMBRE  IEXBRIFIKSHELAEER | ZAET BT REEKSEEER.

HEEE

4. B [(ME] | TAIENAPEREE. SULBTENZERNARE. F. #iEE ARYIREERE  BRIEHNFIKS.

WREFRA © Efi=_V1

5525 T #£205



) i

AF4H
FTiZFFH

BRITEHTAYE: 2024-08-23 15:08:00

FE2FPE

1. BRipREEEHE | ®F (AFREE] > (AF4E] | #ANAFESERE,
2. 8% (Fgmr4]  #NESRFAERRE.
3. WESAFAERRE , HERFARNET , HFRFERAVIET.
RBA . ERAPAEYIERFPETLERBFERNET | ERS AP AP REEREMEIINAIEFE.

4. B8 [#E] | eIEZRPERT.

5. BEFEZAIAAARR , BEAIRERFAEENH.

6. EIRE [CXREXAIREE] TumE , Bdr [REXSRER] |, HNEERIRAME.

7. NIEFERNAIRES (AUSik) | B (E] | BIR)SRERSRESAL.

8. £ [BXERIFRIR] | O LIEERFEREXRE  iERTaE (M) 1855,

REX A5

REE T RTEIRFEEE TR TOERN 2R AFREE. ARENRRE. NMREETHENIEZEFRF | B2R B
EXBEFAF.

WRARERS : Efi=_V1 5826 TW #2051



) i

AFREHE

BIFEAYE: 2024-08-23 15:08:00

BIEm=

RN BIMEIFT AR ERNEERIRE. S EF.

BIFESM

EERNEEEEHG | mF (AFREE] > (BFRE] | #ABFERE.

BIFTR

FRPEFINAERF

BN AFERMAR

1. ERAFPERNE , HEERFIBFAIE.
2. BEREAMEREFIR [RNAF] .

3. ERHASAIIABREN |, DiaERIFAER.
4. B8F [(H#E] | SRR ERINAFEE.

Z1AFERMAR

1 ERFENHE , ANIEFERIAEFE.
2. BEE A (INABF] .

3. TERHARNIIAERED |, AEERINAER.
4. B (€] | SRR ERINAFERE.

BRFERRRF

SRFAkRRNRR

1. ERFPERNE , HEERREFAIE.

2. BEAPESRR , EARFPEFRR.

3. ERFAIFIER , BE (EFRNNAER] | #EABFSIZRIE.

4. ERAPFIRREREIZMROR, | fEEMRFFIR [(BHizd] .
5. 8E [BHAF] | T ABFEMRENBFERE.

BRFERERF

1. ERAFPERNE , HEERRBIIEIE.

2. BERAPAERR , HARFPEFER.

3. EAFEFIER , B (ERINNER] | EABFSIRTE.

4. ERFYIRRE , DikEEMRREIER.

5. BE (BUHAF] > (FABL] | TBPAERRS T BRERE.

WRARERS : Efi=_V1 5827 I #2053



) i

AFPENRIRE

BIFEAYE: 2024-08-23 15:08:00

BIEm=

RIEN B RAFNEPR A B REXAIRES | APA FTHFRSKEA G EENEEERS THEIR.

BIRESM

EERNAEEEHS 15 (AFREE] > (BFP4E] | #ANBFESERH.

BFTR

FI PR DNSRES

1. £RFPAEEERNHE , RERAFARTR , HEABPAFRBR.

2. ERAPEFER , B [SXREKRIRER] | EANREETE.

3. ERUREIERE |, BE [KRERIR] .

4. FERHIEAIREMIIAORE (ISiE) |, BE (BE] | STRARBPERINRIRIRE.

PR ERRRRERIE

1 ERFPAEERE  fERAFPESR  EABFEFER.

2. EAPEFER , B (EXKIRE] [ EASPREERE.
3. TESIRPHEIREMEIRIVRES , BEAN [FER] .

4. WATIRIGRE [HARRR] | Sohl/a AP BREIRERIRIRIE.
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o ZERIMRENEBANNERTERERERNFAR.
s EREBSETFRPBALZBIRMERSIUHITER , NEEERER.
1 &FAFPEE> AFPRE  #ARSRENE.
2. REERANREERARER , FTLMEKEEAN, BEKE, BRENEIEIRIURELBESRE.
o FIEMN : EPEEATFE. NEFE. HF. HHRANPRIRITE AN
o REEHKE : ARELONFF , &IKFIRE32NFFH
o EHIENHE | OREFEFARE , SRIKANRE 365 K
o EERH : IREFZBSHREBNES , ASHILURAEE. (&RKR24REBAEES )
o WIELH  AFRERN  FIESESETRENTFHER  KSARELD

3. REREIRHSTAERERERE, N E—REXEEFRITE , AR EEETN.
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FEDNRUMETREFRFNSIEERE.

BUIIRSRE
WRERFEKSHE B SRR RN FIKSEFHE i,
BELR

1. EZAPEE> AFEE , H\BFIEETE.

2. HERFIRKY , SERIRERRHERRAVRERE  EXRIEEEE,

3. EMERE | BRETRRE.
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IR B AR LM T RSB TR IR Ph R LRI,

FARBRT  EWSEXFRREE , AEES THERFNNEAIR | FRSRBEHAIRRRHINR | ZROIEESENBEMEE
BRAGHIEIR , FESRAEERTIRN.

RIRRE AR —FREZ FRURANEEAGE. CAM SHSMMREAYRES | FURSRIBFIEE R, MR EHFAtI@2MEEN—
LEIMNSIRES | ERAEER. ZRREERS  XERBRIEATE. BEXREEHAFIENERANAMAFREEIN
PRES. TURRIRAREREMMEARANTR  RIERAE  MEENRRAILUREHRERFNERMSIREETRX.

BT ERFEE B EMSE— S N RIBTeRIRN. #URNAIRIBEE LU TR SRIg tE T LA B E SERER.
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BIEn=

AN BT EI ARSI BN R | BRESCRIBAIHMEERENSIRN S , JURERERFNERUAIREESRR.

AR

EERNEEEEHEG , EARKREERHE,

BFLR

RIS RkaR Al
RERIREpAR ORISR | BN RIBRSTIEFERSIRE , AENER , BaIEMRIKEL , BRRE , IR,

1 ERREENE , REL AN FREBENRE] .
2. eSSBS |, Bl (RBEMREEE] | FENGREIRS IR,
3. EIEEIRSHIRERE | AFTUATER.

o BRSS (k) : IMEFERINAIR.

o IBMF (k) : EEFEERIAURF.

o W (WME)  BNEERNHNFRNRR/NRIN. RIRIENRER. RBFNE=RASIHESEARRIRA R & 7]
BN |, IR E A ERRN ST REREASNIES R s CAM I8 FXIRF~Re [HREEEr] X, rmsiss
BRIKIEESR 3735 CAM 8975 PR [RINAE] .

o Fff (EER) IREFHS DRRIBIERSM. FHEATSH E3EM

Lz
o —FREEPALIFNSSEAEA.

4. BF [RINAERR] > [T—#1 | HNGRIBRIETE.
5. ERERIENE , A RRIEBTR. HAER  WARRAS , HPRIRSTRIRIEASHEH S BaEm.

izl
o ZRERETRENAZ "policygen” | EREFRIECIZBERER. BRIHITEEN.
* RIBAESS 3 LHIRSTUREXIMN , ERIMRIESEIRFR R TIEL.

6. BT [Sepk] |, SoRURIRIRA pli=5 el B E SORBRHIR(E.

ARSI
RAITERINARE | BEE—XrERMRIRIRREREE PSR 4E.
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WFARF/BFAE  EFERNNBF/AFE. (FiEE—)

ErER | EFRERNARER. (Em)

BEAIrEE | GEFERNAIAEE. (E)

EIR - BUANEIERR,

3. EERIFERNNEEELTNER , 8F [T—2]  #ARERH.

o

o

o

o
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4. ERERHE  WARBER, REBRSERE (Soik] | TRRIFRSRINEIEEE X RIBIRE. HhEARRBEMRRERESHES
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B SRR RERFEF/ R E/ e
L SR | SRR | i\ R,

2. ERIREIEINE |, RIE S R RIRIB SR TR SRR B E SRR,

R EE

@ RPRERPASERARE, MEREGEBAEANRIERR.

fii SR HEEB/EE v Q o

RIER &iE BU3RATE SREREE T BRI
2
R :52: 1B/
QcloudAccessForSSMRole B, BE, NS, iﬁ}thm?ﬁ% 2019-10-16 14:52:08 ] KERFIP

FRIR RS
ZSRER S VHIBERMRF WA PP RURIR. TSR -

AdministratorAccess 8. BT, ) 2016-06-02 19:40:09 KPR /E/RE
ResourceFullAccess B A VHE IR PR TR S EE7 2016-06-02 19:40:23 e RERFBP/E/RE
FinanceFullAccess ;i;?gmnggmﬁpmm%m;mg, PR h16-08-02 tecd0iar TR KB/
QcloudNARMSFullAccess W AR EN2RE HIEARR 2019-09-10 11:21:21 TR KA/
QcloudNARMSReadOnlyAccess R AR RS REHERR 2019-09-10 11:22:07 MRS KRR/ s
SecretsManageri5isKMS SecretsManageri[IKMS 2019-09-25 09:35:06 TR KRB/ s

3. REIRERNOTIR R , BEAMREFIRXERRF/E/fA8.

4. TERHAORERFF/E/ABYEE |, RiIBUSTEERBPIRFERF. AFESAE.
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L mpREEEss  SEANBFEE  #ABFPEERE.

2. IEHEERF  RERFER , HEANRFFERE.

3. FECKERAOSRIE T | St XBRERRE | ST CBRERIEXSEIE.

4. TERBRERIYSIEIED | DT ERNATRR,

5. BAEHHARE | STAUBIT P KEX B E ERBRIRAE,
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B IP BEEEKS TEIR.

AR

FEREAIMIFHE IP RENVSSIEE , FERTSE BIE,

BIFLR

LN RISEETE , BEE LA FEBEEXRE] .
2. SRR S BT |, Bl (FRBEMREEE] | FENRIRS IR R,
3. TEIEEIRSIIRFRE , HFEUTER.

o

o

o

[e]

o

MR :
ARSs :
BME
TR

&5

.

DIEIR , R AOUE. AR 1R, AP AP EARREREUEL.

IR | R ENINAT .

VIR, R ERIRER DG IR,

IR, BHLISE BREAS VRS,

RIEERIRRERFM , WA P bit, SJLURINZRIRG]. Fla0 , EREE" v | (NREMAX [P it EEIRER

{EF7A

AT RGIZFRRAFPSTE 10.217.182.3/24 ¢# 111.21.33.72/24 MEARSERZ APl iA18 cos:PutObject , #NTFE :
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NSt

Condition = string_equal

Key = qesiip

Value ‘ 10.217.182.3/24.111.21.33.72]

SREIEEAT -

{

"version": "2.0",
"statement”: [

{

"effect": "allow",
"action": "cos:PutObject”,
"resource"; "*",
"condition": {
"ip_equal": {
"qes:ip": [
"10.217.182.3/24",
"111.21.33.72/24"

L S
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155248
LRSS
RITEFHYE): 2024-08-23 15:08:00

R (policy) HETTTEMRL , FREAMENNENMER. ZOTTEBIBEEITA(principal). #{E(action), &iE(resource), &M
(condition)LARZ I (effect), TTERFRBHHHNG, BIERARLSBEINFER, WTFRESEEESMLRER | condition 7t&
BOE. EERIEFARFSEN principal JT& |, {CHSERIRETE AP NSRS ZEXAIS SR principal,

1.iR4~(version)
HIARBGEERA., ZTREVER. BRIXIFER"2.0',
2.&3¥E A (principal)

FARIRIENAITR, AR (FFRE. FKS. E/AF ). BPE, XL EAE. BABNAPSESTR, (USRS
AP RIS AERAS P FERIZITR.

3.iBfI(statement)

A —E&SHZEBREMEE., 1ZTT=84E action, resource, condition, effect EZNEMMTEANIRHIPRES. —KEKRER
{NBE— statement JTZ=,

4 32{E(action)

EARSFSIELEAYEIE. BRIERTLLZ AP ( LinameRiSRimd ) st EThEEE ( —B&5ER APIL, LA permid BIZREIA ) . 1ZTTREMNIEL,
5.%iR(resource)

AR REIE. BRERANERXER. BRI ERENFBESBMXE. BXRUNTIEERRIVEE. | B2REREIEREHA
FRXIMAYF= R 3AS. ZTcR 2 AR,

6.4£315%14(condition)

HRRIRERILIRF M. SRR, BEEMRFEEN. FHETEERE. IPIEHER. BERSAIFRERGPIEER
fitfE. ZTTREIFMET.

7.3 (effect)
R ENERE R 2" BTAER", 81F allow(feiF)fldeny (B TAELE) WIS R, ZTTaR2WETR,
8 SRER I

ZREBIEAT - SOUFBT AR ID 1238423 FEIFMS ID 3232523004 ID 18825 , Sbmuitisifcosti#tBbucket AR HitisAg
cos 77fi#tf bucketB TFHIISR object2 , 71 1P 7910.121.2.*MERRT , FHEFTA cos i API HIRIRLIR SXIRATIR | LURATLURIEH
SEAFIBIHR.

{

"version": "2.0",

"principal": {

"qes": [
"qcs::cam::uin/1238423:uin/3232523",
"qcs::cam::uin/1238423:groupid/18825"
]

)
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"statement”: [

{

"effect": "allow",

"action": [

"name/cos:PutObject”,

"permid/280655"

I

"resource": [
"qcs:cos:bj:uid/1238423:prefix//1238423/bucketA/*",
"qcs:cos:gz:uid/1238423:prefix//1238423/bucketB/object2"
1,

"condition": {

"ip_equal": {

"qcsip": "10.121.2.10/24"

[

"effect": "allow",

"action": "name/cmqqueue:Sendmessages”,
"resource"; "*"

}

]

}
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BN RIS AN FEIRT . $RE& policy HERAS version FER statement #pY , T LB SEIEAGE principal , EEAMRT
RESETE API RERESIEIAEXAISEPER. 184 statement EHE TN FEOMEK. BXFEDEIERE action, &R resource, 4
W& condition LUK effect PUNITE , H condition E3EMETR,

_________________________________________ .
1 I- I
i
:P'DC\F |
" version principal !
1
1
1
1
| e e it 1 I
: statement | St (.
| 1
I
| I - I
. | T
I 1 ] I Lo
: . I I 1 I
1 I | 1
I g
: . : condition resource : (.
| 1
I 1 e e e e e e e e e e e e —— — I I 1
L e T e - I [
1 ]l 1 ! | 1
1 I . I | 1
| j I I | I
: I 1 I | 1
1 I | 1
| —
: i : condition resource : 1ol
| 1
I ]l I m e o = = == I I I
I
| | 1
| 1 I I
1T e - - I
b e e e e e e e e e e e e e e e e = = == i
JSON &=,

HEKIEELL JSON U AEM, SIESEFIIRESAHE JSON 0T | BRLEIRTMY , AfLARF X RERE JSON &= Ef. JSON
BIVREIE RFC7159 FhEN. |, SR LAFEAESZ JSON WEIHEF ERIEIE.

IBRLIE
BRI TR

o UTFREESERIE LT JSON FFF :

{17,

* UTFRERTHARKIEETINTIAF , FEITERKT

=<>()]|

* I ERAFSMEN | ERESHRMFIERSHITRR. Hia
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[<resource_string>, < resource_string>, ...]
<principal_map> = { <principal_map_entry>, > <principal_map_entry>, ... }

RS MER , ALUREE—ME. STRRE—NMEN | EFNESKAREE  BHES [I"fRCAE. fi0

"resource": [<resource_string>]
"resource": <resource_string>

* TREMES (?) RRzREBIFGER, 590

<condition_block?>

* TERENFENERT  KEEZEREL " T, FA 0" BESENXKEENISTEE. 60

("allow" | "deny")

* FRIRTHEANG|ISEERER. Fial

<version_block> = "version" : "2.0"

AR

policy={

<version_block> <principal_block?>,

<statement_block>

}<version_block>="version": "2.0" <statement_block>="statement": [
<statement>,

<statement>,

]<statement>={

<effect_block>,

<action_block>,

<resource_block>,

<condition_block?>

}<effect_block>="effect": ("allow"|"deny")<principal_block>="principal": ("*"|<principal_map>)<principal_map> ={
<principal_map_entry>,

<principal_map_entry>,

}<principal_map_entry>="qcs": [
<principal_id_string>,
<principal_id_string>,

l<action_block>="action": ("*"|[
<action_string>,

<action_string>,

1) <resource_block>="resource": ("*"|[
<resource_string>,
<resource_string>,
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])<condition_block>="condition": {
<condition_map>

}<condition_map>{

<condition_type_string>: {
<condition_key_string>: <condition_value_list>
12

<condition_type_string>: {
<condition_key_string>: <condition_value_list>

L

}<condition_value_list>=[
<condition_value>,
<condition_value>,

]<condition_value>=("string"|"number")

EiEeE :

o —/NEE policy JLABESKIES statement, RIBHRAKER 4096 N2 (FAEET1R) |, ENMERIESH R, MR
block FIERIRFAIRS. FIa0 , E5ESH , version_block BILARRTE effect_block FEZ.

o LESHSHNEIRRA A 2.0,
e principal_block TERTEEHIEHRAATFEN |, IFTERISETE API chFISEIE AEXAIS S #EA principal .
o 12{F action FEIR resource ER3TIFFIZR , H action iIXSTISE T~ mENXHNEIESE permid.,

o SMEMAUARRNEM | B BIES N FEERNZERS. BNEREEEIESMHRER condition_type, 4
condition_key , £{4{& condition_value,

* T5IESD statement BYZA] effect 79 deny 5 allow . HREHESANETTEEESE allow XEBEE deny it , E1E deny {i55/R
.

R
EARATTRF RN T ¢
action_string

EEARERRE. BRSSSRBUAIIRIERARERL.

/PR E1RE

"action":"*"

"action";"*:*"

// COS FrRFT R
"action":"cos:*"

// COS F=@#I& 79 GetBucketPolicy HIE{E
"action":"cos:GetBucketPolicy"

// COS F=iER4> Ll Bucket AUIR(E
"action":"cos:*Bucket*"

//124ELE ID J9 280649 HUIR(EFIZR
"action":"permid/280649"
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// cos F=&& , &3 GetBucketPolicy\PutBucketPolicy\DeleteBucketPolicy AIiE{EFIZR
"action":["cos:GetBucketPolicy","cos:PutBucketPolicy","cos: DeleteBucketPolicy"]

He, permid ARFMENAHREES ID , BMERIFSRSEX R,

resource_string

RiRET 7Rk,
qcs: project :serviceType:region:account:resource

N TR

// COS F=R#Y object &R , EiSits, , BRAAEM uid 210001234 , FFZE bucketl/object?2 , FIRBIBE prefix
gcs::cos:sh:uid/10001234:prefix//10001234/bucketl/object?

// CMQ F=RHIRAG |, Eigihls, , FRMEEA uin 212345678 , FiF&E12345678/queueNamel FFRIZRE queueName
gcs:cmgqueue:sh:uin/12345678:queueName/12345678/queueNamel

// CVM FRII=RSEE , Bl , BRAEEM uin 212345678 , FREEE ins-abcdefg, BREIZEE instance
gcs::cvm:sh:uin/12345678:instance/ins-abcdefg

BMERIBSAST R SHSRIRGIIR MHENRRERTTE.

condition_type_string

SAHRER | AN SRHERIZEEL, 140 string_equal. string_not_equal, date_equal. date_not_equal. ip_equal. ip_not_equal,
numeric_equal, numeric_not_equal &, =0T~

"condition":{
"string_equal":{"cvm:region":["sh","gz"]},
"ip_equal":{"qcs:ip":"10.131.12.12/24"}

}

condition_key_string

SR | RENEERBRMHEERFHTIRE | LEBERMESHE. CAM EXT—HEME-RPERILAFERANEAR |, 8iF
qcs:current_time, qcsiip . qcs:uin 1 qcs:owner_uin £, B{NMSEIESE £0%E 4.

principal_id_string

F CAM M= , BFREEERNSEIR. BEILFEEA principal thRARIER. T  BIMERIESR SiREAT5.

"principal”: {"qcs":["qcs::cam::uin/1238423:uin/3232",
"qcs:cam::uin/1238423:groupid/13"]}
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ZY¥ERAPHREERR , CAM B TH&SZEREITIEL,

Rikdeny

—
B ekt

_REA R :
— 'dﬁr_‘)’_ﬁgﬁ' - W52 Hdeny

. I .
~—allow s B H5E Jyallow

-

BELEISE Hdeny

L BUABIRT , B IEREBG IS,

2. CAM 218 B AR B XEBIFE R,

i. #RrEEITECCREE , U T I —2FI0T ; SURZARTA deny |, AAFHRIEER,

ii. #MrEEEE deny K& , ENRZRHAIEA deny , AAFHRIZER ; BT T—EFI1T,
iii. #I¥TEEEILE allow FH , ENSLEIMTS allow , RIPHEIEERE ; BNRLHITER deny , FAFHRIEEE.
-

o WFRWKS , BMABREHEE THIERREIAEASR,
o BLUBASEE , £EUAXETE CAM P, EMNEI TN EBAEKRE,
o HhFKREEVREIEE , B1F allow §1 deny ZKEE.

iplaEE

o WTFEKSEFLAINLS , FERRMES07R | BIMRIKS A ZIURKS B THIRE N FIKSHEZRINHEMIR, X MR
CAM ERIREE A BERINEG B IZRLAK B 2ERMUSTIKSIZAUR , MERHENEHET , B NFIKSAENLE A IR

iR,

BRISIFRBARIRERNT

SREEILAR SRIRENX
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SREEILAR SRIBENX
{

"principal":"*",

EHRATEE MFA IE :action":"?ii?unt:QueryKeyBySecretId
resource":"*",
"condition":{"string_equal":{"mfa":"0"}}

}
{

"principal":"*",
"action":"account:SetSafeAuthFlag",
"resource":"*",
"condition":{"string_equal":{"mfa":"0"}}

}

IREWRRIFRE MFA 10

{

"principal":"*",
"action":"account:BindToken",
"resource":"*",
"condition":{"string_equal":{"mfa":"0"}}

}

#07F token EE MFA IiiF

{

"principal":"*",
"action":"account:UnbindToken",
"resource":"*",
"condition":{"string_equal":{"mfa":"0"}}

}

247 token ZEE MFA I83F

{

"principal":"*",
"action":"account:ModifyMail",
"resource":"*",
"condition":{"string_equal":{"mfa":"0"}}

}

1E2HRFETRE MFA I0IE

{
"principal":"*",
. "action™" t:ModifyPh Num”,
RN 22E MFA BiE "ac ion ?.fi?un odifyPhoneNum
resource":"*",
"condition":{"string_equal":{"mfa":"0"}}

}
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#IR resource TTRAIA—NERZS MEIEXNSR |, i1 (VM BR. COSFEIRE. AEEENE CAM ETRERAMER.

B
FERIRIIRIRA MR NRIUEAS . SN REREESENERINNNEREENFE. BXRNIEERFIER | BERMN
BUF RS, NERIENX ST AR

gcs:project_id:service_type:region:account:resource

Hep .

qcs &£ qcloud service NEfR , FREFENERR. ZFEREWVIEI,

project_id #IATIRER , (XGRS CAM BEfZIE. JpiRIBEZZIHESZER.

* service_type A mEMR , 20 CVM, CDNZF , FRAMENEAETIESEXNNAFmRIE. B8 * ORETAE M. ZFRE
R,

region IEIAMEER., ENTHRMERRFAIEIE., = FaFiRitEs—aEAiES% gl AX, = FauanitEsas
EXUTF :

iR AES fiiR
gz T
sh tis
shjr HEERx
bj b=
cd R

* account EARFAEEIRKSEE. BRIFRMAIIEARRAEE |, vin 7 uid 7534,

o uin Ax , BMEWSAI QQ & , F~ A uin/${uin} , 40 uin/12345678 ;
o uid A= , BMRMSHY APPID , R=J9 uid/${appid} , &0 uid/10001234,
o (ERTEHRMEEROIEERRE CAM BRFEIRKE. BRICOSHICASIESHEEREE RELAudA AR (RS , TEX
i) | BISHEREEEREER uin AUEE.
* resource HAZ T RIENREZRIFE.

i. BIUMHAS | ZFREVET.
a. RRENERRFETHERID . 20 VPC F=RAY instance/ins-abcdefg .

<resource_type>/<resource_id>
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b. FRENERFETHIHIRZEIR ID . a0 COS =R AY prefix//10001234/bucketl/object? , ZART , SHFEFRKAET

ZBPCER, 0 prefix//10001234/bucketl/* , & bucketl THIFFE Object ,
<resource_type>/<resource_path>
b. REENRIFFETHAMERIR. W instance/* .
<resource_type>/*

d FREFRTIRERERE.

2. EREHRET |, BIR resource STTERBATLAR ™ ik , SMEXWT | FHRERBIBESRRINAY =R,

3. {F action EFEXRKERIVRIERS , resource BXA™ , RKBFIEER.
4. #2{F action EAFEXREKZIFATRIERS , resource #HHFEEN A ™,

CAM NEREN
CAM B8 THEP. A. SREAE , CAM SRS TS ;

RS
gcs:cam::uin/164256472:uin/164256472
&

gcs:cam::uin/164256472:root

FIE :

gcs::cam::uin/164256472:uin/73829520

4.
qcs:cam::uin/164256472:groupid/2340
FrERF

gcs::cam::anonymous:anonymous

&%

SR :
gcs::cam:: uin/12345678:policyid/*

17
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gcs::cam:: uin/12345678:policyid/12423
BIRRETEA

* RRVAEE —ERRIKS. URBREFKSEN , FoBIBERRINHINR , FEHRRBEERN.
e COS. CASHSTHFHEMSENEIRRIHIUIR. HRNIKSA AR SREESTUSTIREREEFIKS.
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& =
RIRT =

BIFEHAYE: 2024-08-23 15:08:00

8

mR

BRRR - ERELET CAM AFRRTHEZERFERLIAIR. FNEEERE COS FRIVEZERANBBIZEFRILISIR. R
HARZFEREE RKS)HRFZEMENERFEEE | USRS , FEASHRFERESRIEFHZNGEEE., EXMERT , &L
BT EFAREEERLIMEHITR. ERBIRIRE X PENSUAFEARCIRZAGR  ZOFAFAERIEEE. SEMNT , RIBLER
WEIRREBREBHN L TXER.

B eEERREARAVRIR AT TN T

{
"version":"2.0",
"statement”:

{

"effect":"allow",

"action":"name/cos:Read*",
"resource":"qcs::cos::uid/1238423:prefix/${uin}/*"
}

}

o REEEEEMRREEFH LEEEAR uin, fuin 7312356 MAFEEET S test B bucket , MERSRAEIREIAS A

gcs::cos:uid/1238423:prefix/12356/test

* uin J9 12356 RUFFIEIENZEIRRS , £RSEHSIEYNAYREME R SAAFE#RAEE |, B

gcs::cos:uid/1238423:prefix/12356/

o RESHPEIEIR qcs:cos:iuid/1238423:prefix/12356/ RILABISRISRILECIAIREIR qcs:cos:uid/1238423:prefix/12356/test .

FREEIT Y E
HFTRAE | RETEALAERR BRRINSE—R. FHTRUE | SESEURERHED.
LA SRR VPC Bl E G ININR.

{

"version":"2.0",

"statement™:

{

"effect":"allow",

"action":"name/vpc:*",
"resource":"qcs:vpc:uin/12357:vpc/*"
"condition":{"string_equal":{"qcs:create_uin":"${uin}"}}
}

}
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1 P
ERISHHAIRIRZREIIRAT ¢
TEX TEZNX
${uin} HEPHABENFIKS vin . XITHEERRWSAIER | BFRIKS uin —5.
${owner_uin} SRNEAEREIREKS uin .,
${app_id} SRINEEFTEAURIKSAY APPID ,

WRARERS : Efi=_V1 5853 T #2053



iplaEE

2

AR
RITEFATE: 2024-08-23 15:08:00

fEFz R

HEREGRET | HIFEXICIRAIRIRB— L AIREXAIFM condition ,

e =1 : CAM FFEAT APLE , FEREBFAIBIERR , NEKENERIEE LI E P &4,

e 1782 : 4 CAM AR VPC XWEHIEE APLET , T REXIKT CAM AR EEENFERE AP IXNSERZRANHEERN | iF
FEHFA CAM BRESHENFIEZKRERAT VPC AUTHIER.

BIAGEH

EEHHNE RSN TER TR, — M RERALIBE TN FRMAR sub block #5% , 8 MF&MR sub block MR — M RIHREFRFIIE

Frersig 8T FMEYN TETISRME.

|
| [ ' ] 1
| d‘/m | valuela ‘ or valualb o©or wvaluale |
~ !
< and. . : I
|
|

f I \“"’ value2a or valuaZb
1/ |

L2

FHEMRTHEEENTAA

1. FHRSVNBIZNIEMHE , RE LT ER PRI NREERRIFHRMEHER TR ERPES— M FMHE | WRHERL
2. {WF—NFROIRPEESIFEROBERT | RESM SN NAISRMEERR | 2R RT £,

3. WTFBAES N FEERIBER | RESNFRIREENR | BIREAE.

4. TS _if_exist BRAFMHEIER , AME LT XERP A SFHRFRATRERAISIR | ZSHRRER.
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5. 33F for_all_value : [RERLRAIFMHEER  ERT L TXEETNFMHREES MENGR. REA LT EEFRFMHENE
(EFERERRISFHREFHER T AR | BNFETER.

6. 33T for_any_value : [REFLIRIIFMEER  ERT L TXERHFHZREREES MENDR. RE LT EEFIZRMRIER
—MEFERERISHR R ER TR |, BN FMUBATLAERL.

5P
1. ATFRAIERBPVWARE 10.217.182.3/24 s 111.21.33.72/24 WMERARSEREZ= API .,

{

"version": "2.0",
"statement”: {
"effect": "allow",
"action": "cos:PutObject”,
"resource"; "*",
"condition": {
"ip_equal: {
"qesiip": [
"10.217.182.3/24",
"111.21.33.72/24"

e o9 e )

2. LIFnfliga et VPC SBERSER NAT X , VPC ROtEZ/E Lis,

{

"version": "2.0",

"statement”: {

"effect": "allow",

"action": "name/vpc:AcceptVpcPeeringConnection®,
"resource": "qcs:vpcish:pex/2341°,

"condition": {

"string_equal_if_exist": {

"vpcregion": "sh"

}
}
}
}
FIHRERFFIZR
TEREFKMHRER. FUBURTONER. 81N REEXIEMHE | i5SRX RAT=5RIA,
FIHRER aX &5 Z5451
, FREET (DK ) {"string_equal":
string_equal . qcs:tag . v "
INE) {"qcs:tag/tag_namel":"tag_valuel"}}
string_not_equal FRHEAZT (XD cs:ta {'string_not_equal™
9-not.eq KINB) qcstag {"qcs:tag/tag_namel":"tag_valuel"}}
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SRR

string_equal_ignore_case

string_not_equal_ignore_case

string_like

string_not_like

date_not_equal

date_greater_than

date_greater_than_equal

date_less_than

date_less_than_equal

date_less_than_equal
ip_equal
ip_not_equal
numeric_not_equal

numeric_greater_than

numeric_greater_than_equal

numeric_less_than

numeric_less_than_equal

numeric_equal
numeric_greater_than

bool_equal

WREFRA © Efi=_V1

ax

FREET XD
KINE)

FHERET(RK
P =)

FRAEBUE(X DK
INE)

FRIEBAESET
(XDKNE)

RIEAET

RSB T

RIEATET

RTE)NVF

EHEVNFET

RfEINFET

ipET

ipPARETF

BEAET

#]EAT

HEXRTET

#]ENT

B]ENTET

HEFT
#EXT

f/R{EILE

FMH2

qcs:tag

qcs:tag

qcs:tag

qcs:tag

qcs:current_time

qcs:current_time

qcs:current_time

qcs:current_time

qcs:current_time

qcs:current_time

qcs:ip

qcs:ip

gcs:mfa

qcs:mfa

iplaEE

4

{"string_equal_ignore_case":
{"qcs:tag/tag_namel":"tag_valuel"}}

{"string_not_equal_ignore_case":
{"qcs:tag/tag_namel":"tag_valuel"}}

{"string_like":
{"qcs:tag/tag_namel":"tag_valuel"}}

{"string_not_like":
{"qcs:tag/tag_namel":"tag_valuel"}}

{"date_not_equal":{"qcs:current_time":"2016-
06-01T00:01:00Z"}}

{" date_greater_than ":
{"qcs:current_time":"2016-06-01T00:01:00Z"}}

{" date_greater_than_equal ":
{"qcs:current_time":"2016-06-01T00:01:00Z"}}

{" date_less_than ":{"qcs:current_time":"2016-
06-01T 00:01:00Z"}}

{" date_less_than ":{"qcs:current_time":"2016-
06-01T 00:01:00Z"}}

{"date_less_than_equal ":
{"qcs:current_time":"2016-06-01T00:01:00Z"}}

{"ip_equal":{"qcs:ip ":"10.121.2.10/24"}}

{"ip_not_equal"{"qcs:ip ":["10.121.2.10/24",
"10.121.2.20/24"]}}

{" numeric_not_equal":{"mfa":1}}

{"numeric_greater_than ":
{"cvm_system_disk_size":10}}

{"numeric_greater_than_equal ":
{"cvm_system_disk_size":10}}

{"numeric_less_than "
{"cvm_system_disk_size":10}}

{"numeric_less_than_equal ":
{"cvm_system_disk_size":10}}

{" numeric_equal":{"mfa":1}}

{"numeric_greater_than ":{"some_key":11}}
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SAHRERT ax 45 241
null_equal S TR -
i8R

1. HEAtEUEAR 1SO8601 tRERR , FFEEAER UTC BJiE,

2. 1P #VERFG CIDR #E.

3. SMHE(ERF (null_equalBsh ) INEEER _if_exist , T’ L FXERFEMERE EXIRAVREIRALEL,

4. for_all_value : [REFEEHKMHHEFRER | FRELTXERPRHRIOSMEEREERIZEX.

5. for_any_value : [REREERFHBMEMER , R L TXERPRHRIVES—MEREEXRIIRATLAERL.

6. RO SBASHFRM | BANSHFERD M. BIMERSESIHRA.
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(A==
AEILIEEREME_ VI EUKS"  ABRETRIRTRE  BAEESRE_ VIR THIRERITINR. AerLIRE—FEmR
= VIKSKAN | AAREISENIKSHEXREK. ARIFAXREIFALS (ZEBEnaER )  ERSNEREHBRFEEEBIFA

I, FRFEER M AER |, NasSelRIaRhERH AR TR RRHREHZIGRNES | BIaEd IR ZRE R B REIRSHY
FFR APL KiBEAFPHZRIR.

A=

SRS
FIKSARBATIMEBFOERND. N—LREEESR B ATBAERIINEFBRIAAARF MR ER
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BIFEAYE: 2024-08-23 15:08:00
EEMAERAENSETH —LEARNE  GE/AtE. REAE. BEXAE. PURKIESE.

o))

E—ANIRIEIS M. BTFNABHNRTEMA_VIFRS. BFMERIGHENR. XEATRMINZIHE , MAMIMZIEARNRS
HERFA.

CAM SZHFLAT 2 FeEBiImme

o MRS (TR ) A8 BARSHTRENNHE , RSHEFLIBFEN | IRSIIETINERS AHEMBR R IR TR,
c BEXAEE : HAFEITEXNNAR , AFILIBRARENRERBHATIAEIUR.

AEHELUTEFER :

o IEABBHNEKS.

o A{ERBERNFRFPUARNMEE.

IRBSAE

RS AEERS T RIRS EREHIYREEEEN CAM FURAR. IRSHBRIKBIRAEXmMIREZTENX , —BERXmiRS R
FiRSAE Bz MRS HEEENREFERRRSAEMIREERNEMRIRS. REBEILILEERMERRS  FAERT
AENRETERFHMIIR , RBEBEFEEDAIZRSRETRS AEIMERSUR.

LR mIRSB I FIRZAERET |, IRBABIEXIIRIABHACEREN , BFIERIIMEN , BURZRSTURNEE. RS
ABINTIEX BIEABEMR. AEHiK, SPREE.

=KERE

ZKSHBEAFECY CAM ABHITEN. BEXABIIARETR. ARHALURAESIRIIBAIRE. BEXABILILEER
HRIEHE R ERRIGHRERSURETOE  AeHAAEMERNERS

R T AN FERAREANTIEPREEIREHEINIR | BRa FIIARAR fem RN 2a,

BUPRERRE

JSON 1&=LAINPRIC A, AT LATE PRSI P A B nl RV ER AR, 1Z MRS T CAM SREEIES AN,
SRR

JSON ECHIINBRIA, ERILAESERIEPE X I ERBHINRIARIDERBIERERNRM. ZERKET CAM RIKESH
LR
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BIERE

RIS
AN BITIERAE,. AERIE , AEERE R EN SRS N AR,
AR

EESIHEEERIE , B A6 SIENE.

BESR
1L mpREE-A8-AGEENH  SEHFEAS  REFRERTANENSY , BE T | KERBKRE.

< FEAENAEE

@ ssnes= > >
Py
]
e
ZAPI=HE
Bake
0200
bl =3

BIENS

frSRASEEENE

T

2. FESRIRSIRA AR R LIRS | ST © HiEl.
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iplaEE

&< HEAENEE

@ sseeee > @ mmsess O

ThinEE

=ik =]

S

=APIZEH

K=
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HENE BIEE0F)
Q
T
ETIE
QcloudAccessForSSM EEEERS(35M) EEEE
AdministratorAccess ERELITEEER. WaRE
ResourceFullAccess EEELFESEER.. TR -
FinanceFullAccess ERECFEEER. SR
CeloudNARMSFUllACe..  FISEFEREENS . THREEs
QcloudNARMSReadD... FSEEFNELEIE . FREE
=
, BF5ERk.
<  HEEEMAE
@ sseece > @ mErese > @) =
AFSRASIEEES
AdministratorAccess EERELFEEERCAFREERRER. . s
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3, i
Bl

Begns
FIEN BIMEHER A BRERRIE. EXRIE | AEBRESIIREMREINIREERNEEEIKS TRIRIR.

HiHRSA
EERNAEEEHG , HA B8 JIRTHE.

BELR
s et

1 ZRBEENH  REFENNRaRR , #EABEFER.

’

2. rABERXE , BE | HEMBHEAESR.

TR 2022-05-17 144544 L=

g 2022-05-17 14:45:44 W

3. BT EEAREAER.

1EMERERERE

1 FRBEENH  BEHENNRESER  ENBEIFRER.
2. EEXBRISRIEINE | BdREORNE.

3. FESRHHAOKERSRIEXSIEIE , A RARAHRIAEIFINAIRE  BRERE  FINABXIRE.
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3 allEli=s:2

RRE KBRS
L FRBEENH  SEHENNREETR  EABEFRER.
2. EEXRBAURIETNE | BRESRISRIE B FARMES IIRRER.

3. FERHAOMRBRSRREXSIEIE | SRETIARERR | (XA BRI GIZRIEATHIARIHE SRR,
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HFrREeE

Bens
FIENBAMREE. BEMRE | SRR R EEIKS THIRIR.
BMESR

1 BRIHEEE (CAM) #=HlE , #AAaEERH.

2. BATAEMBRAIA B2 XS R EF RO HNBR.

RE

0 EESFs—aRNENEs ETARCREINEREERUEEREEECRES). CRETASEEEIENERSES)N, T SEREs
RAEE.

FEm Q

e

BEER

RS test Hipe
=APEZEE e R i
BEaks

2 - ieli=3
20 ~ 1 ME

3. SRR A BXEET , RERE , MIMZAE , BIRRZIRSABEXRKIKRIR IR R,
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RINAE

BIFEHAYE: 2024-08-23 15:08:00

=

. ENEEE-A8-ARIYIRE | KFIHSREFTDENREResIR.

N

. BEREREISENINE | AiSESRIEST |, BLFRA T LIEE RIS EA BRI NEF TR,
. BIRSIDTEZBRIFAR  EERENERE | ILUIRER,

w

N

. RERABZE  TLEREEFRRNGNARS  XERIHZFBREIRIAeTIE.
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NFIKST Fin EREREE
RITEFATE: 2024-08-23 15:08:00

ERABHANERSTUATTEFIKSHARHITING | XER(IEI RIS T A FIKS IR FinE A erIR
B,

RIS A7 A B—NsETREIMRERN , AERERZIRUIMIG AT B, ZBRUREREAT A T INEE RIRSHFER.

AF) A DAIKE CompanyExampleA ( E£MKE ID 7 12345 ) |, gl— MaEFEHRERRZERNE B W KE
CompanyExampleB ( EME ID 5 67890 ) , A& A ( CompanyExampleA ) & CreateRole #O8IiE— MEEBEFR (roleName )
73 DevOpsRole {IfEtE , AF] A RIKE CompanyExampleA Ffl2IfAE DevOpsRole BN T AR,

1. &) A IS CompanyExampleA ( ownerUin 79 12345 ) iEFS CreateRole #Z[OEIE— roleName J DevOpsRole B9 ,
policyDocument ( RGBSR ) BEU8H

{

"version": "2.0",

"statement”: [

{

"action": "name/sts:AssumeRole",
"effect": "allow",

"principal”: {

"qcs": ["gcs::cam:uin/67890:root"]

(S R )

2. 28] A RIIKS CompanyExampleA (ownerUin 73 12345 ) FEANIZ QIEAIRH SR,
i. 28] A IVIKS CompanyExampleA ( ownerUin 79 12345 ) @l#E5HEE DevOpsPolicy , SRESIEIZANT :

{
"version": "2.0",
"statement”: [

{

"effect": "allow",

"action": "cvm:*",

"resource": "qcs:cvm:ap-guangzhou:*"
}

]

}

ii. 8] A KS CompanyExampleA ( ownerUin 73 12345 ) i AttachRolePolicy ¥§ stepl FrelEHIRIRSIERIHBE
DevOpsRole , A& policyName=DevOpsPolicy , roleName=DevOpsRole,

3. Ri9 EERIEE , A5 A BIIKE CompanyExampleA ( ownerUin 5 12345 ) 58 T AEAICIEFIIZNR,
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8 B (RIS ( CompanyExampleB ) #iZUX MR , HEBEFHS DevB RFTIXIATF. A& B (CompanyExampleB ) &
ERFIKE DevB ALAREREAT A ( CompanyExampleA ) B DevOpsRole :

1. BUEEEREE AssumeRole , 7R/EIEOT :

{
"version": "2.0",
"statement”: [

{

"effect": "allow",

"action": ["name/sts:AssumeRole"],

"resource”: ["qcs::cam::uin/12345:roleName/DevOpsRole"]
}

]

}

2. BIZERIBIRIUEFIKS DevB, FIKSEMKIRT Ti0iEMAE DevOpsRole AR,
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= [0k
Ex{E3Lh%
BIFEHAYE: 2024-08-23 15:08:00

EeZAeR , JLURLBBRZERSIErReiR. SiEAe TR ERIRRE. (FASRRNEKSALIET SUZ R |
BinERerIIRETHE CAM FIKS |, Z/F CAM FIRSALIEE R EH S RASERFIINAERSIEFH S HITIRICEER
HORME , EALUBE = APL REEEKSIEK,

EEA |< --------------------- mEuE _| ——

1. tlRAmE 6. MATHEEMHEMIE

—>| TEIEMHEBole

A

5. AssumeRolefi@E

CAMTRIFa
A

TEEERTm

BIEm=R

BRREIVABIKS A FIKS B ANEKS | RlIReEERT m AWS A ™5 CAM FAF a, RT m FEFERZFKSHEBRINIEHE
BHEWKS B THREER. XEHEATTLURRAT L RITEE

1. kS B TRIERLIZHMAE role , HERBRIMSEEAEKS A,

2, HKS A TEIZBURRE | RIREN TR EBHEMREN— TR | FFERRXEKEHBLTETHEMAE role,

3. ANEERERTE  THEENABIIERE , BRIFmDERGBole

4, BT m &R CAM FAF a,

5. RT m AENREHSIEFEIRAR , FRAREHE role ERBRZEHE.

6. PUTREIZHAEXIRE.

7. IRRT m FERHS PN ERSHITLLIEHREXEE , WATLSR EALBRART m BFINERSHZLIEHIR.
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BEHRIRAFARZEH

BITEFAYaE: 2024-08-23 15:08:00

BIEn=

RENMBIIEE SRS RAFR APl ZRER.

AR

EERNAEEEHS , HA =API ZEEE TH.

BIFSE

iplaEE

FkEsEE QcloudCollApiKeyReadOnlyAccess 5§ fRAVFU S AT LB EFNEHI24HIMKS API 25819 Secretld 1 SecretKey {5

B, @J Secretld 1 SecretKey TERPRSBEINER APL. SDK sy E Attt A TEEE TS THIRIR.

1. #\ API ZSASIRETHE |, ERSANTIATBEZIRENE ) Secretld,
2. [EZEN | BB [BiR] |, B MRIE , JLSKENEHSecretKey,

WEE  AEIFIKSTEEERMER APl B5H |, IBIRT TS QcloudCollApiKeyManageAccess SRlg 13FR.
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HEPRHPE
QAR RSP S tR Bl R

BITEFAYaE: 2024-08-23 15:08:00

AR AR 2 1R B R SR

337

RN BB SR R IR RIS RINEE | IR EF ISR ENR BN EERNEEEKS THRIR.

ANt

28 QcloudCVMReadOnlyAccess SREEAIFIKS Sl TEERIRSESITIEHITUI RS ¢

EEEtIRRITIHRE ®

EEEIRIEEE

1 you are not authorized to perform operation (cum:ResetInstance)
2 resource has
3 (9956aa75)

E=
BRI T IS HETRE | B IRIELATRE SRR — R AR,
B3 1=
EELR
L #EA CAM B9 5555 1165 , ShamipEnre Lo,

2. SRR S BT |, Bl RRREMREEE] | ENGRIRS IR FRE.

3. TEIEFIRSARFRE |, #NFEUTNER |, (0 NEF:
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) i

EEERRATTILRE X
e #iE
sEEisEEE o

1 you are not authorized to perform operation (cum:Resetlnstance)

2 resource (gcs:id/1158313:cvm:ap-guangzhow:uin/2159973417:instance/ins-esuithv2) has m
3 {99568a75)

‘ " .

° R (wik) : RIERIGIR | EEARTPARES. TR, iF [70EF] .

o BRSS (W) : IRIEFMENETRNEEEERINIT R, RN, MAHRIEEREM operation Y [cvm] |, BISA=m
FIRERE [BIRSHR] .

o B (k)  IEREERNANREE. ERRSIF , SRHREE(SE operation FRY [Resetlnstance] .

o FR (WIEH)  ENEERNITRIIRIR RN, ERARRAIG , SNIRIEEEAY [resource| | ERTERSEH!
[qcs:id/1158313:cvm:ap-guangzhou:uin/2159973417:instance/instance/ins-esuithv2 | 18\,

o Ff (IHEH) IREFWS ORRNAVERFM , FINEE [P ArN6E, ERRRAS , FEEEA.

4. 8 BINERR] > [(F—21 |, EARERIRTE.

5. FESRIRRIETAE , *NFURIRETR. RIEEEER  WAKIEAS | HhRIESTRNRIEAS hizH & BaEmk.
187 - SRERBFREOAL "policygen” | BEREARIRCIZ BEAERL. EAIHITEEN.

* RIBABSLSE 3 HIRSTUREXIN , SRIRIESChRR R TIEKL.
6. BBy [BURRSRER] | SoRIRSRIRA R B B e SERIRAIR(F,

7. BFWERM | ZUATNE | FIKSISRIEENISIR | FRIRETE.

FHAZIEER

e 3

EHTHESEIENFSE. EETBFEREN , FIUAZIHER.

AIREREA
SHE BRI RN EREE -

o FHSH. XSESHER,
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o FHRFREXRR , BT ANE.

* FHSHBESREASHIRIRE  WXE. WEHES.

pluiing

L BEAFH SHESESIER.

* B, BT

* &, B BEFNSE.

2. BZLFNEREEEN.

* B BHTHESEFIRFISH.

s &, BT

3. AR E R SR FRAR A ETHI A,

e 2 IFERNARAIEEIER. BERRXREN EBRR.

e &, BT,
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<cas:serviceResponse xmlns:cas="http://www.yale.edu/tp/cas'>
<cas:authenticationSuccess>
<cas:user>chopinl</cas:user>
<cas:attributes>
<cas:user_id>chopinl</cas:user_id>
<cas:user_name>chopinl</cas:user_name>
<cas:email>chopinl@qqg.com</cas:email >
<cas:phone>13999999999 </cas:phonel>
<cas:country_code>86</cas:country_code>
</cas:attributes>
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BT SHERRIRSHRTEIR

iplaEE

BAlHcECompanyExample FE— N FHSDeveloper , iZFKEFEERETEIIKE CompanyExampled FHIESMFIBIFFERIR |

FTCHEFI R EREELARINGIEE | ERJLIIES.,

BHEA

Bk ECompanyExampleEiEETHIZHIZRQCloudCmagQueueFullAccessF1QCloudCmqgTopicFullAccessiEiZS F M S Developer, 12

AR IBESEEIVEE,
FHEB

stepl : EITRIGE LTV EIZLA TSRS

{

"version": "2.0",

"statement”:

{

"effect": "allow",

"action": ["cmqtopic:*","camqueue:*"]
"resource": "*"

}

}

step2 : FIZRISIENEFIKS., BITNIBSHFINEE,
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B F i SHERAIERERSIRFTEIR
kS CompanyExample FE— N FKEDeveloper , iZF IS EEBTLAAEIE O RIZASE SRS,
FEA:

Ik SCompanyExampleEEE TSR QCloudCmgQueueCreaterFullAccessF1QCloudCmqTopicCreaterFull AccessiSiG S
Developer, ENAHESEZINEE,

FHEB

stepl : EITRIGE ATV EIZ LA TSRS

{

"version": "2.0",
"statement”:

[

{

"effect": "allow",

"action": "cmqtopic:*",

"resource”: "qcs:cmqtopic::topicName/uin/${uin}/*"
b

{

"effect": "allow",

"action": "cmqqueue:*",

"resource”: "qcs:cmqqueue::queueName/uin/${uin}/*"
}

]

}

step2 : BIZFRIRFIVEFIKS., BINSNBSHFINEE,
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B I SHRE R R RELASH S BASUAREA R

PIlSCompanyExample ( ownerUinj12345678 ) B— M EFERRERGEREBNT , REEAE—FUiKSDeveloper , HFEHAILL
I RIS NI

stepl : EITRIGE ATV BIZ LTSRS

{

"version": "2.0",

"statement”:

{

"action": "cmqgqueue:SendMessage”,
"resource":"qcs::cmqgqueue::queueName/uin/12345678/test-caten”,
"effect": "allow"

}

}

step2 : BZRIBIFNGFKS.
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IlikSCompanyExample ( ownerUin/912345678 ) FE—1NFkSDeveloper , izFKSEERBXTIIKSCompanyExamplefy
CVMIRSHZ2EENIR (2. B, mIRSEHE FREIEFEIERERIR ) .

FEA:
VIS CompanyExample B 5 TRiG %A8QcloudCVMFullAccess, QcloudCVMFinanceAccessiEt4F S Developer,
FEB

stepl : BT SRIIEIZS VORI T RS

{

"version": "2.0",
"statement”:[

{

"effect": "allow",
"action": "cvm:*",
"resource": "*"

b

{

"effect": "allow",
"action": "finance:*",
"resource": "qcs:cvm:*"
}

]

}

step2 : FIZRIEENEFIKS., BITNIBSHEINEE,
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likECompanyExample ( ownerUing12345678 ) FE— M FEDeveloper , ZFIKEEEMEII K ECompanyExamplefd
CVMERSHIEIRCVMELAIRIRIR , (ERAEBECIE. MR, FFRANABUR.

BEA:
kS CompanyExample E#ETHI I8 QcloudCVMInnerReadOnlyAccessiE 45 F kS Developer,
FZB:

stepl : EITRIGE ATV EIZ LA TSRS

{

"version": "2.0",
"statement”:

{

"effect": "allow",
"action": [
"cvm:Describe*",
"cvm:Inquiry*"
Ik

"resource": "*"

}

}

step2 : IZRIBRREG FIKS.
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likECompanyExample ( ownerUing12345678 ) FE— 1 FEDeveloper , ZFKEZEEHRE IR IKECompanyExamplefd

CVMiRSHIE CVM SLAIRAEREIR (VPC . CLB ) BINR , (BERAEBCIE. MbR. FFRUAIUR,

FEA:

IikSCompanyExampleEZEIETIZ 5REEQcloudCVMReadOnlyAccessiEi4a F kS Develope

FHEB:

stepl : EITRIGE LTV BIZ LTSRS

{

"version": "2.0",
"statement”: [

{

"action": [
"cvm:Describe*",
"cvm:Inquiry*"
L

"resource"; "*",
"effect": "allow"
b

{

"action": [
"vpc:Describe*",
"vpcInquiry*",
"vpc:Get*"

Ik

"resource": "*",
"effect": "allow"
b

{

"action": [
"clb:Describe*"
Ik

"resource": "*",
"effect”: "allow”
b

{

"effect": "allow",
"action": "monitor:*",
"resource": "*"

}

|

}
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likECompanyExample ( ownerUing12345678 ) FE— M FEDeveloper , ZFIKEEEMEII K ECompanyExamplefd
CVMIRSHBEECYMIZHIETNRERER | CIERER |, (FRRERIITR,

BEA:
kS CompanyExample EEIETIZSRAEQcloudCBSFullAccessiBi4EF kS Developer,

stepl : EITRIGIEETTVEIZRLAT SRR

{

"version": "2.0",

"statement”: [

{

"action": [
"cvm:CreateCbsStorages”,
"cvm:AttachCbsStorages”,
"cvm:DetachCbsStorages”,
"cvm:ModifyCbsStorageAttributes”,
"cvm:DescribeCbsStorages”,
"cvm:DescribelnstancesCbsNum”,
"cvm:RenewCbsStorage”,
"cvm:ResizeCbsStorage”

Ik

"resource": "*",

"effect": "allow"

}

]

}

step2 : FHZRIRIRIEE FIKS.

T IRAARTFFUSENIERZEN | BEE DAKREIEARY" cvm:ModifyCbsStorageAttributes”,
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PITFSREE AT FIKSECVYM I=HahEEEIE |, MRS BIIR.
stepl : IBERIKIE LA CIELI TR

{

"version": "2.0",
"statement”: [

{

"action": [
"cvm:DeleteSecurityGroup”,
"cvm:CreateSecurityGroup”
17

"resource"; "*",

"effect": "allow"

}

]

}

step2 : FHZRISERUSFIKS
TR FIKSHECYM I=HlahEatlR. MRMEKZ 2 ERMRAER.
stepl : BIRIGIE LTV EIZRLL TSRS

{

"version": "2.0",

"statement”: [

{

"action": [
"cvm:ModifySecurityGroupPolicy",
"cvm:CreateSecurityGroupPolicy”,
"cvm:DeleteSecurityGroupPolicy"
I,

"resource": "*",

"effect": "allow"

}

]

}

step2 : HZRIEIENUE TS,
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kS CompanyExample ( ownerUing12345678 ) FE— 1 FEDeveloper , ZFIKEEEHREII K ECompanyExamplefy
CVMIRSHIERCVMIZFISFRISEMIPHEN | FH B EFFRMHIPHEAIIIR,

stepl : EITRIGEE STV EIZLAT5RES,

{

"version": "2.0",
"statement”: [

{

"action": [
"cvm:AllocateAddresses”,
"cvm:AssociateAddress”,
"cvm:DescribeAddresses”,
"cvm:DisassociateAddress”,
"cvm:ModifyAddressAttribute”,
"cvm:ReleaseAddresses”

Ik

"resource": "*",

"effect”: "allow"

}

]

}

step2 : FHZRIRIRIEE FIKS.

LIRS FIKSEE S MUIPHUEH T LIS ED BSOS ZEXEK. FIKSTTLUESGREIPHIIAVEN. BURRMIPHIIAIKERERE
R METIPHEAE,

stepl : BT SRIIEZS TV T RIS,

{

"version": "2.0",
"statement”: [

{

"action": [
"cvm:DescribeAddresses”,
"cvm:AllocateAddresses”,
"cvm:AssociateAddress”
Ik

"resource": "*",

"effect”: "allow”

}

]

}

step2 : BIZRIEERAFUS. /document/product/598/10602),
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kS CompanyExample ( ownerUing12345678 ) FE— 1 FEDeveloper , ZFIKEEEHREII K ECompanyExamplefy
EECVMANLEE (idAgins-1,7 MMt ) AOIRIERUR.

stepl : B SRIIEZ STV T RIS

{

"version": "2.0",

"statement”: [

{

"action": "cvm:*",

"resource": "qcs::cvm:gz:instance/ins-1",
"effect": "allow"

}

]

}

step2 : FHZRIRIFIUE FIKS.
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likECompanyExample ( ownerUing12345678 ) FE— 1 FEDeveloper , ZFKEZEEHRE IR IKECompanyExamplefd
T Er A AT 2SR EA R,

stepl : iRAViKECompanyExampleEiZEIETNiZZAEQcloudCVMReadOnlyAccessiEiéaFikSDeveloper,

step2 : B RIGIEZS T EIELAT RIS

{

"version": "2.0",
"statement”: [

{

"action": "cvm:*",
"resource": "qcs:cvm:gz:*,
"effect”: "allow"

}

]

}

step2 : FHZRIRIZIEE FIKS.
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likECompanyExample ( ownerUing12345678 ) FE— M FEDeveloper , ZFIKEEEMEII K ECompanyExamplefd
CVMIRSHIFTEIIREIENIR ( B2, BESSIIRE)  EASESZAIR , Al FRERLEZLT.

BEA:
kS CompanyExampleE 5T REEQcloudCVMFullAccessiERREEF M S Developer,
VSES: T

stepl : EITRIGE LTV BIZ LTSRS

{

"version": "2.0",
"statement":[

{

"effect": "allow",
"action": "cvm:*",
"resource"; "*"

}

]

}

step2 : HZRIEIFNUE FIKS.

WRARERS : Efi=_V1 5898 T #2053
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R FIKSASGFIM B mAVEEINR

B EAYE: 2024-08-23 15:08:00

iplaEE

RHPER

IS CompanyExample ( ownerUin912345678 ) TE—FIKS Developer , FEZNFIKSHERHEERRR. HE. VPC
PR 1P &7,

B{FEs|

EiF S QcloudCVMAccessForNullProject Tl REg.

WREFRA © Efi=_V1
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BITEFAYa): 2024-08-23 15:08:00

S camBUER

HETISR
FHPImSAcamEUER | REATW,

R
TSRS AT S,

ol

BrRI2ETEERFEIEH , twhiteKey , AIRFFHANE , BFEREHZEIE

mysql> select * from cService where serviceType in (‘dcdb’,'mariadb")\G;
e Fokk Ak 1. row *rrrkkirak Fokkdk
serviceType: dcdb
serviceName: 9% &dERE DCDB
isDisZone: 1
isDisProject: 1
isSeen: 0
queryAddr: [{"region":"def","url":" "}]
weight: 18
writter: byronzhong
addTime: 2018-04-18 11:00:48
updateTime: 2018-11-22 18:24:36
querylnterface:
synInterface:
isAllowDefProj: 1
serviceEnName: DCDB
colConf: ""
defAddr:
whiteKey: dcdb_cam
defaultStrategyList:
arnDocument:

* 2. row ok
serviceType: mariadb
serviceName: =#UEZE MariaDB ( TDSQL )
isDisZone: 1
isDisProject: 1
isSeen: 0
queryAddr: [{"region":"def","url":" "}]
weight: 17
writter: byronzhong
addTime: 2018-04-18 10:56:45
updateTime: 2018-11-22 14:30:19
querylnterface:
syninterface:
isAllowDefProj: 1

WREFRA © Efi=_V1
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serviceEnName: CDB for MariaDB ( TDSQL )
colConf: ""

defAddr:

whiteKey:

defaultStrategyList:

arnDocument:

2 rows in set (0.00 sec)

N

BiSARRR
MR

BUIRIREERqcloud.Qsecret.queryKeyi&iR,

AR
FoRREUSATE | HIIRSEAN,

EEALIE
—HRR cam IfFRTIEIRSS (st IR HETA TR EMPIS A BIAIRS I,

1. {&&cam-sts 500205k EFFLUAE , RFTEHE , EHBETEEHE | Likcam-stsBRERE5.

2. MNREBLEETE , iBEcam-apisig¥ip:port2EnILAAE , MR =L 2EHIEHE A R TAME,

I EBDREeRM
TS

AR T ERGET_SESSIONTOKEN_FAILED check sig error,

SRR
P AT,

AEALIE
I RRE R cam SRS RIS HI A S I,

1. BEESTSIEHRHER (B8R : /data/log/sts/sts/detail/ ) .
2. 1B cam-apisighVip:port@ & LAAA , MNRIFAFE , BMERLTSBHEHE A RHITHIE | BUBERIEES.

3. i EEHISE &R conSecretldflconSecretKey 2E1EH , BRRIEH AR D ECHTAIconSecretldflconSecretKey,

TE RIS
]

WRALERE : Efina_V1 25101 ;7 #205m



2% ihiaEE
Blim T EIERGET_SESSIONTOKEN_FAILED system erro,

R
=Y e =2

IS
HIZ S RRE R stsIRSS AR d b TE camiFRT AR EER ST

1. EESTSIEIRE® (&2 : /data/log/sts/sts/detail/ ) , INRAETERAESEMbEY , EEJIbEEREIER ;

2. NRAERRtep error (#7[450023 ) , EEcamiEMFIRSip:portERECEEH ( BB 4R
f&/data/release/swoole_sts/application/config/idc/hosts_config.php EZ&IREGIONINDEX ) , daNERECEIEH , BEEcam-
securityfpod EBIEREEH. MEEHIER.

Z=apiSiE

HEs
ZapiR[EIESIENY |, IR /94100,

BRI
TR EOVERRN

IS
HIEERIRE R cam SRS RIS ST,

1. B z=apitEREENISSUAIREEIER , [EMBCE Sauth.cam.logical server.console.tencentyun.com:9502,
2. B cam¥EfRUEBRauth.cam.logical.server.console.tencentyun.com:9502 2 & =] LA (a],
3. ETZeERIp:portEE T LAAE.

4. NRUAEZESBERR |, iBteERAARNconSecretldflconSecretKey 275 1EH,

RERRSE =&

HREEISR
YT T HEREREE | HREISENSTN

SRR
EBEADA , RIRSEOERER,

BRI
LEEZIKFAERRIRER 8 2ZEN 2 REHEEXREKE , ENAFFETHISE2.6 3 ABENEESE ARENERE".

WRALERE : Efina_V1 28102 ;7 #2051
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EiRIE7~/Iyou are not authorized to perform operation,
1 SRS EFE—DHNER | B—oHEEER.

2. YNSBIE—D $MBARLERY , 1 Etcloud-tcenter-cam-grant-writefiJpod 1 crontab RSEFIEE service crond status, FHITEIR
Eigpod ;

RABEENEE

st

L ERAETE , RERRAKOREE , REOERTELSMETH R,
2. BAEIETHSERORRR , RES NN BRSEAR RIS,

3. ABIGRTPNIRRERAAR , FERERABIEINERESIER.

FHMAZIZIEHER

E1E
ERHTHESEENTFISE. EETDFEREN , FHUARZIEHER.
WJRERE

SHFIKRAZRIHEENEEREEE

o FHEMR. XSEEER.

o FHARFREXRER , BT RE.

* FISHESRESHRREERE XK. WEHES.

plsing
1 ERAFASIBESHSER.

s B BT

c &, I5 EKFHSHE.

2. BREEFIREBEE.

* 2 BHTHESEFIRFISE.

&, BT,

WRALERE : Efina_V1 25103 ;@ #205m
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3. FARILE B R SR AR ST,
o 2 BERNARAIEEIER. BERRXEEN BRR".
s &, BT,

4. NBBRASETRIIEHEEER | BRANSEAEEFER

FRAEIGIHER

E1E
O THEREIE IS, EETSFRFR , MAEKAZIHER.
ARERE

SHEFERAZIRIHEENEERREEE

* HRFEMEIHESER,

o ERFERFRIEXREE , BaEE T RAE.

o ERFERFFERTAIRG]  SEuRIR. fia0 , I RBEEERRESE IEEISE =TT HR .

sz
1 B ARBRE I R AIH S IER,

s B, BT

° &, 15 IEUHpFEHBLL,

2. EHAMIHE DR SR ELRERMY | FRELIRFET.

e 2 BRBNZAIERE ( cloud_noreply@tencent.com ) IRENERER.
s &, BT,

3. MEBRSETEERIMMGESR | BHANESENEEFERE

c 2 FEHNTEEREEEL.

s &, BT,

4. BHABIEIEE R AW BEEE | BiRE T RIS =Tl .

WRARERS : Efi=_V1 55104 T #2053
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0y

APISZ#Y

1HRETE (cam)
A4S (2019-01-16)
APIHESS,

BRITEHAYE: 2024-09-03 18:50:07

APIERZ

V3

HithzO

ORI
AttachRolePolicies
AttachRolePolicy
AttachRolesPolicy
CreatePolicy

CreateRole

DeletePolicy

DeleteRole
DescribeRoleList
DetachGroupPolicies
DetachGroupsPolicy
DetachUsersPolicy
GetPolicy

GetRole
GetServiceApilist
GetServiceRolelnfo
ListAttachedGroupPolicies
ListAttachedRolePolicies

ListEntitiesForPolicy

WREFRA © Efi=_V1

HEEE

EOThee
BESNRIEDRE
HENPRRIBEIRE
HESAEEIRE
BRI

ellfEs=zl=s]

ARBR SR

=]

SRENFETIZR
fERES N RIBEIRFE
ERREERIREIZ T RFE
RIS ERIEEIZ R
BEERIIFR

RN EIEE
IRENBRSS R HAPIFIR
KBRS AEER
ERPEXERRIRERY IR
SREN A BB EAVERER SR
EREERBAIISIAT IR

26105 1 #2057
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0y

EORR
ListPolicies
UpdateAssumeRolePolicy

UpdatePolicy

APfEXEO

EOBR
GetPasswordRules

UpdatePasswordRules

SpiRftEEn

EORMR
CreateOauthProvider
GetUserAccessToken
RefreshUserToken
UpdateOauthProvider

VerifyUserAccessToken

WREFRA © Efi=_V1

EOT0RE
BiRmRIIR
I EEERE
SRR

ZOIhee
SRENCAMZZRS MY

BEFTCAMZRSHIN

EEOThRE

#idoauthicE

SREVFEF oauthtRiR
R userAccessToken
E#OauthELEEE

ISIFFAF userAccessToken
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BB

EOSH7V]

BEEFATE): 2024-09-03 18:50:07

tcecloud APl £XE/MAIENEKIFITEMIGIIE , BB MNEREBZTEELATBEREHTEEEREE ( Signature ) LISIHEKRES D, &

BIEEHRTEFIEER , T2 FIERE Secretld 7] SecretKey ; ERFPEIREZEFEIE | BRIECAPIZARNHERS , BNTEERATAPI
#ZM.,

s=E e .

1. iR eFEiE

HEEIXER=APIZE] , BRIERAPIZSANHRIELEEIE. LE2FIUFELE Secretld ] SecretKey :
e Secretld FBF#RR APL EREBH

* SecretKey BT ISR F A BMIRS SRS Z FRTRIER.

* FAPRITEEREREEIE , BRtE,

HBLZeEIINEREERIT -

1. ERtcecloudEEBFIEHIE,
2. BHE=APIZSBRNEHI A TUE
3. E=APIESETUHE , M [#7] RIRJLARYEE—XdSecretld/SecretKey

IR AREKSRESELIABILT Secretld / SecretKey,

2. EpE R R

BT ZeEiESecretld f SecretKeyfs , MATLAERSEZERT . IUTREMRSSHRNIFMSRE :
BRIZFFHY Secretld #1 SecretKey SBIE :

e Secretld: AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
e SecretKey: Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE

R XERERE , SRIEAF RSN Secretld 1 SecretKey #HTIEEHRME |
LRSS 28 EELAIFIZR(Describelnstances)iEsk Al , HAFEBX—ZOR , iS5 kESHEaeT:

SHER 3L S8

Action F5iER Describelnstances

Secretld #=AId AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp ZRIATIEIRL 1465185768

Nonce PEHLIEEEEY 11886

Region SCAIRFEX I, ap-guangzhou

WRALERE : Efina_V1 28107 ;8 #2051
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SHRER 3L S8

Instancelds.0 FSEIRISLHID ins-09dx96dg

Offset ImiE 0

Limit RASIFEIL 20

Version EORAS 2017-03-12
2.1. HBETHEFF

EENEERSERSHEBNFEE ( ASCHRE ) AFHIF. I8 1) RIESHSHTHIR | SREFETINEE , F&5tA/0;
2) #% ASCII 1BEE AN |, 40 Instancelds.2 EHEE Instancelds.12 |5 , AREFEER |, UARREE. AATLUERRIZES PHIE%
HEFFRBSRSLINX—INAE , 1 php B8 ksort i, EIRRBISEHIHEFERNT:

{

'Action’ : 'Describelnstances’,
'Instancelds.0" : 'ins-09dx96dg’,
‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'‘Region'’ : 'ap-guangzhou’,
'Secretld' : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
‘Version'": '2017-03-12',

}

EAECERRINESIAN , X EERAIFRISEEITHIF | ERIRER—EEA.

2.2. BHEEKF AT

WWEBEMBERFGE. HE L —THIRFRIERSEISTN R SRR ="S81E 1 | W% Action 28 , HESEEFRA "Action”
, BB "Describelnstances" , EIAEEH A Action=Describelnstances . ¥ : “S&E"HERIAETIEurRREOE.

REBEIHENS IS8R HEE—R | REERBERFRHEN:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=08&Region=ap-guangzhou&S
ecretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE& Timestamp=1465185768&Version=2017-03-12

2.3. PHEERIRFHER
WEREMRERIRN MR, SRIRFAFEHEUT LI SEHE5L:

1. 5Kk 28 POST #1 GET A= | IXEBER GET ik , iFRAEAEKE.

2. IEREHEBLAIFIZR(Describelnstances)fIiEKIE= 7 : cvm.cloud.sunhongs.com, SERRAUERIEERIEEZ O FBIERAA RN
A, RSO,

3. IERIBRR: YRIRAZAPIHIEREZEER / .

4. ERFRER: B E—SERNEKRFREA,

ERFEBRRIHEAN D BRTE + BKREN +IBEKER + 7 + BRFRES
THOIRIHERER

WRALERE : Efina_V1 25108 T3 #205m
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GETcvm.cloud.sunhongs.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset
=08&Region=ap-guangzhou&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=14651857688&Version
=2017-03-12

24, EpSREA

SRR ER, EEMER HMAC-SHAL EiEY E—S RSN ERFOIFFRHTES | ARKBEMNES S Base6s #1745
13, BIEIRIGRERIER A,
BRI | LA PHP BS54
$secretKey = 'Gu5t9xGARNpq86cd98joQYCN3EXAMPLE';
$srcStr = 'GETcvm.cloud.sunhongs.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=118
868 0Offset=08Region=ap-guangzhou&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=146518576
8&Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));
echo $signStr;

BRI E BN
EliP9YW3pW28FpsEdkXt/+WcGel=

ERRECERRIHESTAN , IR LERGIFRERGHTERIIE , BRNERHBS6IFHhaI—EEE.

3. ERRIwG

RIS R BT REEIRIFNIBRESE , FEXHET URL %3,

8N F— RIS Z A ElIPOYW3pW28FpsEdkXt/+WcGel= , BEFIR0RE HRiBREE ( Signature ) 7
EliPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , TiSRTFEMSRAER URL,

AR . WMRAPREKRSRR GET , siEB X758 POST [RY Content-Type 73 application/x-www-form-urlencoded , MI&XiER
RAEERSHIEIREM URL RS , SHRN-ASARERIG. IF ASCI FRHE URL RISAIFRESELL UTF-8 #{T4%88.

IR | FLREIESH http BERBESFTESEHT urlencode , FEXMMEN T , MATREXIERBHT URL 3T , BUAX URL 4
HEeSHERLM.

AR : RS BEthTER TR , ISR RFC 3986, fEF %XY XRFRFRIFIINIRFHTE SR , HP" XY o+ HsrrF
(0-9 FIXE=FE A-F) , BRINEE5IRER.

4. ZZEM

HRIESSIREN | FEUTERRMANEIRS | iSHRIESSIREAE

R fEIREA
AuthFailure.SignatureExpire BRITH
AuthFailure.SecretldNotFound BIRAFRE
AuthFailure.SignatureFailure EEER

WRALERE : Efina_V1 25109 ;@ #205m
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RS HoSEIAR
AuthFailure.TokenFailure token iR
AuthFailure.InvalidSecretld ZRIEE (A2 APl ZFEZERY )

5. BRIER

fESCPRiERS AP 3.0 BY |, #EFFEAECERItcecloud SDK 3.0 , SDK f#ETERANGRE , FARRXE~mIBHAVRMEORD. FMER
20 SDK iy, HRISTHFAIRIEESA ¢

e Python

* Java

* PHP

* Go

e JavaScript
e .NET

ATEBRNFERERTRE , THUSMREES A6, B OANERTERRIIL. BXkES. ERIROMISANEEERLL LA
BigfENE  ABRABRSETRE  FAESERN , TRTAIBRERA SDK.

REEHHAY url TT8EA  https://cvm.cloud.sunhongs.com/?Action=Describelnstances&Instancelds.0=ins-
09dx96dg&Limit=20&8&Nonce=11886&Offset=0&Region=ap-
guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliP9YW3pW28FpsEdkXt%2F%2BWcGel%3D
&Timestamp=1465185768&Version=2017-03-12

IR BT RAIPRZERENN | HEBEARRSHEIRE |, RIaNSRELL url FEXSEEHF I FEER curl EH<SERISIREESN
Hix | SRH. ATEE—NMTLUEERER url |, EEERUREIFH Secretld 0 SecretKey NESLAVZESE , FHERRFHBIRTEEUE
79 Timestamp ,

IR A TENRAT  ARREES [ EER—ESEXITEREIR url JEEEBEMAR , RMASHNINFARR | (EXHAIER
. REMESHEE , BESITEIERRIE.,

TR LIMURB(ERT APL 3.0 , FEEERATHEMNERRE | BMERIERN APl , BTFEATERBLSHERUEER |, B
XS R BYSERR AL A E

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.LRandom;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);

WRALERE : Efina_V1 25110 ;8 #205m
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SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.cloud.sunhongs.com/?");
/] EZERSSEF TFHHET | it TreeMapfRiEliF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");
}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {
StringBuilder url = new StringBuilder("https://cvm.cloud.sunhongs.com/?");

// SEFRERur RS SEIRF S B ER

for (String k : params.keySet()) {

/] FEXSEKEB# Turlencode , BT keyEBRRNFH , #UltA{XXIHvaluei{Turlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");
}

return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap <String, Object> params = new TreeMap<String, Object>(); // TreeMapa] LAEEIHEF

// SCRRVEFBR R 24 R FRREHLES , B4 : params.put("Nonce", new Random().nextInt(java.lang.Integer MAX_VALUE));
params.put("Nonce", 11886); // AHESE

// SEFREAFRT N HEFER SRR |, FI20 : params.put("Timestamp”, System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // ~NFHEE

params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // AIEE5%4

params.put("Action"”, "Describelnstances"); // 2NHE%(

params.put("Version", "2017-03-12"); // A5

params.put("Region”, "ap-guangzhou"); // AHE#

params.put("Limit", 20); // \'535%§

params.put("Offset", 0); // W51

params.put("Instancelds.0", "ins-09dx96dg"); // WEES#

params.put("Signature”, sign(getStringToSign(params), "Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE", "HmacSHA1"); // A%t
28

System.out.printin(getUrl(params));

}

}

Python

TR (IRETE Python 2 IMEHET , EBESLREE requests (KB :  pip install requests

# -*- coding: utf8 -*-
import base64
import hashlib
import hmac

import time

import requests

WRALERE : Efina_V1 2111 ;8 #2053
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secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query_str = "&" join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_"
endpoint = "cvm.cloud.sunhongs.com”
data = {

'Action’ : 'Describelnstances’,

‘Instancelds.0' : 'ins-09dx96dg’,

‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'‘Region’ : 'ap-guangzhou’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12"

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])

# ISSCRRER | AShiaaTer=4Eit#

# resp = requests.get("https://" + endpoint, params=data)
# print(resp.url)

WRALERE : Efina_V1 %112 ;8 #2051
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EOZERV3

B SE#ATA: 2024-09-03 18:50:07

tcecloud API SX$E/MARNERE TEBIGIE | ED’EN%T%BWET"A%EX’*éﬂ@@@xg{* (Signature ) LBSIEERESD, &

ZIEEHTEEIILER , TeFIEEIE Secretld 71 SecretKey ; ERFPIRRBLZEEIE , BRITF=APIZHETUERE | BSNFEEEA=API
=0,

‘EEI—‘—I £
1. RigLEEit
EE—RERTAPIZH] , BRI CAPIZENERIELEEIL, L2EIEIE Secretld 71 SecretKey :

e Secretld FBF#rR APLERESH
o SecretKey FIFINEEE F R BFIIRS S ImIIE S E FRTRIEA.
s AFPWIIFISRERTSREIE , BRitEE,

RIS ZIENEARLS BT :

1. EFtcecloud BRI ZHIE,

2. BIfE=APIZSERYIEHI & TRE

3. E=APIZSATIHE , M [FiE] BIALAGIEE—XISecretld/SecretKey

IR FREKSRESELUABIRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &L 753%

T2 WFGETAE , R37#F Content-Type: application/x-www-form-urlencoded #M¥&=. X3FPOST/% , BREISZIF Content-
Type: application/json LA Content-Type: multipart/form-data PN | json IEXERARTBISEOSTE |, multipart 8=
RENEWSEONE: | IWEHZEOAEEER json 18IUER | &5 BRSO A,

THUSRSHRERT MNXSEGFIREAGIF  DEBNMBERANTEIRE. HAMBETERSAIFIRFANSE : Limit 71 Offset ,
{£F8 GET 73:58R.

RiIZFIFHY Secretld #0 SecretKey 3512 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #01
Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

2.1. PHEAGEIE R
RIS HHEHIEIEKE ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + \n' +
CanonicalHeaders + '\n' +
SignedHeaders + '\n' +
HashedRequestPayload

e HTTPRequestMethod : HTTP i&k/5i% ( GET, POST ) , Awflchg GET ;

WRALERE : Efina_V1 %113 ;1 #205m)
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e CanonicalURI : URI £%¢ , API 3.0 E@ANIERHT (/)

* CanonicalQueryString : &€ HTTP i&3k URL FIVEIHFRTER , X3F POST ik , BIEAZSFRHE , XTF GET iEKk , W URL Aid
£ (?) EENFERFERS , 2REIBYES : Limit=10&0ffset=0, ;£ : CanonicalQueryString EE47 URL 4#f3.

e CanonicalHeaders : £25&&RILEMER . ZDEA host fl content-type FNLER , BRI IMABEXAELES E5EBLIREEEEE
REOE—MEIR e M, FHERN - 1) SLE8 key 1 value Si—3ER/NE |, HEISEESTHE | 1ZAR key:value\n i8=XHHE ; 2) SMLER,
HRRBLER key (/NE ) ROFEEHAEFRB THHE. A @ content-type:application/x-www-form-
urlencoded\nhost:cvm.cloud.sunhongs.com\n

* SignedHeaders : £25&ZAEMER | IRBALXIERBMLLIS 5 TER , #1 CanonicalHeaders B ZHILEABE—XIMNAY,
content-type #1 host Joigskat. HHENN : 1) L&8 key R—IEANG ; 2) Z0KEB key (/N5 ) RERFHEAIFHITHHE , HEIU
25 (;) PR, WHEIFJ . content-type;host

¢ HashedRequestPayload : {&KIEXHINSEE |, itE /5% Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , X HTTP &
KEANIEX payload fi SHA256 157 , AfE+7AHIMmD | RERIDHEIRN/NEFE, T2 : XJTF GET i53K , RequestPayload [&
ERTFRHE , WF POST i5K , RequestPayload By HTTP i53KIEFX payload,

HRIELLEANIN | OIRERIRAGEIERENT (ATRNEW , \n BITFHIESSRITEHFI—TEK ) -

GET

/

Limit=108&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.cloud.sunhongs.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2, FHEFER IR
AU RS ER TS

StringToSign =

Algorithm + \n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

* Algorithm : &5&% , BATEEA TC3-HMAC-SHA256 ;

e RequestTimestamp : ERAFEE; , BIiERLERHY X-TC-Timestamp BUE , AN ERBIERS 1539084154 ;

e CredentialScope : EIEEE |, 1829 Date/service/tc3_request , @& HHR. FNEKARSINLRIEFFE (tc3_request ) , Date A
UTC RERSEIR B , BUERERAILSE X-TC-Timestamp #H) UTC FRERSEIERE—R ; service HF=@% , “/ASARIIFR
BEZ—5, g0 cvm, S0 ERBLEKR , BYEJS 2018-10-09/cvm/tc3_request ;

* HashedCanonicalRequest : BIASBHHEFTENECIERENRHE  1HEHEN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

PR

1. Date Z/RMBTEIEL X-TC-Timestamp ITE152 , BRfX A UTC+0, MNRMARZAHEKER , HIIIFR/\X , ESHEXE
ERERmI , BERREMERCERY. RigitER/ 1551113065 , 4/ \XAJRTiELE 2019-02-26 00:44:25 , (BRI HEE
89 Date BX UTC+0 FYHHARS 2019-02-25 , A2 2019-02-26,
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2. Timestamp X/REHRIRFATE , BFEBERRFEHENERBERSH , MREEETASHPNSERM. MNRKAEAFIR
EREREY |, JRESEIE T —RIYEE , BROERW (IREEZSHHER ) .

HRIELA LA | REIPERIRFERFRHRUT (AT RREN , \n RTFAESSRITENFI—T8K)

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. iH8EE
1) HEREREEE , (hRBUIT

SecretKey = "Gu5t9xGARNpg86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request”)

e SecretKey : JRIARY SecretKey ;
e Date : B Credential #7f9 Date =E=8. , a0 3~ , 792018-10-09 ;
e Service : B Credential g4 Service ZEREE. , W70, 79 cvm ;

2) iHEER , BT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

* SecretSigning : BILA EHEISRIRGREE R ER |
e StringToSign : BRI EBRIRGFERFRE |

2.4. #H8 Authorization
AN ™RRCHHE Authorization :

Authorization =

Algorithm + "' +

'Credential="+ Secretld + '/ + CredentialScope + ', ' +
‘SignedHeaders=" + SignedHeaders + ', '

‘Signature=" + Signature

* Algorithm : E&75% , EEA TC3-HMAC-SHA256 ;
e Secretld : ZEAXIHAY Secretld ;

e CredentialScope : M tX , EIEEHE ;

* SignedHeaders : I £ , £5&ZRFER |

e Signature : £&#

MR LA | IR EEIRYED

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5
da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbc6ecfl74c474
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RETEIERERAT

https://cvm.cloud.sunhongs.com/?Limit=108&80Offset=0

iplaEE

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_reques
t, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbal6c6ccfl74c4

74

Content-Type: application/x-www-form-urlencoded
Host: cvm.cloud.sunhongs.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

. BRERW

HRIESSIRER | FEUTERKMANERG | iSHRIEIRIENAE
RS
AuthFailure.SignatureExpire
AuthFailure.SecretldNotFound
AuthFailure.SignatureFailure
AuthFailure.TokenFailure

AuthFailure.InvalidSecretld

4 7 N S—

. ’\_§ JE7R
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util. TimeZone;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {
private final static String CHARSET = "UTF-8";

FRIERS : Efh=_V1
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private final static String ENDPOINT = "cvm.cloud.sunhongs.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9XGARNpg86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";
private final static String CT_JSON = "application/json";

private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getlnstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm”;

String host = "cvm.cloud.sunhongs.com”;

String region = "ap-guangzhou";

String action = "Describelnstances”;

String version = "2017-03-12%;

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
//EERK , BUESHE
sdfsetTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkkkkkkkkk 55% 1 : m;%%m:;ﬁi%*% kkkkkkkkkkkkk

String httpRequestMethod = "GET";

String canonicalUri = "/*;

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host";

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// K*kkkkkkkhkkkkk 55% 2 ;#?%%gg?ﬁ% *kkkkkkkkkhkkk

String credentialScope = date + "/" + service + "/" + "tc3_request”;

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.printIn(stringToSign);

// *kkkkkkkhkkkkk ./Ifg% 3 o .\L-l-%%g kkhkkkkhkkkhkkkhkkx

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printin(signature);

// K*kkkkkkkkkkkk ig% 4 j:}’fl:g Authorizatlon *kkkkkkkkkhkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.printIn(authorization);
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TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

}

}

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# ZRSH
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.cloud.sunhongs.com”

endpoint = "https://" + host

region = "ap-guangzhou"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# khkkkhkkkhkhkkkk 53% 1 o ;#;g;m;ﬁiﬁ*% *kkkkkkkkhkkk

http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&0Offset=0"

ct = "x-www-form-urlencoded"

payload = ""

if http_request_method == "POST":

canonical_querystring = ""

ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

# *kkkkkkkhkkhkkk 5% 2 o ?#*%4%%%?%% kkkhkkkhkkkkkhkkk
credential_scope = date + "/" + service + "/" + "tc3_request"
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hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

# *khkkkhkkkhkkkhkk 55% 3 : .‘L_I_ggzg khkkkkhkkkhkkkhkk

# ITEEBHERE

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# *khkkkkhkkkhkkkhkk 552’% 4 : T#*% Authorization khkkkhkkkhkkkhkkk
authorization = (algorithm + " " +

"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEORINENSSRLER

headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,

}
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BRUTEHTAYE: 2024-09-03 18:50:07

1. frsSHbit

ot ( Region ) EISIRIOSIEROMMEIRRY, tcecloud S TIMERRMEZ B£8R | (RIENRiEaR AR BRI
t, ATRHGAIERIE, 12 TR , BEEREMEEE e,

ERTLUEIT APIED EiiHSIR B ArtbETIxR.

2. BEMY

tcecloud API RUFRB#EZECIIYEIE HTTPS TIB(E | IRItEZSMIBEEEE.

3. BKTE
S0 HTTP I35

* POST (ifF)
o GET

POST iE3kz#569 Content-Type 258! :

* application/json ( ##F ) , ¥4fFA TC3-HMAC-SHA256 && 754,

¢ application/x-www-form-urlencoded , %ZR{FFE HmacSHAL g HmacSHA256 && 757X,

e multipart/form-data ( {NE8EOSE ) , WREER TC3-HMAC-SHA256 &2 5%.

GET i KHGIEREANARE#BIT 32 KB, POST i&Kk{FEAER/TEN HmacSHAL, HmacSHA256 BfAR1E#8iT 1 MB, POST i&kEEA%
27358 TC3-HMAC-SHA256 B4373#%F 10 MB,

4, FRIwAS

FEFAUTF-84%%2.

WRALERE : Efina_V1 28120 ;7 #205m

\|



kN
W

3 IR

IS

ERITEFHYE): 2024-09-03 18:50:07

IFRREIEEER

RS HEAERLAIMRESIZR (DescribelnstancesStatus) 2017-03-12 A6, EVEMAMALI , HATSEANREIITA :

{

"Response”: {

"TotalCount": O,

"InstanceStatusSet": [],

"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc"
}

}

* Response REMEBH Requestld REERFER , TiCIEKRMINEE , RE APIET |, MAERIREL,

 Requestld FFF— APLiEKHIME—HRR |, AN APL HIISE , STLABCRT] , FHEAEZ ID SRR,

* RTEENFES  ERAEMENENHNFE , AEEOMRENFERS O TIEN., HHIFH TotalCount #0
InstanceStatusSet 59 DescribelnstancesStatus £ OENXIFER , BT EAREKNAFREMEZE=RSRLH , Et TotalCount
FLERTABREIEA 0, InstanceStatusSet FIZRAZS,

tEHIRIREIER
£, SRR

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”

)
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}

e Error HIIREREZIEKIFALM. Error ZEHEREAERARY Code 1 Message FERTERAFAMAT 2V EIREIR.

e Code FREMFHEAEIRG , HiERH BT LRIBZ B IRIDEA TEIRS XaHE O M AYEIRES R EEmE R MR REFRR
HE,

Message BRHTIXMEIRERENERRE , BEIVSKESREMNE | WSATTRESLBRISTEREF , P ARKEIXMRE]
&,

* Requestld FBF— API iERAUE—HIRR , N8R APL HIIEE , STLABCRTRA] , FHEMZ ID SRR,

:tt‘ . i_ =I=
NIEERED (TODO: EEEE, ERENEE?)
IREIEEERFUNERIZAE Error 2E% , MIZEREAH API #20%5M, Error Y Code FERFREIRID |, FiE /B EFaTae HINAYEEIRID 9/ TEEE

IREG , TRFIH T ARG,
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FHIRAD
AuthFailure.InvalidSecretld
AuthFailure. MFAFailure
AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire
AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation
FailedOperation
InternalError

InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

FRIERS : Efh=_V1

eSS
BRIEE (F2= APLEHERY ) .
MFA $8ix,

BIRFIE.

%

ERITHA,

k

E%%Eﬂ;&o
token f&i%.

Bk CAM 1L,

DryRun #{F , AFRIEKESEMINA , REZET DryRun &%,

HERERIL
REREIR.
EORMFE.
SHIEIR.
SHEYEEIR.
B ECAPR .
EROSEEIR,
EOMANFE.
IERAVREGET T IRERPRAE
BIR S,
BIFEAE.
BIRMFE.
BIRAEI A,
RIRBUE(E,
RASEGER.
SIS EEN

http(s)IEXRIMIIEIR , R3ZHF GET #1 POST 153K,

BORSHFATEbEL,
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N

AN

\
RITSEFATE: 2024-09-03 18:50:07

HEYRATRRBFIZOLSNENSE  WIFE | A MEORBRARO AP ABXLSHEHTRE  EERERKIETEE
}i XLESH , FREERKIEIEK.

roE N

BBHIE V3

{§F8 TC3-HMAC-SHA256 &Z 5750 , ARSEEES—E) HTTP Header 53L& , a0F -
SHER B} Wik AR

BERROSMR. BESESROXETHRASEHALSE Action RO, FINIRIRSSEHNE

e p . o
X-TC-Action String = EELHIFIZRED |, BYE Describelnstances,

WIS SRR BRI EI MbERIEE. RORZAEEESE R OXETRAS

X-TC-Region String = NS Region BAE, TR | REROAFTEERZSH , BOXEFII IR
BE , AR EIEZS B AL,

X-TC- Integer = 247 UNIX BJ/E)8%; , alicskite APLIESKAYRTIE], fla0 1529223702, & : 1R SRSES

Timestamp P milesEgsah  SElESRIT S,

X-TC-Versi . = B2IERY API BORRAS. BUESEREOXEPASAHESE Version 9IRBE. HIN=iRSS 2090

-TC-Version String =2

7N 2017-03-12,
HTTP ¥rESMDIAUEELERFER |, 540 -
TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Heh,

Authorization  String 2 - TC3-HMAC-SHA256 : && 7% , BRIEERZE ;
- Credential : £&1EiUF , AKIDEXAMPLE & Secretld ; Date 2 UTC #nEREIRIHEER , BX
EREMNAHESE X-TC-Timestamp #ERY UTC TRERBIRER—EL ; service Ar=fad& , &
MESABNFRiEE—E, fldicvm ;
- SignedHeaders : 25&RITEAILEMER , content-type #0 host J9wsifksLEp ;
- Signature : S&EHE,

X-T . IREHERBFTRR Token , BELESIGIIES—RMER. IIRITZEF0 Token FEEHA SRR

-TC-Token String =

SEARBEZORE. KEZAAFE Token,

BEHE V]

{£F HmacSHAL #1 HmacSHA256 &8 7558 , ARSHFEER—HMEEKES , (T

BHER 3] Vi A
Acti ; = BEREOER. RESHEZOXEPRASHATLSE Action B9REE, FIII=IRSSEE
ction String 2

REIsLHIZIZREO |, BUEA Describelnstances,
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SHETR ESidl Wik kR
Wi Sy, SRR B EI MBIEAIEIE. FOESZHEREESE E O REA
Region String = S NS Region RUGRER, R | RUEONATEECRZSEH , EOEP I
BIRER , LATEMEEEBIZS AL,

Za0 UNIX Bf[a)8% , FJicRARE APLIERAYRTEL. FI01529223702 , MRS =F1H(E

Timest Int =
mestamp MEGEr = iamigk, STREKTHSE.

Nonce Integer £ BEHIEZEEL , 5 Timestamp BX&ER , BFHLEERK .

Secretld Strin o ERAPIESH_EBBHTRREH] Secretld , —4 Secretld IIRIME—H] SecretKey |,

9 = SecretKey FRARLIEREEE Signature,
Signature String o BRER , FARRIERERNEGEE  SERAPRIELRMASETESH. Bt
= S MBS,

Versi . o BER APLORRA, EUESEZOSERASAHSEL Version BUREE. HIIN=IRSES

ersion String 2
B9RRAS 2017-03-12,

SignatureMethod Strin &5 B, BRIsHT HmacSHA256 1 HmacSHAL, REFEELSE HmacSHA256
g 9 T B AR HmacSHA256 EIAIMIESS , BRI HmacSHAL IESE,

T ) - IEEERATAERY Token , TEESIGAIZEHE—FSHFER. IGHZEEF0 Token EERGAE
oken String 5

EIRSTARZEOKE. KEIZHAFZE Token .

s IR

i ( Region ) BEMIRAIEHR ORIEIE XIS, tcecloudAZMIIERREIE 2 BE2iEE | (RIERRMRBRARERELESE
t. ATREHRRE. B8 TEERE , BERRFELEEFatbE,

EaJLAUEIE APIEC ENAMIESIER EESTRAIIETISR.
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=2 A
1. #EOHHA
#EOiEKEE © cam.api3.cloud.sunhongs.com,
HEZ M RIBIIRE
FONROIBRIRERIRE] : 200R/F,
EOSEFRATAE - 2022-08-11 19:02:25,

FEOBIINE S EN,

2. NS

UTBERSHGIRFIE TEOIBERSHFED NHESH , TEARSHGIRDAHLERSLH
SHER Wi FEEFNULL Sl T
Action = S String ~HBE, KIZFOBYE : AttachRolePolicies
Version =2 & String NHESE , AEOEYE : 2019-01-16
Region 2 & String NHEBH  FEOFFEEBLSE,
Roleld B = Uint64 RBID(SHEEEIRUE—IN)
RoleName = 5 String AEEMREREIDNE—IN)
Policyld & & Array of Uint64 TREEID list(55%8A listMfE—IN)
PolicyName & & Array of String RIS list(5HREID listME—IN)
3. BitHEE
SHER E3ic) fEA
Requestld String W—iEK ID , @RiEREIRE. ERENHEERAZRIEKE Requestld,

4. iR

UG T 2O SSIZAEERA0EIRED | BfERIIFEN A TR,
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IS ] i

[

FailedOperation.PolicyFull
InvalidParameter.OperatePoliciesOverLimit
InvalidParameter.PasswordLengthTooShort
InternalError.SystemError
InvalidParameter.ParamError

InvalidParameter.PolicyldNotExist

WRALERE : Efina_V1 2126 T8 #2051

\|



kN

0y Al =g

HEMRRIERIAE

BRUTEHTAYE: 2024-09-03 18:50:07

32 A
1. EOHAR
EOEKIHE © cam.api3.cloud.sunhongs.com,
Z$E0 ( AttachRolePolicy ) FBF4BEHIREIAE,
BOAEZEOIERIREPRE : 200K/FD.
EOSEHAYE : 2022-08-11 19:02:25,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER WiE IFNULL 88 A
Action = & String NHBE, KIEOBYE : AttachRolePolicy
Version = &= String NHBE, AFEOBUE : 2019-01-16
Region 2 B String  AHBH, FEOFFEEBISEH.
Policyld = & Uinté4  ZREZID , A& Policyld5PolicyName —ifs—
AttachRoleld & & String ARID , BHEE/AE , A& AttachRoleld 5 AttachRoleName —i%&—
T e} ;/_—E 1= —_—
AttachRoleName 7 = String %@%%ﬂ"\ , BFigEmAe . A& AttachRoleld 5 AttachRoleName —i%
PolicyName & & String HRE&E . AN&Policyld5PolicyName —ifs—
A sl
3. s
SHER i) A
Requestld String W—iEK ID , ®RiEKRESIRE]., EEMATEERAZXIEKA Requestld,

4. SEIRAS
BUFRGI T B LS BRI AORARID | RSB AEi200,

P 5

S
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FEIRD 1)

B

InvalidParameter.PolicyldNotExist
InternalError.SystemError
InvalidParameter.RoleNotExist

InvalidParameter.AttachmentFull
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