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EliPOYW3pW28FpsEdkXt/+WcGel=

ERHECERINESITREN IR LERIFRERGHTSREIE | SRINER B SHIFHaI—R0e.

3. BRI

LIS R B TREERIFABRESY  FETHEHIT URL i3,

W E—E AR RIS Z B ElIPOYW3pW28FpsEdkXt/+WcGel= , SEEFIREZEIERESEL ( Signature ) 79
EliP9YW3pW28FpsEdkXt%2f%2bWcGel%3d , BERTERRLNNSER URL,

AR NRAFIERAER GET , 8i&i5K5%79 POST R Content-Type 3 application/x-www-form-urlencoded , M &iXiE RS EREBREEHMN
{ETEM URL GRS , 2EEM=-FSAREMMB. Ik ASCI =FFE URL RIBRIRESCEL UTF-8 BH{THMB.

R FURRIESH http EESBANFTESEHT urlencode , FEXMMER T , MARENER BT URL KT , BURAAXR URL HESSHERKX
MO

R Rt ¥EtbREH TR , RESRA RFC 3986, R %XY WTHFRFRIRFHITEO M , R XY R #HEFF (0-9 IXEFE
A-F) |, ERINERSIRER,

4, BFKM

RESSIRIER | FEUTEZAWRERT | SRERERE

HI=A TS
AuthFailure.SignatureExpire SEITH
AuthFailure.SecretldNotFound BT
AuthFailure.SignatureFailure BEER

AuthFailure.TokenFailure

AuthFailure.InvalidSecretld

token $£i1R

PR (2= APL EZHRKE )

Bl S S —

. BRET

FESKITVER APL 3.0 BY , #E7ZERIECERItcecloud SDK 3.0 , SDK HETERANIRE  FFRMAK I mIRHAIEAZEORA. FMEESN SDK Fil,
LRTHSRIZE S ¢

* Python

* Java

o PHP

* Go

e JavaScript
.NET

ATEEEORESEERE  THUSRREES A, B OANSEIREEARSH, EREE. BREOMSHEERI bASRgRuE , {fE
RS ELRE , FAESERY | LFAIBEREM-A SDK.

BEEHAY url IJEES ¢ https://cvm.cloud.sunhongs.com/?Action=Describelnstances&Instancelds.0=ins-
09dx96dg&Limit=208&Nonce=1188680ffset=08&8Region=ap-
guangzhou&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliP9YW3pW28FpsEdkXt%2F%2BWcGel%3D&Timestamp=14
65185768&Version=2017-03-12
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TR BT AIPRNERERENN , MEEBARESZSRIRTE , EaNREL url ZEXRSEEPHIIFSHER curl SEnSRERANSIREENGER | €2iTH.
bT?EEU—ATLAIE% REIEY url |, EEEXRGIFEY Secretld F SecretKey NELAIZE | FMERRSHRATERYEA Timestamp .

IR ATENRAG , FARFEES  EERESBRHUTERN url JREESERTAR , RMASHENINFAR , EXFAEEERLE. REFESH
i , BERITHEIERRIA.

R AU (GERT API 3.0 , FREERATEAMNEZME | AMERZIERAY APl | BT FEATERBSSEERITERIR | B NSRS
;8

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {

Mac mac = Mac.getlnstance(method);

SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.cloud.sunhongs.com/?");
/] EENRBEKRIGSEFHTFHAR | A TreeMapfRIEIRE

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");
}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {
StringBuilder url = new StringBuilder("https://cvm.cloud.sunhongs.com/?");

// EFRERB U SEIRF LB EK

for (String k : params.keySet()) {

FEIFKEHTUrlencode , BT keyEBRRNFH , HutAMIHEvaluedt{Turlencode
urI.append(k).append(" ").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");
}
return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap<String, Object> params = new TreeMap <String, Object>(); // TreeMapa] LABZIHERF

// SCRREBFBRT N 4 EFRRENNEY , 540 : params.put("Nonce", new Random().nextInt(java.lang.Integer. MAX_VALUE));
params.put("Nonce", 11886); // A2#1

// SERREA R N S EFR RS ZBIRTE |, a0 : params.put("Timestamp”, System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // AES#]

params.put("Secretld", "AKIDz8krst5yKBZQpn74WkaLPx3EXAMPLE"); /] DHSE

params.put("Action”, "Describelnstances"); // AEE5%

params.put("Version", "2017-03-12"); // 2};% #

params.put("Region”, "ap-guangzhou"); // A1

params.put("Limit", 20); // WSE%

params.put("Offset", 0); // WSS

params.put("Instancelds.0", "ins-09dx96dg"); // Al$Z&44

params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE", "HmacSHAL")); // AESE
System.out.printIn(getUrl(params));
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Python
IR WERRE Python 2 IMIBrhiatT , BELLEE requests (Kl :  pip install requests

# -*- coding: utf8 -*-
import base64
import hashlib
import hmac

import time

import requests

secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query_str = "&" join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =='_main_"
endpoint = "cvm.cloud.sunhongs.com”
data = {

'Action’ : 'Describelnstances’,

'Instancelds.0" : 'ins-09dx96dg’,

"Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'Region' : 'ap-guangzhou’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12'

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])

# IAbSCFRER |, AIhiEaTaer=4Eit 2

# resp = requests.get("https://" + endpoint, params=data)
# print(resp.url)
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ZEOE3v3
BIEEHATE: 2024-09-03 18:49:36

tcecloud APl X8 MAIEIERHITHMNIGE , BIBNMERBFEELHIERSHPESEEER (Signature ) IRIEERESH. SEEEHTEEIE
&Rl , TEFEIUEEE Secretld # SecretKey ; ERFIERELZEFIL  IBRIERAPIEARERE BT EEBA=APEEO.

s=E .
1. RigLZEeRFiE
FEE—RERTAPIZAT , IBRIECAPIESANHRIEREEIE. REFEIFELE Secretld 1 SecretKey :

e Secretld BFHRIR APl EEESH
o SecretKey FHFIIEE B FHBEMIRSSRIHIGIEE R FRENZHE,
o APRFERE L SEIE , BRitE,

RIEREFEIENERSEINT

1. ERtcecloudBEFIEHIAE.
2. BIfERAPIE PRSI G TUE
3. E=APIESHIRE , M~ [#r] BDRJLABIE—XdSecretld/SecretKey

TR FFREKSRZSELIBERX Secretld / SecretKey,

2. TC3-HMAC-SHA256 &&75%

ERE  WTFGETAE , R32EE Content-Type: application/x-www-form-urlencoded {48z, 33FPOSTH% , BEISZHF Content-Type:
application/json LA% Content-Type: multipart/form-data FEFRNYIET | json IRRBUARTEIWSZEOESIE , multipart RRREREISEOSE,
IENZEEOABE(ER json H8VAR . & BRSSO S4IRA.

TEUSRSSHEA MNXEAFIREAGF , DEBNMBEZREEE. BAMBEI TERLE7IRAM NS : Limit 71 Offset , 73 GET 737413
A,

1RIZFFRY Secretld 7 SecretKey 352 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #1 Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

2.1. FHEAGEIRRER
RATTMEHHEAUEIERE ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + "\n' +
CanonicalQueryString + '\n' +
CanonicalHeaders + \n' +
SignedHeaders + '\n' +
HashedRequestPayload

e HTTPRequestMethod : HTTP i5375i% ( GET, POST ) , ARffldA GET ;

 CanonicalURI : URI £%§ , API 3.0 EIEAIERIT (/) ;

* CanonicalQueryString : &2 HTTP i&3K URL SRESIA==/FE , 33F POST &K , BEEATFHE , WF GET &%k , My URL FEE (?) BFEHIF
TFBERE , ARFIEYES : Limit=10&O0ffset=0, j¥& : CanonicalQueryString FZE£&5d URL Z#h3.

e CanonicalHeaders : £25&8ERLEMEE , ZES host # content-type FINLER , (BAIIIABEXRILESEEE LIRS BSERNE— LS
M. FHERIN @ 1) 3L key 1 value B—EEpUING |, HEEERTIE | 12 keyvalue\n 1820 ; 2) SER | IRIBSLED key (/N5 ) RUFEEHERE
1THHE. B/ content-type:application/x-www-form-urlencoded\nhost:cvm.cloud.sunhongs.com\n

* SignedHeaders : £25&ZLEMER | HBBLLXIERBHLLIS 5 TES , 1 CanonicalHeaders B &HILEBRETE—XIMAY. content-type F1
host JousiESkEB. HHENY : 1) 3KE8 key F—HAING ; 2) Z40LE key (NG ) IRIBFHAFFHTHHE , FEUSS () 9fR. H+H
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73 : content-type;host

e HashedRequestPayload : {EXRIEXHINEHE , ITEE Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , 3 HTTP iEKEANEX
payload {8 SHA256 157 , ZAE+7NHIRS | REMRIDRER/NSFH. 5 | T GET i53K , RequestPayload BB ATFFE , 33F POST B
3k , RequestPayload BiJg HTTP iE3KIEX payload.

HRIBLA AN | REIFERIRATEIEREIT (ATRIEHT  \n BITFREE BRITEHI—TEK)

GET

/

Limit=10&Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.cloud.sunhongs.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

22 JHHSEEFAER
RIS PR S B

StringToSign =

Algorithm +\n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

* Algorithm : &E28&% , BRIEE/ TC3-HMAC-SHA256 ;

¢ RequestTimestamp : EKATIEIRY , BNERLERHY X-TC-Timestamp BUYE , 40 L~BliERA 1539084154 ;

e CredentialScope : EIEEE , 189 Date/service/tc3_request , B HEA. FMERAIRSFRIEZFFE (tc3_request ) . Date J9 UTC #RAERTEIEY
B , BUEREMAILSH X-TC-Timestamp &Y UTC {RAERTBIRM—2 ; service AF-m%E , WRSBERNSRES—E, 0 cvm, N ERALE
>k, BYEA 2018-10-09/cvm/tc3_request ;

* HashedCanonicalRequest : BIAL BRI EFEINEIERBRIGHEE , ITESESN Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

=

1. Date ‘Z/RMBFIEIRL X-TC-Timestamp 5153 , BRIXJ9 UTC+0, MRMARSZAMKESR , FI0FR/\X |, FSHEXME LEARD | B2
EERNARVEERM. i a8k/s 1551113065 , 724/ \XKAATEE 2019-02-26 00:44:25 , (BRITESZIR Date BY UTC+0 BIHERR /9
2019-02-25 , mA2& 2019-02-26,

2. Timestamp WUZHRIZRSEATE , EFEBREFERENEREREEH  IREEBI RS PNSERY. WMRRIE AN EREREL | 788
SHT—RIERE , BROERW (RRISZIHER) .

HRIBLA AN | ZROIFERIRESESZRBAT (ATRRENT , \n TR BETEHN—TE8R) ¢

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9c192c14460df6c1ffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. 11 8EE
1) HERESEEE | BT

SecretKey = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request")

e SecretKey : JRARY SecretKey ;
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e Date : B Credential Ff9 Date ZERISE , WM , 792018-10-09 ;
e Service : B Credential 1 Service FEEE. , W1 LR=EI , I cvm ;

2) iHEEs  HRBaT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

e SecretSigning : BILA EITEBERINIRESZEIR ;
e StringToSign : Bl EERIFMESZ RIS ;

2.4. = Authorization
N T HEICHHE Authorization :

Authorization =

Algorithm + "' +

'Credential=" + Secretld + '/' + CredentialScope + ', ' +
'SignedHeaders=" + SignedHeaders + ',

'Signature=" + Signature

* Algorithm : &&753% , ElE/ TC3-HMAC-SHA256 ;
* Secretld : Z$AXIHAY Secretld ;

¢ CredentialScope : W.EX , EIEEHE ;
 SignedHeaders : Il 32 , 258 ZHLIER

¢ Signature : &8

HRIBELLERIN | B SEIRYED

gﬁﬁ\ /Ié?

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f06

14b047e5df4582db9e9bf4672ba50567dbal6coccfl74c474

REESTTERIBERERNT

https://cvm.cloud.sunhongs.com/?Limit=10&Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_request, SignedHeader
s=content-type;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbcbecfl74c474

Content-Type: application/x-www-form-urlencoded
Host: cvm.cloud.sunhongs.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

3. EREW

HRIESERRER | AL TERRMAERT | SRIESSIRERE
IR
AuthFailure.SignatureExpire
AuthFailure.SecretldNotFound

AuthFailure.SignatureFailure

AuthFailure.TokenFailure

WREFRA © Efi=_V1

TEIREIA
ERIIH
BIPAEE
EEER

token $&iR
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4.

'h'.

RS HEIREA
AuthFailure.InvalidSecretld BHAEL (AR API Z5E2EEY )

k%

Q.—\—|_
2EN

Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;

import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util.TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {

private final static String CHARSET = "UTF-8";

private final static String ENDPOINT = "cvm.cloud.sunhongs.com”;
private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE";
private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";
private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";

private final static String CT_JSON = "application/json";
private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getInstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm®;

String host = "cvm.cloud.sunhongs.com”;

String region = "ap-guangzhou";

String action = "Describelnstances”;

String version = "2017-03-12";

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");

[/ EERX , BUEZHE
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkkkkkkkkk ig% 1 m;%*m%iﬁ*% *kkkkkkkkkkkk
String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&0ffset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";

String signedHeaders = "content-type;host”;

WREFRA © Efi=_V1
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String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.println(canonicalRequest);

// *kkkkkkkkkkkk 59% 2 m;%#%%g?ﬁ% kkkkkkkkkkkkk

String credentialScope = date + "/" + service + "/" + "tc3_request”;

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.println(stringToSign);

// *kkkkkkkkkkkk ﬁg% 3 .L.i_%ég *hkkkkkhkkkkhkkkhk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printIn(signature);

// *kkkkkkkhkhkkk 5% 4 ?#;g AUthOFIZatIOh *hkkkhkkkkhkkk
String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "

+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.println(authorization);

TreeMap<String, String> headers = new TreeMap <String, String>();
headers.put("Authorization", authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

}

}

Python

-*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# BIRSH
secret_id = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9XxGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.cloud.sunhongs.com”

endpoint = "https://" + host

region = "ap-guangzhou"

action = "Describelnstances"

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# *kkkkkhkkkhkkkkk ﬂ;g% 1 m;%;m;ﬁiﬁ*% *kkkkkkkkkkkk
http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&Offset=0"

ct = "x-www-form-urlencoded"

payload = ""

if http_request_method == "POST":
canonical_querystring = ""
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ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

# kkhkkkkkhkkkhkkkkk 59% 2 ﬁ}%ﬁ%g?ﬁ% khkkkkkkkkhkkkk

credential_scope = date + "/" + service + "/" + "tc3_request”

hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

# *kkkkkkkhkkkkhk 59% 3 :L-i—%\xig *hkkkkkkkkkkkhk

# ITES B RERE

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# kkkkkkkkkkkkk 5% 4 ' m}% Authorlzatlon *kkkkkkkkkkkk
authorization = (algorithm + " " +

"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSHCRINENERLER

headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,

}
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RITEFATE: 2024-09-03 18:49:36

1. BRSSbiE

gﬁﬁ\ /Ié?

bz (Region ) 2ISYIRAVEIETOAIMIREXIS, tcecloud X JISIERRME BT2iRE | REARMISBSRAEEASEISEE. ST RN

i, RS TEERE , BNEEESRIATE PR,
ERTLUEE APLEC EifiRpIR EESSATET IR,

2. @IS

tcecloud AP (UFFEREIDIEIY HTTPS #TE(E | RSB EEE.

3. 1IBKAE
I HTTP B3RAE:

e POST (¥ )
e GET

POST i&E3k3745AY Content-Type 288 :

e application/json (#E7F ) , WIRFER TC3-HMAC-SHA256 E& 5%,

* application/x-www-form-urlencoded , ¥4/ HmacSHAL & HmacSHA256 &£ 73i%.
e multipart/form-data ( {REFDIEOSTES ) |, &FEA TC3-HMAC-SHA256 BE 7534,

GET iERAGERBA/NAGEL 32 KB, POST iEREAERTTIE/ HmacSHAL, HmacSHA256 RfASiEid 1 MB,

HMAC-SHA256 Ri37#% 10 MB,

4, FERES

(ERUTF-847H8.

WREFRA © Efi=_V1
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[EIZ558R

T EFTAYE: 2024-09-03 18:49:36

bl
S

IEfRIREIZER
RIS SR BB SEpIRAFI% (DescribelnstancesStatus) 2017-03-12 KBl , EVERNY . HATAOEEMITS -

{

"Response”: {

"TotalCount": 0,

"InstanceStatusSet": [],

"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc"
}

}

* Response RENEAI Requestld 2EEHIFEL , TiCHERMINESE , RE APIMET |, WNESIKE,

* Requestld FBF—> APLIERIIE—IRIR , 215 APL HIIRE | ATLBREIRA] , FHRAHZ ID KRRERE,

° [RTEENFERS  ERIAEMEOENNFE , FARNEOFMREINFERS OIS FIEN. HHFIHA] TotalCount #1 InstanceStatusSet 1599
DescribelnstancesStatus #OEXIFE: , BT EABEKRNAFEINELE=RSSEEELH , Bt TotalCount FEIER FAIREES 0,
InstanceStatusSet FIFRAZ,

THIRIR[EILEER
EVEFSN , SRR -

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”
b
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}

}

Error (IHIMAREZIFRBFALM. Error FEREREMERH Code 1 Message FRIEEALNETE2UERER].

* Code RREMHEIIEIRID , HEKH BT AR EZERISE LSRRI O ARSI IR E M E SN MR EFRIR T 2.
* Message BT MEREENEFRE , BEEWSKESIRGMM W AFTRSEHRFEEREN , AR RARIHX NREE.
Requestld FBF—™ APLiEXRAIME—IRIR , 2R APL HIIRE | STLIERERBA] , FHRMtZ ID AR,

RHGEIRIG (TODO: EEER REENFE?)

IREIERAUNERFIE Error B, NFRER APLIEOSKM, Error Y Code FERFRREIRMG , FrE L ESEPATREHIIAEIRIDANTIERG , TRIIHET
NHEER,

TR FEIRAEA
AuthFailure.InvalidSecretld EIRAEE (AR APIZEEEY)
AuthFailure.MFAFailure MFA $8iR,
AuthFailure.SecretidNotFound ERAREFE,
AuthFailure.SignatureExpire EZITHA.

WRARERS : Efi=_V1 5840 T0 #4097



-ﬁ) HitEs

FHIRIG HiRHEA
AuthFailure.SignatureFailure BEER,
AuthFailure.TokenFailure token $HiR.
AuthFailure.UnauthorizedOperation kKR CAM 1%,
DryRunOperation DryRun #2{E , RERIBRESEMINN , REZET DryRun 244,
FailedOperation BER,
InternalError HERFEIR,
InvalidAction BOREE,
InvalidParameter SR,
InvalidParameterValue SHEUEEIR.
LimitExceeded I BCERBR S
MissingParameter TROSEEEIR,
NoSuchVersion BOMARFE.

RequestLimitExceeded

TEREDRERIT T SREPRH,

ResourcelnUse RIFE SR,

Resourcelnsufficient RIFAE.

ResourceNotFound BRTFE.

ResourceUnavailable BIFAAT A,

UnauthorizedOperation FRIZRURAE,

UnknownParameter RANSEER,

UnsupportedOperation BMEAR,

UnsupportedProtocol http(s)iERIMMEEIR , R3Z#F GET #1 POST &K,

UnsupportedRegion

WREFRA © Efi=_V1

ORISR,

%41 ;1 #409m



'ﬁ) ERE A

HEYEATIRRAFHEOLSNENNSE , N E | EENMENRBAERO SRR XL SHH TR | EERERITEETXESH , 7
BEIERAHEIER,

EBAIEV3
{$F8 TC3-HMAC-SHA256 && 75401 , AHSHEESH—ME HTTP Header i53kSLEH , WIF :
BB Sl Wik R

XTC-Acti . = BERZEOZR. BUESEZEONEPEMASHNTSE Action B9IRBE. FIIN=IRSEEHIEIALAIFIFREO |

-TC-Action String = . .
EYEA Describelnstances,

MRS E , FARIFRAE BRI EE MERAIEEE. EOESIBEEESEZOXETEHMASE AT SE] Region

XTCRegion — SUING 2 s, 8 - BEEOABBERZA | BRI | LA RS R,

X-TC- Inteqer £ 2F1 UNIX iTEE , eliCRARE APLiEKRRGRTE], 5ia0 1529223702, 5 : (IR SRS SEMEEEEIS S
Timestamp g = i, SEREZTHER.
X-TC-Version String = BAERY APL fORRA, EUESEZEOXRTRANSAESE] Version AUIRBE, HIMI=IRSS8AIMRA 2017-03-12,
HTTP fRESIAIESLER=ER | 540 :
TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-
type;host, Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Heh,
Authorization  Strin ~ - TC3-HMAC- SHA256 BEDE , BAIEEDIRE ;
9 _Credential : &&EiE , AKIDEXAMPLE £ Secretld ; Date £ UTC iRgRTEIEL , REBSAIAEH
X-TC-Timestamp &R UTC fRERTEIBER—EK ; service AF=m& , LRSERRImiEE— , fla
cm ;
- SignedHeaders : 258 Z21+ERILEHMSE | content-type #1 host 4i5ELER ;
- Signature : EZHE,
X-TC-T . = IGEHERATARY Token , FELESIGRIHE—EER. IRRZH Token FERAINEEIRSSTARREOIREL,
-TC-Token String =

KEIZHAREE Token,

EBHiE V1

f#A HmacSHAL #1 HmacSHA256 SZ757E0T , ARSHEES—HEEKSEF , (T

SHEWR ESis) ik R
Acti . = BFRIZOER, RESEROMETRMASHATESL Action B9, HII=IRSSSAIEIESLHIFIRE
ction String =

O, BY&EA Describelnstances,

IS E , FSRMRR R MR, EOESIOMEEESERONEPRASHATSH

Region String B Region AUIEE, iER : REEOATEEBIZSE  BEOEPIXIFAGEE | EMEEEZSEHTE
AREH,
T o =801 UNIX Bf{E)8% , FlicRA#E APLiEKAIETAE., (1401529223702 , IR SHFAEMAELX , K35
imestamp Integer 2 AN -
SESESER,
Nonce Integer £ BEHIEEEZS , 5 Timestamp BX&HER , FFIHLEERINT.
. TE=APIZE L BHBERIFRRBAAY Secretld , —4 Secretld J3RIME—HY SecretKey , i SecretKey £FA3E
Secretld String =

HRLIERER Signature,

WRARERS : Efi=_V1 5842 TN #4097



SHETR

Signature
Version
SignatureMethod

Token

MR

String

String

gﬁ& N Ié?

Wik iR
= BRER , AREIEIRSKROEEN , FEAPRESRYMASEITESE. BNtEREslEOLE
S 3 2=
= BRIERY APL FORRAR, BUESEZOXRERASATESE] Version AYIREE, Bl =IRS2EHIMRA 2017-03-

12,
= KBH , BRI HmacSHA256 71 HmacSHAL, REIEREINESE HmacSHA256 Bt , AR
= HmacSHA256 EEIIIFES , BRI HmacSHAL BilF&S,
= IEFEBETFERY Token |, EELSIGATEHE—EER. IGRTZEF0 Token BEZNGNEEIRSVAAZEOKX

B, KHIZAATEE Token ,

e (Region ) EfsIIEAVEIEH ORIMIEXE, tcecloudXIIERRIE 2 EERE , RERRMNEGREAEREIREEIISESE. AT IHEER

FE. B THEE  ENtERSE

w2l A

ERTLUEE APLEC EifitisbIR EESRAbET IR,

WREFRA © Efi=_V1
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'ﬁ) ERE A

opentEXiEM
CreateLdapldp

RITEFATE: 2024-09-03 18:49:36

L. O

EOIEKIE2 © open.api3.cloud.sunhongs.com,
BlgEldapi\iER

BUAZCERIERRE) © 200%/0,

EOFE#HATE : 2022-10-26 17:05:05,

FEORRIO &S N,

2. NS

SHEWR W% FE¥FNULL Sl A

Action 2 S String NHESE, KZEOEYE : CreateLdapldp
Version 2 5 String AHSEH, AEOBYE : 2020-12-02
Region = B String AHBY , AEORFEERBISEH,
AuthType = & String TAIEZEEY

IdpName = B String RAEER

Remark &= & String &F

LdapType = a String [eETeES:d]

LdapUrl = & String bk

ConnectType = FS String EEEE

Cert & & String U

BaseDn 2 &= String basedn

AdminAccount — S String EEKS

AdminPassword = B String SEWSERD

FilterCondition B & String s

UserAccountField — & String AFPKS=EE

UserMailField — & String HBFE=ER

UserNicknameField & & String RFR=ER

UserPhoneField — & String EIEFER

IsSyncldpUser S S Int64 BERZE idp AR

WRARERS : Efi=_V1 5544 TN #4097



kN

'-}‘Lj gﬁﬂj NP2 lL:Ix

3. WS

SHER et R
Requestld String H—iEK ID , ®XiEKEIRE, EIRNFEREHIZRIEKRET Requestld,

4. FEIRMG

ZROERNSEERXAER | BthERIGiF DA IR,

WRARERS : Efi=_V1 5845 TM #4097



GetLdapldpConfig

RITEFATE: 2024-09-03 18:49:36

7 A
1. EOFA

iSRS © open.api3.cloud.sunhongs.com,
KB dapiNiER

BOARE AR : 200%/FD,

EOEHESE : 2022-02-25 22:57:11,

EOBRIOE S NN,

2. MINSEL

IUNBERSHGIRMNGIH T ROERSEIED At

SHEBIR D55y FEEFNULL
Action = a
Version = &
Region = a
A s

3. S
SHER ESig) A
Requestld String

4. SRt

ZEOERSSEEREXIEIRTY | BERIGIEL

WREFRA © Efi=_V1

S, TRBRAHSHIIRNATERSH,

ARSI PSR

L\\

NHSE , AEOBYE : 2020-12-02

AHSY  FEOTFEEBUSH,

BE—ER D, ®RIERESRE, EUDRARERAEZXIERAT Requestld,

gﬁﬁ\ /zli?

546 71 409



'ﬁ) ERE A

ListldentityProvider

BRITEFATE: 2024-09-03 18:49:36

1. EOHA

EOERER : open.api3.cloud.sunhongs.com,
SREGAIERSZE

BRIAREOTERIRERIRE) © 200%/%,

EOSEFRATE : 2022-02-09 17:40:06,

ORISR NN,

2. NS

INBERSHGIRMGILH T ROBERSENED NS TEAHSEIIRNATHERSH,

SHETR Wi FEEFNULL ESit] T
Action 2 & String NS, AEOBYE : ListldentityProvider
Version bt & String AHESE, AEORYE : 2020-12-02
Region B B String NHEBH , FEOFFEEBLLSH.
A s
3. ImHESH
SEER E:Sidl D
Requestld String H—iEK ID , ®RIEKEPSIRE]. EAIRRRATEEREZRIERD Requestld,

4. FEiRtG

ZEOE R SSEERERIEIRTG | BERIGEN AR,
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TestLdap

BRITEFATE: 2024-09-03 18:49:36

2 £
1. EOFA
iSRS © open.api3.cloud.sunhongs.com,
Mzl dapI AR
BOAREIESRIERIRE] : 200%/FD,
EOEFHETE : 2022-02-25 22:59:30,

ORISR NN,

2. MINSEL

INBERSHGIRMGIH T ROERSEIO A LS

SR Wik
Action =
Version =
Region =
AuthType <3
IdpName =
Remark &
LdapType =
LdapUrl 2
ConnectType =
Cert &
BaseDn =
AdminAccount =
AdminPassword =
FilterCondition =
UserAccountField 2
UserMailField =
UserNicknameField j=3
UserPhoneField =1
Account =
Password 2

WREFRA © Efi=_V1

FBEFNULL

I B B i R

iy

Bl o o o I I I I I I O O D

i

2, TR

HHIRN IS

RIS, AEOBYE : TestLdap

N
e

NS, AEOBYE : 2020-12-02

N

NHBY, FEOTFEEBUSH,

TAUESE

2

REBER
&ix
|dapZEy
Itk
R
EH

basedn
EEIKS
HEKSED
RSt
RFRKSFR
HRFEFER
WEFRFER
EEIEFER
MRS

WK SRS

48 I

gﬁﬁ\ /zli?
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kN

'-}‘Lj gﬁﬂj NP2 lL:Ix

3. WS

SHER et R
Requestld String K—iEK ID , ®XIEKESIRE, EfIRRNFEREHIZRIEKEY Requestld,

4. FEIRtG

ZEROERSEERXAER | BthERIGIF N ARG,

WRARERS : Efi=_V1 5849 TN #4097



UpdateLdapldp

RITEFATE: 2024-09-03 18:49:36

27 e
1. EOFA

iSRS © open.api3.cloud.sunhongs.com,
EildapiNER

BOAREIESREERIRE] : 200%/FD,

EOEFAETE : 2022-10-26 17:05:47,

OB RS NN,

2. MINSEL

UTBERSHGIRMNGIH T ROBERSEID AHSE =B

SR Wi
Action =
Version =
Region =
AuthType <3
IdpName =
Remark =
LdapType =
LdapUrl =z
ConnectType b3
Cert =
BaseDn =
AdminAccount =
AdminPassword =
FilterCondition =
UserAccountField 2
UserMailField =
UserNicknameField S
UserPhoneField =
Id =
IsSyncldpUser B

WREFRA © Efi=_V1

FBEFNULL

o o o

iy

ol o o o o Do o o o o o o o

o

ESid)
String
String
String
String
String
String
String
String
String
String
String
String
String
String
String
String
String
String
Uint64

Int64

gﬁﬁ\ /zli?

IR ATHERSE,

B

A

N

NHSE, ANEOBYE : UpdateLdapldp

N

5

2%, AEOBYE : 2020-12-02

N

AHBY , FEOTFTEEBUSH,

INIEZE

i

IR EIR
&:iE
IdapzsEY
Hizhik

JEz St
IEP

basedn
EEKRS
EEKSED
RS
FRFKSFR
HRFE=FER
EFRFER
FEIEFER

Id

EEREE idp FAF

550 ;1 409



kN

'-}‘Lj gﬁﬂj NP2 lL:Ix

3. WS

SHER et R
Requestld String K—iEK ID , ®XIEKESIRE, EfIRRNFEREHIZRIEKEY Requestld,

4. FEIRtG

ZEROERSEERXAERD , BthERIGIF LA IR,

WRARERS : Efi=_V1 5851 70 #£409T8



SRS

RITEFATE: 2024-09-03 18:49:36

Item

BAAIESHEE
WA EOSIA

=2 Wik FREFNULL
Id & &
Name = &
OwnerUin & &
ProviderType & &=
Status & &=
Oauth B A
ModifyTime = a
CreateTime &= &
DepartmentAttr

EAAEER HER

BANTEOS| A - GetWorkWeixinOpenAppMember

R Wik
Departmentld 2
DepartmentName 2
ParentDepartmentld =
UserList 2
ProviderList
SniRHtrEsIR

WA EOSIA

AR WA FEFNULL
List &5 5

ProviderData

ShiRftEEdE

FRIERS : Efh=_V1

FEFNULL

Py

iy

iy

fiD

E
i

Int64
String
Int64
Int64
Int64
String
String

String

i
Uint64
String

Uint64

Array of WechatUserAttr

Array of Item

Hit¥Fa
ik
B id
BLERR
FEWS uin
SniRfitERE
USRS
oauthtfr¥ BRET
1E25ESE
ellfEat:nyis
fEk
BB1Jid
BRI IR
2EBIJid
BRI IR R
SIRMEIIR

552 ;1 #409m



kN

2

WA EOSIE -
&R Pt SHFNULL
Data = &
WechatUserAttr
DI REEFEM

WINTEEO3|A : GetWorkWeixinOpenAppMember

AR WhisE
WechatUserld =
WechatUserName =

ProviderItem

ShiRftEkE

WANTEOSIA
=2 Wi FRFNULL
Item = &

WREFRA © Efi=_V1

%

2

ProviderList

FEFNULL
=
=
[ )

ProviderData

gﬁﬁ\ /Ié?

fiig

SRMEEE

B

iR
I RMSuserld

RAHERFE

7%

SHRftEkE
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-ﬁ) HRTES

AR

RITEFATE: 2024-09-03 18:49:36

THRESER
IR R Error S50 , MFIAA APLZCIA. Hi

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct."
2

"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

}

}

Error 1 Code FREIRIG , Message FRZB=HNEKER.

TEIRASFIER

ANIERB
RS pizlilz
AuthFailure.InvalidSecretld FEPIEE (RE= API AR )
AuthFailure.MFAFailure MFA $&i%.

. FEAAFE. RN aRAER MRS EZR  MREER | SOaEPEREEER 1T858
AuthFailure.SecretldNotFound

BEREE=EE.
AuthFailure.SignatureExpire EEIH, Timestamp FIRSH[AINEEEASBES TS , BREAN BEENEREEZ.
AuthFailure.SignatureFailure HEHER, SEEEBER | BYREAAARPHEOSSCHSEE S ITEITRE,
AuthFailure.TokenFailure token $&i%.

AuthFailure.UnauthorizedOperation  i&55kak CAM #5#%,

DryRunOperation DryRun 8 , RFEBFRESEMING , RESET DryRun 2%,
FailedOperation BERL,

InternalError HEBFEIR.

InvalidAction BORFE.

InvalidParameter SRR,

InvalidParameterValue SHEUEEIR,

LimitExceeded R BCERBRE .

MissingParameter TROSEEEIR,

NoSuchVersion BOMARFE.

RequestLimitExceeded ERADREGERT T SRR S,

WRARERS : Efi=_V1 5854 TN #4097



'h'.

HIRA

ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

WSS EEIRED

HIR

iAA

B S,
BFEAE.
BFEAEFE.
BIFEAATA.
RIZIURE.
RASEIEIR.

BERSTS.

http(s)iERINNER , R3HF GET #1 POST 53K,

FEORSTSATEII.

InternalError.ErrorGetWorkWexinOpenAppConfigFail

InternalError.InternalError

WREFRA © Efi=_V1

L]

Failed to get WeCom configuration.

Internal error.

gﬁﬁ\ /Ié?

2555 71 #409m



5

TCE E&(SE (location)
FRAS (2019-11-28)
APIEESS

BITEFTATE: 2024-09-03 18:49:36

APIhRZS

V3

AEZIEP e
BOATR EOEe
DescribeRegionZone S ERNSE—AO
DescribeRegions HiFtiEIZR
DescribeZones EAAXFIF

WREFRA © Efi=_V1

gﬁﬁ\ /Ié?

2556 71 409



'ﬁ) ERE A

ARSI
EOSFV]
RIEEHATE: 2024-09-03 18:49:36

tcecloud API £XE/MARIEREITEMIGLE , IS MERBTEELHEKRSHHEEER(ER (Signature ) LISTHEKRESH. SREEHRLEIE
4RL , REEIEEIE Secretld #1 SecretKey ; ERFIEEEREREIL , BRIE=APIZIETUEEE , AULEAA=APEEA.

N .

1. BiEEeFiE

EERER=APIZE , BRECAPIZERHABELSEIE. T2FEIFEIE Secretld F1 SecretKey :
 Secretld BF#mR APl ERESH

o SecretKey BBFINEE R F R ERMIRS SSRGS E F R ERNEH.,

* FAFWAFSRERESEIE , BRitEE,

HEZEEIINEARSEOT :

1. BFRtcecloudBEFNZHIA,
2. BifE=APIEZRRIEH S TRE
3. IE=APIESHIME |, st [FE] BDRJLAGIE—RdSecretld/SecretKey

TR FREKSRSAILUABMRT Secretld / SecretKey,

2. ERERER

BT e Secretld 71 SecretKeyfm , MiATLAERERERT ., LA TREMSEBAYFMITE :
BRIZFAFHY Secretld 1 SecretKey SBIE :

e Secretld: AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE
e SecretKey: Gu5t9XxGARNpq86cd98joQYCN3EXAMPLE

R XBERERF , BRI SERRERIBAY Secretld 1 SecretKey #H{T/EEHR(E !
RSS2 EELAIFIFR (Describelnstances)igskfl , HFAFERX—EOR , EiEkeATaNT:

SR 2% 2308

Action FiEE Describelnstances

Secretld =4Ald AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp LRIRTIEIEL 1465185768

Nonce BB EREEY 11886

Region SCAIRFTEE, ap-guangzhou

Instancelds.0 FEIRRILHBIID ins-09dx96dg

Offset frizE 0

Limit AR 20

Version EORES 2017-03-12

WRARERS : Efi=_V1 5857 TW #4097



'h'.

'-}‘Lj gﬁ& NP2 Ié?

2.1 HS¥GEFF

BSENFTEIERSEIRSHENTERF ( ASCIER ) FtFfir. 8 1) RESHSHTHIF , SHERSINEE , A&5tR/0; 2) 2 ASCIRBEEX
/7, 40 Instancelds.2 ZHFE Instancelds.12 [5HE , AREFER  UARERSE. BRULUENREESPRERHIFRESEIX—IN8E | 41 php &Y
ksort E#., EATRBISERIHERERINT:

{

'Action’ : 'Describelnstances’,
'Instancelds.0" : 'ins-09dx96dg’,
‘Limit" : 20,

'Nonce': 11886,

'Offset' : 0,

'Region' : 'ap-guangzhou’,
'Secretld' : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version': '2017-03-12",

}

ERECERRINESARN X EERGITFRSEETHEY | BEIRNER—EEIH,

2.2, BHEE R/

WEBEMISKRFFR, BEL—SHFFNERSEISUR SEHETR ="S8E I | WX Action 281 , ESHIEFRA "Action” , SEIEA
"Describelnstances” , FEL#ELEHS Action=Describelnstances . ¥ : “S¥E" o BRAETIFurRBERIE.,

REBEIHENE N SHA & HERE—RE | REERINERFHHN:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-guangzhou&Secretld=AKIDz8k
rbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

2.3. PHES BRI RS
WSRERMBSERY TS, SRRLFRHHREU TS50

1. iEK75iA: S8 POST #1 GET 753 , XEfFEF GET &K , EEREAEAE,

2. iIERFENEFLHIFIZFR(Describelnstances) gk &/ : cvm.cloud.sunhongs.com, LFRANEKIFBRIEZOMBERIABNAR , #ENEEO
e,

3. {IEKER: HERAZAPIEREZEEN / .

4. 15 RFFFE: B E—SAERRIERFRIR,

ERFEBIIFHERN: BRTTE + BREN +BFKEEE + 7 + BRFRH
HIRIHHEER D |

GETcvm.cloud.sunhongs.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=208Nonce=11886&Offset=0&Region=ap-
guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

24. EpESREA

S BERERR. EHEER HMAC-SHAL BN E— SR SIER IR RARETEE | REISEMRIESB(ER Base6s HH1T4HD , AIAIR
IR,

BT | LLPHP 5S40

dm
]
RS

1

$secretKey = 'Gu5tIXxGARNpq86cd98joQYCN3EXAMPLE';

$srcStr = 'GETcvm.cloud.sunhongs.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=0&Re
gion=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));

echo $signStr;

REBEINERSBN:
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'-}‘Lj gﬁ& NP2 Ié?

EliPOYW3pW28FpsEdkXt/+WcGel=

ERHECERINESARN IR LERIPRERGHTESRBIE | SRINERBSHIFHrI—E0e.

3. BRI

LIS R B TREERIFABRESY  FENTHEHIT URL i3,

W E—E AR RIS Z B ElIPOYW3pW28FpsEdkXt/+WcGel= , SEEFIREZEIBERSEL ( Signature ) 79
EliP9YW3pW28FpsEdkXt%2f%2bWcGel%3d , BERTERRLNNSER URL,

R NERAFIERAER GET , 5i&i5K5:%79 POST [ERY Content-Type 3 application/x-www-form-urlencoded , M &iXiE RS EREBREEHN
{ETEM URL GRS , 2EEM=-FSAREMB. Ik ASCI FFFE URL RIBRIRESEL UTF-8 BH{THMB.

R FURRIESH http EESBANFTESEIHT urlencode , FEXMMER T , MARENERBHIT URL KT , BURAAXR URL HESSHERKX
MO

R Rt ¥EtbREH TR | RESKA RFC 3986, R %XY WTHFRBRIRFHITEO MR , R XY R #HEFF (0-9 IXEFE
A-F) |, ERINERSIRER,

4, BFKM

RESSRIER | FEUTEZAWRIEIRT | SRERERE

HI=A TS
AuthFailure.SignatureExpire SEITH
AuthFailure.SecretldNotFound BT
AuthFailure.SignatureFailure BEER

AuthFailure.TokenFailure

AuthFailure.InvalidSecretld

token $£i1R

BRARE (2= APLEERE )

Il St —

. BRET

FESKITVER APL 3.0 BY , #E7ZERIECERItcecloud SDK 3.0 , SDK HETERANIRE  FFRMAK I mIRHAIEAZEORA. FMEESN SDK Fil,
LRTHSRIZE S ¢

e Python

* Java

o PHP

* Go

e JavaScript
.NET

ATEEEORESEERE  THUSRREIES AP, B OANSEIREMRSH, EREE. BREOMSHEERI DASRZRE , (fE
RS ELRE , FAESERY | LFABEREM-MA SDK.

BEEHAY url IJEES ¢ https://cvm.cloud.sunhongs.com/?Action=Describelnstances&Instancelds.0=ins-
09dx96dg&Limit=208&Nonce=1188680ffset=08&8Region=ap-
guangzhou&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliP9YW3pW28FpsEdkXt%2F%2BWcGel%3D&Timestamp=14
65185768&Version=2017-03-12
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IR BT RAFRIESAREEN | MEEEARRRLEATE , EILRIREL url ZEXSEE P FEHER curl EMSERNSIREIESESUER | S213H.
HNT BB LAEFERER url |, EEEKIRFIFH] Secretld #1 SecretKey AESLRIZIA , FHERRFYBIRTERHES Timestamp

IR ATENRAG , FARFEES  EERESBRHUTERN url JREESEAR , RIASHENINFAR |, EXFAEEERLE. REMESH
#E , BERITEIERRDE.,

ER  LIMURERT APL 3.0, MEEEEATRMERRE | BIERIERM APl , BT FRALERHERSHERITERER | B MAISERR AL
.

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {

Mac mac = Mac.getlnstance(method);

SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.cloud.sunhongs.com/?");
/] EBRNERGSEHTFHHR | A TreeMapfRIEITE

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");
}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {
StringBuilder url = new StringBuilder("https://cvm.cloud.sunhongs.com/?");

// EFRERB U SEIRF LB EK

for (String k : params.keySet()) {

FEIFKEFHTUrlencode , T keyEFRHRNFHE , HutAMIEvaluei#t{Turlencode
urI.append(k).append(" ").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");
}
return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap<String, Object> params = new TreeMap <String, Object>(); // TreeMapa] LAB#IHERF

// SChRE PR R 24 sEFAREMNEL , 40 : params.put("Nonce", new Random().nextInt(java.lang.Integer. MAX_VALUE));
params.put("Nonce", 11886); // AH2%L

// SERREAFRRT N 4 EFR RS ZBIRTE , a0 : params.put("Timestamp”, System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // A\ tt541

params.put("Secretld", "AKIDZSkrst5yKBZQpn74WkaLPX3EXAMPLE") /] AHESE

params.put("Action”, "Describelnstances"); // AHEES%]

params.put("Version", "2017-03-12"); // ﬁ;% #

params.put("Region”, "ap-guangzhou"); // A%

params.put("Limit", 20); // WSE%

params.put("Offset", 0); // WSS

params.put("Instancelds.0", "ins-09dx96dg"); // Al$Z£44

params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE", "HmacSHAL")); // AESE
System.out.printin(getUrl(params));
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Python
IR WNERRE Python 2 IFMIBrhiatT , BELLE requests (Kl :  pip install requests

# -*- coding: utf8 -*-
import base64
import hashlib
import hmac

import time

import requests

secret_id = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query_str = "&" join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =='_main_"
endpoint = "cvm.cloud.sunhongs.com”
data = {

'Action’ : 'Describelnstances’,

'Instancelds.0" : 'ins-09dx96dg’,

"Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'‘Region' : 'ap-guangzhou’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12'

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])

# IAbSOFRAR |, ARZhiEaTRer=Eit#k

# resp = requests.get("https://" + endpoint, params=data)
# print(resp.url)
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ZEOE3v3
BRIEEHATE: 2024-09-03 18:49:36

tcecloud APl X8 MAIEIERHITHMIGE , BIBNMERBFEELHIERSHPESEEER (Signature ) LIRIEERESH. SEEEHTEEIE
&Rl , REFEIUEEE Secretld 7 SecretKey ; EFRFIERBE%ZEFIE  IBRIERAPIEARERE BT EEA=APEEO.

s=E .
1. RigLTEeRFiE
EERER=APIZA , IBRIFAPIESENHRIEREEIE. KEFEIEELE Secretld 1 SecretKey :

e Secretld BFHRIR APl EEESH
o SecretKey FHFIIEE B FHBMIRSSRIHIGIEE R FRENZHE.,
° FFWIAFIRREREEIE , BRHE,

RIEREFEIENERSEIT :

1. HERtcecloudEEHEHIE,
2. BIE=APIESRREHI S TUm
3. E=APIZSETHE , M [#iiE] BPaJLAGIEE—XdSecretld/SecretKey

TR FFREKSHRSTLIBERX Secretld / SecretKey,

2. TC3-HMAC-SHA256 &&75%

ERE  WTFGETHE , R332 Content-Type: application/x-www-form-urlencoded {48z, 33FPOSTAH% , BEISZHF Content-Type:
application/json LA Content-Type: multipart/form-data FEFHARTS |, json IRBUARRB SO , multipart IBRRESEWSEOYTE:
IRz O ABE(ER json I8VAR | & BRSSO S4IRA.

TEUSRSSHEA MNXEAFIREAGF , DEBNMBERZRTEEE. BAWBEITERLEZIRA0M NS : Limit 1 Offset , 73 GET 737413
A,

1RIZFFRY Secretld # SecretKey 352 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #1 Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

2.1. FHERGEIRRER
RATTMEHHEAUEIERE ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + "\n' +
CanonicalQueryString + '\n' +
CanonicalHeaders + \n' +
SignedHeaders + '\n' +
HashedRequestPayload

e HTTPRequestMethod : HTTP i5375i% ( GET, POST ) , ARffldA GET ;

 CanonicalURI : URI £%§ , API 3.0 EIEAIERIT (/) ;

* CanonicalQueryString : &2 HTTP i&3K URL hEIA=FE , 33F POST ik , BEEATFHE , WF GET &Kk , My URL FEE ( ?) BFEHI=F
TFERE , ARFIEYES : Limit=10&O0ffset=0, j¥& : CanonicalQueryString FZE£&5d URL Z#A3.

e CanonicalHeaders : 258 ZRLEMEE , ZDES host # content-type FINLER , (BATIIABEX LIS EEE LIRS BSERNE— LS
M, HHEN : 1) SLEB key 70 value B—RVINE | FEIEERTIE | 128 key:value\n 180HHE ; 2) Z0LE0 , IRARLER key (NG ) HOFHERFRF#H
1THHE. Bl . content-type:application/x-www-form-urlencoded\nhost:cvm.cloud.sunhongs.com\n

* SignedHeaders : £5&ZLERER | RBBLLXIERBWLLIS 5 TES , 1 CanonicalHeaders B &HILEBRETE—XIMIAY. content-type 1
host JosiESkEB. BHEMNY : 1) 3KEB key FH—HAING | 2) Z40LE key (NG ) IRIBFHAIFHTHHZ , FEUSS () HfR. H+H
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79 : content-type;host

e HashedRequestPayload : {EXRIEXHINEHE , ITEEN Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , 3 HTTP iEKEANEX
payload {8 SHA256 157 , ZAE+7NHIRS | REMRIDRER/NSFH. 5 | T GET i53K , RequestPayload BB ATFFE , 33F POST B
3k , RequestPayload BiJg HTTP iE3KIEX payload.

HRIBLA AN | REIFERIRATEIEREIT (ATRTEHT  \n BITFREEBRITEHI—TEK)

GET

/

Limit=10&Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.cloud.sunhongs.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2 JHHSEEFHER
RIS RS B

StringToSign =

Algorithm +\n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

e Algorithm : &% , BRIERE/ TC3-HMAC-SHA256 ;

¢ RequestTimestamp : EKATIEIRY , BNERLERHY X-TC-Timestamp BUYE , 40 L=BliERA 1539084154 ;

e CredentialScope : EIEBE , 1§/ Date/service/tc3_request , S HHA. FMEKIIIRSZFILIEFFTE (tc3_request ) . Date J3 UTC #rARTEIAY
B , BEREMAHESH X-TC-Timestamp #EH UTC FRERNBIREI—3 ; service AF-R& , WRSEANFRRE 3, HIa0 cvm, 21 EREIE
3k, Y&/ 2018-10-09/cvm/tc3_request ;

* HashedCanonicalRequest : BIALBHHEFEIEIERBRIGHEE , ITESEN Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

=

1. Date Z/RMAFIEIRL X-TC-Timestamp 5153 , BRIXJ9 UTC+0, MRMARZAMKESR , fl0FR/\K |, FSHEXME EEMARD B2
EERNARVEERM. i a8k/s 1551113065 , 724/ \XKAATEE 2019-02-26 00:44:25 , (BRITESZIR Date BY UTC+0 BIHERR /9
2019-02-25 , mA~2& 2019-02-26,

2. Timestamp WUZHRIZRSEHTE , EFBEREFERENERREEH  REEBI RS PNSERY. NFRRIEAINEREREL | 788
SHzfTRIERE , BROERW (RRISZTHER) .

HRIBLA AN | ZROIFERIRESESZRBAT (ATRRENT , \n TR BETEHN—TE8R) ¢

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9c192c14460df6c1ffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. i8S
1) HERESEEE | BT

SecretKey = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request”)

e SecretKey : JRYARY SecretKey ;

WRARERS : Efi=_V1 5863 TW #4097



'h'.

e Date : B Credential Ff9 Date ZERISE , WL , 792018-10-09 ;
e Service : Bf Credential #1f9 Service ZERER , WLl , 79 cvm ;

2) iHEEs  HRBaT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

e SecretSigning : BILA EITESERINIRESZEIR ;
e StringToSign : BIZE2ITEEEINGSEF/HE

2.4. $t# Authorization
RN T HEECHHE Authorization :

Authorization =

Algorithm + "' +

'Credential=" + Secretld + '/' + CredentialScope + ', ' +
'SignedHeaders=" + SignedHeaders + ',

'Signature=" + Signature

* Algorithm : &&757% , ElE/ TC3-HMAC-SHA256 ;
* Secretld : Z$AXIHAY Secretld ;

¢ CredentialScope : W EX , EIEEHE ;
 SignedHeaders : I} 32 , 258 ZHLIER

¢ Signature : £&(&

HRIBELLERIN | B SEIRYED

gﬁﬁ\ /Ié?

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f06

14b047e5df4582db9e9bf4672ba50567dbal6coccfl74c474

REESTTERIBERERNT

https://cvm.cloud.sunhongs.com/?Limit=10&Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_request, SignedHeader
s=content-type;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbcbecfl74c474

Content-Type: application/x-www-form-urlencoded
Host: cvm.cloud.sunhongs.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

3. EREW

HRIESERRER | FARLUTERRMAERT | SRIESSIRERE
IR
AuthFailure.SignatureExpire
AuthFailure.SecretldNotFound

AuthFailure.SignatureFailure

AuthFailure.TokenFailure

WREFRA © Efi=_V1

TEIREIA
ERIIH
BIPAEE
EEER

token $&iR
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'h'.

RS HEIREA
AuthFailure.InvalidSecretld BHAEL (AR APL Z5E2EEY )

k%

Q.—\—|_
BER

Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;

import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util.TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {

private final static String CHARSET = "UTF-8";

private final static String ENDPOINT = "cvm.cloud.sunhongs.com”;
private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE";
private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";

private final static String CT_JSON = "application/json";
private final static String CT_FORM_DATA = "multipart/form-data";

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getInstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm®;

String host = "cvm.cloud.sunhongs.com”;

String region = "ap-guangzhou";

String action = "Describelnstances”;

String version = "2017-03-12";

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");

[/ EERX , BUEZHE
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkkkkkkkkk ig% 1 m;%*m%iﬁ*% *kkkkkkkkkkkk
String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&0Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:"

String signedHeaders = "content-type;host”;

WREFRA © Efi=_V1

+ host + "\n";
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String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.println(canonicalRequest);

// *kkkkkkkhkkkkkk ig% 2 m;§€%§g$ﬁ$ kkhkkkkkkkkkkkk

String credentialScope = date + "/" + service + "/" + "tc3_request”;

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.println(stringToSign);

// *kkkkkkkkkkkk ﬁg% 3 .’L-I-%Eg *hkkkkkhkkkhkkkhk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

bytel[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printIn(signature);

// *kkkkkkkhkhkkk 5% 4 ?#E AUthOI’IZatIOh *hkkkhkkhkkhkkk
String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "

+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.println(authorization);

TreeMap<String, String> headers = new TreeMap <String, String>();
headers.put("Authorization", authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

}

}

Python

-*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# BIRSH
secret_id = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9XxGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.cloud.sunhongs.com”

endpoint = "https://" + host

region = "ap-guangzhou"

action = "Describelnstances"

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# *khkkkkkhkkkhkkkkk 59% 1 ?#;%;m;ﬁi%i*% *kkkkkkkkkkkk
http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&Offset=0"

ct = "x-www-form-urlencoded"

payload = ""

if http_request_method == "POST":
canonical_querystring = ""
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ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host”

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

# kkkkkkhkkkhkkkkk 59% 2 ﬁ}%ﬁ%g?ﬁ% Kkhkkkkkkkkhkkkk

credential_scope = date + "/" + service + "/" + "tc3_request”

hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

# *hkkkkkkkkkkkhk 59% 3 :L-i—%\xig *hkkkkkkkkkkhk

# ITES B RERE

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# kkkkkkkkkkkkk 5% 4 m}% Authorlzatlon *kkkkkkkkkkkk
authorization = (algorithm + " " +

"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSECRINENERLER

headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,

}
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RITEFATE: 2024-09-03 18:49:36

1. fRSSbiE

gﬁﬁ\ /Ié?

s ( Region ) 2fEHIIERVEIEH ORIMIERE, tcecloudRIMIIERREINE 2 EEERE |, RERRSEGREAERISEEIISEE. AT IHEER

i, RS TEERE , BNEEESRIATE PR,
ERTLUEE APLEC EifitiRpIR EESSATET IR,

2. @IS

tcecloud AP (UFFEREIDIEIY HTTPS #TE(E | RSB EEE.

3. 1IBKAE
I HTTP B3RAE:

e POST (¥ )
* GET

POST iE3k3745AY Content-Type 288 :

e application/json (7% ) , WIAfERA TC3-HMAC-SHA256 &&751%.

e application/x-www-form-urlencoded , %/ifEF8 HmacSHAL & HmacSHA256 &E757%,
* multipart/form-data ({XEH RO ) |, A TC3-HMAC-SHA256 £&757%,

GET iERAGERBA/NAGEL 32 KB, POST iEREAERTTIE/ HmacSHAL, HmacSHA256 RfASiEid 1 MB,

HMAC-SHA256 Ri37#% 10 MB,

4, FERES

(ERUTF-847H8.

WREFRA © Efi=_V1
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[EIZ558R

T EFTAYE: 2024-09-03 18:49:36

bl
S

IEfRIREIZER
RIS SR BB SEpIRAFI% (DescribelnstancesStatus) 2017-03-12 KBl , EVERNY . HATAOEEMITS -

{

"Response”: {

"TotalCount": 0,

"InstanceStatusSet": [],

"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc"
}

}

* Response RENEBH Requestld REIENFER , TiCERMINESE  RE APIET |, MNERIKRE,

* Requestld FBF—> APLIERIIE—IRIR , 215 AP HIIRE | ATLBREIRA] , FHRAHZ ID SKRIRERE,

° [RTEENFERS , ERIAEMEOENNFE , FARNEOFMREINFERS OIS FIEN. HHFIHA] TotalCount #1 InstanceStatusSet 1599
DescribelnstancesStatus #OEXIFE: , BT EASKNAFEINELE=RSSEELH , Bt TotalCount EIER FHIREES 0,
InstanceStatusSet FIFRAZ,

THIRIR[EILEER
BV, SRR -

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”
b
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}

}

Error (IHIMAREZIFRBFALM. Error FEREREMERH Code 1 Message FRIEEALNETE2UERER].

* Code FREMRHHERIEIRD , LR BTSSR XSRS AL RIS SRR O NAEHRDI IR E B E B MR RRIRTTE.
* Message BT MEREENEHRRE , BEEWSKESREMM | W AFTRSEHERFEEREN , AR RARIHX NREE.
Requestld FBF—™ APLiEXRAIME—IRIR , 2R APL HIIRE | STLIERERBA] , FHRMtZ ID AR,

NHGEIRIG (TODO: EEER REENFE?)

IREIERAUNERFIE Error B, NFRER APLIEOSKM, Error Y Code FERFRREIRMG , FrE L ESEPATREHIIAEIRIDANTIERG , TRIIHET
NHEER,

TR FEIRHEA
AuthFailure.InvalidSecretld BIRAEE (AR API Z5EEEY )
AuthFailure.MFAFailure MFA $8iR,
AuthFailure.SecretidNotFound ERAREFE,
AuthFailure.SignatureExpire EZITHA.
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-ﬁ) HitEs

FHIRIG HiRHEA
AuthFailure.SignatureFailure BEER,
AuthFailure.TokenFailure token $HiR.
AuthFailure.UnauthorizedOperation kK CAM 1Y,
DryRunOperation DryRun #2{E , RERIBRGSEMINN , REZET DryRun 244,
FailedOperation BRI,
InternalError HERFEIR,
InvalidAction BOREE,
InvalidParameter SR,
InvalidParameterValue SHEUEREIR.
LimitExceeded I BCERBRE .
MissingParameter TROSEEEIR,
NoSuchVersion BOMARFE.

RequestLimitExceeded

TEREDRERIT T SREPRH,

ResourcelnUse RIFE SR,

Resourcelnsufficient RIFAE.

ResourceNotFound BRTFE.

ResourceUnavailable BIFAAT A,

UnauthorizedOperation FRIZRURAE,

UnknownParameter RANSEER,

UnsupportedOperation BMEAR,

UnsupportedProtocol http(s)iEXRIMMEEIR , R33F GET 1 POST &K,

UnsupportedRegion

WREFRA © Efi=_V1

ORISR,
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BEIERAHEIER,

BRTTE V3

{8F8 TC3-HMAC-SHA256 &&75 R |,

SHER

X-TC-Action

X-TC-Region

X-TC-
Timestamp

X-TC-Version

Authorization

X-TC-Token

EBHiE V1

ESid]

String

String

Integer

String

String

String

Wik

=
E

=
=

fiD

i

el

iy

gﬁﬁ\ /zli?

HEATIRRBAZOSNENNSH  IE , A MEORBARONEP BN LS TR , BERERIOTEETIXLESH, £

AHSHEEF—HE HTTP Header IBRLEPH , a0F :

fiEik

BEREOZR. BUESEZEONEPHMASENTLSE Action B9RBE. FIIN=IRSEEHIEIASLAIFIFEO |,
BYE S Describelnstances,

WiRSE , FRMRREREI MR, EOEZIOMREESERONEPRASHATESE] Region
AOSEA. IR RUBOATEECBEZSH , BOXEPIIEFNLE , LRSS 2SS BTN,

=7 UNIX BJ[E)E , FJiCRARR APLIEKAIRIIE, Ig0 1529223702, (TR : MR SRS HEMAEEET S
t, SRS TR,

1R{FA9 APL BORRA, EESEEONAEHNSAILSE Version B9IA. FIINARSSERANRAS 2017-03-12,

HTTP tRESMDIANIESLER=FER , a0 :

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-
type;host, Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Heh,

- TC3-HMAC- SHA256 E873%  BREERZE ;

- Credential : B&EIE , AKIDEXAMPLE 2 Secretld ; Date 2 UTC tRfRTAINIAER , BUBEEMALSE
X-TC-Timestamp 28/ UTC fRERNBIHER—EL ; serviceir=m® , LRSI RIEE—5, AN
cvm ;

- SignedHeaders : 258 Z1+ERISLEYMSE | content-type F host J4i5EsLER ;

- Signature : EZHE,

IERHEFRFTFM Token , BRLEAIGIIEHE—EMER, IRAIEHH Token BEZSIDSIRIRS AR,
KEIZSAAHRE Token,

f#A HmacSHAL #1 HmacSHA256 SZ757E0T , ARSHEES—HEEKSEF , WIT

SHETR

Action

Region

Timestamp

Nonce

Secretld

String

String

Integer

Integer

String

WREFRA © Efi=_V1

fim

fim

fil

fim

fEk

BERNZEOZTR. BUESEZOSEPMASENTESE Action B9RE. FIIN=IRS EEHIENASLHITIZREE
O, B9 Describelnstances,

IS E , FSRMRR R MR, EOESIOMEEESERONEPRASHATSH
Region B9iHA. TR : REROATEEEZSH , BEOXKEPEUIEHNR | IHRMEEE 2SN
T2

2480 UNIX Bf{E18 , FriCRAHE APLiEKAGRTE], 51401529223702 , iNRSHFINEHEED K , 25/
ERIIHREIR,

BENLIEEESY , 5 Timestamp BX&#EK , BFBALLERE.

TE=APIZHE_E BBERIFRRBAAY Secretld , —4 Secretld JIRIME—HY SecretKey , i SecretKey SR
HRLIERER Signature,

271 71 #4097



SHETR

Signature
Version
SignatureMethod

Token

s

String

String

gﬁ& N Ié?

Wik R
= BRER , ARWIERESKINSEYE | E2EAFPRESRIEASEITESE. BEfMTESESIEOS
S 3 2=
= BRIERY APL FORRAR, BUESEZOXRERASATESE] Version AYIREE, Bl =IRS2EHIMRA 2017-03-

12,
= KBH , BRI HmacSHA256 71 HmacSHAL, REIEREINESE HmacSHA256 Bt , AR
= HmacSHA256 EEIIIFES , EfthiE R HmacSHAL PR,
= IEFEBETFERY Token |, EELESIGATEHE—EMER. IGRTZEF0 Token BEZGNEEIRSAAZEOK

B, KHIZAATEE Token ,

e (Region ) 2fsIIERVEIEH ORIMIEXE, tcecloudRXFIIERRINE 2 EERE , RERRSEGREAERENREEIISESE. AT IHEER

i, RETEEE  BESERSE

w2l A

ERTLLEE APLEC EifitiRbIR EESAET IR,

WREFRA © Efi=_V1
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MR IR
RN EAEAS

ERITEFATE: 2024-09-03 18:49:36

1. &MOEiA

[

BHIgE—AO

OBk © location.api3.cloud.sunhongs.com,

EitEl/TRAKER. £ 1. Bifit 2. HRERE; 3. FREEER

BUAZCIERIERRRA]

EOFEHATE : 2021-06-10 14:38:47,

EORWERTEN,

2. NS

2000R /b,

gﬁﬁ\ /zli?

UTBRSHGIRMNGIE T ROBREHHED ALY, TEAHSHIIRNATLERSH,

SHER
Action
Version
Region
Productld
SubProductld

Regions

3. WS4

SHER
RegionCount
RegionSet

Requestld

4. fEIRS

=
=

=
=

=
=

=
=

iy

iy

=]
Int64
RegionEx

String

FEFFNULL ESidl

&= String

&= String

&= String

&= String

&= String

= Array of String
fk
s E
HhiEER

10
5%, ANEORYE : DescribeRegionZone

28, AEOBYE : 2019-11-28

>

AHBH , AEORTEERLSE,
TCE F=FiCode
TCE FF=fmCode

g EAYRegionFIE

E—EXR ID , ®XRIERESRE., EDEIHEERAZRIERA Requestld,

ZEOE LI SSEERERAEIRT | EERISFENALEIRE,

FRIERS : Efh=_V1
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'ﬁ) ERE A

Ay

RITEFATE: 2024-09-03 18:49:36

1. O

ZEOiEKIEE : location.api3.cloud.sunhongs.com,
Z##[0(DescribeRegions) B F &S A,
BOAZOIERITRIRE) : 2000:R/70.

BEOSEHATE : 2019-12-13 11:22:25,

EORWERTEN,

2. MINSEL

ITNBRSHGIRMGILH T ROBEREEHED NS TEAHSEIIRNATHERSH,

SHETR Wi FEEFNULL KA 10
Action 2 & String NHSH , AEOEYE : DescribeRegions
Version =} & String AHSE, AEORYE : 2019-11-28
Region £ B String PHBH , FEOFFEEBISH,
A s
3. mHEE
SEER ESicl HnA
TotalCount Uint64 HhiEEsE
RegionSet RegionInfo HiRFIRER
Requestld String H—iEK ID , ®RIEKESIRE. EAINRRAFEEREIZRIEKRE Requestld,
H 2
. IEIR0D

ZEOBE LI SBIEREXAEIRD , EEREBIEN A HTEIRD,
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'ﬁ) ERE A

iR BXYIER

BRITEFATE: 2024-09-03 18:49:36

1. O

ZEOiEKIEE : location.api3.cloud.sunhongs.com,
A#E(DescribeZones) BF & BXEA,
BUAZCIERITERRRA © 200008/,

EOE#HATE : 2019-12-04 16:17:41,

EORWERTEN,

2. MINSEL

INBERSHGIRMGILH T ROBERSENED NS TEAHSEIIRNATHERSH,

SR Wik FBEFNULL St )

Action 2 5 String AHSE, AEEORYE : DescribeZones

Version = = String NHESE, AZFOEYE : 2019-11-28

Region £ B String PHBY , FEOFFEEBILSH,
A s

3. ImHESH

SHER St HnA

TotalCount Uint64 ARXEE

ZoneSet Zonelnfo TAXFIREE

Requestld String W—iEK ID , ®XIEKESIRE. EAINRAFEEREIZRIEKRE Requestld,
H N3
. IEIR05

ZEOBE LI SBIEREXAEIRD , EEREBIEN A HTEIRD,

WRARERS : Efi=_V1 5875 0 #4097
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BRITEFATE: 2024-09-03 18:49:36

Regionlnfo

HEER

AN O3 : DescribeRegions

BFR Wik FEFNULL
Region = &
RegionName = &=
RegionState = B

RegionEx

DescribeRegionZone iREIfY Region A ER

WU T4£03|MA : DescribeRegionZone
BIR WAL FEFFNULL
Region = =
RegionID =z a
RegionName b3 B
RegionState I3 =
RegionStateRemark = =
ZoneCount = =
ZoneSet = =
RegionRole = =

ZoneEx

DescribeRegionZone #Z[iREIAY Zone HIAMSE

#WHN O3 | : DescribeRegionZone

B AT FEFFNULL
RegionID = &
Zone = &
ZonelD = a
ZoneName = =
ZoneState = =

WREFRA © Efi=_V1

KA

String
String
String
String
String

Int64

Array of ZoneEx

String

sm
String
String
String
String

String

E
fi2

String
String

String

fifik

FrfERegionfg S

gﬁﬁ\ /Ié?

fiig

s EZFR , 5140, ap-guangzhou
g | a0, SR ()
IRE SIS

fEk

Wi FR(EE AL FFFER, APHER)

Wl S (EIFRSEE, Rl ER)

bl AR

AR (AVAILABLE/UNAVAILABLE)
MR A

TARHE

AR

ol A (MR blE, SR:M s, OREEitbi)

A BXETREENEFFE, APIER)

TRARRS

A AXETRERMCS, AlimRRER)

A B RS (AVAILABLE/UNAVAILABLE)
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E=T WA FBEFNULL Sl HA

ZoneStateRemark 2 & String A ARKRS(RRELR)

ZoneRole = = String THAXAER (MAZETARK, SAZWNTAKX, OAZEEHT AKX )
Zonelnfo
AHEXER

W3] A : DescribeZones

&R Wit FEFNULL sem Hok

Zone 2 & String ATAXAFRR , Fla0 , ap-guangzhou-3
ZoneName 2 & String ARXER , flgn, THN=K

Zoneld = &= String AJFBKXID

ZoneState = &= String ATAKXID
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'ﬁ) RS

SIS

BRITEFATE: 2024-09-03 18:49:36

ThRE AR
ISREILRATE Error 5 , MFIER APLEECIIN, B

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct."
2

"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

}

}

Error 1 Code FRAIRIG , Message FRZB=HNEKER.

TEIRASFIER

NIERB
FEIRAG pizlilz
AuthFailure.InvalidSecretld FEPIEE (RE= API AR ),
AuthFailure.MFAFailure MFA $&i%.

. FEAAFE. R aNaRAER MRS EZR  MREER | SRaRPEREEIER , 1T858
AuthFailure.SecretldNotFound

BEREE=EE.
AuthFailure.SignatureExpire FEIH, Timestamp FERSHRINEEEASBES RS , BREAN EEEINEREEZ.
AuthFailure.SignatureFailure SEER, SEEBER | BYRERAARNPNEOSSCHSEE S ITEITRE,
AuthFailure.TokenFailure token $&i%.

AuthFailure.UnauthorizedOperation  i&55kak CAM #5#Y,

DryRunOperation DryRun 8 , RFBFRESEMINNG , RES(ET DryRun 2%,
FailedOperation BRI,

InternalError HEBFEIR.

InvalidAction BORFE.

InvalidParameter SRR,

InvalidParameterValue SHEEEIR,

LimitExceeded I BCERBRE .

MissingParameter ROSEEEIR,

NoSuchVersion EORAAFE.

RequestLimitExceeded TBERAVREGET 7 SREPRE
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kN

2

HIRA

ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

WSS EEIRED

WREFRA © Efi=_V1

HeRA

B S,

BREARE.

BIRFE.

BRI,

RIZRURLF.
RAISEFER,
BRAEARSTHS.
http(s)iEkiMM¢EIR , R

BORSTSATEII.

4% GET #0 POST 53Kk,

gﬁﬂj\ /lL:I\
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'ﬁ) RS

2RSS (sts)
FRZ ( 2018-08-13 )
APIHEYS

BILEFATE: 2024-09-03 18:49:37

APIRRZ

V3

MWERtEREO
EOBR EOINEE
AssumeRole RiEmERE
GetFederationToken IRENEX & S5 IGHT 5 EIE
GetThirdPartyFederationToken RENFAFIERHES ( E=AFAHE )
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'ﬁ) ERE A

ARSI
EOSZv]
RIEEHATE: 2024-09-03 18:49:37

tcecloud API £XE/MARIEREITEMIGLE , IS MERBTEELHEKRSHHEEER(ER (Signature ) LISTHEKRESH. SREEHRLEIE
4RL , REEIEEIE Secretld #1 SecretKey ; ERFIEEEREREIL , BRIE=APIZIETUEEE , AULEAA=APEEA.

N .

1. BiEEeFiE

EERER=APIZE , BRECAPIZERHABELSEIE. T2FEIFEIE Secretld F1 SecretKey :
 Secretld BF#RR APl ERESH

* SecretKey BBFINEE R F R ERMIRS SSRGS E F R ERNEH.,

* AFWAFSRERESEIE , BRitEE,

HEZEEIINEARSEOT :

1. BFRtcecloudBEFNZHIA,
2. BifE=APIEZRRIEH S TRE
3. IE=APIESHIME |, st [FE] BDRJLAGIE—RdSecretld/SecretKey

TR FREKSRSAILUABMRT Secretld / SecretKey,

2. ERERER

BT e Secretld 71 SecretKeyfm , MiATLAERERERT ., LA TREMSEBAYFMITE :
BRIZFAFHY Secretld 1 SecretKey SBIE :

e Secretld: AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE
e SecretKey: Gu5t9XGARNpq86cd98joQYCN3EXAMPLE

R XBERERF , BRI SERRERIBAY Secretld 1 SecretKey #H{T/EEHR(E !
RSS2 EELAIFIFR (Describelnstances)igskfl , HFAFERX—EOR , EiEkeATaNT:

SR 2% 2308

Action FiEE Describelnstances

Secretld =4Ald AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp LRIRTIEIEL 1465185768

Nonce BB EREEY 11886

Region SCAIRFTEE, ap-guangzhou

Instancelds.0 FEIRRILHBIID ins-09dx96dg

Offset frizE 0

Limit AR 20

Version EORES 2017-03-12
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2.1 S ¥R

BSENFTEIERSEIRSHENTERF ( ASCIER ) FtFfir. 8 1) RESHSHTHIF , SHERSINEE , A&5tR/0; 2) 2 ASCIRBEEX
/7, 40 Instancelds.2 ZHFE Instancelds.12 [5HE , AREFER  UARERSE. BRULUENREESPRERHIFRESEIX—IN8E | 41 php &Y
ksort E#., EATRBISERIHERERINT:

{

'Action’ : 'Describelnstances’,
'Instancelds.0" : 'ins-09dx96dg’,
‘Limit" : 20,

'Nonce': 11886,

'Offset' : 0,

'Region' : 'ap-guangzhou’,
'Secretld' : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version': '2017-03-12",

}

ERECERRINESARN X EERGITFRSEETHEY | BEIRNER—EEIH,

2.2, BHEE R/

WEBEMISKRFFR, BEL—SHFFNERSEISUR SEHETR ="S8E I | WX Action 281 , ESHIEFRA "Action” , SEIEA
"Describelnstances” , FEIHELEHE Action=Describelnstances . ¥ : “S¥E" o BAETIFurRBERIE.

REBEIHENE N SHA & HERE—RE | REERINERFHHN:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-guangzhou&Secretld=AKIDz8k
rbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

2.3. PHES BRI RS
WSRERMBS AR TS, SRRLFRHHREU TS50

1. iEK75iA: S8 POST #1 GET 753 , XEfFEF GET &K , EEREAEAE,

2. iIERFENEFLHIFIZFR(Describelnstances) gk &/ : cvm.cloud.sunhongs.com, LFRANEKIFBRIEZOMBERIABNAR , #ENEEO
e,

3. {IEKER: HERAZAPIEREZEEN / .

4. 15 RFFFE: B E—SAERRIERFRIR,

ERFEBIIFHERN: BRTTE + BREN +BFKEEE + 7 + BRFRH
HIRIHHEER D |

GETcvm.cloud.sunhongs.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=208Nonce=11886&Offset=0&Region=ap-
guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

24. £pESREA

S BERE SRR, HEER HMAC-SHAL BN E— SR SIER IR RARETER | REISEMRES B(ER Base6s HH1T4HD , AIAIR
IR,

BT | LLPHP 5S40

dm
]
RS

1

$secretKey = 'Gu5tIXxGARNpq86cd98joQYCN3EXAMPLE';

$srcStr = 'GETcvm.cloud.sunhongs.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=0&Re
gion=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));

echo $signStr;

REBEINERSBN:
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EliPOYW3pW28FpsEdkXt/+WcGel=

ERHECERINESITARRN IR LERIPRESGH TSR | SRINERBSHIFHaI—E0e.

3. BRI

LIS R BFATREERIFABRESY  FETEHIT URL i3,

W E—P AR EZ B ElIPOYW3pW28FpsEdkXt/+WcGel= , SESEIRIEEEIFRKESEL ( Signature ) 79 :
EliPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , BT 4AMRARANER URL,

AR NERAFIERAER GET , 8i&i5K75:%79 POST R Content-Type 3 application/x-www-form-urlencoded , M &iXE KT EEBEREHN
{EITEM URL fRI8 , 2EEM=SAREMB. Ik ASCI FFFE URL RIBRIRESCEL UTF-8 BHTHB.

R FUREIESH http EESBANNFTESEHT urlencode , FEXMMER T , MARENER BT URL HIZT , BUMAKR URL HESSHERKX
Mo

R Rt BEtbREH TR | ISR RFC 3986, {7 %XY WEHFRBRIRFHITEO M , R XY R #HEFF (0-9 IXEFE
A-F) |, ERINERSIRER,

4, BRFKM

RESSRIER | FEUTEZAWRIERT | SRERERE

IR IR EA
AuthFailure.SignatureExpire BEISH
AuthFailure.SecretldNotFound BT
AuthFailure.SignatureFailure BEER
AuthFailure.TokenFailure token &R
AuthFailure.InvalidSecretld ERIEE (R2= API Z5ERE)

Bl S S —

. BRET

FESKITVER APL 3.0 BY , #EZERECERItcecloud SDK 3.0 , SDK HETERANIRE  FFRMAK I mRHAIEAZRORA. FMEESN SDK Fud,
LRHFRIZESSE ¢

e Python

* Java

o PHP

* Go

e JavaScript
e NET

ATEBFZNRESEERE , TEUSIMREIES A, B DANSEEEERSII. EREE. BRNEOMSHEEEIL A BRI E B
RAMESEIRE  FrEsBmt , SPRIEREMEMA SDK.

BEEHAY url IJEES ¢ https://cvm.cloud.sunhongs.com/?Action=Describelnstances&Instancelds.0=ins-
09dx96dg&Limit=208&Nonce=1188680ffset=08&8Region=ap-
guangzhou&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliP9YW3pW28FpsEdkXt%2F%2BWcGel%3D&Timestamp=14
65185768&Version=2017-03-12
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TR BT RAIPREAREEN  MEEEARRAXEANE , ELIREL url ZEXSEEFHIFHRER curl ERSERANSIRESESGER | S213H.
bT?EEU—ATLAIE% RERT url |, BEEHRGIHAY Secretld #1 SecretKey NESLAIEEH , FHERRSURIRTERYES Timestamp

IR ATENRAG , FARFEES  EERESBRHUTERN url JREESEAR , RIASHENINFAR |, EXFAEEERLE. REMESH
i , BERITHEIERRIA.

R AU (GERT API 3.0 , FREERATEAMNEZME | AMERZIERAY APl | BT FEATERBSSEERITERIR | B NSRS
.

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {

Mac mac = Mac.getlnstance(method);

SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.cloud.sunhongs.com/?");
/] EENRBEKRIGSEFHTFHAR | A TreeMapfRIEIRE

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");
}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {
StringBuilder url = new StringBuilder("https://cvm.cloud.sunhongs.com/?");

// EFRERI U SEIRF LB EK

for (String k : params.keySet()) {

FEIFKEFHTUrlencode , T keyEFRRNFH , HubAMIHEvaluei#t{Turlencode
urI.append(k).append(" ").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");
}
return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap<String, Object> params = new TreeMap <String, Object>(); // TreeMapa] LABZIHERF

// SCRREFBRY N 24 EFRRENEY , 540 : params.put("Nonce", new Random().nextInt(java.lang.Integer. MAX_VALUE));
params.put("Nonce", 11886); // A2#1

// SERREA R N 4 EFR RS ZEIRTE , a0 : params.put("Timestamp”, System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // AES#

params.put("Secretld", "AKIDz8krst5yKBZQpn74WkaLPx3EXAMPLE"); /] DHSE

params.put("Action”, "Describelnstances"); // AEES%]

params.put("Version", "2017-03-12"); // 2};% #

params.put("Region”, "ap-guangzhou"); // A4

params.put("Limit", 20); // WSE%

params.put("Offset", 0); // WSS

params.put("Instancelds.0", "ins-09dx96dg"); // Al$Z&44

params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE", "HmacSHAL")); // AESE
System.out.printIn(getUrl(params));
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Python
IR WERRE Python 2 IFMIBrhiatT , BELLE requests (Kl :  pip install requests

# -*- coding: utf8 -*-
import base64
import hashlib
import hmac

import time

import requests

secret_id = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query_str = "&" join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =='_main_"
endpoint = "cvm.cloud.sunhongs.com”
data = {

'Action’ : 'Describelnstances’,

'Instancelds.0" : 'ins-09dx96dg’,

"Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'‘Region' : 'ap-guangzhou’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12'

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])

# IAbSOFRAR |, ARZhiEaTRer=Eit#k

# resp = requests.get("https://" + endpoint, params=data)
# print(resp.url)
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'ﬁ) ERE A

ZEOE3v3
BIAEHATE: 2024-09-03 18:49:37

tcecloud APl X8 MAIEIERHITHMIGE , BIBNMERBFEELHIERSHPESEEER (Signature ) LIRIEERESH. SEEEHTEEIE
&Rl , REFEIUEEE Secretld 7 SecretKey ; EFRFIERBE%ZEFIE  IBRIERAPIEARERE BT EEA=APEEO.

s=E .
1. RigLTEeRFiE
EERER=APIZA , IBRIFAPIESENHRIEREEIE. KEFEIEELE Secretld 1 SecretKey :

e Secretld BFHRIR APl EEESH
o SecretKey FHFIIEE B FHBMIRSSRIHIGIEEFFRE0ZHE.,
° FFWIAFIRREREEIE , BRHE,

RIEREFEIENERSEIT :

1. HERtcecloudEEHEHIE,
2. BIE=APIESRREHI S TUm
3. E=APIZSETHE , M [#iiE] BPaJLAGIEE—XdSecretld/SecretKey

TR FFREKSHRSTLIBERX Secretld / SecretKey,

2. TC3-HMAC-SHA256 &&75%

ERE  WTFGETHE , R332 Content-Type: application/x-www-form-urlencoded {48z, 33FPOSTAH% , BEISZHF Content-Type:
application/json LA Content-Type: multipart/form-data FEFHARTS |, json IRBUARRB SO , multipart IBRRESEWSEOYTE:
IRz O ABE(ER json I8VAR | & BRSSO S4IRA.

TEUSRSSHEA MNXEAFIREAGF , DEBNMBERZRTEEE. BAWBEITERLEZIRA0M NS : Limit 1 Offset , 73 GET 737413
A,

1RIZFFRY Secretld # SecretKey 352 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #1 Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

2.1. FHERGEIRRER
RATTMEHHEAUEIERE ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + "\n' +
CanonicalQueryString + '\n' +
CanonicalHeaders + \n' +
SignedHeaders + '\n' +
HashedRequestPayload

e HTTPRequestMethod : HTTP i5375i% ( GET, POST ) , ARffldA GET ;

 CanonicalURI : URI £%§ , API 3.0 EIEAIERIT (/) ;

* CanonicalQueryString : &2 HTTP i&3K URL SRYEIA=/FE , 3+F POST ik , BEEATFHE , WF GET &Kk , My URL FEE (?) BFEHIF
TFERE , ARFIEYES : Limit=10&O0ffset=0, j¥& : CanonicalQueryString FZE£&5d URL Z#A3.

e CanonicalHeaders : £25&8ZRLEMEE , ZDES host # content-type FINLER , (BATIIABEXRILESEEE LIRS BSERNE— LS
M, HHEN : 1) SLEB key 70 value B—RVINE | FEIEERTIE | 128 key:value\n 180HHE ; 2) Z0LE0 , IRARLER key (NG ) HOFHERFRF#H
1THHE. Bl . content-type:application/x-www-form-urlencoded\nhost:cvm.cloud.sunhongs.com\n

* SignedHeaders : £5&ZLEMER | RBBLLXIERBHLLIS 5 TES , 1 CanonicalHeaders B &HILEBRATE—XIMIAY. content-type 1
host JosiESkEB. BHEMNY : 1) 3KEB key FH—HAING | 2) Z40LE key (NG ) IRIBFHAIFHTHHZ , FEUSS () HfR. H+H
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79 : content-type;host

e HashedRequestPayload : {EXRIEXHINEFHE , ITE %N Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , 3 HTTP iEKEANEX
payload {8 SHA256 157 , ZAE+7NHIRS | REMRIDRER/NSFH. 5 | T GET i53K , RequestPayload BB ATFFE , 33F POST B
3k , RequestPayload BiJg HTTP iE3KIEX payload.

HRIBLA AN | REIFERIRATEIEREIT (ATRTEHT  \n BITFREEBRITEHI—TEK)

GET

/

Limit=10&Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.cloud.sunhongs.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

22 JHHSEEFHER
RIS RS B

StringToSign =

Algorithm +\n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

 Algorithm : &% , BRIERE/ TC3-HMAC-SHA256 ;

¢ RequestTimestamp : EKATIERY , BNIERLERHI X-TC-Timestamp BUYE , 40 L~BliERA 1539084154 ;

¢ CredentialScope : EIEBE , 1§/ Date/service/tc3_request , S HHA. FMEKIIRSZFILIEFFTE (tc3_request ) . Date J3 UTC #rARTEIAY
B , BEREMAHESH X-TC-Timestamp #EH UTC FRERNBIREI—3 ; service AF-@& , WRSEBNFRRE 3, Ha0 cvm, 201 EREIE
3k, Y&/ 2018-10-09/cvm/tc3_request ;

* HashedCanonicalRequest : BIALEHHEFIEIEIERBRIGHEE , ITESEN Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

=

1. Date Z/RMAFIEIRL X-TC-Timestamp 5153 , BRIXJ9 UTC+0, MRMARZAMKESR , fl0FR/\K |, FSHEXME EEMARD B2
EERNARVEERM. i a8k/s 1551113065 , 724/ \XKAATEE 2019-02-26 00:44:25 , (BRITESZIR Date BY UTC+0 BIHERR /9
2019-02-25 , mA~2& 2019-02-26,

2. Timestamp WUZHRIZRSEHTE , EFBEREFERENERREEH  REEBI RS PNSERY. NFRRIEAINEREREL | 788
SHzfTRIERE , BROERW (RRISZTHER) .

HRIBLA AN | ZROIFERIRESESZRBAT (ATRRENT , \n TR BETEHN—TE8R) ¢

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9c192c14460df6c1ffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23.1H8EE
1) HERESEEE | BT

SecretKey = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request”)

e SecretKey : JRYARY SecretKey ;
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e Date : B Credential Ff9 Date ZERISE , WM , 792018-10-09 ;
e Service : Bf Credential #1f9 Service ZREE. , WLl , 79 cvm ;

2) iHEEs  HRBaT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

* SecretSigning : BILA EITEBERINIRESZEIR ;
e StringToSign : BIZE2ITEEEINGSEF/HE |

2.4. $#t# Authorization
RN T HEECHHE Authorization :

Authorization =

Algorithm + "' +

'Credential=" + Secretld + '/' + CredentialScope + ', ' +
'SignedHeaders=" + SignedHeaders + ',

'Signature=" + Signature

 Algorithm : &&753% , ElE/ TC3-HMAC-SHA256 ;
* Secretld : Z$AXIHAY Secretld ;

¢ CredentialScope : W EX , EIEEHE ;

* SignedHeaders : I} 32 , 258 ZHLIER

¢ Signature : &8

HRIBELLERIN | B SEIRYED

gﬁﬁ\ /Ié?

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f06

14b047e5df4582db9e9bf4672ba50567dbal6coccfl74c474

REESTTERIBERERNT

https://cvm.cloud.sunhongs.com/?Limit=10&Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_request, SignedHeader
s=content-type;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbcbecfl74c474

Content-Type: application/x-www-form-urlencoded
Host: cvm.cloud.sunhongs.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

3. EREW

HRIESERRER | FARLUTERRMAERT | SRIESSIRERE
IR
AuthFailure.SignatureExpire
AuthFailure.SecretldNotFound

AuthFailure.SignatureFailure

AuthFailure.TokenFailure
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4.

'h'.

RS HEIREA
AuthFailure.InvalidSecretld BHAEL (AR API Z5E2EEY )

k%

\'—\—|_
2ER

Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;

import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util.TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {

private final static String CHARSET = "UTF-8";

private final static String ENDPOINT = "cvm.cloud.sunhongs.com”;
private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE";
private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";
private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";

private final static String CT_JSON = "application/json";
private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getInstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm®;

String host = "cvm.cloud.sunhongs.com”;

String region = "ap-guangzhou";

String action = "Describelnstances”;

String version = "2017-03-12";

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");

[/ EERX , BUEZHE
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkkkkkkkkk ig% 1 m}%iﬁ]):}'ﬁiﬁ*% *kkkkkkkkkkkk
String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&0ffset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";

String signedHeaders = "content-type;host”;

WREFRA © Efi=_V1
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'-}‘Lj gﬁﬂj NP2 lL:Ix

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.println(canonicalRequest);

// *kkkkkkkkkkkk 59% 2 m;§€%§%$ﬁ$ kkhkkkkkkkkkkkk

String credentialScope = date + "/" + service + "/" + "tc3_request”;

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.println(stringToSign);

// *kkkkkkkkkkkk ﬁg% 3 .L.i_%ég *hkkkkkhkkkkhkkkhk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

bytel[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printIn(signature);

// *kkkkhkkhkkhkkk 5% 4 ?#;g AUthOI’IZatIOh *hkkkkhkkkkhkkk
String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "

+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.println(authorization);

TreeMap<String, String> headers = new TreeMap <String, String>();
headers.put("Authorization", authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

}

}

Python

-*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# BIRSH
secret_id = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9XxGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.cloud.sunhongs.com”

endpoint = "https://" + host

region = "ap-guangzhou"

action = "Describelnstances"

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# kkkkkkhkkkkkkk ﬂ;g% 1 m;%;m;ﬁiﬁ*% *kkkkkkkkkkkk
http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&Offset=0"

ct = "x-www-form-urlencoded"

payload = ""

if http_request_method == "POST":
canonical_querystring = ""
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ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host”

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

# kkkkkkhkkkhkkkkk 59% 2 ﬁ}%ﬁ%g?ﬁ% khkkkkkkkkhkkkk

credential_scope = date + "/" + service + "/" + "tc3_request”

hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

# *kkkkkkkhkkkhk 59% 3 .’L_i_%\xig *hkkkkkkkkkkhk

# ITESBRERE

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# kkkkkkhkkkkkkk 5% 4 m}% Authorlzatloﬂ *kkkkkkkkkkkk
authorization = (algorithm + " " +

"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSHRINEIERLER

headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,

}
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RITEFATE: 2024-09-03 18:49:37

1. BRSSbiE

gﬁﬁ\ /Ié?

bz (Region ) 2IEYIRAVEIEFOAIMIEXIS. tcecloud X JISIERRIEZ BT2iRE | REARMISBSRAEEASEISENE. ST RN

i, RS TEERE , BNEEESRIATE PR,
ERTLUEE APLEC EiftiRbIR EESSAET IR,

2. @BEHmY

tcecloud AP (UFFE#EEOIIDIEIY HTTPS #TE(E | RSB EEE.

3. IBKAE
I HTTP B3R5E:

e POST (¥ )
e GET

POST i&Ek373FAY Content-Type 38 :

e application/json (7 ) , XJAfEA TC3-HMAC-SHA256 &&751%.

* application/x-www-form-urlencoded , @475 HmacSHAL & HmacSHA256 &£ 73%.
e multipart/form-data ( {XERHIEOSTES ) |, WHEA TC3-HMAC-SHA256 BE 7534,

GET iEKENIERBRNAEH#ET 32 KB, POST IER{FEAERE A HmacSHAL, HmacSHA256 BIAREBIT 1 MB, POST iEkER&ERTiAA TC3-

HMAC-SHA256 Ri37#% 10 MB,

4, FERES

(ERUTF-847H8.
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[EIZ558R

MY E: 2024-09-03 18:49:37

il
=

IEfEIREIZER
RIS SR BB SEpIRAFI% (DescribelnstancesStatus) 2017-03-12 KBl , EVERNY . HATAOEEMITS -

{

"Response”: {

"TotalCount": 0,

"InstanceStatusSet": [],

"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc"
}

}

* Response RENEBAY Requestld 2EEIFEL , TiCHERMINSSE , RE APIMET |, INESIKE,

* Requestld FBF—> APLIERIIE—IRIR , 215 APL HIIRE | ATLBREIA] , FHRAHZ ID SKRRERE,

° [RTEENFERS , ERIGAEMEOENNFE , FARNEOFMREINFRS OIS FIEN. HHFIHA] TotalCount #1 InstanceStatusSet 1599
DescribelnstancesStatus #OEXIFE: , BT REASKNBFEINELE=RSEELH , Bt TotalCount IR FHIREES 0,
InstanceStatusSet FIFRAZ,

THIRIR[EILEER
BV, SRR -

{

"Response": {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”
b
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}

}

Error (IHIMAREZIFRBFALM. Error FEREREMEH Code 1 Message FRIEEALNATE2UERER].

* Code RREMRHBAIEIRID , HIEKH BT AR EZ RIS E LSRRI O N AYEHRIBS IR E M E BN MR EFRR T 2.
* Message BT MEREENEHFRE , BEEWSKESRGMM W AFTRSEHRFEEREN , AR RARIHX NREE.
Requestld FBF—™ APLiEXRAIME—IRIR , 2R APL HIIRE | STLIERERBA] , FHRMt% ID AR,

NHGEIRIG (TODO: EEER REENFE?)

REIERFUNERFIE Error B, NFRER APLIEOSKM, Error Y Code FERFRREIRMG , FrE L ESEPATaEHIIAEIRIBANTIERG , TRIIHET
NHEER,

TR FEIRHEA
AuthFailure.InvalidSecretld BIRAEE (AR API Z5EEEY )
AuthFailure.MFAFailure MFA $8iR,
AuthFailure.SecretidNotFound ERAREFE,
AuthFailure.SignatureExpire EZITHA.
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FHIRIG HiRHEA
AuthFailure.SignatureFailure BEER,
AuthFailure.TokenFailure token $HiR.
AuthFailure.UnauthorizedOperation kK CAM 1Y,
DryRunOperation DryRun #2{E , RERIBRGSEMINN , REZET DryRun 244,
FailedOperation BER,
InternalError HEBFEIR,
InvalidAction BEOREE,
InvalidParameter SR,
InvalidParameterValue SHEUEFEIR.
LimitExceeded RIS ECETPR S o
MissingParameter TROSEEEIR,
NoSuchVersion BOMARFE.

RequestLimitExceeded

TEREDRERIT T SREPR .

ResourcelnUse RIFE G,

Resourcelnsufficient RRTE.

ResourceNotFound BRTFE.

ResourceUnavailable RIFAAT A,

UnauthorizedOperation FIZRURAE,

UnknownParameter RANSEENR,

UnsupportedOperation BMER,

UnsupportedProtocol http(s)iEXRIMMEEIR , R33F GET 1 POST &K,

UnsupportedRegion

WREFRA © Efi=_V1
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BEIERAHEIER,

BRTTE V3

{88 TC3-HMAC-SHA256 &&75 R |

SHER

X-TC-Action

X-TC-Region

X-TC-
Timestamp

X-TC-Version

Authorization

X-TC-Token

BEBHiE V1

S]]

String

String

Integer

String

String

String

Wik

=
E

=
=

fiD

i

el

iy

gﬁﬁ\ /zli?

HEATIRRBAZOSNENNSH  IE , A MEORBARONEP BN LS TR , BERERIOTEETIXLESH, £

AHSHEEF—KE HTTP Header IBRLEPH , 40T :

fiEik

BERSZEOZTR. BESEZEONPEASENTESE] Action A9IREE. AINI=IRSSSMNERLAFIFRED ,
BYE S Describelnstances,

WIS FRMRREREIMESAIEE. EOEZIMREESERONEPRASH TS Region
BOGER. IR REROFAFEGEBZSH , BEOHEPEISEIREE | LREEESZSHT2EN.

=7 UNIX BJ[E)E , FJiCRARR APLIEKAIRIIE, Ig0 1529223702, (TR : MR SRS HEMAEEET S
t, SRS TR,

1R{FA9 APL BORRA, EESEEONAEHNSAILSE Version B9IA. FIINARSSERANRAS 2017-03-12,

HTTP tRESMDIANIESLER=FER , a0 :

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-
type;host, Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Heh,

- TC3-HMAC- SHA256 BEHE, BRIEENZE

- Credential : Z&EIF , AKIDEXAMPLE 2 Secretld ; Date 2 UTC #ERTERIAHEE , BUEEEM AL
X-TC-Timestamp 28/ UTC fRERNBIHER—EL ; serviceir=m® , R/RSEMRIREE—E, AN
cvm ;

- SignedHeaders : 258 Z1+ERISLEYMSE | content-type F host J4i5EsLER ;

- Signature : EZHE,

IERHEFRFTFM Token , BRLEAIGIIEHE—EMER, IRAIEHH Token BEZSIDSIRIRS AR,
KEIZSAAHRE Token,

f#A HmacSHAL #1 HmacSHA256 SZ 75740 , ARSHHESF—HEEKSEF , WIT

SHETR

Action

Region

Timestamp

Nonce

Secretld

String

String

Integer

Integer

String

WREFRA © Efi=_V1

fim

fim

fil

fim

fEk

BERNZEOZTR. BUESEZOSEPMASENTESE Action B9RE. FIIN=IRS EEHIENASLHITIZREE
O, B9 Describelnstances,

IS E , FSRMRR R MR, EOESIOMEEESERONEPRASHATSH
Region B9iHA. TR : REROATEEEZSH , BEOXKEPEUIEHNR | IHRMEEE 2SN
T2

2480 UNIX Bf{E18 , FriCRAHE APLiEKAGRTE], 51401529223702 , iNRSHFINEHEED K , 25/
ERIIHREIR,

BENLIEEESY , 5 Timestamp BX&#EK , BFBALLERE.

TE=APIZHE_E BBERIFRRBAAY Secretld , —4 Secretld JIRIME—HY SecretKey , i SecretKey SR
HRLIERER Signature,
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SHETR

Signature
Version
SignatureMethod

Token

s

String

String

gﬁ& NP2 Ié?

Wik R
= BRER , AREIEIRESKRNEEN , FEAFPRESRYMASEITESE. BNtEREslEOLE
R '
2 BAERY AP BURRA, BUESEZOXEPASLDHESE Version AYIREE, FlIUI=IRSE309MA 2017-03-

12,
= BEH , BEsZE HmacSHA256 F1 HmacSHAL, REIEEIS%09 HmacSHA256 Bt , A {EF
- HmacSHA256 BRI , HthiEmt9EER HmacSHAL IRIFER.
= IREHERBFTER Token , BEESIGIEE—EEFEA. IGRTEHET Token BEZIH IS EIRSERREOR

B, KHIZAATEE Token ,

e (Region ) EfsIIEAVEIEH ORIMIEXE, tcecloudXIIERRIE 2 EERE , RERRMNEGREAEREIREEIISESE. AT IHEER

fE. IS THEE  ENItERSE

w2l A

ERTLUEE APLEC EifitisbIR EESAANET IR,

WREFRA © Efi=_V1

5896 T0 #£409T



MEERREO
RIS EAe

RITEFATE: 2024-09-03 18:49:37

1. &MOEiA

OBk - sts.api3.cloud.sunhongs.com,

RIEERE
BUAZCERIEIRE) © 200%/%,
EOEFRATE : 2022-07-06 16:48:44,

BEORWESTEN,

2. NS

UTBRSHGIRMNGIE T ROBRSEHRD NS

SHETR Wik REFENULL 8
Action = &= String
Version = &= String
Region = &= String
RoleArn 2 &= String
RoleSessionName & & String
DurationSeconds = &= Uint64
UserUin &= = Uint64
Policy = &= String
AssumeUin 3 &= Uint64
A M2

3. BB
SR KA R
Credentials Credentials GBS Z e+
ExpiredTime Uint64
Expiration String

WREFRA © Efi=_V1

gﬁﬁ\ /zli?

248, AMEOEYE : 2018-08-13

p>

REBY, FEOFFEEBLSH.

FABNEIREAR, <br>EEAE
<br>qcs:cam:uin/12345678:role/4611686018427397919,
qcs:cam::uin/12345678:roleName/testRoleName<br> RS A :
<br>qcs:cam:uin/12345678:role/tencentcloudServiceRole/4611686018427397920,
qcs::cam::uin/12345678:role/tencentcloudServiceRoleName/testServiceRoleName

IR IERTR . P EENETR
IBEIGFNEPREZED , BT : 70, BUA 7200 7 , RIKANSEEERA 43200 7

BRI Sk SRIBAFBREREKPERR , ENEFuIn , BR& AP ownerUin, Hith
BRERZEH

REEHHAER : 1. policy FHEZEM urlencode (WNERET GET Fi&iEKk= AP, KiXiEK
B , FTESEEEERIBE API #1558 urlencode —R ) . 2. EHSELASIBCAM HEHHE
%. 3. REEHFAEEES principal JTE.

BEFIFUIn , EEZEtokend , cam-authS$tAT<iR[E]

WERFRIAIRTE) , IRE] Unix BfE)EL | 1EHElfD

UEBTCRAORTE) |, LA is08601 #&=4AY UTC R EIZER=

5597 ;u #409m
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SEER ESid) iR
Requestld String E—iEK ID , ®RiEKESIRE, BRI BEERFZRIBEKE Requestld,

4. FEIRY

LI G THEOWSSZEARAIEIRT , BRI A SR,

FRIRIY itk

ResourceNotFound.RoleNotFound The role corresponding to the account does not exist.
UnauthorizedOperation Unauthorized operation.
InternalError.GetAppldError Failed to get the appid .
InternalError.SystemError Internal error. Please check and try again.
InvalidParameter.Strategylnvalid Invalid policy.
InvalidParameter.GrantOtherResource Unauthorized access to the resource.
InvalidParameter.OverTimeError The expiration time exceeds the threshold.
InvalidParameter.ResouceError Resource error.

InternalError.DbError Database error.

InternalError.EncryptError Encryption failed.
InvalidParameter.AccountNotAvaliable The account does not exist or is unavailable.
InvalidParameter.StrategyFormatError Policy syntax error.
InvalidParameter.ExtendStrategyOverSize The extension policy is too large.
InvalidParameter.ParamError Invalid parameter.
InvalidParameter.PolicyTooLong The policy is too long.
InternalError.GetSeedTokenError Failed to get the seed token.
InvalidParameter.TempCodeNotAvaliable Invalid TCB temp code.

WRARERS : Efi=_V1 5898 TW #4097



¢

SREER S B0

BRITEFATE: 2024-09-03 18:49:37

1. O

mATIE)FEIE

EOERES © sts.api3.cloud.sunhongs.com,

IREVEX &S SR IR IR EIE
BOAZCERIEPRE) © 200%/%0,

EOSEHATE : 2022-07-05 19:59:17,

EORBERTEN,

2. MINSEL

gﬁﬁ\ /zli?

INBRSHGIRMGILE T ROBEREEHED NS TBAHSEIIRNATHERSH,

SHETR
Action
Version
Region

Name
Policy

DurationSeconds

SecretType

3. WS

SHEWR
Credentials
ExpiredTime

Requestld

4. TR

Wik FREFFNULL
/_&EE a=
= B
g &
= =
= =
& &
& &
Credentials
Uint64
String

%

i

String
String
String

String

String

Uint64

Uint64

fig

IGRSIES

2%, AEOBYE : 2018-08-13

>

L\\

VRS, NMEOAFTEERILSH,

EALABENBRR AR , B8,

RESHIATER : 1. policy FEM urlencode ( WNEREIT GET F5iEiEKkz= APL, RiXiEK
Bl ., TESEEPEERRB L AP #I5EHE urlencode —R ) , 2. HRKEESIBCAM FERGE
% 3. TREGHAEEES principal JT&R

IEREIGRNEBRYERER | B - 70, BUAL800%) , RKANREBXER 972007,

HEPEE (0 KIEH ; 1 /GIER) .

IBARHERERRAIRTIE | IRE] Unix AT , FERREIRD

W—EK ID , BRiEkERE, EMIDMITFERMZXRIBERE Requestld.

UM T 1RO SSIBIEERa0ERT , BtERaE AR,

HIR

InternalError.DbError

FRIERS : Efh=_V1

fEk

Database error.
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HIRAD
InternalError.EncryptError
InternalError.GetAppldError
InternalError.GetSeedTokenError
InternalError.SystemError
InvalidParameter.AccountNotAvaliable
InvalidParameter.ExtendStrategyOverSize
InvalidParameter.GrantOtherResource
InvalidParameter.OverTimeError
InvalidParameter.ParamError
InvalidParameter.PolicyTooLong
InvalidParameter.ResouceError
InvalidParameter.StrategyFormatError
InvalidParameter.Strategylnvalid
InvalidParameter.TempCodeNotAvaliable
ResourceNotFound.RoleNotFound

UnauthorizedOperation

WREFRA © Efi=_V1

gﬁﬁ\ /Ié?

fEk

Encryption failed.

Failed to get the appid .

Failed to get the seed token.

Internal error. Please check and try again.
The account does not exist or is unavailable.
The extension policy is too large.
Unauthorized access to the resource.

The expiration time exceeds the threshold.
Invalid parameter.

The policy is too long.

Resource error.

Policy syntax error.

Invalid policy.

Invalid TCB temp code.

The role corresponding to the account does not exist.

Unauthorized operation.

6100 T1 40913



BRITEFATE: 2024-09-03 18:49:37

1. O

BOERES

SREVFFIGRHIES ( SB=737F & )
BUAZCERIERRE) © 200%/%0.

EOE#HATE : 2021-06-18 14:30:13,

EORWERTEN,

2. MINSEL

=RFRE )

sts.api3.cloud.sunhongs.com,

INBERSHGIRMGILH T ROBERSENED NS TEAHSEIIRNATHERSH,

SHETR

Action

Version

Region
UserAccessToken
Duration

ApiAppld

3. WS

SHER
Credentials
ExpiredTime

Requestld

4. FEiRG

s
Credentials
Int64

String

FEFNULL ESit) fik
& String NHESH, NEOBYE : GetThirdPartyFederationToken
& String NS, AEOEYE : 2018-08-13
a String PHBY , FEOFFEEBILSH,
& String ia]Token
a Int64 B
a Int64 ZEHERMR(Z0RIR)
A
EFHR
BEA(RSEEY)

E—EKID , BXERESRE, EUBIRERAGZXIERAT Requestld,

LIGIH THROW S ZERRAIEIRT | EERDFE N A SR,

FEIRIG

FailedOperation.CodeNotSet

FailedOperation.UserUinNotSet

FailedOperation.UserOwnerUinNotSet

FailedOperation.OpenUinNotSet

WRANFRE :

Einz_V1

33

5

The requested code does not exist.
The user UIN does not exist.
The user's root account UIN does not exist.

The open platform UIN does not exist.

%101 ™

gﬁﬁ\ /Ié?

40913
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TR R

FailedOperation.OpenOwnerUinNotSet The root account UIN of the open platform does not exist.
FailedOperation.GrantListNotSet The authorization list does not exist.
FailedOperation.StrategyEmpty No policy.

InternalError.SystemError Internal error. Please check and try again.
InvalidParameter.ParamError Invalid parameter.

WRARERS : Efi=_V1 55102 T #4097
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2

G

RITEFATE: 2024-09-03 18:49:37

Credentials

IGBIES

BANTEOS|A - AssumeRole, GetFederationToken, GetThirdPartyFederationToken

BR Wi FEEFNULL RE

Token 2 = String
TmpSecretld 2 & String
TmpSecretKey 2 B String

FRIERS : Efh=_V1

gﬁﬁ\ /Ié?

RnA
token
IRAHERZEID

IBAHEFRZAKey
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AR

RITEFATE: 2024-09-03 18:49:37

ThRE AR
ISREILRATE Error 5 , MFIER APLEECIIN, B

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct."
2

"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

}

}

Error 1 Code FRAIRIG , Message FRZB=HNEKER.

TEIRASFIER

ANIERB
FEIRAG pizlilz
AuthFailure.InvalidSecretld FEPIEE (RE= API AR ),
AuthFailure.MFAFailure MFA $&i%.

. FEAAFE. R aNaRAER MRS EZR  MREER | SRaRPEREEIER , 1T858
AuthFailure.SecretldNotFound

BEREE=EE.
AuthFailure.SignatureExpire FEIH, Timestamp FERSHRINEEEASBES RS , BREAN EEEINEREEZ.
AuthFailure.SignatureFailure SEER, SEEBER | BYRERAARNPNEOSSCHSEE S ITEITRE,
AuthFailure.TokenFailure token $&i%.

AuthFailure.UnauthorizedOperation  i&55kak CAM #5#Y,

DryRunOperation DryRun 8 , RFBFRESEMINNG , RES(ET DryRun 2%,
FailedOperation BRI,

InternalError HEBFEIR.

InvalidAction BORFE.

InvalidParameter SRR,

InvalidParameterValue SHEUEEIR,

LimitExceeded R BCERBRE .

MissingParameter TROSEEEIR,

NoSuchVersion BOMARFE.

RequestLimitExceeded ERADREGERT T SRR S,

WRARERS : Efi=_V1 55104 T4 H409
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FHIRIG okl
ResourcelnUse R G,
Resourcelnsufficient RIFRAE.
ResourceNotFound RRFE,
ResourceUnavailable RRAAT A,
UnauthorizedOperation RIERURLE,
UnknownParameter RINSHEER,
UnsupportedOperation BAEARSSS.
UnsupportedProtocol http(s)iERIMEEIR |
UnsupportedRegion BEORSSATEbE,
W SS5ERES
R

InternalError.GetAppldError
InvalidParameter.ParamError
InvalidParameter.StrategyInvalid
InvalidParameter.ResouceError
InvalidParameter.OverTimeError
InternalError.DbError
ResourceNotFound.RoleNotFound
FailedOperation.UserUinNotSet
UnauthorizedOperation
FailedOperation.GrantListNotSet
FailedOperation.OpenOwnerUinNotSet
InvalidParameter.ExtendStrategyOverSize
InvalidParameter.TempCodeNotAvaliable
FailedOperation.OpenUinNotSet
InvalidParameter.StrategyFormatError
InvalidParameter.AccountNotAvaliable
FailedOperation.UserOwnerUinNotSet
InternalError.SystemError
InvalidParameter.GrantOtherResource
FailedOperation.StrategyEmpty

InternalError.EncryptError

WREFRA © Efi=_V1

gﬁﬁ\ /Ié?

R37#% GET #01 POST iR,

2B

Failed to get the appid .

Invalid parameter.

Invalid policy.

Resource error.

The expiration time exceeds the threshold.
Database error.

The role corresponding to the account does not exist.
The user UIN does not exist.

Unauthorized operation.

The authorization list does not exist.

The root account UIN of the open platform does not exist.
The extension policy is too large.

Invalid TCB temp code.

The open platform UIN does not exist.
Policy syntax error.

The account does not exist or is unavailable.
The user's root account UIN does not exist.
Internal error. Please check and try again.
Unauthorized access to the resource.

No policy.

Encryption failed.

26105 1 #4093
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HIRAD
InvalidParameter.PolicyTooLong
FailedOperation.CodeNotSet

InternalError.GetSeedTokenError

WREFRA © Efi=_V1

iAe
The policy is too long.
The requested code does not exist.

Failed to get the seed token.

gﬁﬂj\ /lL:I\
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HREIAE (tpo)
KA ( 2020-09-20 )
APIEELS

BIAEEATE: 2024-09-03 18:49:41

APIRRZ

V3

ProjectiBxiz]

OB
AddProjectMemberPolicy
AddProjectQuota
AddProjectResource
BatchAddProjectQuota
CheckProjectQuotas
CreateProject

DeleteProject
DeleteProjectQuota
DeleteProjectResource
DescribeProductTree
DescribeProjectMemberPolicies
DescribeProjectMembers
DescribeProjectNonMembers
DescribeProjectPolicies
DescribeProjectQuotas
DescribeProjectResources
DescribeProjects
DescribeResourceAdminProjects
DescribeResourceRegions
ModifyProjectMemberPolicy
ModifyProjectName
ModifyProjectQuota

MoveProjectResource

FRIERS : Efh=_V1

EOTRE

BRI RI%R
NI B BCER
ERINEIR
HESNEER
SERERS AN

CIEIE

pillEInE]

pIE IS EGE

MEBHEAR

= g

EiRAFNmERETIE

EIWAERR

ERSREF TEIFRBE MR

BRI ERERET IR

EFMB&HR

BB RRIIZE

S aISRIIES

EREAERNERHERURAIIBSIZE

BRFFERIRXE

1E2ER R RO R

1EIE BR

&I R BLER

MBEBHER

%107 ™

gﬁﬁ\ /Zlils.

40913



) BitFa
BOSR REOIDIRY
ProjectNameExists MEEREM—
RemoveProjectMember MIE#PRAR
TransferProjectResource ENEHHER
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ARSI
EOSZv]
BIEEHATE: 2024-09-03 18:49:41

tcecloud API £XE/MARIEREITEMHIGLE , IS MERBFTEELHEKRSHHIEEER(EE (Signature ) LISIHEKRESH. SREEHRLEIE
ER , REFEUEELE Secretld 1 SecretKey ; EEFPIRSEREFIL | BRF=APIESHENERE , UL EAB=APEZO,

s=E \

1. BiEEe i

FEERER=APIZE , BRIECAPIZERNHABELSEIE. T2FEIFEIE Secretld F1 SecretKey :
e Secretld FBFHxR APL ERES®D

* SecretKey AT IS E =T RTIRS SRS Z =R,

* FAFWAFSREREEIE , BRitEE,

ISR EIENERERIT

1. EFtcecloud EEFLHIA,
2. FIE=APIESHNIEHIETRE
3. E=APIEHINE , M [Fi] BPRJLABIE—XYSecretld/SecretKey

TR FFREKSRSEILUABMRY Secretld / SecretKey,

2. kR ESZ R

BT e Secretld # SecretKeyf5 , MAILAERERERT . LUTREMSE BAFMHTTE
BRIZFAFHY Secretld 1 SecretKey SBIE :

e Secretld: AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE
e SecretKey: Gu5t9XxGARNpq86cd98joQYCN3EXAMPLE

R XBERERA , BRIBRAPSERRERIBAY Secretld 1 SecretKey #H{T/EEHR(E !
RS 28 EELAIFIR (Describelnstances)igskAfl , HFAFERAX—EOR , EiEkeATaanT:

SHER H3z 280E

Action FiEE Describelnstances

Secretld Z4Ald AKIDz8krbs)5yKBZQpn74WFkmLPXx3EXAMPLE
Timestamp LFIRTEIEL 1465185768

Nonce BB IEREEN 11886

Region SCAIRFTEKE, ap-guangzhou

Instancelds.0 FEERISLHIID ins-09dx96dg

Offset = 0

Limit BASIHEH 20

Version EORES 2017-03-12

WRARERS : Efi=_V1 55109 T FH409
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2.1 HS¥oEFF

BESENEIERSEIRSHENTERF ( ASCIRR ) FFfir. I8 1) RESHSHTHIF , SHERSINEE , A&5tR/0 ; 2) 2 ASCIRBEEX
/7, ¥ Instancelds.2 ZHFE Instancelds.12 [5HE , ARIEFER  WARERSE. BRULUENREESPRERHIFRASREIX—IN8E | 41 php &Y
ksort E#. EATRBISERIHEFERINT:

{

'Action’ : 'Describelnstances’,
'Instancelds.0" : 'ins-09dx96dg’,
‘Limit" : 20,

'Nonce': 11886,

'Offset' : 0,

'Region'’ : 'ap-guangzhou’,
'Secretld' : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version': '2017-03-12',

}

ERECREFRINESARN , X EERGIFRSEETHY | BEIRNER—EEIT,

2.2. HHEE R

WEBEMISKRFFR, BEL—SHFFNERSEISUR SEHETR ="S8E I | WX Action 281 , ESHIEFRA "Action” , SEIEA
"Describelnstances” , FEIt#E{LEHS Action=Describelnstances . ¥ : “S¥E" o EAETIFuriRBERIE.

REBEIUENE N SHA & HHERE—R | REERINERFRHHN:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-guangzhou&Secretld=AKIDz8k
rbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

2.3. PHES BRI RS
WSRERMBSERY TS, SRRLFRHHREU TS50

1. iEK7A5iA: 528 POST #1 GET 753 , XEfFF GET &K , EEREAEAE,

2. iIERFENEFLHITIZFR(Describelnstances) gk &/ : cvm.cloud.sunhongs.com, CFRAGEKFBREZOMBERINABNAR , #ENEEO
i,

3. BRI HRRAZAPIEREZEEN / .

4. 15 RFFFE: B E—SAERRIERFRIR.

ERFEBIIFHERN: BRTTE + BREN +BFKEEE + 7 + BRFRH
HIRIHHEER DS |

GETcvm.cloud.sunhongs.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=208Nonce=11886&Offset=0&Region=ap-
guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE& Timestamp=1465185768&Version=2017-03-12

24. EpEREA

S BERE SRR, EEER HMAC-SHAL BiEN E— SRS ERR BRI TES | REISEMIIE S BER Base6s HITHD , AIFHRERE
IR,

BIRACRIA0T | LA PHP IES /961

$secretKey = 'Gu5tIXxGARNpq86cd98joQYCN3EXAMPLE';

$srcStr = 'GETcvm.cloud.sunhongs.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=0&Re
gion=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));

echo $signStr;

REERREREN:

WRARERS : Efi=_V1 55110 70 H409
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EliPOYW3pW28FpsEdkXt/+WcGel=

ERHECERINESITARRN IR LERGIFRERGH TSR | SRINERBSHFhrI—R0e.

3. BRI

LIS R B TREERIFABRESY  FETHEHIT URL i3,

W E—EHERLAEE R R EIIPOYW3pW28FpsEdkXt/+WcGel= , RESEINEZRTERSE (Signature ) 7 :
EliPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , BT AMBRANER URL,

AR NRAPNERGER GET , SiE B3R/ POST [ERF Content-Type 79 application/x-www-form-urlencoded , M &XiE RIS ATEERESEHN
{ETEM URL fRFI8 , 2EEM=SAREMB. Ik ASCI FFFE URL RIBRIRESEL UTF-8 BH{THMB.

R FUREIESH http EESBANFTESEHT urlencode , FTEXMMER T , MARENERBHT URL HZT , BURAAXR URL HESSHERKX
Mo

R Rt BEtbRBEH TR , ISR RFC 3986, R %XY WEHFRBRIRFHITEO MR , R XY R+ #HEFF (0-9 fIXEFE
A-F) | ERINERSIRER.

4, BFKM

RESSIRIER | FEUTEZAWARIERT | SRERERE

FERAED TS
AuthFailure.SignatureExpire SEISH
AuthFailure.SecretldNotFound FAAFE
AuthFailure.SignatureFailure BEER

AuthFailure.TokenFailure

AuthFailure.InvalidSecretld

token &%

PR (2= APL AR )

Bl S S —

. BRET

FESKITVER APL 3.0 BY , #E7ZEFRIBCERItcecloud SDK 3.0 , SDK HETERANIRE  FFRMAX I mRHAIIEMAZRORA. FMEESN SDK Ful,
LRTHFRIZESSA ¢

e Python

* Java

o PHP

* Go

* JavaScript
e NET

ATEEENRESEERE  THUSRREES A, B OANSEIRERSH, EREE. BREOMSHEERI bASRgRuE , (fE
RS ELRE , AAESERY | LFAERE-A SDK.

EZaHAY url ATEES ¢ https://cvm.cloud.sunhongs.com/?Action=Describelnstances&Instancelds.0=ins-
09dx96dg&Limit=208&Nonce=1188680ffset=08&8Region=ap-
guangzhou&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliPO9YW3pW28FpsEdkXt%2F%2BWcGel%3D&Timestamp=14
65185768&Version=2017-03-12
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IR BTGIPRERREER ARt ARRRZRIRIE , FLNSRSLE url FENSEFTHEER curl SndERRSREEMGER | 8
ATEIAILUEERER url |, FEEBRGIFRT Secretld F0 Secretkey NESTRIZA , FERRFLFIRIERNES Timestamp ,

IR ETENREY  FTRFEES  EER—IESSRHUTEEIRY url TREEEMAR , FRASHRINTERRE | EXAFTMIERE. AZRESH
i , BERITEIERRA.

R LIMREB(ERT APL 3.0, FEEERATEMAIEZME  BMERIAIRN APl , BTFARATERTSSHERITEER | BIAMAISERR 7
.

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {

Mac mac = Mac.getlnstance(method);

SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.cloud.sunhongs.com/?");
/] EENRBKRIGSEFHTFEAR | A TreeMap{RIEIRE

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");
}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {
StringBuilder url = new StringBuilder("https://cvm.cloud.sunhongs.com/?");

// EFRER U SEIRF B EK

for (String k : params.keySet()) {

FEFKEFHTUrlencode , T keyEBRRNFHE , HutAMIEvaluei#t{Turlencode
urI.append(k).append(" ").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");
}
return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap<String, Object> params = new TreeMap <String, Object>(); // TreeMapa] LAB#IHERF

// SERFE PR R 2 EFAMEANES , 5140 : params.put("Nonce", new Random().nextInt(java.lang.Integer MAX_VALUE));
params.put("Nonce", 11886); // AH5%]

// SERRE R N M EFR RS2 mIRTIE , a0 : params.put("Timestamp”, System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // AES#

params.put("Secretld”, "AKIDZSkrst5yKBZQpn74WkaLPX3EXAMPLE"); /] "NHSE

params.put("Action”, "Describelnstances"); // AEES#]

params.put("Version", "2017-03-12"); // ’A,it #

params.put("Region”, "ap-guangzhou"); // A1

params.put("Limit", 20); // WSE%

params.put("Offset", 0); // WSS

params.put("Instancelds.0", "ins-09dx96dg"); // WES%

params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE", "HmacSHAL")); // AESE
System.out.printIn(getUrl(params));

WRARERS : Efi=_V1 5112 W H409m
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Python
IR WERRE Python 2 IFMIBrhiatT , BELLE requests (Kl :  pip install requests

# -*- coding: utf8 -*-
import base64
import hashlib
import hmac

import time

import requests

secret_id = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query_str = "&" join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =='_main_"
endpoint = "cvm.cloud.sunhongs.com”
data = {

'Action’ : 'Describelnstances’,

'Instancelds.0" : 'ins-09dx96dg’,

"Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'Region' : 'ap-guangzhou’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12'

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])

# IAbSOFRER |, ARZhiaaTRer=4Eit 2k

# resp = requests.get("https://" + endpoint, params=data)
# print(resp.url)
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ZEOE3v3
BIAEHATE: 2024-09-03 18:49:41

tcecloud APl X8 MAIEIERHITHMIGE , BIBNMERBFEELHIERSHPESEEER (Signature ) LIRIEERESH. SEEEHTEEIE
&Rl , TEFEIUEEE Secretld # SecretKey ; EFRFIEREZEFIE  IBRIERAPIEARERE , BT EEBA=APEEO.

S - \
1. FiEReFiE
EE—RERATAPIZE] , IBRIEAPIEERERIBREEIE. LEEIFEE Secretld 1 SecretKey :

e Secretld BFHRR APLIBAESH
* SecretKey FHFIIEZEEFREFIRS SRIRIIESEFIRINER.
* APUITEREREEIE , BRIHE,

RIEREFEIENERSEIT ¢

1. HERtcecloudEEHEHIE,
2. BIE=APIESRAEHI S TUH
3. E=APIZSETHE , M [#iiE] BPaJLAGIEE—XdSecretld/SecretKey

TR FFREKSHRSTLIBERX Secretld / SecretKey,

2. TC3-HMAC-SHA256 &&75%

ERE  WTFGETHE , R332 Content-Type: application/x-www-form-urlencoded {48z, 33FPOSTAH% , BEISZHF Content-Type:
application/json LA Content-Type: multipart/form-data FEFHARTS |, json IRBUARRB SO , multipart IBRRESEWSEOYTE:
IRz O ABERER json H8VAR | & BRSSO 4I%A.

TEUSRSSHEA MNXEAFIREAGF , DEBNMBERZRTEEE. BAWBEITERLEZIRA0M NS : Limit 1 Offset , 73 GET 737413
A,

1RIZFFRY Secretld # SecretKey 352 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #1 Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

2.1. FHERGEIRRER
BN THEEHHEMEIERE ( CanonicalRequest)

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + "\n' +
CanonicalQueryString + '\n' +
CanonicalHeaders + \n' +
SignedHeaders + '\n' +
HashedRequestPayload

e HTTPRequestMethod : HTTP i5375i% ( GET, POST ) , ARffldA GET ;

 CanonicalURI : URI £%§ , API 3.0 EIEAIERIT (/) ;

* CanonicalQueryString : &2 HTTP i&3K URL SREIA==/FE , 3+F POST &K , BEEATFHE , WF GET &Kk , My URL FEE (?) BFEHIF
TFERE , ARFIEYES : Limit=10&O0ffset=0, j¥& : CanonicalQueryString FZE£&5d URL Z#A3.

e CanonicalHeaders : 258 ZRLEMEE , ZES host # content-type FILER , (BATIIABEXRILESEEE LIRS BSERNE— LS
M, HHEN : 1) SLEB key 70 value B—RVINE | FEIEERTIE | 128 key:value\n 180HHE ; 2) Z0LE0 , IRARLER key (NG ) HOFHERFRF#H
1THHE. Bl . content-type:application/x-www-form-urlencoded\nhost:cvm.cloud.sunhongs.com\n

* SignedHeaders : £25&ZLEMER , HBBLLXERBWLLIS 5 TES , 1 CanonicalHeaders B &HILEBRETE—XIRIAY. content-type F1
host JosiESkEB. BHEMNY : 1) 3KEB key FH—HAING | 2) Z40LE key (NG ) IRIBFHAIFHTHHZ , FEUSS () HfR. H+H
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73 : content-type;host

e HashedRequestPayload : {EXRIEXHINEHE , ITEEN Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , 3 HTTP iEKEANEX
payload fif SHA256 8% , SAE+7S#HIiRS , RERBBEEIEMNSFE., T2 | }F GET 5K , RequestPayload EEAZTFRFE , XF POST i5
3k , RequestPayload BiJg HTTP iE3KIEX payload.

HRIBLA AN | REIFERIRATEIEREIT (ATRZEHT  \n BITFREE BRITEHI—TE)

GET

/

Limit=10&Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.cloud.sunhongs.com

content-type;host
€3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2 JHHSEEFAER
RIS RS R

StringToSign =

Algorithm +\n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

* Algorithm : &E28% , BRIEE/ TC3-HMAC-SHA256 ;

¢ RequestTimestamp : EKATIERY , BNERLERHY X-TC-Timestamp BYE , 40 L~BliERA 1539084154 ;

e CredentialScope : EIEEE , 189 Date/service/tc3_request , B HEA. FMERAIRSFRIEZFFE (tc3_request ) . Date Jg9 UTC #RAERTEIEY
B , BUEREMAILSH X-TC-Timestamp &Y UTC {RAERTBIRM—2 ; service F-mE , WRSERNSRES—E, 0 cvm, a1 ERBLE
sk, BYEA 2018-10-09/cvm/tc3_request ;

* HashedCanonicalRequest : AL EHHEFEINEIERBRIGHEE , ITESESN Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

=

1. Date Z/RMBFIEIRL X-TC-Timestamp 5153 , BRFXJ9 UTC+0, MRMARZAMIKESR , fIIFR/\X |, SSHEXME LEMARD B2
EERERVELRM., B a8/ 1551113065 , 7£4</ \XKAYATEE 2019-02-26 00:44:25 , (BRITESZIRY Date BY UTC+0 BIHERR /9
2019-02-25 , mA2& 2019-02-26,

2. Timestamp HUZLRIRSEATE , EFEBREFERENERZREEH  REEBI RS PNSERY. WMRKIEAIRERBREL | A8
SHT—RIERE , BROERW (RRISZIHER) .

HRIBLA AN | ZROIFERIRESESZRBAT (ATRRENT , \n TR BETEHN—TE8R) ¢

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9c192c14460df6c1ffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. i EER
1) ItERESEEE , BT

SecretKey = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request")

e SecretKey : JRARY SecretKey ;
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e Date : B Credential Ff9 Date ZERISE , WM , 792018-10-09 ;
e Service : B Credential #fJ Service FEEE. , W1 L7REI , 8 cvm ;

2) iHEES , RBEWT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

* SecretSigning : BILA EITESRIRNIRESZEIR ;
e StringToSign : BB ESRINNGSEFR/E |

2.4. $t# Authorization
RN T HEECHHE Authorization :

Authorization =

Algorithm + "' +

'Credential=" + Secretld + '/' + CredentialScope + ', ' +
'SignedHeaders=" + SignedHeaders + ',

'Signature=" + Signature

* Algorithm : &&757% , ElE/ TC3-HMAC-SHA256 ;
* Secretld : Z5HRIHHY Secretld ;

e CredentialScope : W EX , EIEEHE ;
 SignedHeaders : I 32 , 258 ZHLIER

e Signature : £&(&

HRIBELLERIN | B SEIRYED

gﬁﬁ\ /Ié?

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f06

14b047e5df4582db9e9bf4672ba50567dbal6coccfl74c474

REESTTERIBRERNT

https://cvm.cloud.sunhongs.com/?Limit=10&Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_request, SignedHeader
s=content-type;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbal6c6ccfl74c474

Content-Type: application/x-www-form-urlencoded
Host: cvm.cloud.sunhongs.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

3. EREW

HRIESERRER | AL TERRMAERT | SRIESSIRERE
IR
AuthFailure.SignatureExpire
AuthFailure.SecretldNotFound

AuthFailure.SignatureFailure

AuthFailure.TokenFailure

WREFRA © Efi=_V1
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4.

'h'.

RS HEIREA
AuthFailure.InvalidSecretld BHAEL (AR APL Z5E2EEY )

k%

Q'—\—|_
AER

Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;

import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util. TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {

private final static String CHARSET = "UTF-8";

private final static String ENDPOINT = "cvm.cloud.sunhongs.com”;
private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE";
private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";
private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";

private final static String CT_JSON = "application/json";
private final static String CT_FORM_DATA = "multipart/form-data";

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getInstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm®;

String host = "cvm.cloud.sunhongs.com”;

String region = "ap-guangzhou";

String action = "Describelnstances”;

String version = "2017-03-12";

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");

[/ EERX , BUEZHE
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkkkkkkkkk ig% 1 m;%*m%iﬁ*% *kkkkkkkkkkkk
String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&0ffset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";

String signedHeaders = "content-type;host”;

WREFRA © Efi=_V1
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String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.println(canonicalRequest);

// *kkkkkkkkkkkk 59% 2 m;%#%%g?ﬁ% kkhkkkkkkkkkkkk

String credentialScope = date + "/" + service + "/" + "tc3_request”;

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.println(stringToSign);

// *kkkkkkkkkkkk ﬁg% 3 .L.i_%ég *hkkkkkhkkkkhkkkhk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

bytel[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printIn(signature);

// *kkkkkkkhkhkkk 5% 4 ?#;g AUthOFIZatIOh *hkkkhkkkkhkkk
String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "

+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.println(authorization);

TreeMap<String, String> headers = new TreeMap <String, String>();
headers.put("Authorization", authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

}

}

Python

-*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# BIRSH
secret_id = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9XxGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.cloud.sunhongs.com”

endpoint = "https://" + host

region = "ap-guangzhou"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# *kkkkkhkkkkkkk ﬂ;g% 1 m;%;m;ﬁiﬁ*% *kkkkkkkkkkkk
http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&Offset=0"

ct = "x-www-form-urlencoded"

payload = ""

if http_request_method == "POST":
canonical_querystring = ""

WRARERS : Efi=_V1 55118 W H409



kN

'-}‘Lj gﬁﬂj NP2 lL:Ix

ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host”

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

# kkhkkkkkhkkkhkkkkk 59% 2 ﬁ}%ﬁ%g?ﬁ% khkkkkkkkkhkkkk

credential_scope = date + "/" + service + "/" + "tc3_request”

hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

# *kkkkkkkkkkkhk 59% 3 i-i—%\xi% *hkkkkkkkkkhk

# ITESBRHER

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# kkkkkkhkkkkkkk 5% 4 ' m}% Authorlzatlon *kkkkkkkkkkkk
authorization = (algorithm + " " +

"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSHRINENERLER

headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,

}
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RITEFHATE: 2024-09-03 18:49:41

1. BRSSbiE

gﬁﬁ\ /Ié?

s (Region ) 2fEIERVEIEH ORIMIERE, tcecloudRFIGIERRINE 2 EERE |, METRSEGREAERISEEIISESE. AT IHEER

i, RS TEERE , BNEEESRIATE PR,
ERTLLEE APLEC EiftispIR EESMANET IR,

2. @IS

tcecloud API BYFFEZOEIT HTTPS MTE(E | iREtELSMNEEEE.

3. 1IBKAE
I HTTP B3R53E:

e POST (¥ )
* GET

POST iE3k3745RY Content-Type 288 :

e application/json (7 ) , LJAfEA TC3-HMAC-SHA256 &&75i%.

* application/x-www-form-urlencoded , @47 HmacSHAL & HmacSHA256 &£ 73%.
* multipart/form-data ({XEH RO ) |, 43 TC3-HMAC-SHA256 £&757%,

GET i5RAGERBA/NAIGEL 32 KB, POST iEREAERTTIE/ HmacSHAL, HmacSHA256 RfASiEid 1 MB,

HMAC-SHA256 Ri37#% 10 MB,

4, FERES

(ERUTF-847H8.
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-

[EIZ558R

BT E: 2024-09-03 18:49:41

il
S

IEffEREIZ5ER

M RIRSHRAMZOEELHMAZST IR (DescribelnstancesStatus) 2017-03-12 i/ , HEMAML , HATREANRENT :

{

"Response”: {

"TotalCount": 0,

"InstanceStatusSet": [],

"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc"
}

}

* Response RENEBH Requestld REIENFER , TiCERMINESE  RE APIMET |, MNERIKRE,

* Requestld FBF—> APLIERIIE—IRIR , 215 AP HIIRE | ATLBKEI] , FHRAHZ ID KRRERE,

° [RTEENFERS  ERIAEMEOENNFE , FARNEOFMREINFERS OIS FIEN. HHFIHA] TotalCount # InstanceStatusSet 15979
DescribelnstancesStatus #OEXIFE: , BT REASKNAFEINELE=RSSEELH , Bt TotalCount IR FHIREES 0,
InstanceStatusSet FIZRAZS,

THIRIR[EILEER
SRS, SRR -

{

"Response": {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”
b
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}

}

Error (IHIMAREZIFRBFALM. Error FEREREMEH Code 1 Message FRIEEALNATE2UERER].

* Code FREMRHHERIEIRD , LiERH BRI LSTRE LSRRI ERIB SRR O NAERDI IR E B E B R RRIRTTE.
* Message BT MERAENEFRRE , BEEWSRKESREMM W AFTRSEHERFEEREH , AR RRRIHX NREE.
Requestld FBF— APLiEXRAIME—IRIR , 1R APL HIIRE | STLIERRBA] , FHRMt% ID AR,

NHGEIRIG (TODO: EEER REENFE?)

REIERFUNERFIE Error B, NFRER APLIEOSKM, Error Y Code FERFRREIRMG , FrE L ESEPATaEHIIAEIRIBANTIERG , TRIIHET

yAERSE PSR

=] FEIRHA
AuthFailure.InvalidSecretld BIRAEE (AR API Z5EEEY )
AuthFailure.MFAFailure MFA $8iR,
AuthFailure.SecretidNotFound EHAFE,
AuthFailure.SignatureExpire EZIIHA.
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RS HimmiR
AuthFailure.SignatureFailure BEER,
AuthFailure.TokenFailure token iR,

BERE CAM #Y,

AuthFailure.UnauthorizedOperation

DryRunOperation
FailedOperation
InternalError
InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

WREFRA © Efi=_V1

DryRun #E , KFRIBRELEMINN , RESET DryRun 84,
ERER,

HERFEIR,

BOREFE.

SR,

SHEUEEIR.

I BCERBRE.

TROSHGER.

BEOMARFE.

ERADREGRIT 7 SRR S,

RIFE G,

RRTE.

BRTFE.

AT,

RIFIUERAE.

RINSEEEIR,

BEARST.

http(s)iERIMSEIR , R32#F GET #1 POST i53K,

ORISR,
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HEYEATIRRAFHEOLSNENNSE, N E | A MENRRAERIO SRR EXLSHH TR | EERERITEETXLSH , 7
BEIERAHEIER,

BEIE V3
{8278 TC3-HMAC-SHA256 &&75i4RT , AHSHEEL—HE) HTTP Header ISR+ , 11T
BHER Sl vk R

XTC-Acti . = BFREOZR. BUESEZEONEPEHASHNTLSE Action B9IRBE. FIIN=IRSEEHIEIASLAIFIFREO |
-TC-Action String b= . .
EYE# Describelnstances,

MRS E , FARIFRAE R EE MEEAIEUE. EOESIBEEESEZEOXETHMASE AT SE] Region

XTCRegion — SUING 2 s v - REEOABBERZA | BRI | KA SRS R,

X-TC- Integer 2 a7 UNIX AT[E)2; , TiCRARE APLIERAORTIE, FIg0 1529223702, (& : MR SRS EMEEERLS S
Timestamp = i, SEEREZTHER.
X-TC-Version String = EERY AP ROMRAS. EESERZOSUEHFASLHESEL Version AUREE, HIIN=ARSSZ{AOARA 2017-03-12,
HTTP tRESMDIAIESLER=ER |, a0 :
TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-
type;host, Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Heh,
Authorization  Strin = - TC3-HMAC- SHAZSG SEDEA , BREENRE ;
9 _Credential : &&EiE , AKIDEXAMPLE £ Secretld ; Date £ UTC iRgRTEIEL , REBSFIALEH
X-TC-Timestamp #2&#9 UTC FRERTIBAER—EL ; serviceir=m® , RASTERMRYm@EE—E, AN
cm ;
- SignedHeaders : 258 Z1HERILEMSE | content-type #1 host 4i5EsLER ;
- Signature : FZHE,
X-TC-T . = IGEHERATARY Token , FELESIGRIHE—EER. IGRZHR Token FERAINEEIRSSTARREOIREL,
-TC-Token String A

KEFESHAFEE Token,

BEBHiE V1

{2 HmacSHAL 1 HmacSHA256 E&75758 , ARSHFEER—HEEKRSES , WITF

SHEWR eSS 0225 13
Acti , = BFRIEOER, BBSEROMETRMASHATESL Action B, HIN=IRS SSAIEIRSLHITIRE
ction String =

O, BY&ES Describelnstances,

MIEHSE , FSRMRFR R MR, EOESIMEEESERONEPRASHATSH

Region String B Region AUIAE, £ : REEOAFTEEBIZSE  BEOEPMIEAGRE | EMEEERZESHtE
AREH,
T o =1 UNIX BY[a)2 , alCRAEE APTiEKRIRTIEL. 1801529223702 , (IREZFBIEHEZETK , S5/
imestamp Integer 2 AN .
SESESER,
Nonce Integer £ BEHIEREZY , 5 Timestamp BX&#ER , FFIHLEERINT.
. TE=APIZHE_E BBERIFRRBAAY Secretld , —4 Secretld JIRIME—HY SecretKey , i SecretKey SR
Secretld String =

HRLIERER Signature,
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Signature
Version
SignatureMethod

Token

s

String

String

gﬁ& N Ié?

vk R
= BRER , AREIEIRSKRNEEN , FEAFPRESRYMASEITESE. BNtEREslEOLE
S 3¢ =
= BAERY APL BURRA, BUESEZOXEPASLAHESE Version AUIKHEE, FlUI=IRSE509MA 2017-03-

12,
= &&7520 , BATSHS HmacSHA256 fl HmacSHAL, REIERILLSEHCN HmacSHA256 B , {3
= HmacSHA256 EEIIFES , EfthiERI9fA HmacSHAL BiF&s,
= IRRHERFTER Token , BEESIGIZHE—EFEA. IRRTEET Token BEZIH S EIRSERREOR

B, KHBIZAATEE Token ,

e (Region ) EIsIIEAVEIEH ORIMIEXE, tcecloudRXFIIERRIE 2 EERE |, RERRSEREAERENREEIISESE. A TIHEER

FE. B THEE  ENtERSE

IEEE PRIt

ERTLLEE APLEC EifitissIR EESAAbET IR,

WREFRA © Efi=_V1

5124 W HA4091



Projectig>x1z]
INB i INFA R RSN

ERITEFATE: 2024-09-03 18:49:41

32 HENA
1. ZEOREA
OBk © tpo.api3.cloud.sunhongs.com,
TRE AN R
BONEDIBRIERIRE « 2008/,
EOEFRAE - 2022-11-18 17:30:37,

NEBE, AEOEYE : 2020-09-20
NHEBH, FEOAFTEEBLLSH.
ImEID

FAFIDFIZ

NSRS S

BEORWESTEN,
A e
2. MIANSE
LITNBRESHGIRGIL T EOBREHIRMI NHSEY | TEAHSHFIRDAHIFTRSL,
SHAR WAiE FEFNULL ESit)]
Action = &= String
Version = &= String
Region = &= String
Projectld = &= String
Uins = &= Array of Uint64
PolicyNames = &= Array of String
A g
3. BB
SHER &St fER
. . IS ERISIATT I,
SuccessfulUins UinPolic
y R
. . IS ERIIIAAT I,
FailedUins UinPolic
e SKIFIE
Requestld String

4. $ERMY

UM T O SSIBIEERA0EIRT , BRI AR,

=S ]

InternalError.ThirdPartServiceBadRequest

FRIERS : Efh=_V1

E—ER ID , ®RIERERE., EUDRIRERAEZXIERAY Requestld,

fEk

Failed to call the service.

%125 ™

gﬁﬁ\ /Ié?
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N

TR

InternalError.ComponentFail
InternalError.InvalidHTTPCode
InternalError.DatabaseError
ResourceNotFound.ProjectNotFoundError

UnauthorizedOperation.AuthFailedError

WREFRA © Efi=_V1

R

Failed to call an API of other components.
Invalid HTTP code.

Internal database error.

The project does not exist.

Authentication failed.

gﬁﬂj\ /lL:I\
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A~ I B EoEn

RITEFHATE: 2024-09-03 18:49:41

27
1. EFOfEA

EOi5KIEE : tpo.api3.cloud.sunhongs.com,
AR B ECER

BUAEOERIARIRSE : 200%/70,

BEOEHAESE : 2022-11-18 17:30:37,

EORBERTEN,

2. MINSEL

INBRSHGIRMGILE T ROBEREEHED NS TBAHSEIIRNATHERSH,

SHEWR % FEVFNULL it fk
Action = i String AHBH, AEOBYE : AddProjectQuota
Version = = String AHESE, AEOBYE : 2020-09-20
Region = " String NHEBH, FEOFFEEBLLSH.
Projectld = = String InEID
ProductCode 2 & String —RFERREN
SubProductCode & & String ZRFFREN
BillingltemCode = & String =RFFMEN
SubBillingltemCode &= = String POZR ™= GRE X
ProductQuota = & Uint64 — R RECER
SubProductQuota & & Uint64 R RAECER
BillingltemQuota = £ Uint64 =R mECER
SubBillingltemQuota S B Uint64 YR = FRECER
3. e
SHETR &St R
Requestld String KE—iEK ID , BREREBRE. ELIDEAFRERAZRIERE Requestld,

4. 581=68
UMY 7O SZERRAERD , BB EREIFEN A R,

FRIRIG 1)

B

WA © Efi=_V1 127 "

gﬁﬁ\ /zli?
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'h'.

FEIRAG
InternalError.ThirdPartServiceBadRequest
InternalError.ComponentFail
InternalError.InvalidHTTPCode
ResourceNotFound.ProjectNotFoundError
InternalError.DatabaseError
UnauthorizedOperation.AuthFailedError

InvalidParameter.InvalidProjectQuota

WREFRA © Efi=_V1

fiik

Failed to call the service.

Failed to call an API of other components.

Invalid HTTP code.

The project does not exist.
Internal database error.
Authentication failed.

Invalid quota.

gﬁﬂj\ /lL:I\
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'ﬁ) ERE A

ISPy

BRITEFHATE: 2024-09-03 18:49:41

1. O

ZEOiEKIEE : tpo.api3.cloud.sunhongs.com,
BT E ERINEIR

BONROIBRIRERIRS « 200%/75.

EOSE#HATE : 2022-11-18 17:30:37,

EORWERTEN,

2. NS

INBERSHGIRMGILH T ROBERSENED NS TEAHSEIIRNATHERSH,

SHETR D5y FBEFNULL et T}
Action 2 & String AHS¥, AEOBYE : AddProjectResource
Version =1 & String AHESE, AEOBYE : 2020-09-20
Region B B String NHBH, FEOFFEEBILLSH.
Projectld 2 & String IMEID
ResourcelList 2 & Array of TransferResource IIREIRSIZR
3. S
SHER el A
Requestld String H—iEK ID , ®RIEKEPSIRE. EAIRRRATEEREZRIERD Requestld,
H 2
. IEIRAS

LIBIH TROWSESZERXAIEIR , BRI A SR,

IR
InternalError.ThirdPartServiceBadRequest
InternalError.ComponentFail
InternalError.InvalidHTTPCode
ResourceNotFound.ProjectNotFoundError
InternalError.DatabaseError
UnauthorizedOperation.AuthFailedError

InvalidParameter.UnsupportedProductCodeError

WREFRA © Efi=_V1

R

Failed to call the service.

Failed to call an API of other components.
Invalid HTTP code.

The project does not exist.

Internal database error.

Authentication failed.

Unsupported ProductCode value.

%129 H
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) Hitra

FEIRG fiig

ResourceNotFound.ProjectResourceNotFound No project resource exists.
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'ﬁ) ERE A

HESNECER

BRITEFHATE: 2024-09-03 18:49:41

1. O

EOBEREE : tpo.api3.cloud.sunhongs.com,
HESNEER

BONROIBHIRERIRG « 200%/%0.

EOEFAATE : 2022-11-21 16:55:24,

EORWERTEN,

2. NS

INBRSHGIRMGIH T ROBERSEHED NS, TEAHSEIIRNATHERSE,

SHER AT FBEFNULL it HaA
Action 2 = String NHB%, AEOEYE : BatchAddProjectQuota
Version 2 = String NHBE, AEOEYE : 2020-09-20
Region fel & String ANHBH, FEOFFEEBISH,
Projectld & &= String IMEID
QuotaSet — & Array of AddQuota R INAYECER
A s
3. ImHES
SHEMR ESicl EET
. B EIIMRT I,
AddList Add t
. QU s
IBEXISNATT L,
AddS Bool .
vecess o0 AN
. ISERIINAATIL,
UpdatelList Add t -
peatett Quota ST
B EIIMRAT L,
UpdateSuccess Bool i
P ERTEHAY
. B EHIMRT L,
ErrorList Add t
rrorLis Quota .
Requestld String E—ERID , ®RIEHESRE., EUDRARERAGZXIERAT Requestld,

4. $EIRMY

PUTMRFIE TR O SSIBIEaRa0ERT , BEtERaE AR,

WRARERS : Efi=_V1 5131 0 H409m



kN

InternalError.ThirdPartServiceBadRequest
InternalError.ComponentFail
InternalErrorInvalidHTTPCode
ResourceNotFound.ProjectNotFoundError
InternalError.DatabaseError

UnauthorizedOperation.AuthFailedError

WREFRA © Efi=_V1

fik

Failed to call the service.

Failed to call an API of other components.

Invalid HTTP code.
The project does not exist.
Internal database error.

Authentication failed.

gﬁﬂj\ /lL:I\
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mEEAE AN

RITEFHATE: 2024-09-03 18:49:41

1. EOHA

EOERES : tpo.api3.cloud.sunhongs.com,
RERRAEN | RS FREImRD
BRIABEOTERIREIRE) © 200%/%,

EOSEFRATE - 2023-03-07 11:20:32,

EORBERTEN,

2. MINSEL

gﬁﬁ\ /zli?

LAITBREHGIRINGIH TEOBEKSHRE D NS, REAHSHGIRNAHLERSH,
SHETR Wi FBEFNULL KA i34
Action 2 5 String AHBE, AEOEYE : CheckProjectQuotas
Version 7 sy String AHESE, AEOBYE : 2020-09-20
Region £ B String NHEBH, FEOFFEEBLLSH.
Projectld = B String IMEID
QuotaSet = & Array of QuotaNames [ifEE
3. S
SHER i R
. IBHIIMATT I,
taSet taCheck
QuotaSe QuotaChecking .
Requestld String H—iEK ID , ®RIEKEPSIRE]., EAIRREAFEE2REZXIERD Requestld,

4. $ERMY

UMM TR O SSIBIEERA0EIRNT , BRI AT EIRE.

FHIRAS
InternalError.ThirdPartServiceBadRequest
InternalError.ComponentFail
InternalErrorInvalidHTTPCode
ResourceNotFound.ProjectNotFoundError

InternalError.DatabaseError

WREFRA © Efi=_V1

R

Failed to call the service.

Failed to call an API of other components.
Invalid HTTP code.

The project does not exist.

Internal database error.

%6133 1 #409m3



2

) Hitra

IR fiik

UnauthorizedOperation.AuthFailedError Authentication failed.
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ElfESTYS

RITEFHATE: 2024-09-03 18:49:41

7 A

1. EOHA

EOERES : tpo.api3.cloud.sunhongs.com,
eliEangs

BRIABEOTERIREIRE) © 200%/%,

EOSEFRATE : 2023-07-24 14:40:24,

EORBERTEN,

2. MINSEL

UTNBRSHGIRMNGILE T ROERSERD AHSE

SHEIR ik FEHFNULL e i
Action 2 B String NHEBE, AZEOEUE : CreateProject
Version 2 S String NHEBE, AZOEYE : 2020-09-20
Region = B String NHBH, FEOFFEERBILLSH.
ProjectName = & String MEA
Organization S S String IHEER
ProjectDescription = = String mB#A
3. FitHEE
SHETR E<ig) A
Projectld String BB
IRBID
Requestld String H—iEK ID , ®RIEKEPSIRE]., EAIRRRAEEREZXIERDN Requestld,

4. $ERMY

FTEANHBHGIRN LGRS,

UMM T O SSIBIEMERA0EIRT , BRI AR,

FHIRAS
InvalidParameter.ProjectNameToolLong
InvalidParameter.EmptyParameter

InternalError.ComponentFail

WREFRA © Efi=_V1

fEk
The project name includes excessive characters.
A parameter is not specified.

Failed to call an API of other components.

gﬁﬁ\ /Ié?
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'ﬁ) ERE A

MFRIE

BRITEFHATE: 2024-09-03 18:49:41

1. ZEOREA

EOERES : tpo.api3.cloud.sunhongs.com,
TERIRE

BRIABEOTERIREIRE) © 200%/%,

EOSEFRATE - 2022-11-18 17:30:37,

EORBERTEN,

2. MINSEL

INBRSHGIRMGILE T ROBEREEHED NS TBAHSEIIRNATHERSH,

SHEWR W% FEYFNULL it Ak
Action 2 B String NHESE, AZOEUE : DeleteProject
Version = Py String AHSE, AEORYE : 2020-09-20
Region 2 = String PHEBH, FEOFFEEBILLSH.
Projectld = 5 String IREID
A M2

3. FitHEE
SR ESit] fEik
Projectld String SHXIRETIR,

ImBEID
Requestld String H—iEXK ID , ®RIEKEPSIRE], EIRRRAT TR 2R EZXIERD Requestld,
T =]

4. §E5IRAG

PITGIHE THEOWSSZERRAIEIRG , BRI A SR,
$EI2AD fitk
InternalError.ThirdPartServiceBadRequest Failed to call the service.
InternalError.ComponentFail Failed to call an API of other components.
InternalError.DatabaseError Internal database error.
ResourceNotFound.ProjectNotFoundError The project does not exist.
FailedOperation.ProjectResourceNotEmpty Project resources are not empty.
FailedOperation.ProjectQuotaNotEmpty The project quota is not empty.

WRARERS : Efi=_V1 55136 T FH409



'ﬁ) ERE A

AHIFRIS B EcEm

RITEFHATE: 2024-09-03 18:49:41

1. =R

ZEOiEKIEE : tpo.api3.cloud.sunhongs.com,
PIEITISEREN

BONROIBRIRERIRS « 200%/75.

EOSE#HATE : 2022-11-18 17:30:37,

EORWERTEN,

2. MINSEL

INBERSHGIRMGILH T ROBERSENED NS TEAHSEIIRNATHERSH,

SEETR WhIE FEYFNULL el R
Action 2 & String AHBE, AEOEYE : DeleteProjectQuota
Version 2 S String NHESE, AZOEYE : 2020-09-20
Region =2 & String NHEBH, FEOFFEERBILLSH.
Projectld 2 B String ImEID
ResourcelList 2 & Array of DeleteQuota ERFIEE
3. HEE
SHER el A
Requestld String H—iEK ID , ®RIEKEPSIRE. EAIRRRATEEREZRIERD Requestld,

4. TRt

LIBIH TROWSESZERXAIEIR , BRI A SR,

FER fEk
InternalError.ThirdPartServiceBadRequest Failed to call the service.
InternalError.ComponentFail Failed to call an API of other components.
InternalErrorInvalidHTTPCode Invalid HTTP code.
ResourceNotFound.ProjectNotFoundError The project does not exist.
InternalError.DatabaseError Internal database error.
UnauthorizedOperation.AuthFailedError Authentication failed.

WRARERS : Efi=_V1 55137 W H409m



'ﬁ) ERE A

BB ERIR

RITEFHATE: 2024-09-03 18:49:41

1. =R

ZOiEKEE : tpo.api3.cloud.sunhongs.com,
BRFEFHIE

BONEROIBRIRERIRS « 200%/75.

EOSE#HATE : 2022-11-18 17:30:37,

EORWERTEN,

2. MINSEL

INBRSHGIRMGILE T ROBEREEHED NS TBAHSEIIRNATHERSH,

SHEBIR D5vid FEEFNULL it A
Action 2 & String AHSE, AEOBYE : DeleteProjectResource
Version = B String NHSBE, NEORYE : 2020-09-20
Region =2 & String PHBY , FEOFFEEBILSH,
Projectld = & String ImAID
ResourcelList 2 & Array of TransferResource BRI

3. WS
SHER ESit] R
Requestld String H—iEK ID , ®RIEKEPSIRE. EAIRRRATEEREZRIERD Requestld,

4. FEIRMG

PATMBH T OSSP EERAVERAD |, EERIRFE WA TR,
FER fEk
InternalError.ThirdPartServiceBadRequest Failed to call the service.
InternalError.ComponentFail Failed to call an API of other components.
InternalError.InvalidHTTPCode Invalid HTTP code.
ResourceNotFound.ProjectNotFoundError The project does not exist.
InternalError.DatabaseError Internal database error.
UnauthorizedOperation.AuthFailedError Authentication failed.
InvalidParameter.UnsupportedProductCodeError Unsupported ProductCode value.

WRARERS : Efi=_V1 55138 T FH409
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HIRAD A

FailedOperation.ProjectCountError Excessive number of projects corresponding to resources.

ResourceNotFound.ProjectResourceNotFound No project resource exists.

WRARERS : Efi=_V1 139 W H409m



NI E=

RITEFHATE: 2024-09-03 18:49:41

1. O

EOi5KIEE : tpo.api3.cloud.sunhongs.com,

HASHR@E

BOAZCERIEPRE) © 200%/%0,

EOSE#HATE : 2022-11-18 17:30:37,

EORBERTEN,

2. MINSEL

INBRSHGIRMGILE T ROBEREEHED NS TBAHSEIIRNATHERSH,

SHEIR

Action

Version

Region
ProductCode
SubProductCode
BillingltemCode

SubBillingltemCode

AccessTypes

3. WS

SHER

ProductSet
SubProductSet
BillingltemSet

SubBillingltemSet

Requestld

Wik FPFNULL

B O O HD

iy

iy

FRIERS : Efh=_V1

=

o O

iy

|

iy

iy

Product

Product

Product

String

gﬁ& N Ié?
-5l R
String AHBEL, AEOEYE : DescribeProductTree
String AHSE, AEOBYE : 2020-09-20
String AHBY , AEOFFEEBIBE,
String — =&
String —Rrem
String =R 5
String A4 g
Array of BRI |, billingRmMITERESEIRID | localFnBERNEEmESE
String iRID
ik
[lie % bap] e SIDIN
— Ry
[lie_% - bapl o SIDIN
ZRRYIER
ISHRIINAT L,
=RFEmyIER
[lie "2 bapl e 1IN
PR = mmplER

W—EKID , ®RERESRE., ENTEITEIRAGZRIERAT Requestld,

%6140 1 #4093



'h'.

) gﬁﬂj\/é‘\

4. FEiRtG

PUTMMRFIE THOWSSIBIEMERA0EIRN , BRI A IR,

R fk
InternalError.ThirdPartServiceBadRequest Failed to call the service.
InternalError.ComponentFail Failed to call an API of other components.
InternalErrorInvalidHTTPCode Invalid HTTP code.

WRARERS : Efi=_V1 141 0 H409m



BRI FRYIT

B

RITEFHATE: 2024-09-03 18:49:41

1. O

EUIES

EOiEKIEE : tpo.api3.cloud.sunhongs.com,

EARFImE RIS IR

BUAZCERIERRE) © 200%/%0.

EOSE#HATE : 2022-11-18 17:30:37,

INBERSHGIRMGILH T ROBERSENED NS TEAHSEIIRNATHERSH,

BEORKBSERER,
A M

2. NSE]
SHER WhiSE
Action =
Version =
Region <3
Projectld =
AccountUin 2
Filter =

3. WS
SHER

OwnedPolicies

Policies

Requestld

4. 581=68

Policy

String

FEYFNULL et fiat
& String NHESH, ANEOBYE : DescribeProjectMemberPolicies
= String ANFEBE, AEOEYE : 2020-09-20
B String NHBH, FEOFFEERBLLSH.
" String IMBID
B Uint64 HFUin
= PolicyFilter OB
R
llie2 s oap S P1N
S INERRE
IBEIIMARTIL,
eSS
W—iEK ID , BRERHBRE. ELIDREFRERAZRIERE Requestld,

LI G 7RO SSZERRAIEIRG , BRI A SR,

=S ]

InternalError.ThirdPartServiceBadRequest

InternalError.ComponentFail

FRIERS : Efh=_V1

fiik

Failed to call the service.

Failed to call an API of other components.

%142 ™M
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N

HIRAS
InternalError.InvalidHTTPCode
ResourceNotFound.ProjectNotFoundError
InternalError.DatabaseError

UnauthorizedOperation.AuthFailedError

WREFRA © Efi=_V1

fiik

Invalid HTTP code.

The project does not exist.

Internal database error.

Authentication failed.

gﬁﬂj\ /lL:I\
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'ﬁ) ERE A

EIAIHE kR

BRITEFHATE: 2024-09-03 18:49:41

1. EOHA
EOERES : tpo.api3.cloud.sunhongs.com,
EHAWBERR

BRI | 208,
EOEFAATE : 2022-11-18 17:30:37,
BORREERER,

A s
2. NS

INBERSHGIRMGILH T ROBERSENED NS TEAHSEIIRNATHERSH,

SHER AT FEEFNULL E-Sit] R
Action L & String NHESH, AEOBYE : DescribeProjectMembers
Version =1 & String AHSE, AEORYE : 2020-09-20
Region 2 & String PHEBH  FEOFFEEBISH,
Projectld 2 B String ImAID
PageNumber = = Uint64 TS
PageSize = &= Uint64 BRHE
Filter & = ProjectMemberFilter EREMH
A sle
3. S
SHER i EET
TotalCount Uint64 E‘SIW%WE.
TN,

. IHBEIIMAAT I,
MemberSet ProjectMember X

! FRFI%E
Requestld String H—iEK ID , BRERHBRE. ELIDRAFRERAZRIERE Requestld,

4. 581=68
UMY 7O ERRAERED , EbERSIFE N A TR,
FEIRS 7

InternalError.ThirdPartServiceBadRequest Failed to call the service.
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=

TR

InternalError.ComponentFail
InternalError.DatabaseError
ResourceNotFound.ProjectNotFoundError

UnauthorizedOperation.AuthFailedError

WREFRA © Efi=_V1

fEk

Failed to call an API of other components.
Internal database error.

The project does not exist.

Authentication failed.

gﬁﬂj\ /lL:I\
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'ﬁ) ERE A

ERSREA TATEIEBE k&R

RITEFHATE: 2024-09-03 18:49:41

1. EOHA

EOERES : tpo.api3.cloud.sunhongs.com,
Il NV SE[ATTE] 7]
BRIABEOTERIREIRE) © 200%/%,

EOSEFRATE - 2022-11-18 17:30:37,

EORBERTEN,

2. MINSEL

UTBERSHGIRNGIE T EOBRSEIND AHSH , RBARSHGIRIAHERSE,
SHEIR D25y FBHFNULL ESid) R
Action P B String NHSE, AEOBUE : DescribeProjectNonMembers
Version 7 " String AHSE, AEOBYE : 2020-09-20
Region 2 = String PHBH , FEOFFEEBILSH,
Projectld = " String ImAID
PageNumber = = Uint64 Uit
PageSize S S Uint64 BRHE
Filter &= = ProjectMemberFilter BRBE
3. MIHESE
SHETR E<is) A
TotalCount Uint64 ﬁ‘!, BRI
I,
. IBEIIMARTIL,
MemberSet ProjectMember X
! ARG
Requestld String W—EK ID , BRiEkERE, EMIDMITFERMZRIBERE Requestld.
+H 3
4. SRS

UM T 1RO SSIBIEERa0ERT , BtERaE AR,
ST fik

InternalError.ThirdPartServiceBadRequest Failed to call the service.

WRARERS : Efi=_V1 55146 T FH409



N

HIRAD
InternalError.ComponentFail
InternalError.InvalidHTTPCode
InternalError.DatabaseError

UnauthorizedOperation.AuthFailedError

WREFRA © Efi=_V1

ik

Failed to call an API of other components.

Invalid HTTP code.

Internal database error.

Authentication failed.

gﬁﬂj\ /lL:I\
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'ﬁ) ERE A

EREATERERSIR

BRITEFHATE: 2024-09-03 18:49:41

1. EMEmiA

BOBERES
BT E AR
BOAZCERIEPRE) © 200%/%0,

tpo.api3.cloud.sunhongs.com,

EOSEHATE : 2022-11-18 17:30:37,

EORBERTEN,

2. MINSEL

INBRSHGIRMGILE T ROBEREEHED NS TBAHSEIIRNATHERSH,

SHEIR Wik FEFNULL it 5%
Action 2 B String NHEBE, AZOEYE : DescribeProjectPolicies
Version 2 S String NHEBE, AZOEYE : 2020-09-20
Region 2 B String NHBH, FEOFFEERBILLSH.
Projectld 2 a String IEID
PageNumber & & Uint64 DT
PageSize = &= Uint64 Bo=
Filter = &= PolicyFilter TERAEIE
A e
3. S
SR ESid] ik
TotalCount Uint64 IEWM*WWN
B
PolicySet Policy IBBFISHAEIL.
RERFIZER
Requestld String HE—iEK ID , ®RIEKESIRE. EARRATEERAHZRIERE Requestld,
H
4. SRS

PUTMRFIE TR OS5 IBIEERA0EIRG | BRI A

HIR

InternalError.DatabaseError

WRANFRE :

Einz_V1

HEIRAD.

Tk

Internal database error.

%148
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'ﬁ) ERE A

BRI E EcER

RITEFHATE: 2024-09-03 18:49:41

27

1. EFOfEA

EOiEKIEE : tpo.api3.cloud.sunhongs.com,
HiAME &R

BUAEOERIARIRS : 200%/70,

BEOEHAETE : 2023-03-07 11:20:20,

EORWERTEN,

2. MINSEL

INBERSHGIRMGILH T ROBERSENED NS TEAHSEIIRNATHERSH,

SEETR WA FEEFNULL it R
Action = 5 String AHBE, AEOEYE : DescribeProjectQuotas
Version 2 B String NHESE, AZOEYE : 2020-09-20
Region 2 & String NHEBH, FEOFFEEBILLSH.
Projectld 2 B String InHID
PageNumber &= = Uint64 ARG
PageSize & & Uint64 BrE=E
Filter & & ProjectQuotaFilter BREH
A sle
3. S
SHER Bl EET
TotalCount Uint64 ﬁ‘!, BRI
TV,
. B EIIMART T,
uotaSet ProjectQuota -
Q jectQ SIS
Requestld String W—iEK ID , ®XEKREPSIRE. E@ENFEEREMZRIERE Requestld,

4. 581=68
PUMMYFE 7O ERRAERD , EbEIRASIE N A TR,
EIR 70U

InternalError.ThirdPartServiceBadRequest Failed to call the service.
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N

FEIRAS

InternalError.ComponentFail
InternalError.InvalidHTTPCode
ResourceNotFound.ProjectNotFoundError
InternalError.DatabaseError

UnauthorizedOperation.AuthFailedError

WREFRA © Efi=_V1

R

Failed to call an API of other components.
Invalid HTTP code.

The project does not exist.

Internal database error.

Authentication failed.

gﬁﬂj\ /lL:I\
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ERERRYIR

RITEFHATE: 2024-09-03 18:49:41

1. EOHA

EOERES : tpo.api3.cloud.sunhongs.com,
EEMERRFIE

BRIABEOTERIREIRE) © 200%/%,

EOSEFRATE - 2023-10-13 11:18:22,

EORBERTEN,

2. MINSEL

UTNBRSHGIRMNGILE T ROERSERD AHSE

SHEWR Wi FBFNULL
Action = a
Version 2 &
Region 2 &
Projectld 2 &
PageNumber & &
PageSize & &
Filter & &
3. ImHEE
SR KB
TotalCount Uint64
ResourceSet ProjectResource
Requestld String

4. FEIRY

String
String
String
String
Uint64
Uint64

ProjectResourceFilter

fik

BE

BRIz

K—EK ID , BRiEkE=

LI G 7RO S ZERRAIEIRS , EfERDFE N A SR,

IR
InternalError.ThirdPartServiceBadRequest
InternalError.ComponentFail

InternalErrorInvalidHTTPCode

WREFRA © Efi=_V1

gﬁﬁ\ /zli?

B}

"
NS, ANEEOEYE : DescribeProjectResources

24, AEOBYE : 2020-09-20

>

HEY  FEOTTEEBULSH,

B>

IREID
ez
BRHE

BREMN

REl EUERARERAEZRIEKA Requestld,

R
Failed to call the service.
Failed to call an API of other components.

Invalid HTTP code.
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ResourceNotFound.ProjectNotFoundError The project does not exist.

InternalError.DatabaseError Internal database error.

UnauthorizedOperation.AuthFailedError Authentication failed.
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'ﬁ) ERE A

EHIRESIER

RITEFHATE: 2024-09-03 18:49:41

1. EOHA

EOERES : tpo.api3.cloud.sunhongs.com,
EREIEEIIES

BRIABEOTERIREIRE) © 200%/%,

EOSEFATE : 2023-07-24 14:42:18,

EORBERTEN,

2. MINSEL

INBRSHGIRMGILE T ROBEREEHED NS TBAHSEIIRNATHERSH,

SR Wik FEFNULL ESid] fiatk

Action 2 = String NHESH, ANEOBYE : DescribeProjects
Version B = String AHSE, AEOBYE : 2020-09-20
Region 2 = String NHEBH, FEOFFEERBILLSH.
PageNumber = = Uint64 pUiE

PageSize S B Uint64 =N

Filter = = DescribeProjectsFilter TS

3. miHESE

SEER i) iR
TotalCount Uint64 ‘!, BRI
St
) . HSHERIINATT A,
ProjectSet Project
g ! eI
Requestld String HE—iEK ID , ®RIEKEPSIRE], EfIRRAFEEREZXIERL Requestld,

4. FERES

PUTMRFIH T 1RO SSIBIEaRa0ERS , EtERaE A ERE.

FHIRAS A
InternalError.ThirdPartServiceBadRequest Failed to call the service.
InternalError.ComponentFail Failed to call an API of other components.
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IR ik

InternalError.DatabaseError Internal database error.
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'ﬁ) ERE A

ENEEENEHRFNRAIITEYIZR

RITEFHATE: 2024-09-03 18:49:41

1. EOHA

EOERES : tpo.api3.cloud.sunhongs.com,
HFEBENEERREURIIABSIE
BRIAREOTERIRERIRE) © 200%/%,

EOSEFRATE - 2022-11-18 17:30:37,

EORWERTEN,

2. MINSEL

INBERSHGIRMGILH T ROBERSENED NS TEAHSEIIRNATHERSH,

SR Wik FEFNULL St A
Action P! & String NHESH, ANEOBYE : DescribeResourceAdminProjects
Version 2 B String NHESE, AZOEYE : 2020-09-20
Region 2 S String NHEBH, FEOFFEERBILLSH.

A s

3. ImHESH
SHER e A
TotalCount Uint64 - ‘!, IR
/Q,\éﬁ

. . . B EIIMAAT I,
ProjectSet ResourceAdminProject

g ! mEIE
Requestld String K—EK ID , BRiERERE, EI0MATEERAZRIERN Requestld,

4. FEIRY

LI G 7RO SSZERRAIEIRG , EERDE N A SR,

AR fak
InternalError.ThirdPartServiceBadRequest Failed to call the service.
InternalError.ComponentFail Failed to call an API of other components.
InternalError.InvalidHTTPCode Invalid HTTP code.
InternalError.DatabaseError Internal database error.
UnauthorizedOperation.AuthFailedError Authentication failed.
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'ﬁ) ERE A

EEfERIRXE

BRITEFHATE: 2024-09-03 18:49:41

1. EOHA

EOERES : tpo.api3.cloud.sunhongs.com,
ERFEERXIR

BRIAREOTERIRERIRE) © 200%/%,

EOSEFRATE - 2022-11-18 17:30:37,

EORWERTEN,

2. NS

INBERSHGIRMGILH T ROBERSENED NS TEAHSEIIRNATHERSH,

SEETR Whisk FBEFNULL A A

Action it & String NHESE, ANEOBYE : DescribeResourceRegions
Version = = String AHSE, AEOEYE : 2020-09-20

Region £ B String NHBH, FEOFTFEEBILLSH.

3. WS

SHER ESit] A
RegionSet Region Wﬂ‘ﬁﬂ.
IR
Requestld String H—iEK ID , ®REKRESIRE. EIEEEREZRIEKRE Requestld,

4. TR

UM T 1RO SSIBIEERa0ERT , BEtERaFE AR,

FHIRAS A
InternalError.ThirdPartServiceBadRequest Failed to call the service.
InternalError.ComponentFail Failed to call an API of other components.
InternalErrorInvalidHTTPCode Invalid HTTP code.
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BRITEFHATE: 2024-09-03 18:49:41

1. EOHA

EOERES : tpo.api3.cloud.sunhongs.com,
IERERN B RO RS

BRIAREOTERIRERIRE) © 200%/%,

EOSEFRATE - 2022-11-18 17:30:37,

EORWERTEN,

2. NS

LITNBRSHGIFRGIE T EROBRSEIEBD AHSEY , TBAHSEFIRR
SHETR D5y FEEFNULL St
Action = = String
Version = = String
Region 2 = String
Projectld 2 & String
AccountUin = = Uint64
PolicyNames 2 &= Array of String
3. IS
SR ESit) fiik
PolicyNames String BB,
RIRETRIIZR
Requestld String W—iER ID , BRiE

4. R

UM 7RO SSIBIEERA0EIRT , BEERIENATEIRE.

FHIRAS
InternalError.ThirdPartServiceBadRequest
InternalError.ComponentFail
InternalErrorInvalidHTTPCode

ResourceNotFound.ProjectNotFoundError

WREFRA © Efi=_V1

gﬁﬁ\ /Ié?

Ho8, AEORYE : 2020-09-20
HEH , FEORFEERBIBE,
BID

FEFUID

FHRINRSSRIR RIS

KEPIRE], ENIARAFRERMZXIEKRAY Requestld,

R

Failed to call the service.

Failed to call an API of other components.
Invalid HTTP code.

The project does not exist.
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HIRAD A

InternalError.DatabaseError Internal database error.

UnauthorizedOperation.AuthFailedError Authentication failed.
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{25 E =R

RITEFHATE: 2024-09-03 18:49:41

1. EOHA

EOERES : tpo.api3.cloud.sunhongs.com,
1EMIRE &R

BRIABEOTERIREIRE) © 200%/%,

EOEFRATE : 2023-07-24 14:39:49,

EORBERTEN,

2. MINSEL

INBRSHGIRMGILE T ROBEREEHED NS TBAHSEIIRNATHERSH,

SHER WAlsE FEEFNULL el A

Action 2 = String AHESE, AEORBYE : ModifyProjectName
Version = B String AHSE, AEOBYE : 2020-09-20

Region 2 B String NHEBH, FEOFFEERBILLSH.
Projectld = = String InHid

ProjectName P S String IREB#R

ProjectDescription = &= String I SErSYN

3. miHESE

SR ESit] R
. ) I SERSIARTI,
Projectld String HEid
Requestld String H—iEK ID , ®RIEKEPSIRE]., EAIRRRAEEREZXIERDN Requestld,

4. $ERMY

UMM T O SSIBIEMERA0EIRT , BRI AR,

FERTD fiEk

InternalError.ThirdPartServiceBadRequest Failed to call the service.
ResourceNotFound.ProjectNotFoundError The project does not exist.
InvalidParameter.ProjectNameToolLong The project name includes excessive characters.
InternalError.ComponentFail Failed to call an API of other components.
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InvalidParameter.EmptyParameter A parameter is not specified.

InternalError.DatabaseError Internal database error.

UnauthorizedOperation.AuthFailedError Authentication failed.
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{Zo0m B EcEn

RITEFHATE: 2024-09-03 18:49:41

1. O

BEOERES
(RS
BUAZCERIERRE) © 200%/%0.

EOSE#HATE : 2022-11-18 17:30:37,

tpo.api3.cloud.sunhongs.com,

EORWERTEN,

2. MINSEL

INBERSHGIRMGILH T ROBERSENED NS TEAHSEIIRNATHERSH,

SR Whisk FEFNULL
Action 2 )
Version 2 )
Region = )
Projectld = ==
ProductCode = =
QuotaKey = =
QuotaValue =2 3
A sle
3. ImHEE
SHEWR Bt EET
Requestld String
%:tt‘l:l
SESIE)

LIFIH 7RO S ZEARAIEIRGD , EMEREEFEIA

IR
InternalError.ThirdPartServiceBadRequest
InternalError.ComponentFail
InternalError.InvalidHTTPCode
InvalidParameter.EmptyParameter

ResourceNotFound.ProjectNotFoundError

WREFRA © Efi=_V1

E—ER ID , ®RIEREIR

String
String
String
String

String

\gal%ﬁt_ll

NHESH, NMEORYE : ModifyProjectQuota
~HSH, AEOEYE : 2020-09-20

HEH  FEOTTEEBUSH,

»>

IREID
—RrREX
RGN
[T

[El, EfznRARERHZIXIERE Requestld,

fEk

Failed to call the service.

Failed to call an API of other components.
Invalid HTTP code.

A parameter is not specified.

The project does not exist.

%161 ™
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N

HIRA
InternalError.DatabaseError
InvalidParameter.InvalidParameter
InvalidParameter.UsedQuotaNotEnough

UnauthorizedOperation.AuthFailedError

WREFRA © Efi=_V1

RA
Internal database error.

Invalid parameter.

The new quota must be greater than the used quota.

Authentication failed.

gﬁﬂj\ /lL:I\
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InH RZIR IR

RITEFHATE: 2024-09-03 18:49:41

1. Z=OfER
BRI
=

BN ORI : 20/8.
EOEFAATE : 2022-11-18 17:30:37,
BORRESERSIL,

2. MINSEL

tpo.api3.cloud.sunhongs.com,

[E], EfIEREHER A

LITNBERSHGIRGIE T EZOBREEIIMO NHSEY , TEAHSHIIRIALES
SHEWR Wi FEEFNULL g3
Action = = String
Version = S String
Region 2 & String
OldProjectld = = String
NewProjectld = &= String
ResourcelList = &= Array of TransferResource
3. MHESE
SR ESit] R
Requestld String M—iEk ID , BRiEKESIR
2
. EIRS

PUIFIH 71RO S ZEERAIEIRD |, EftE

FER
InternalError.ThirdPartServiceBadRequest
InternalError.ComponentFail
InternalError.InvalidHTTPCode
ResourceNotFound.ProjectNotFoundError
InternalError.DatabaseError

UnauthorizedOperation.AuthFailedError

WREFRA © Efi=_V1

RS AT IR,

fik

ﬁ?

&

NS, ANEEOEYE : MoveProjectResource

L\\

NHSE , AZEOBYE : 2020-09-20

HEH, FEOTTEREBULSEH,

5

RIE
A

&R

1ZR1EKAY Requestld,

Failed to call the service.

Failed to call an API of other components.

Invalid HTTP code.

The project does not exist.

Internal database error.

Authentication failed.

%163
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FEIRAG HHA
InvalidParameter.UnsupportedProductCodeError Unsupported ProductCode value.

ResourceNotFound.ProjectResourceNotFound No project resource exists.

FailedOperation.ProjectCountError Excessive number of projects corresponding to resources.

FailedOperation.ProjectResourceNotEmpty Project resources are not empty.
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'ﬁ) ERE A

MERREM—

RITEFHATE: 2024-09-03 18:49:41

1. EOHA
EOERES : tpo.api3.cloud.sunhongs.com,
E%ET —

BOAZCERIEPRE) © 200%/%0,
EOSEHATE : 2022-12-09 16:15:26,

EORBERTEN,

2. MINSEL

INBRSHGIRMGILE T ROBEREEHED NS TBAHSEIIRNATHERSH,

SHEIR D55y FEHFNULL it R
Action 2 B String NHBE, AZOBYE : ProjectNameExists
Version =} & String AHSE, NEORYE : 2020-09-20
Region £ B String PHBH , FEOFFEEBILSH,
ProjectName = S String ISk
A M2
3. FitHEE
SR ESit] R
Exist Bool SHXIRETIR.
BEEE
Requestld String HE—iEK ID , ®RIEKEPSIRE]., EIRRATEEREZXIERD Requestld,
H >
4. FEIRIS
AR 7O S5 ERRAMEIRD , bR 2 HERE,
FHIRAS A
InternalError.ThirdPartServiceBadRequest Failed to call the service.
InternalError.ComponentFail Failed to call an API of other components.
InternalError.DatabaseError Internal database error.
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'ﬁ) ERE A

IR E R ERR

BRITEFHATE: 2024-09-03 18:49:41

1. ZEOREA

EOERES : tpo.api3.cloud.sunhongs.com,
NIREBRER

BRIABEOTERIREIRE) © 200%/%,

EOSEFRATE - 2022-11-18 17:30:37,

EORBERTEN,

2. MINSEL

INBRSHGIRMGILE T ROBEREEHED NS TBAHSEIIRNATHERSH,

SHEIR sk FEFNULL et R
Action P! S String NHBE, AEZOBYE : RemoveProjectMember
Version 7 sy String AHSE, NEORYE : 2020-09-20
Region £ B String PHBH , FEOFFEEBILSH,
Projectld = B String ImAID
Uins 2 = Array of Uint64 SRR UIDSIEE
3. BB

SHER ESis) A

. . I BEXIIIAT L,
Uins Uint64

BBRRIAFuiInZR

Requestld String BE—iEK ID , BIREREBSIRE]l EIARRATHEERMZRIERA Requestld,

4. $ERMY

UMM T O SSIBIEERA0ERNT , BRI AR,

FEIRTD R
InternalError.ThirdPartServiceBadRequest Failed to call the service.
InternalError.ComponentFail Failed to call an API of other components.
InternalErrorInvalidHTTPCode Invalid HTTP code.
ResourceNotFound.ProjectNotFoundError The project does not exist.
InternalError.DatabaseError Internal database error.
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FEIRG fiik

UnauthorizedOperation.AuthFailedError Authentication failed.
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'ﬁ) ERE A

NS HRIR

RITEFHATE: 2024-09-03 18:49:41

1. O

ZOiEKEE : tpo.api3.cloud.sunhongs.com,
ENERHER

BOAZCERIEPRE) © 200%/%0,

EOSE#HATE : 2022-11-18 17:30:37,

EORWERTEN,

2. MINSEL

INBRSHGIRMGILE T ROBEREEHED NS TBAHSEIIRNATHERSH,

SHETR Wi FBEFNULL ESidl ik
Action it & String NHESH, ANEOBYE : TransferProjectResource
Version 2 S String NHESE, AZOEYE : 2020-09-20
Region =2 & String NHBH, FEOFFEERBILLSH.
OldProjectld = B String JRIREID
NewProjectld = = String #IMEID
Resourcelist = B Array of String THREIRYIZE
A s
3. FitHES#
SHER el LG
Requestld String W—iEK ID , ®RIEKEPSIRE. EAIRRRAEEREZRIERD Requestld,
H
4. $EiR5
ZEOELSEEBXNERIE , EtERSFE N A HLER,
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'ﬁ) BEES

SRS

RITEFHATE: 2024-09-03 18:49:41

ProjectQuota

B EoER

#HANTHEOS | : DescribeProjectQuotas

R Wik FEFNULL ESid] R
Projectld 2 &= String IRBID
ProductName 2 B String P
ProductCode = ) String 7=F@Code
SubProductCode 2 2 String TR
BillingltemCode = = String =R
SubBillingltemCode = = String UtEH ST
QuotaKey = = String BoamsE
QuotaName 2 2 String BCERIREZ TR
QuotaValue = = String EBCAT
Quotaleft 2 5 String FIRBECER
QuotaUsed = & String EfEEET
CreateTime = B String BlEERTIE)
UpdateTime = B String EHRATIE)
BillingltemName = S String FRRIR
SubBillingltemName = S String F=ERZATR
SubProductName = &= String Frema
Unit = 5 String =2tiv]

ResourceAdminProject

I

#aNTEOS | : DescribeResourceAdminProjects
E= Wik FEFFNULL ESidl fik
Projectld 2 &= String IMEID
ProjectName 2 & String IMBE &R
Organization 2 &= String i =p
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N
PolicyFilter

i

BANTEOS| A « DescribeProjectMemberPolicies, DescribeProjectPolicies

R Wi FEFFNULL KA
Keyword = = String
Project
s

e TEOS | « DescribeProjects

2R Wik FEFNULL RE
Projectld = = String
ProjectName = = String
Organization = B String
Creator = B String
CreateTime = = Datetime
CreatorUin = = Uint64
Orgld = B String
OrgName = = String
OrgOperationTime = = String
OrgOperator 2 = String
ProjectDescription B = String

Region

bihE

e TEOS | : DescribeResourceRegions
2R Wik FEFNULL
Regionld = a
RegionName = &

Products

=3
T

WA T#EEO3|A : DescribeProducts

WREFRA © Efi=_V1

gﬁﬁ\ /Ié?

ik

BRI EER

fiik

IREID

MBS

4RI

BlEE

BlERAE

BlEEEUin

£H4id

RLAEZFR

IRE % \IRE B REdE
IREFENIRE BREEA

IS
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B
ProductName

ResourceTypes

QuotaChecking

BoERIR AR

#WANT#EO3|F : CheckProjectQuotas

B
BillingIltemCode
BillingItemName
Error

Exists

ProductCode
ProductName
QuotaKey
Quotaleft
QuotaUsed
QuotaValue
SubBillingltemCode
SubBillingltemName
SubProductCode
SubProductName

Success

ProjectResourceFilter

BIFYIREREM

AN T#EOS | : DescribeProjectResources

BR
Resourceld
Regionld
ProductCode
ResourceType

Keyword

WREFRA © Efi=_V1

WAL

iy

iy

iy

iy

iy

FEFNULL

Py

=
[ )

FBEFNULL

Py

iy

iy

iy

iy

S

String

Array of Resource

FEFNULL

=
=)

=
=)

ol o D o o o o o o o o o)

iy

fEk
BIFID
ey

faCode

HRRE (EASHY )

gﬁﬁ\ /Ié?

HnA
ProductZ#R

p-

2]

EES

2

S
FEERIR
HRNE
REEHEHM
F=facode
FEERETR
BoamsE
FIRECER
EfEFECER
BeiE
U=
FEERAAIR

g

=

N

=l

2]

BEIE

il

BRIDE R R MERE
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kN

2

E=T Wik FIFNULL
Product 5 &
ServiceType & =
AddQuota
OINAYECER

#a O3 : BatchAddProjectQuota

B wWhisE
ProductCode =z
SubProductCode &
BillingltemCode &
SubBillingltemCode a
QuotaValue =
QuotaKey &

ProjectMemberfFilter

=if

RE
String
String

FEFNULL

=

[=]

=

[=]

=

[m)

=

[mm)

a

[mm)

a

[mm)

BANTEOS| A : DescribeProjectMembers, DescribeProjectNonMembers

B WAlE FEEFNULL KR
Keyword = = String
UinPolicy
uinZRg
#HanTEOS | : AddProjectMemberPolicy
BR WAL FEFFNULL
Uin =2 &
PolicyName = B
ProjectQuotaFilter
BoEnE A&
#aNT#EOS I : DescribeProjectQuotas
B W% FEYFNULL %

WREFRA © Efi=_V1

gﬁﬁ\ /Ié?

R
FfmCode
Rss2eEY
E- S ik
String — R RS
String ZRr RS
String =R GRS
String UK = ER G
Int64 BeEE
String FBoansE
fiEg
RFAFIDE AR EEER
St R
Uint64 uin
String RAEE

2
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B WATE
ProductCode =
SubProductCode &=
BillingltemCode B
SubBillingltemCode )
Keyword )

QuotaNames

FEEER

WA TEEO3|A : CheckProjectQuotas

BIR
ProductName
SubProductName
BillingItemName

SubBillingltemName

Policy

%

i/

iy

iy

FREFNULL

=

=

[ )

=

[ )

=

[ )

=

[ )
FFNULL
=
[
=
=
[ )
=
[

gﬁﬁ\ /Ié?

KB TN

String —R=m

String 1

String =R

String [AES Tt

String BOERIEZ FREHEEIR
St R
String —RFRA
String ZRERE
String =RrEmE
String PR

BN T#EO5|A : DescribeProjectMemberPolicies, DescribeProjectMembers, DescribeProjectNonMembers, DescribeProjectPolicies

2R WAIE
PolicyName 2
Description =
Policyld =

DescribeProjectsFilter

BRI RSREREMN

#anT#EO5|A : DescribeProjects

BR WA FEFFNULL
Keyword = =
DeleteQuota
HiBRQuota

#aN O3 : DeleteProjectQuota

WREFRA © Efi=_V1

FEFNULL

=

[=]

=

=

[=]
ESit]
String

ESid i)

String REEE

String SRESHEA

Uint64 ZRARID
i}

ZINBIDEE TR B IEMER
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'!"-'j HipEs

E= whI%E FEFNULL &g R
ProductCode 2 S String 7 aCode
QuotaKey — & String ECansE
ProjectResource
TE &R

a0 O3 |F : DescribeProjectResources, DescribeResources

B wWhisE FEFNULL ESid] A
Projectld = &= String INEID
Resourceld 2 S String ZiIRID
ResourceName = &= String BIRATR
ProductCode = &= String F=mCode
ProductName = S String FRRATR
ProductGroupName =2 &= String FERRARSEZTR
RegionId = = Int64 HBIRKID
ProjectName = S String IMB&MR
RegionEnName = &= String MR Z
RegionName = &= String MR AR
ResourceType 2 = String HREE
ServiceType 2 = String PRI RAYserviceType

ProjectMember

TERR

#WHNTEO3|F : DescribeProjectMembers, DescribeProjectNonMembers

BIR wWhisE FEYFNULL =il A

Uin = & Uint64 FFUin

Uid = &= Uint64 AFUid

Name 2 = String BF&

Policies = = Array of Policy BEENmEREE
Resource

AN T#EEO3|A : DescribeProducts

WREFRA © Efi=_V1
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'-}‘Lj gﬁ& NP2 Ié?

R wWhI% FYFNULL St R

ProductCode 2 S String FaCode

ResourceType = B String RIRSEE

ServiceType 2 = String BRSS2£8 |, 33Micam serivceType

Product

o
7omn

AN 23| : DescribeProductTree

BFR Wi FEFNULL ESit) R
ProductCode = & String F=mCode
ProductName = & String TR
Unit = B String B
TransferResource
RIREETS

A TEAS| A - AddProjectResource, DeleteProjectResource, MoveProjectResource

R WA FEFNULL ESit] fEk
ProductCode 2 = String FEEacode
Regionld P! a String HbigfID
Resourceld 2 & String ZIRID
Uin & & String AFUin
Region 5 5 String i
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'ﬁ) RS

AR

BRITEFHATE: 2024-09-03 18:49:41

ThRE AR
SRR RATFE Error 82 , MFIAR APLEECII, B

{

"Response": {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct."
b

"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

}

}

Error thfY Code RREIRIG , Message RRZERIEMRSE,

TEIRASFIER

PHERD
IR iR
AuthFailure.InvalidSecretld FHPIEL (RE= API AR )
AuthFailure.MFAFailure MFA $&i%,

. FARNFE. RN aEREEACEMRSEZR  MREESR | SREEPERESIER , 1T858
AuthFailure.SecretldNotFound

BEREE=EE.
AuthFailure.SignatureExpire EEZIIHA. Timestamp FRGEMEMEEANSBIASH  BOEAEN EEEHNERBRL,
AuthFailure.SignatureFailure SEER, SHUERR | BURBEASNPIEOLEISUSeEE 2RISR,
AuthFailure.TokenFailure token $&i%.

AuthFailure.UnauthorizedOperation &Rk CAM #54#%,

DryRunOperation DryRun #F , {RIBERISEMIN , REZET DryRun 24,
FailedOperation BRI,

InternalError HEBFEIR.

InvalidAction BORFE.

InvalidParameter SRR,

InvalidParameterValue SHEUBEEIR.

LimitExceeded R BCERBRE .

MissingParameter ROSEEER,

NoSuchVersion EORAAFE.

RequestLimitExceeded BERAVREGEE 7 SEPRE
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FHIRIG 588
ResourcelnUse RS,
Resourcelnsufficient RRTE.
ResourceNotFound RRFE,
ResourceUnavailable RRAAT A,
UnauthorizedOperation HRIERURLE.
UnknownParameter RHNSHEEIR,
UnsupportedOperation BAEARSSS.
UnsupportedProtocol http(s)iEKIMYEER |
UnsupportedRegion BOARSTHSATEMI,
WS5EREG
HIRAD

FailedOperation.ProjectQuotaNotEmpty
InternalError.InvalidHTTPCode
InvalidParameter.InvalidProjectQuota
InternalError.ThirdPartServiceBadRequest
ResourceNotFound.ProjectResourceNotFound
ResourceNotFound.ProjectNotFoundError
UnauthorizedOperation.AuthFailedError
InvalidParameter.EmptyParameter
InvalidParameter.InvalidParameter
InternalError.ComponentFail
FailedOperation.ProjectResourceNotEmpty
InvalidParameter.UnsupportedProductCodeError
InvalidParameter.UsedQuotaNotEnough
FailedOperation.ProjectCountError
InvalidParameter.ProjectNameToolLong

InternalError.DatabaseError

WREFRA © Efi=_V1

4% GET #0 POST i53Kk.

iR

The project quota is not empty.

Invalid HTTP code.

Invalid quota.

Failed to call the service.

No project resource exists.

The project does not exist.

Authentication failed.

A parameter is not specified.

Invalid parameter.

Failed to call an API of other components.

Project resources are not empty.

Unsupported ProductCode value.

The new quota must be greater than the used quota.
Excessive number of projects corresponding to resources.
The project name includes excessive characters.

Internal database error.
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2

WSZE% (account )
hRA ( 2019-03-25)
AP

BRITEFHATE: 2024-09-03 18:49:42

APIRRZ

V3

IKSERTE

OB

GetMultiFactorParas

WREFRA © Efi=_V1

EOTRY

FHEETEREH

BitFa
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'ﬁ) ERE A

ARSI
EOSZv]
BIEEHATE: 2024-09-03 18:49:42

tcecloud API £XE/MARIEREITEMIGLE , IS MERBTEELHEKRSHHEEER(ER (Signature ) LISTHEKRESH. SREEHRLEIE
ER , REFEUEELE Secretld 1 SecretKey ; EEFPIRSEREFIL | BRF=APIESHENERE , UL EAB=APEZO,

ssE N

1. BiEEeFiE

FEERER=APIZE , BRIECAPIZERNHABELSEIE. T2FEIFEIE Secretld F1 SecretKey :
* Secretld BF#rR APl ERESH

* SecretKey FIFINEEE =T RTIRS SRS E TR,

* FAFWAFSREREEIE , BRitEE,

ISR EIENERERIT

1. BFRtcecloudBEFNZHIA,
2. HifE=APIZRRIEH S TRE
3. IE=APIESHIME |, st [FE] BDRJLAGIE—RdSecretld/SecretKey

TR FREKSRSAILUABMRT Secretld / SecretKey,

2. kR ESZ R

BT e Secretld 71 SecretKeyfm , MiATLAERERERT ., LA TREMSEBAYFMITE :
BRIZFAFHY Secretld 1 SecretKey SBIE :

e Secretld: AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE
e SecretKey: Gu5t9XxGARNpq86cd98joQYCN3EXAMPLE

AR XBERERA , BRI SERRERIBNY Secretld 1 SecretKey #H{T/EEHR(E !
RS 28 EELAIFIR (Describelnstances)igskAfl , HFAFERAX—EOR , EiEkeATaanT:

SR 2% 2308

Action FiEE Describelnstances

Secretld =4Ald AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp LRIRTIEIEL 1465185768

Nonce BB EREEY 11886

Region SCAIRFTEKE, ap-guangzhou

Instancelds.0 FEERISLHIID ins-09dx96dg

Offset = 0

Limit BASIHEH 20

Version EORES 2017-03-12

WRARERS : Efi=_V1 179 W H409m
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2.1 HS¥oFF

BESENEIERSEIRSHENTERF ( ASCIRR ) FFfir. I8 1) RESHSHTHIF , SHERSINEE , A&5tR/0 ; 2) 2 ASCIRBEEX
/7, ¥ Instancelds.2 ZHFE Instancelds.12 [5HE , ARIEFER  WARERSE. BRULUENREESPRERHIFRASREIX—IN8E | 41 php &Y
ksort E#., EATRBISERIHERERINT:

{

'Action’ : 'Describelnstances’,
'Instancelds.0" : 'ins-09dx96dg’,
‘Limit" : 20,

'Nonce': 11886,

'Offset' : 0,

'Region' : 'ap-guangzhou’,
'Secretld' : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version': '2017-03-12",

}

ERECERRINESARN X EERGITFRSEETHEY | BEIRNER—EEIH,

2.2, PHEE R

WEBEMISKRFFR, BEL—SHFFNERSEISUR SEHETR ="S8E I | WX Action 281 , ESHIEFRA "Action” , SEIEA
"Describelnstances” , FEIt#E{LEH Action=Describelnstances . & : “S¥E" o BAETIFuriRBERIE.

REBEIHENE N SHA & HERE—RE | REERINERFHHN:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-guangzhou&Secretld=AKIDz8k
rbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

2.3. PHES BRI RS
WSRERMBSERY TS, SRRLFRHHREU TS50

1. iEK7A5iA: 528 POST #1 GET 753 , XEfFF GET &K , EEREAEAE,

2. iIERFENEFLHIFIZFR(Describelnstances) gk &/ : cvm.cloud.sunhongs.com, LFRANEKIFBRIEZOMBERIABNAR , #ENEEO
i,

3. {IEKER: HERAZAPIEREZEEN / .

4. 15 RFFFE: B E—SAERRIERFRIR.

ERFEBIIFHERN: BRTTE + BREN +BFKEEE + 7 + BRFRH
HIRIHHEER DS |

GETcvm.cloud.sunhongs.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=208Nonce=11886&Offset=0&Region=ap-
guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

24. £pEREA

S BAERE SRR, EEER HMAC-SHAL BN E— SR SIER IR RRETER | REISEMRESB(ER Base6s HHITHD , RIRIR
IR,

BIRACRIA0T | LA PHP IES /961

dm
]
RS

1

$secretKey = 'Gu5tIXxGARNpq86cd98joQYCN3EXAMPLE';

$srcStr = 'GETcvm.cloud.sunhongs.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=0&Re
gion=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));

echo $signStr;

REBEINERSBN:
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EliPOYW3pW28FpsEdkXt/+WcGel=

ERHECERINESITARRN IR LERGIFRERGH TSR | SRINERBSHFhrI—R0e.

3. BRI

LIS R B TREERIFABRESY  FETHEHIT URL i3,

W E—P AR EZ B ElIPOYW3pW28FpsEdkXt/+WcGel= , SESEIRIEEEIFRKESEL ( Signature ) 79 :
EliPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , BT AMBRANER URL,

R NRAPNERGER GET , SiFEBR75%78 POST [ Content-Type 79 application/x-www-form-urlencoded , M &XiE RIS FTEERSEHN
{ETEM URL fFI8 , 2EEM=SAREMMB. Ik ASCI =FFE URL RIBRIRESEL UTF-8 BHTHB.

R FUREIESH http EESBANFTESEHT urlencode , FTEXMMER T , MARENERBHIT URL HIZT , BUMAAXR URL HESSHERKX
m’

R Rt ¥EtbRBEH TR | ISR RFC 3986, {7 %XY WEHFRFRIRFHITEO MR , R XY R #HEFF (0-9 IXEFE
A-F) | ERINERSIRER.

4, BFKM

RESSRIER | FEUTEZAWRIERT | SRERERE

FERAED TS
AuthFailure.SignatureExpire BEISH
AuthFailure.SecretldNotFound BT
AuthFailure.SignatureFailure BEER

AuthFailure.TokenFailure

AuthFailure.InvalidSecretld

token &%

PR (2= APL EZHRKE )

Bl S S —

. BRET

FESKITVER APL 3.0 BY , #E7ZEFRIBCERItcecloud SDK 3.0 , SDK HETERANIRE  FFRMAX I mRHAIIEMAZRORA. FMEESN SDK Ful,
LRHFRIZESSE ¢

e Python

* Java

o PHP

* Go

e JavaScript
e NET

ATEEENRESEERE  THUSRREES A, B OANSEIRERSH, EREE. BREOMSHEERI bASRgRuE , (fE
RS ELRE , AAESERY | LFAERE-A SDK.

EZaHAY url ATEES ¢ https://cvm.cloud.sunhongs.com/?Action=Describelnstances&Instancelds.0=ins-
09dx96dg&Limit=208&Nonce=1188680ffset=08&8Region=ap-
guangzhou&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliP9YW3pW28FpsEdkXt%2F%2BWcGel%3D&Timestamp=14
65185768&Version=2017-03-12
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IR BTGIPRERREER ARt ARRRZRIRIE , FLNSRSLE url FENSEFTHEER curl SndERRSREEMGER | 8
ATEIATLUEERER url |, FEESRGIFRT Secretld F1 Secretkey SNESTRIZSA , FERRFHFIRIERLNES Timestamp ,

CETENRES , ARREES  EER—ESERHTERIR url TTREEMERAR , RMASHINFRR , BXAAZBERE. RERESH
%IKE . BEZTEIERRIA.

R ATMUR(ERT APL 3.0 , FREERATEANEZME , AMERIERAI APl | BT FEATERBRSEERITERIR | B NAISEIRAESN
.

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.lRandom;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {

Mac mac = Mac.getInstance(method);

SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.cloud.sunhongs.com/?");
/] EENRBKRIGSEHTFEAER | A TreeMapfRIEIRF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");
}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {
StringBuilder url = new StringBuilder("https://cvm.cloud.sunhongs.com/?");

/] EFRERMurl PRI SEIRR R B EK

for (String k : params.keySet()) {

FEXERBHITUrlencode , HFkeyEBRHENFE , HULLAMXIHvalueit{Turlencode
urI.append(k).append(" ").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");
}
return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap<String, Object> params = new TreeMap <String, Object>(); // TreeMapa] LAB#IHERF

// SERFE PR R 2 EFAMEANES , 5140 : params.put("Nonce", new Random().nextInt(java.lang.Integer MAX_VALUE));
params.put("Nonce", 11886); // AH5%)

// SCRREA R N 4 EFR RS2 EIRTE , a0 : params.put("Timestamp”, System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // AHES#]

params.put("Secretld”, "AKIDz8krst5yKBZQpn74WkaLPx3EXAMPLE"); /] "NHSE

params.put("Action”, "Describelnstances"); // AEES#]

params.put("Version", "2017-03-12"); // ’A,it #

params.put("Region”, "ap-guangzhou"); // A1

params.put("Limit", 20); // WSE%

params.put("Offset", 0); // WEE%

params.put("Instancelds.0", "ins-09dx96dg"); // W5ZE&4L

params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE", "HmacSHAL")); // AESE
System.out.printIn(getUrl(params));
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Python
IR WERRE Python 2 IFMIBrhiatT , BELLE requests (Kl :  pip install requests

# -*- coding: utf8 -*-
import base64
import hashlib
import hmac

import time

import requests

secret_id = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query_str = "&" join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =='_main_"
endpoint = "cvm.cloud.sunhongs.com”
data = {

'Action’ : 'Describelnstances’,

'Instancelds.0" : 'ins-09dx96dg’,

"Limit" : 20,

'Nonce': 11886,

'Offset' : 0,

'Region' : 'ap-guangzhou’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12"

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])

# HbSSCFREA | BRIHfERIBEf ATt 28

# resp = requests.get("https://" + endpoint, params=data)
# print(resp.url)
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ZEOE3v3
BIAEHATE: 2024-09-03 18:49:42

tcecloud APl X8 MAIEIERHITHMNIGE , BB NMERBFEELHIBRSHPESEEER (Signature ) LUSIEERESH. SEEEHEEEIE
&R, TEFEIUEEE Secretld 7 SecretKey ; EFRFIEREZEFIE  IBRIERAPIEARERE  BUTEEBA=APEEO.

S - \
1. FiEReFiE
EE—RERATAPIZE] , IBRIEAPIEERERIBREEIE. LEEIFEE Secretld 1 SecretKey :

e Secretld BFHRIR APl & SH
o SecretKey FIFIIEE B FHBMIRSSRIHIGIEE R FRE0ZHE.,
o APAFERE L SEIE , BRitE,

RIEREFEIENERSEINT

1. ZRtcecloudSEFIEHIA,
2. BiE=APIERIYIE I AT
3. E=APIESHRAE , mi [#r] BPaJLABIEE—XdSecretld/SecretKey

TR FFREKSRZTLIBERXT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &&75%

ERE  WTFGETHE , R332 Content-Type: application/x-www-form-urlencoded {48z, 33FPOSTAH% , BEISZHF Content-Type:
application/json LA Content-Type: multipart/form-data FEFHARTS |, json IRBUARRB SO , multipart IBRRESEWSEOYTE:
IRz O ABERER json H8VAR | & BRSSO 4I%A.

TEURSSHEA MNXEAFIREAGF , DTBNMBEZREEE. BAWBEITERLE7IZRAM NS : Limit 1 Offset , 573 GET 737413
A,

1RIZFFRY Secretld # SecretKey 352 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #1 Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

2.1. FHERGEIRRER
BN THEEHHEMEIERE ( CanonicalRequest)

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + "\n' +
CanonicalQueryString + '\n' +
CanonicalHeaders + \n' +
SignedHeaders + "\n' +
HashedRequestPayload

e HTTPRequestMethod : HTTP i5375i% ( GET, POST ) , AxffldA GET ;

 CanonicalURI : URI £%§ , API 3.0 EIEAIERIT (/) ;

* CanonicalQueryString : &2 HTTP i&3K URL SRYEIA=/FE , 3+F POST &K , BEEATFHE , 3T GET &%k , My URL FEE (?) BFEHIF
TFERE , ARFIEYES : Limit=10&O0ffset=0, j¥& : CanonicalQueryString FZE£&5d URL Z#A3.

e CanonicalHeaders : 258 ZRLEMEE , ZES host # content-type FILER , (BATIIABEXRILESEEE LIRS BSERNE— LS
M, FHEEIN : 1) SLED key #0 value B—EBV\G | HERERESHE , KR key:value\n 18z0HHE ; 2 ) ZLED | 1RIBLER key (N5 ) B9 BHERBE
1THHE. Wi . content-type:application/x-www-form-urlencoded\nhost:cvm.cloud.sunhongs.com\n

* SignedHeaders : £25&ZLERER | HBBLLXIERBWLLIS 5 TES , 1 CanonicalHeaders B &HILEBRETE—XIMIAY. content-type F
host JosiESkEB. BHEMNY : 1) 3KEB key FH—HAING | 2) Z40LE key (NG ) IRIBFHAIFHTHHZ , FEUSS () HfR. H+H
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73 : content-type;host

e HashedRequestPayload : {EXRIEXHINEHE , ITEEN Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , 3 HTTP iEKEANEX
payload fif SHA256 8% , SAE+7S#HIiRS , RERBBEEIEMNSFE., T2 | }F GET 5K , RequestPayload EEAZTFRFE , XF POST i5
3K , RequestPayload Big HTTP i&3KIEX payload,

HRIBLA AN | ZREIFERIRATEIEREIT (ATRTEHT  \n BITFREE BRITEHI—TEK)

GET

/

Limit=10&Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.cloud.sunhongs.com

content-type;host
€3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

22 JHHSEEFAER
RIS RS R

StringToSign =

Algorithm +\n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

 Algorithm : &% , BRIERE/ TC3-HMAC-SHA256 ;

e RequestTimestamp : i53KATEIEY , BIERLERAY X-TC-Timestamp BUE , #0_ERpIiERA 1539084154 ;

e CredentialScope : EIEEHE , 189 Date/service/tc3_request , B HEA. AMERAIRSFRIEZFFE (tc3_request ) . Date J9 UTC #RAERTEIEY
B , BEREMAHESH X-TC-Timestamp #EH UTC FRERNBIREI—3 ; service AF-R& , KWRSEBNFRIRE 3, H1a0 cvm, 21 EREIE
3k, Y&/ 2018-10-09/cvm/tc3_request ;

* HashedCanonicalRequest : BIALEHHEFEIEIERBRIGHEE , ITESESN Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

=

1. Date Z/RMBFIEIRL X-TC-Timestamp 5153 , BRFXJ9 UTC+0, MRMARZAMIKESR , fIIFR/\X |, SSHEXME LEMARD B2
EERERVELRM., B a8/ 1551113065 , 7£4</ \XKAYATEE 2019-02-26 00:44:25 , (BRITESZIRY Date BY UTC+0 BIHERR /9
2019-02-25 , mA2& 2019-02-26,

2. Timestamp WUZHRIZRSEHTE , EFBEREFERENERREEH  REEBI RS PNSERY. NFRRIEAINEREREL | 788
SHT—RIERE , BROERW (RRISZIHER) .

HRIBLA AN | ZROIFERIRESESZRBAT (ATRRENT , \n TR BETEHN—TE8R) ¢

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9c192c14460df6c1ffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. i8S
1) HERESEEE | BT

SecretKey = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request”)

e SecretKey : JRYARY SecretKey ;
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¢ Date : B Credential Ff9 Date ZERISE , WM , 792018-10-09 ;
e Service : Bf Credential #3f9 Service ZEREE , WLl , 79 cvm ;

2) iHEEs , HRBaT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

* SecretSigning : BILA EITEBSRINIRESZEIR ;
e StringToSign : BB ESRINNGSEFR/E |

2.4. $t# Authorization
RN T HEECHHE Authorization :

Authorization =

Algorithm + "' +

'Credential=" + Secretld + '/' + CredentialScope + ', ' +
'SignedHeaders=" + SignedHeaders + ',

'Signature=" + Signature

* Algorithm : &&757% , ElE/ TC3-HMAC-SHA256 ;
* Secretld : ZE{AXIHAY Secretld ;

e CredentialScope : W.EX , EIEEHE ;

* SignedHeaders : 1 £ , £58ZHLEMER

e Signature : &£&(#

HRIBELLERIN | B SEIRYED

gﬁﬁ\ /Ié?

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f06

14b047e5df4582db9e9bf4672ba50567dbal6coccfl74c474

REESTERIBERERNT

https://cvm.cloud.sunhongs.com/?Limit=10&Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_request, SignedHeader
s=content-type;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbcbecfl74c474

Content-Type: application/x-www-form-urlencoded
Host: cvm.cloud.sunhongs.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

3. EREW

HRIESERRER | AL TERRMAERT | SRIESSIRERE
THIRUE
AuthFailure.SignatureExpire
AuthFailure.SecretldNotFound

AuthFailure.SignatureFailure

AuthFailure.TokenFailure

WREFRA © Efi=_V1

A
I
BHARE
SRR

token $8i%
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RS HEIREA
AuthFailure.InvalidSecretld BHAEL (AR API Z5E2EEY )

4.

k%

Ny —
BiE
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;

import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util. TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {

private final static String CHARSET = "UTF-8";

private final static String ENDPOINT = "cvm.cloud.sunhongs.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";
private final static String CT_JSON = "application/json";

private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getInstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm®;

String host = "cvm.cloud.sunhongs.com”;

String region = "ap-guangzhou";

String action = "Describelnstances”;

String version = "2017-03-12";

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");

[ ERRKX , BUESSHE
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkkkkkkkkk 59% 1 m;%*m;ﬁiﬁ*% *kkkkkkkkkkkk

String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&0ffset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host”;
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String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.println(canonicalRequest);

// *kkkkkkkhkkkkkk ig% 2 m}%#%§g$ﬁ$ kkhkkkkkkkkkkkk

String credentialScope = date + "/" + service + "/" + "tc3_request”;

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.println(stringToSign);

// *kkkkkkkkkkkk ﬁg% 3 .’L-I-%‘xig *hkkkkkkkkkkkhk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

bytel[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printIn(signature);

// *kkkkkkkhkhkkk 5% 4 ?#E AUthOI’IZatIOh *hkkkhkkhkkhkkk
String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "

+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.println(authorization);

TreeMap<String, String> headers = new TreeMap <String, String>();
headers.put("Authorization", authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

}

}

Python

-*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# BIRSH
secret_id = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9XxGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.cloud.sunhongs.com”

endpoint = "https://" + host

region = "ap-guangzhou"

action = "Describelnstances"

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# *khkkkkkhkkkhkkkkk 59% 1 ?#;%;m;ﬁi%i*% *kkkkkkkkkkkk
http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&Offset=0"

ct = "x-www-form-urlencoded"

payload = ""

if http_request_method == "POST":
canonical_querystring = ""
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ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host”

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

# kkhkkkkkhkkkhkkkkk 59% 2 ﬁ}%ﬁ%g?ﬁ% khkkkkkkkkhkkkk

credential_scope = date + "/" + service + "/" + "tc3_request”

hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

# *kkkkkkkhkkkhk 59% 3 .’L_i_%\xi% *hkkkkkkkkkkhk

# ITESBRER

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# kkkkkkhkkkhkkkkk 5% 4 m}% Authorlzatlon *kkkkkkkkkkkk
authorization = (algorithm + " " +

"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHBHCRINENERLER

headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,

}
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BRITEFHATE: 2024-09-03 18:49:42

1. BRSSbiE

s (Region ) 2fEIERVEIEH ORIMIERE, tcecloudRFIGIERRINE 2 EERE |, METRSEGREAERISEEIISESE. AT IHEER
i, IBE TEERE , BEEERSRATE PR,

ERTLUEE APLEC EiftiEbIR EESAET IR,

2. @IS

tcecloud API BYFFEZOEIT HTTPS MTE(E | iREtELSMNEEEE.

3. 1IBKAE
I HTTP B3R53E:

e POST (¥ )
e GET

POST {53k #3#19 Content-Type 284 :

e application/json (7 ) , XIAfEA TC3-HMAC-SHA256 &&751%.
e application/x-www-form-urlencoded , %/ifEF HmacSHAL & HmacSHA256 &&757%,
* multipart/form-data ({X&EBDEEOSHF ) , WIAUFEA TC3-HMAC-SHA256 &E755%,

GET {5 KHGIERBA/NAEHBIT 32 KB, POST ERFEAEREA HmacSHAL, HmacSHA256 BIAE#81T 1 MB, POST iEkfEA&&TER TC3-
HMAC-SHA256 R357#% 10 MB,

4, FERES

YIEFUTF-84wA3.
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[EIZ558R

BT E: 2024-09-03 18:49:42

il
S

IEffEREIZ5ER
M RIRSHRAMZOEELHMAZST IR (DescribelnstancesStatus) 2017-03-12 i/ , HEMAML , HATREANRENT :

{

"Response”: {

"TotalCount": 0,

"InstanceStatusSet": [],

"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc"
}

}

* Response REMERRI Requestld 2EIFERIFER , TiCIBERMINEE , RE APILET |, NHESIRE,

* Requestld FAF—1 APLiERAIE—IRR , AR APL HIISE | ATLAKRIA] , FHEEIZ ID SRRRERE,

° [RTEENFERS  ERIAEMEOENNFE , FARNEOFMREIRNFERS OIS FIIEN. HHFIHA] TotalCount #1 InstanceStatusSet 1599
DescribelnstancesStatus #OEXIFE: , BT REASKNAFEINELE=RSSEELH , Bt TotalCount IR FHIREES 0,
InstanceStatusSet FIZRAZS,

THIRIR[EILEER
SRS, SRR -

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”
b
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}

}

Error (IHIIAREZIFERBEALMY. Error FEREREMEH Code 1 Message FRIEEALNAT 2 ERER].

* Code FREMRHHERIHIRD , LR BTSSR LRI E LRSI SRR O NAEHRDI IR E B E B NREFRRTTE.
* Message BT MERAENEFRRE | BEEWSRKESREMML W ARTRSEHERTEEREHN , AP RERHX NREE.
Requestld FBF— APLiEXRAIME—IRIR , 1R APL HIIRE | STLIERRBA] , FHRMt% ID AR,

NHGEIRIG (TODO: EEER REENFE?)

IREIERFUNRFIE Error FE , NFRER APLIEOSKM,  Error Y Code FERFRREIRMG , FrE L SEPATaEHIIAEIRIBANTIERRG , FTRIIHET
AR,

IR sEREA
AuthFailure.InvalidSecretld BIRAEE (AR API Z5EEEY )
AuthFailure.MFAFailure MFA $8iR,
AuthFailure.SecretidNotFound EHAFE,
AuthFailure.SignatureExpire BRI,
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HIRA ERiER
AuthFailure.SignatureFailure BEER,
AuthFailure.TokenFailure token $HiR.

BERE CAM #Y,

AuthFailure.UnauthorizedOperation

DryRunOperation
FailedOperation
InternalError
InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

WREFRA © Efi=_V1

DryRun ##(F , KRIBHRISEMINN . REZET DryRun 24,
=S SIS

RERSEIR,

BOREFE.

SHEEIR,

SHEEEIR.

TR ECRRPRA.

FROSEGEIR.

EORARFE.

TEREDRERIT T SREPR .

B SR,

HETE.

RIREAFE.

RIEAATA.

RIZBURE.

RASHGEIR.

BT,

http(s)iERIMYEEIR , 328+ GET #1 POST iEK.,

EORSSATEIIE.
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HEYEATIRRAFHEOLSNENNSE, N E | A MENRRAERIO SRR EXLSHH TR | EERERITEETXLSH , 7
BEIERAHEIER,

BEIE V3
{8278 TC3-HMAC-SHA256 &&75i4RT , AHSHEEL—HE) HTTP Header ISR+ , 11T
BHER Sl vk R

XTC-Acti . = BEREOZR. BUESEZEONEPEHASHNTLSE Action B9RBE. FIIN=IRSESHIEIASLAIFIFRREO |

-TC-Action String = . .
EYE# Describelnstances,

MRS E , ARIFRAEIREE MEEAIEUE. EOESIBEBESEZEOXETEHMASE AT SE] Region

XTCRegion — SUING B s, 8 - REEOABBERZA , BRI | KA SRS R,

X-TC- Integer 2 2487 UNIX AYiE)E , elicRAGE APLEKRAYATIEL., #ia0 1529223702, F& : MR SRS SMEIEERIIS S
Timestamp = i, SEEREZTHER.
X-TC-Version String = EERY AP ROMRAS. EESERZOSUEHFASLHESEL Version BUREE, HIIN=ARSSZRAOARA 2017-03-12,
HTTP FRESHIAIESLER=ER , a0 :
TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-
type;host, Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
He,
Authorization  Strin = - TC3-HMAC- SHAZSG SEDEA , BREENZE ;
9 _Credential : &&EiE , AKIDEXAMPLE £ Secretld ; Date £ UTC iRgRTEIEL , REBSAIAEH
X-TC-Timestamp #2&#9 UTC FRERTIBHER—EL ; servicer=m® , RRSTERRTmEE—E, AN
cvm ;
- SignedHeaders : 258 Z1+ERILEHMSE | content-type #1 host Ju4i5sLER ;
- Signature : FZHE,
XTC-T, . = IREHIEBATAR Token , FEESIGAIER—EE(EA. IBRZEETI Token FERGID SRS A RREOIREL
-TC-Token String A

KEFESHAFEE Token,

EBHiE V]

{8 HmacSHAL #1 HmacSHA256 &&75i40 , ARSHEEHR—NEEKEF , 00T

SHEWR g ok R
Acti , = BFRIEOER, BBSEROMETRMASHATESL Action B, HIN=IRS SSAIEIRSLHITIRE
ction String =

O, BY&ES Describelnstances,

MIEHSE , FSRMRFR R MR, EOESIMEEESERONEPRASHATSH

Region String 5 Region AUIEE, £ : REEOAFTEESIZSE  BEOEPIFRGREE | AEMEEERZSEHtE
T2,
T o Z50 UNIX BY[E)2; , AricRARS APLIEKAYRTEL. 1801529223702 , SRS LFIRMEHEET K , S35
imestamp Integer = AN -
BRTHEIR,
Nonce Integer 2 BEHLIEEEEY , 5 Timestamp BXG#Ek , BFBILEERIE.
. TE=APIZHE L BBERIFRRBAAY Secretld , —4 Secretld J3RIME—HY SecretKey , 7 SecretKey SRk
Secretld String =

HERIERES Signature,
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Signature
Version
SignatureMethod

Token

HhiE IR

ok
2

String

String

String

String

gﬁ& N Ié?

- BERER , BRREIREROESEE , EERAPRECFUMASEITEEH, BATESE8IENL
= ALSTRY,
= RERT AP HORRA, EUESEHOSRETPAS S Version FIFEE, FIANZ=ARSSEHUMRAS 2017-03-

12,
= #BH , BASZHEF HmacSHA256 71 HmacSHAL, REIEREIEE HmacSHA256 Bt , AR
- HmacSHA256 ESAIIFSH , EfbiERI9MEA HmacSHAL IS4,
= IGRHE-RBATFRNY Token , BEEAIGRIZE—EM. IEIZHR Token EER SRS AREO

B, KHIZAATEE Token ,

e (Region ) EIsIIEAVEIEH ORIMIEXE, tcecloudRXFIIERRIE 2 EERE |, RERRSEREAERENREEIISESE. A TIHEER

FE. B THEE  ENtERSE

IEEE PRIt

ERTLUEE APLEC EifitiRsIR EESANET IR,
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IKSERTE
RN HAFERSE

ERUTEFTATE: 2024-09-03 18:49:42

S 4R

1. ZEO#EA

OBk © account.api3.cloud.sunhongs.com,
REEEFERSH

BONEDIBERIERIRS  200%/75.

EOFEFRATE : 2022-12-12 19:44:24,

BEORRERTEN,

2. MNSH

UTBRSHGIRMNGIE T ROBRSHHED AHSH , RBEAHSHIIRNATLERSH,

SHETR v FEEFNULL KA R
Action 2 & String NHSE, AEOEYE : GetMultiFactorParas
Version 2 = String NHSE, AEOBYE : 2019-03-25
Region 2 B String AHBY , AEOAFEEBISEH,
A 3
3. WitHES#
SHER et R
ISERIINARTIL,
Data MultIFactor
ZHEFERE
Requestld String H—iEK ID , ®RIEKEPSIREl. EAIRRRAEEREZXIERD Requestld,

4. TEIRTS

LI BIH TEAWSSZIERXAIEIRS , BRI A SR,
R ik
InternalError.SystemError

InvalidParameter.ParamError
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BRITEFHATE: 2024-09-03 18:49:43

OwnerInfo

EMRPER

WENTZOS|F - GetMasterList, GetMasterListV2, GetMasterListWithStatus

FBEFNULL

B Witk FEVFNULL
Uin B =
UserName & 2
DisplayName & =
CheckStatus B 2
Account B =
IsDefaultOwner & 2
Phone & 2
Email = =
ExtAttr B =2
LoginMfa & =
SubAccounts
TRFER
Ha0 O3 : AddSubAccount
R WAIE
Name & <3
Token = 2
Password & 2
Secretld & 2
SecretKey & 2
LoginMfa
BfZEFINIE

%

2

Uint64
String
String
Int64
String
Bool
String
String
ExtAttr

LoginMfa

WENTEOS| : GetMasterList, GetMasterListV2, GetMasterListWithStatus

B 04
NeedAuth 2
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FEFNULL

Py
[

gﬁﬁ\ /Ié?

fik

MK E—id

BF&

BB

TRFUIRZS

RBP&
EENZFIKFAIEOAEIK
FNS | FTHE34E

HRFE , AR

TEEk

ZEFNE
String 2=
String Token
String =
String m$RId
String FEEKey
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BFR
AuthType

AuthPhone

SafeAuthTokenInfo

Zei\iFtokenZ8

#WaNTEOS A : GetSafeAuthConfig

B
Status
TokenSn
TokenType

TokenSource

SafeAuthFlag

LZEINIERR

#WanT#EOS A : GetSafeAuthConfig,

=
=}

=
=

iy

iy

SR Wit
Phone g
Token £
Stoken =
Ukey &
AccountExistData

TKFFERTBIIKFER
WanTEOSIA

BR

Uin

Account

Nick

Status

TypeBind

IsRegAccount

UpdateTime
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WAsE FEFNULL
E =
b= a

FEFNULL ESit]

B Int64

&= String

S Int64

&= String

SetSafeAuthFlag

FBEFNULL St
& Int64
5 Int64
& Int64
5 Int64

WAL FEEFNULL

XEE Py

= 5

b= 5

b= 5

b= 5

b= a

= a

gﬁﬁ\ /Ié?

St )
Int64 TAIESEEY
String NEFNS

1

o B

RS, 0-FKDES, 1-BHfc , 2-E48E , 3-S5
tokenfFF5IE
tokenz&8Y , 1-hard token, 2-soft token , 3-ukey

RE KR

pras
A TstokeniNiE , 0-57 , 1-2
#H

fTukeyie®=

ESit] A

Uint64 M tE—id
String FRF%&E

String BEFR

Int64 KPR

Int64 MKF4REREY
Int64 EEEMKF
String RA—IREFATE
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AccountAttribute

rERME
AN TEEOS|A : GetAttributeName

BFR WAL FEFFNULL et A
Attributeld S S Int64 id
AttributeName & = String BHER
Attribute & = String B

AccountDetall

KSHFE

WA O3/ - AddSubAccount
BIR WAL FEFNULL St AR
ActionFlag & & ActionLoginFlag BURIRFIRR
ConsoleLogin S S String EERFEHEER
LoginFlag B B ActionLoginFlag BRIRIF
NeedResetPassword & & String EREEHEERG
Password = & String AP
UseApi = = String {ERApI

AccountAttributeValue

TREMtE

WA TEOS|A : SetAttributeValues
B sk FEYFNULL e A
Attribute &= = String B
AttributeName & = String BHETR
AttributeValue S S String BHE
Attributeld & B Int64 Biid

MultIFactor

ZRFEE

#Wa0TEOSIA - GetMultiFactorParas
BR WAL FEFFNULL ESid) R
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BFR
MultiFactorChoices
MultiFactorcChangable
MultiActionChoices
MultiActionChangable

MfaHardTokenSource

SafeAuthOffsiteFlag
REINEINERIR
#WaNTEOS A : GetSafeAuthConfig

BR
VerifyFlag
NotifyPhone

NotifyEmail

ExtAttr

BN

A T™EOS |/ - DescribeSubAccounts, GetMasterList, GetMasterListV2, GetMasterListWithStatus

B
NeedResetToken

NeedResetStoken

AccountRequest

getInfoByFields kPSR £41
#WaNTEAS|A : GetInfoByFields

BR

Type

Id

OwnerUin

SubAccountList

UidList

RoleList

GrouplList
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CategoryKey

CategoryValue

UserInfo

BFRER
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E=T WAl
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Detail &=
Name )
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SyStemType &

AttributeUserInfo

BFRER

#WANTF#EOS|FA : GetUserByAttributeValue
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TREME
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AttributeName
Attribute
Attributeld
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Uin

Value

ActionLoginFlag

BRI EBRRR
WA TEEOS|A - AddSubAccount
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Token &
LoginInfo
BRIER
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ClientIP
ClientUA
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BFR WA
LoginTime &
OwnerUin =
Uin &
UpdateTime &
SubAccountUser
FKEFHIZE

WANT#EO3|A : DescribeSubAccounts
BR
Uid
Uin
OwnerUin
Name
PhoneNum
PhoneFlag
Email
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CountryCode
Canlogin
ConsolelLogin
SystemType
WxzsStatus
NeedResetPassword

ExtAttr

UserProductUsablelnfo

FBFERFRER
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BR WAKE
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BRITEFATE: 2024-09-03 18:49:43

Iheeiuihe
WNERIREIEEERHTFE Error £ER , NIFRIER APL O, Hian

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct."
2

"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

}

}

Error 1 Code FRAIRIG , Message FRZB=HNEKER.

TEIRASFIER

ANIERB
IR pizlilz
AuthFailure.InvalidSecretld FEPIEE (RE= API AR ),
AuthFailure.MFAFailure MFA &%,

. FEAAFE. R aNaRAER MRS EZR  MREER | SRaRPEREEIER , 1T858
AuthFailure.SecretldNotFound

BEREE=ES.
AuthFailure.SignatureExpire FEIH, Timestamp FERSHRINEEEASBES RS , BREAN EEEINEREEZ.
AuthFailure.SignatureFailure BEER, SEEEER  BYREAARPNEOSSCHSREE SITEITRE,
AuthFailure.TokenFailure token $&i%.

AuthFailure.UnauthorizedOperation  i&55Rkak CAM #5#Y,

DryRunOperation DryRun 8 , RFBFRESEMINNG , RES(ET DryRun 2%,
FailedOperation BERL,

InternalError HEBFEIR.

InvalidAction BEORFE.

InvalidParameter SRR,

InvalidParameterValue SHEUEREIR,

LimitExceeded R BCERBRE .

MissingParameter TROSEEEIR,

NoSuchVersion BOMARFE.

RequestLimitExceeded ERADREGERE 7 SRR S,
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HIRAD okl
ResourcelnUse R G,
Resourcelnsufficient RIFRAE.
ResourceNotFound RRTEFE,
ResourceUnavailable RRAAT A,
UnauthorizedOperation RIERURLE,
UnknownParameter RINSHEER,
UnsupportedOperation BAEARSSS.
UnsupportedProtocol http(s)iEREIR . R GET 1 POST &K,
UnsupportedRegion BEORSSATEbE,
W S5ERES
R

InvalidParameter.ParamError
InvalidParameter.PasswordDecryptError
InvalidParameter.HardTokenSnMiss
FailedOperation.HardTokenNotDistribute
FailedOperation.HardTokenAlreadyBind
FailedOperation.SoftTokenNotDistribute
FailedOperation.UnknownTokenType
FailedOperation.MfaTokenAlreadyDistribute
InvalidParameter.PasswordNotMatch
FailedOperation.BindNoneSoftToken
FailedOperation.DistributeMfaTokenError
InternalError.SystemError
FailedOperation.PasswordMismatch
FailedOperation.MfaTokenAlreadyBind
FailedOperation.MfaTokenUnBindFail
InvalidParameter.TokenTypeError
FailedOperation.BindNoneHardToken
FailedOperation.MfaTokenNotDistribute
LimitExceeded.SubAccountIsFull
FailedOperation.InSafeAuthProtection

FailedOperation.UrgentCodeFrequentLimit
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FailedOperation.MfaTokenBindFail

ResourceNotFound.UserNotExists

WRARERS : Efi=_V1 55206 T4 #4097



o
0y

platform ( platform)
W4 (2019-03-14)

APIEESS

RITEHATE: 2024-09-03 18:49:43

APIhRZ

V3

platform

EOSZR
CancelWeChatNotice
GetCustomAccount
GetCustomSubAccount
GetSwitchInfo
GetVerifyQRCode
ModifyWeChat
NoAcceptNotice
QueryCustomAccount

SendBindingEmail
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ARSI
EOSFV]
BIEEHATE: 2024-09-03 18:49:43

tcecloud API £XE/MARIEREITEMIGLE , IS MERBTEELHEKRSHHEEER(ER (Signature ) LISTHEKRESH. SREEHRLEIE
ER , REFEUEELE Secretld 1 SecretKey ; EEFPIRSEREFIL | BRF=APIESHENERE , UL EAB=APEZO,

N .

1. BiEEe i

FEEXER=APIZE , BRECAPIZERHABELSEIE. T2FEIFEIE Secretld F1 SecretKey :
 Secretld BF#rR APl ERESH

* SecretKey BBFINEE R F R RMIRS SSRGS E FRIRNER.

* FAFWAFISREREEIE , BRitEE,

HEZEEIENEARSEOT :

1. ZFtcecloudFEFIEHIA,
2. BIE=APIEZRAGESI S A
3. E=APIEANE , i [#2] BIJLIEZE—3dSecretld/SecretKey

TR FREKSRSAILUABMRT Secretld / SecretKey,

2. kR ESZ R

BT e Secretld # SecretKeyf5 , MAILAERERERT . LUTREMSE BAFMHTTE
BRIZFFHY Secretld 1 SecretKey SBIE :

e Secretld: AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE
e SecretKey: Gu5t9XxGARNpq86cd98joQYCN3EXAMPLE

AR XBERERF , BRI SERRERIBAY Secretld 1 SecretKey #H{T/EEHR(E !
RS 28 EELAIFIR (Describelnstances)igskAfl , HFAFERAX—EOR , EiEkeATaanT:

SHER H3z 280E

Action FiEE Describelnstances

Secretld Z4Ald AKIDz8krbs)5yKBZQpn74WFkmLPXx3EXAMPLE
Timestamp LRIRTIEIEL 1465185768

Nonce BB IEREEN 11886

Region SCAIRFTEE, ap-guangzhou

Instancelds.0 FEERISLHIID ins-09dx96dg

Offset = 0

Limit BASIHEH 20

Version EORES 2017-03-12
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2.1 HS¥GEFF

BESENEIERSEIRSHENTERF ( ASCIRR ) FFfir. I8 1) RESHSHTHIF , SHERSINEE , A&5tR/0 ; 2) 2 ASCIRBEEX
/7, ¥ Instancelds.2 ZHFE Instancelds.12 [5HE , ARIEFER  WARERSE. BRULUENREESPRERHIFRASREIX—IN8E | 41 php &Y
ksort E#. EATRBISERIHEFERINT:

{

'Action’ : 'Describelnstances’,
'Instancelds.0" : 'ins-09dx96dg’,
‘Limit" : 20,

'Nonce': 11886,

'Offset' : 0,

'Region' : 'ap-guangzhou’,
'Secretld' : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version': '2017-03-12',

}

ERECREFRINESARN , X EERGIFRSEETHY | BEIRNER—EEIT,

2.2, BHEERFH/FER

WWEBERMIEKFRER, B —SHRFRNERSENS R S HETR ="SEE 1L | A0%T Action 28, HSHERA "Action” , SHUEA
"Describelnstances” , EItHELEHES Action=Describelnstances . & : “S¥E" o ERAETIFuriRBERIE.

REBEIHENE N SHA & HERE—RE | REERINERFHHN:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-guangzhou&Secretld=AKIDz8k
rbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

2.3. PHES BRI RS
WSREMBS AR TS, SRRLFRHBREUTL S0

1. iEK75iA: S8 POST #1 GET 753 , XEfFEF GET &K , EEREAEAE,

2. iIERFENEFLHIFIZFR(Describelnstances) gk &/ : cvm.cloud.sunhongs.com, LFRANEKIFBRIEZOMBERIABNAR , #ENEEO
i,

3. BRI HRRAZAPIEREZEEN / .

4. 15 RFFFE: B E—SAERRIERFRIR.

ERFEBIIFHEN: BRTTE + BREN +BFKEEE + 7 + BRFRH
HIRIHHEERDS |

GETcvm.cloud.sunhongs.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=208Nonce=11886&Offset=0&Region=ap-
guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

24. EpERER

S BERE SRR, EEER HMAC-SHAL BiEN E— SRS ERIRF BRI TES | REISEMIIES BER Base6s HITHE , AIFHRERE
RIEZER.

BT | LLPHP 5S40

$secretKey = 'Gu5tIXxGARNpq86cd98joQYCN3EXAMPLE';

$srcStr = 'GETcvm.cloud.sunhongs.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=0&Re
gion=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));

echo $signStr;

REBEINERSBN:
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EliPOYW3pW28FpsEdkXt/+WcGel=

ERHECERINESITARRN IR LERGIFRERGH TSR | SRINERBSHFhrI—R0e.

3. BRI

LIS R B TREERIFABRESY  FENTHEHIT URL i3,

W E—P AR EZ B ElIPOYW3pW28FpsEdkXt/+WcGel= , SESEIRIEEEIFRKESEL ( Signature ) 79 :
EliPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , BT AMBRANER URL,

R NRAPERGER GET , SiE B3R/ POST [T Content-Type 79 application/x-www-form-urlencoded , M &XiE RIS ATEERESEHN
ESEEM URL 18 , 2EEN-FSATERB. Ik ASCI =7 URL FRBEITEESLL UTF-8 BHT4Rig.

R FURRIESH http EESBANFTESEHT urlencode , FEXMMER T , MARENER BT URL HIZT , BUMAAXR URL HESSHERKX
Mo

R Rt ¥EtbBEH TR | ISR RFC 3986, R %XY WTHFRFRIRFHITEO M , R XY R #HEFF (0-9 IXEFE
A-F) | ERINERSIRER.

4, BFKM

RESSRIER | FEUTEZAWRIERT | SRERERE

IR IR EA
AuthFailure.SignatureExpire SEITH
AuthFailure.SecretldNotFound BT
AuthFailure.SignatureFailure BEER
AuthFailure.TokenFailure token &R
AuthFailure.InvalidSecretld BEHIRE (AR AP ZHAZEY )

Il St —

. BRET

FESKITVER APL 3.0 BY , #E7ZERIECERItcecloud SDK 3.0 , SDK HETERANIRE  FFRMAK I mIRHAIEAZEORA. FMEESN SDK Fil,
LRHFRIZESSE ¢

e Python

* Java

o PHP

* Go

e JavaScript
e NET

ATEFRRESEERE , TEUSIMREIES A, B DANSE PSRRI, BROEE. BRNEOMSHNEEERL BASEERE , B
RAMESEIRE  FrEsBmt , SPRIEREMEMA SDK.,

BEEHAY url IJEES ¢ https://cvm.cloud.sunhongs.com/?Action=Describelnstances&Instancelds.0=ins-
09dx96dg&Limit=208&Nonce=1188680ffset=08&8Region=ap-
guangzhou&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliP9YW3pW28FpsEdkXt%2F%2BWcGel%3D&Timestamp=14
65185768&Version=2017-03-12
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TR - BT RGIPRIERRENR |, MAREARRFESRIRE , FLNFEL url fTEXNRERRIIASER curl SFadRRRSIRESAER | 8T8,
ATEE—ANEILUESERER] url |, FEEBURIFRY Secretld # SecretKey IESEIERA , FHERRFLFIATAEIE/S Timestamp ,

IR ETENREY  FTRFEES  EER—IESSRHUTEEIRY url TREEEMAR , FRASHRINTERRE | EXAFTMIERE. AZRESH
i , BERITEIERRA.

R AU (GERT API 3.0 , FREERATEAMNEZME | AMERZIERAY APl | BT FEATERBSSEERITERIR | B NSRS
.

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {

Mac mac = Mac.getlnstance(method);

SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.cloud.sunhongs.com/?");
/] EERBEKRIGSEFHTFEAR |, A TreeMapfRIEIRE

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");
}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {
StringBuilder url = new StringBuilder("https://cvm.cloud.sunhongs.com/?");

// EFRERI U SEIRF LB EK

for (String k : params.keySet()) {

// EEXIEKEF Turlencode , T keyEBRRNFHE , BUtAMIIHvalueif{Turlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");
}

return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap<String, Object> params = new TreeMap <String, Object>(); // TreeMapa] LAB&IHER

// EBRVE AT R 24 SEFRREHNEL | 40 : params.put("Nonce", new Random().nextInt(java.lang.Integer. MAX_VALUE));
params.put("Nonce", 11886); // AH2%L

// SEBRE FBRY R A (ERR AR ZBIRTE , FI40 : params.put("Timestamp”, System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // AES#

params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPXx3EXAMPLE"); // AHSE

params.put("Action”, "Describelnstances"); // AEES#]

params.put("Version®, "2017-03-12"); // ~NHESE

params.put("Region”, "ap-guangzhou"); // A1

params.put("Limit", 20); // 55581

params.put("Offset", 0); // WSS

params.put("Instancelds.0", "ins-09dx96dg"); // WZ&%

params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE", "HmacSHAL")); // AESE
System.out.printIn(getUrl(params));
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Python
IR WERRE Python 2 ISMIBrhialT , BELLE requests (Kl :  pip install requests

# -*- coding: utf8 -*-
import base64
import hashlib
import hmac

import time

import requests

secret_id = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query_str = "&" join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =='_main_"
endpoint = "cvm.cloud.sunhongs.com”
data = {

'Action’ : 'Describelnstances’,

'Instancelds.0" : 'ins-09dx96dg',

"Limit" : 20,

'Nonce': 11886,

'Offset' : 0,

'Region' : 'ap-guangzhou’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12"

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])

# b SERREA | BRIhfEaIBer At 2

# resp = requests.get("https://" + endpoint, params=data)
# print(resp.url)
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'ﬁ) ERE A

ZEOE3v3
BIAEHATE: 2024-09-03 18:49:43

tcecloud APl X8 MAIEIERHITHMNIGE , BB NMERBFEELHIBRSHPESEEER (Signature ) LUSIEERESH. SEEEHEEEIE
&R, TEFEIUEEE Secretld 7 SecretKey ; EFRFIEREZEFIE  IBRIERAPIEARERE  BUTEEBA=APEEO.

s .
1. RigLZEeRFiE
FEE—RERTAPIZA , IBRIEAPIEZSENHRIEREREIE. KREFEIFELE Secretld 1 SecretKey :

e Secretld BFHRIR APl EEESH
o SecretKey FIFIIEE B FHBMIRSSRIHIGIEE R FRE0ZHE.,
* APAFEIRE L SEIE , BRitE,

RIEREFEIENERSEINT

1. ERtcecloud BEFOIEHIA.
2. BIfERAPIE PR HI S TUE
3. E=APIESHRAE , mi [#r] BPaJLABIEE—XdSecretld/SecretKey

TR FFREKSRZTLIBERXT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &&75%

AR WTFGETAE , R32EE Content-Type: application/x-www-form-urlencoded thi{i&z. X3FPOSTAH% , BaEISZHF Content-Type:
application/json LA% Content-Type: multipart/form-data FEFRNYIET | json IRRBUARTEWSEOESIE , multipart BRRERFEISEOSE,
IRZEEOABEER json I8VAR | &5 BRSSO S4I%A.

TEURSSHEA MNXEAFIREAGF , DTBNMBEZREEE. BAWBEITERLE7IZRAM NS : Limit 1 Offset , 573 GET 737413
A,

1RIZFAIFRY Secretld # SecretKey 352 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #1 Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

2.1. HHEAEiERES
A TS HHEEHEIEKE ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + "\n' +
CanonicalQueryString + '\n' +
CanonicalHeaders + \n' +
SignedHeaders + "\n' +
HashedRequestPayload

e HTTPRequestMethod : HTTP i53k75i% ( GET, POST ) , ARffldA GET ;

 CanonicalURI : URI £%§ , API 3.0 EIEAIERIT (/) ;

e CanonicalQueryString : &2 HTTP 153k URL FRIEIBAFRE , XIF POST 53K , EEATFRHE , XF GET 5K , WA URL a5 (?) FENZF
TFBERE , ARFIEYES : Limit=10&O0ffset=0, j¥& : CanonicalQueryString FZE£5d URL Zw#h3.

e CanonicalHeaders : 258 ZRLEMEE , ZESE host # content-type FINLER , (BATIIABEXRILESEEE LIRS ESERNE— LS
M, FHEEIN : 1) SLEDS key #0 value B—HEV\G | HERERESTHE , KR key:value\n 18z0HHE ; 2 ) ZLED | 1RIBLER key (N5 ) B9 BHERBE
1THHE. Wi . content-type:application/x-www-form-urlencoded\nhost:cvm.cloud.sunhongs.com\n

* SignedHeaders : £25&ZLEMER | HBBLLXERBHLLIS 5 TES , 1 CanonicalHeaders B &HILEBRETE—XIMIAY. content-type F
host J9wsiESkEB, HHEMNY : 1) 3KEB key F—HAING | 2) Z40LE key (NG ) IRIBFHAIFHTHHE , FEUSS () HR. H+H
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73 : content-type;host

¢ HashedRequestPayload : {EXRIEXHINEHE , ITE % Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , 3 HTTP iEKEANEX
payload fif SHA256 8% , SAE+7S#HIiRS , RERBBEEIEMNSFE., T2 | }F GET 5K , RequestPayload EEAZTFRFE , XF POST i5
3k , RequestPayload BiJg HTTP iE3KIEX payload.

HRIBLA AN | REIFSRIRIATEIEREIT (ATREZE  \n BITFREEBRITEHI—TEK)

GET

/

Limit=10&Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.cloud.sunhongs.com

content-type;host
€3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2 JHHSEE TR
RIS RS R

StringToSign =

Algorithm +\n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

* Algorithm : &E28&% , BRIEE/ TC3-HMAC-SHA256 ;

e RequestTimestamp : EKATIEIRY , BNIERLERHY X-TC-Timestamp BUYE , 40 L~BliERA 1539084154 ;

e CredentialScope : EIEEE , 189 Date/service/tc3_request , B HEA. FMERAIRSFRIEZFFE (tc3_request ) . Date J9 UTC #RAERTEIE
B , BUEREMAILSH X-TC-Timestamp #EHAY UTC fRAERTBIRM—2 ; service /=M% , WRSBERANSRES—E, 0 cvm, N ERBLE
Sk, BYEA 2018-10-09/cvm/tc3_request ;

* HashedCanonicalRequest : BIALEHHEFEINEIERBRIGHEE , ITESESN Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

=

1. Date Z/RMBFIEIRL X-TC-Timestamp 5153 , BRFXJ9 UTC+0, MRMARZAMIKESR , fIIFR/\X |, SSHEXME LEMARD B2
EERERVELRM., B a8/ 1551113065 , 7£4</ \XKAYATEE 2019-02-26 00:44:25 , (BRITESZIRY Date BY UTC+0 BIHERR /9
2019-02-25 , mA2& 2019-02-26,

2. Timestamp WZLRIRSEATE , EFEBREFERENEZRELH  REEBIRSPNSERY. MFRKIEAINERERES | 788
SHT—RIERE , BROERW (RRISZIHER) .

HRIBLA AN | ZROIFERIRESESZRBAT (ATRRENT , \n TR BETEHN—TE8R) ¢

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9c192c14460df6c1ffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. i EER
1) ItERESEEE , BT

SecretKey = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request")

e SecretKey : JRARY SecretKey ;
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¢ Date : B Credential Ff9 Date ZERISE , WM , 792018-10-09 ;
e Service : Bf Credential #1f9 Service ZRER , WLl , 79 cvm ;

2) iHEEs , HRBaT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

* SecretSigning : BILA EITESRIRIRESZER ;
e StringToSign : BIZE2ITEERIRGSEFRE |

2.4. $H% Authorization
AT H8EHHE Authorization :

Authorization =
Algorithm + "' +

'Credential="+ Secretld + '/' + CredentialScope + ', ' +

'SignedHeaders=" + SignedHeaders + ',
'Signature=" + Signature

* Algorithm : €875i% , ElE/9 TC3-HMAC-SHA256 ;
* Secretld : Z$AXIHAY Secretld ;

¢ CredentialScope : W._EX , EIEEHE ;

* SignedHeaders : Il £ , 258 ZRLEMER |

¢ Signature : £&(&

RIBELLERIN | B SEIRYED

gﬁﬁ\ /Ié?

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f06

14b047e5df4582db9e9bf4672ba50567dbal6coccfl74c474

REESTERIBERERNT

https://cvm.cloud.sunhongs.com/?Limit=10&0Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_request, SignedHeader
s=content-type;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbcbecfl74c474

Content-Type: application/x-www-form-urlencoded
Host: cvm.cloud.sunhongs.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

3. BERKMW

HRIESERRER | AL TERRMAERT | SRIESSIRERE

=ESpeit)
AuthFailure.SignatureExpire
AuthFailure.SecretldNotFound
AuthFailure.SignatureFailure

AuthFailure.TokenFailure

WREFRA © Efi=_V1

A
SR
BHARE
R

token $8i%
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RS A
AuthFailure.InvalidSecretld BHAEL (AR API Z5E2EEY )

4.

k%

Ny —
BiE
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;

import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util. TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {

private final static String CHARSET = "UTF-8";

private final static String ENDPOINT = "cvm.cloud.sunhongs.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";
private final static String CT_JSON = "application/json";

private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getInstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm®;

String host = "cvm.cloud.sunhongs.com”;

String region = "ap-guangzhou";

String action = "Describelnstances”;

String version = "2017-03-12";

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");

[ ERRKX , BUESSHE
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkkkkkkkkk ﬁg% 1 m}%*m;ﬁiﬁ*% *kkkkkkkkkkkk

String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&0ffset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host";
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String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.println(canonicalRequest);

// *kkkkkkkkkkkk 59% 2 mﬁ?%%g?ﬁ% kkhkkkkkkkkkkkk

String credentialScope = date + "/" + service + "/" + "tc3_request";

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.println(stringToSign);

// *kkkkkkkkkkkhk ﬁg% 3 ﬁ’%ﬁ% *hkkkkkkkkkkkhk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printIn(signature);

// *kkkkkkhkhkkk 55% 4 ?#;% AUthOFIZatIOh *hkkkkhkkkkhkkk
String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "

+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.printIn(authorization);

TreeMap<String, String> headers = new TreeMap <String, String>();
headers.put("Authorization", authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

}

}

Python

-*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# BIRSH
secret_id = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9XxGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.cloud.sunhongs.com”

endpoint = "https://" + host

region = "ap-guangzhou"

action = "Describelnstances"

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# *kkkkkhkkkkkkk ig% 1 m;%*m;‘éiﬁ*% *kkkkkkkkkkkk
http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&Offset=0"

ct = "x-www-form-urlencoded"

payload = ""

if http_request_method == "POST":
canonical_querystring = ""
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ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host”

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

# kkhkkkkkhkkkhkkkkk 59% 2 ﬁ;%%ﬁg?ﬁ% khkkkkkkkkhkkkk

credential_scope = date + "/" + service + "/" + "tc3_request"

hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

# *kkkkkkkkkkkhk 59% 3 .‘L_f_%%g *hkkkkkkkkkkhk

# ITESBRER

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# kkkkkkhkkkhkkkkk 5% 4 ﬁ}% Authorlzatloﬂ *kkkkkkkkkkkk
authorization = (algorithm + " " +

"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHBHCRINENERLER

headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,

}
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BRITEFHATE: 2024-09-03 18:49:43

1. BRSSbiE

gﬁﬁ\ /Ié?

e (Region ) 2fEIIERVEIEH ORIMIEXE, tcecloudXFIGIERRIE 2 EERE |, RERRMNEGREAERIREEIISESE. A TIHEER

i, IBE TEERE , BEEERSRATE PR,
ERTLLEE APLEC EiftiRpIR EESAET IR,

2. BIEHMY

tcecloud API FIFFE#ZEAISEE HTTPS #HTE(E | RS SMNEEEE.

3. 1IBKAE
I HTTP B3R53E:

e POST (¥ )
e GET

POST iE3k3745RY Content-Type 288 :

e application/json (7 ) , WIAfEA TC3-HMAC-SHA256 &&751%.

* application/x-www-form-urlencoded , @475 HmacSHAL & HmacSHA256 &£ 73%.
* multipart/form-data ({XERDIEOHRF) |, LRIER TC3-HMAC-SHA256 E&757%.

GET IERAIEREANAEEEIY 32 KB, POST iEKEAERTTEN HmacSHAL, HmacSHA256 RIRMSES 1 MB,

HMAC-SHA256 B¥37#% 10 MB,

4. FrFmAY

(ERUTF-84%H8.

WREFRA © Efi=_V1

POST igkfERERTTE TC3-
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IR[EIZER

BRITEFHATE: 2024-09-03 18:49:43

IEfREIZER
LRSS e OB ELAIMRESIZR (DescribelnstancesStatus) 2017-03-12 i , BVERMKLD , HETEEANRENTA

{

"Response": {

"TotalCount": 0,

"InstanceStatusSet": [],

"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc"
}

}

e Response NERERRY Requestld REENFER , TiCBRHKINESR , RE APILMET |, NIMESIRME,

* Requestld FAF—> APLiEREIME—IRR , AR APL HILRE | ATLABRERFA] | FHEMIZ ID SRERRIEIR

° [RTEENFERS , ERIAEMEOENNFE , FARNEOFMREINFRS OIS FIEN. HAFIHA] TotalCount #1 InstanceStatusSet 1599
DescribelnstancesStatus #OEXFE: , BT REASKNAFENELE=RSSEELH , Bt TotalCount EIER FHIREES 0,
InstanceStatusSet FIZ& %S,

=) ESITEILEEES
SR, HEEERATN

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct."
b

"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

}

}

Error (IHIIAREZIFERBEALMY. Error FEREREMEH Code 1 Message FRIEEALNAT 2 ERER].

e Code RREMRHBIIEIRID , HEKE B LASREZ BRI E A SRR O ARSI R E M E BN N R EFRR T 2.
* Message B/t TIXMERRENENRRRE | BEEWSRKBEEAGMIL , WATRSEBRIFEENER , APAMREX NRENE,
Requestld FF—> APLiEREIME—HRIR , #N5R APL IR | ATLBRERIKA] , FHEMIZ ID SKAFREE,

NHEEIRED (TODO: EEEE, EEEMNEE?)

IREIZERAUNRIFAE Error SR , MIZRIEA APL#205%M, Error B Code FERETEIRIT , FiA W ESE T seHIMAVERIDANEENRT , TRIIHET
NHEIRAD,

IR sEREA
AuthFailure.InvalidSecretld BSREE (RET= APIBAZEL)
AuthFailure.MFAFailure MFA $8iR,
AuthFailure.SecretldNotFound BRI,
AuthFailure.SignatureExpire BRI,
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=t fEIRIA
AuthFailure.SignatureFailure EEHEIR.
AuthFailure.TokenFailure token IR,

BERE CAM #Y,

AuthFailure.UnauthorizedOperation

DryRunOperation
FailedOperation
InternalError
InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

WREFRA © Efi=_V1

DryRun #E , KFRIBRELZMINN , RESET DryRun 84,
=l SIE

WERFEIR,

BOAREE,

SEGEIR,

SHIERIR.

RIS BCERBRE .

TROSHEER.

EORAAFE.

BERAVREGET T SRS,

RIFE G .

RIFAE.

BIFAFE.

EEAAT A,

RIFIUERAE.

RAISEEIR,

BEARST.

http(s)iERIMUEIR , R32HF GET #1 POST 153K,

EORSSATEIIE.
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'ﬁ) ERE A

HEYEATIRRAFHEOLSNENNSE , N E | EENENRBATENX R R EXLSHH TR | EERIERIRTEETXESH , 7
BEIERAHEIER,

EBAE V3
{8 TC3-HMAC-SHA256 & T57ERT , AHSHEERHR—EI HTTP Header iE3RLEp+ , 11F :

SHETR ESidl Wik fEkR

XTC-Acti . = BEREOZR. BUESEZEONEPEHASHNTLSE Action B9RBE. FIIN=IRSESHIEIASLAIFIFRREO |

-TC-Action String = . .
EYE A Describelnstances,

MRS E , ARIFRAEIREE MEEAIEUE. EOESIBEBESEZEOXETEHMASE AT SE] Region

XTC-Region UG = soien. R : BEREOREEERZE , BORRATIISEIE | RSB MRAE,

X-TC- Integer 2 2487 UNIX AYiE)E , elicRAGE APLEKRAYATIEL., #ia0 1529223702, F& : MR SRS SMEIEERIIS S
Timestamp = i, SEREZTHER.
X-TC-Version String = EERY AP ROMRAS. EESERZOSUEHFASLHESEL Version BUREE, HIIN=ARSSZRAOARA 2017-03-12,
HTTP iR ESDIAIESLER=ER |, fian :
TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-
type;host, Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
He,
Authorization  Strin = - TC3-HMAC- SHAZSG SEDEA , BREENZE ;
9 = - Credential : &I , AKIDEXAMPLE 2 Secretld ; Date & UTC fRERTEIRIBHER , BUEEEM TS
X-TC-Timestamp #2&#9 UTC FRERTIBHER—EL ; servicer=m® , RRSTERRTmEE—E, AN
cvm ;
- SignedHeaders : 258 Z1+ERILEHMSE | content-type #1 host Ju4i5sLER ;
- Signature : SEHE,
XTC-T, . = IREHIEBATAR Token , FEESIGAIER—EE(EA. IBRZEETI Token FERGID SRS A RREOIREL
-TC-Token String A

KHEIZSHAFE Token,

EBHiE V]

{8 HmacSHAL #1 HmacSHA256 &&75i40 , ARSHEEHR—NEEKEF , 00T

SR ESid] Wik R
Acti . o BERRORR, RESERONETMASHALSE Action BRI, FIIIZIRSSSSHIEIRSLHIZIRE
ction String =

O, BY&ES Describelnstances,

MEHSE , FRVRR R MR, ORI ESERONEPRASHATESH

Region String 5 Region AUIEE, £ : REEOAFTEESIZSE  BEOEPIFRGREE | AEMEEERZSEHtE
T2,
T o Z50 UNIX BY[E)2; , AricRARS APLIEKAYRTEL. 1801529223702 , SRS LFIRMEHEET K , S35
imestamp Integer = AN -
BRTHEIR,
Nonce Integer 2 BEHLIEEEEY , 5 Timestamp BXG#Ek , BFBILEERIE.
. TE=APIZHE L BBERIFRRBAAY Secretld , —4 Secretld J3RIME—HY SecretKey , 7 SecretKey SRk
Secretld String =

HERIERES Signature,
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Signature
Version
SignatureMethod

Token

HhiE IR

ok
2

String

String

String

String

gﬁ& [z Ié?
= EREE , FRBIELRERNES A | FEMFIRESTMASHITEGH, BAtEmASENE
T i,
= A9 AP RORRA. BUESEROPAS NS Version KR, FINZARSSS8AUARAS 2017-03-
12,
= EEH , BATSEF HmacSHA256 fl HmacSHAL, REIERILLSEHCN HmacSHA256 B , {3

HmacSHA256 EiEIHIFES , BfhIERI9FER HmacSHAL KilF&ES,

= IGRHERFTFAERY Token , FERAESIGIEE—REGMA, IGRIEHT Token FEELEERSEAZEOZK
B, KHIZAATEE Token ,

e (Region ) EISIIRAVEIER ORIMIEXIE, tcecloudRIIERRIE 2 EERE , RERRREGREAERENREEIISESE. A TIHEER

fE. 1S MHIEE  ENInERSE

IEEE PRIt

ERTLUEE APLEC EifitiRpIR EESAbET IR,
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ERITEFATE: 2024-09-03 18:49:43

1. &MOEiA

EOEkdE - platform.api3.cloud.sunhongs.com,

EUHREERA | SRIGIE b
BUAZCERIEIRE) © 200%/%,
EOF#HATE : 2019-09-10 10:03:07,
BEORRERTEN,

2. NS

UTBRSHGIRGIH T ROBRSHRD ALY, TBLHSE

SEER Wik FEEFNULL
Action =y &
Version = 3
Region P )
UserUin = =
Userld = &
UserName = =
A sle
3. ImHEsH
SHEWR St A
Requestld String
H >N
4. %EBEEE.'J

ZEOGTWSEEEREIRD , AR AR
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String
String
String
Uint64
String

String

o

AHBE, AEOEYE : 2019-03-14

N

AHBH , FEOTTEREBISEH,
FBFUin

BFRERKS

FAFBRHR

W—EK ID , @XiEkEHRE, EMMTFEERMHIZXIBERN Requestld.
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BRITEFHATE: 2024-09-03 18:49:43

1. O

EOiEKkiEE - platform.api3.cloud.sunhongs.com,

IRENEEREF IR EWS
BONEROIBRIERIRS « 300%/70.
EOE#HATE : 2019-09-30 10:59:03,

EORBERTEN,

2. MNSH

ITNBERSHGIRMNGILH T ROERSEED NS

SHEBIR D55y FEEFNULL
Action = &
Version 2 =
Region = a
PageNum = a
PageSize = =
GetSecretField & &
SortKey &= =
SortTurn & &

3. WS

SHETR ESit] A
AccountList AccountList BRI
TotalNum Int64 BR#E
Requestld String

4. FEiRY

ZEOGRISEEEXAERD , BthERIGIF N ARG,
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String
Int64
Int64
Bool

String

Int64

gﬁﬁ\ /zli?

L\\

NHSE, AEOBYE : 2019-03-14

HEH , FEOTTEREBUSH,

5

3
=i

THEHE
BRI keyHURE
HeFrkey
HFIRRE

E—EK ID , RIERBRE, EMIAMITEERMHZXIBERE Requestld,
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BRITEFHATE: 2024-09-03 18:49:43

1. O

ZEOiEKER : platform.api3.cloud.sunhongs.com,
B ERSHEFIKS

BONEROIBRIERIRS « 300%/70.

EOE#HATE : 2019-09-30 10:58:45,

BEORRERTEM,

2. MNSH

ITNBRSHGIRMGILE T ROBERSENED NS TEAHSEIIRNATERSH,

SHER WAlE FEFNULL K A
Action =} & String NS, AEOBYE : GetCustomSubAccount
Version =} & String AHBE, AEORYE : 2019-03-14
Region =2 = String PNHBH, FEOFFEEBISH.
OwnerUin - & String FEMKSuin
GetSecretField &= = Bool REREUNZHUE
3. WS
SHER E<ig) A
SubAccountList AccountList BF3IZ
TotalNum Int64 BrR#=
Requestld String K—EK ID , BRiEKREBRE, EAHENFERAIZRIBERD Requestld,

4. FEIRMG

ZEROERSEERXAER | BthERIGiF LA IR,
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BRITEFHATE: 2024-09-03 18:49:43

v ek
1. =R
ZEOiEKER : platform.api3.cloud.sunhongs.com,
ERRAHEMEEE
BONEROIBRIERIRS « 200%/75.
EOE#HATE : 2019-09-10 10:17:34,

BEORRERTEM,

2. MNSH

ITNBRSHGIRMGILE T ROBERSENED NS TEAHSEIIRNATERSH,

SHETR Wi FEFNULL et A
Action 2 B String NHEBE, AEOEYE : GetSwitchInfo
Version = B String NHEBE, AZOEUE : 2019-03-14
Region = B String AHBY , FEOFFTEEBISEH,
A s
3. HEE
SEER el A
Status String EHREHEHIEEE | E/oFalsemkTrue
Requestld String H—iEK ID , ®RIEKEPSIRE. EAIRRRAEEREZRIERD Requestld,
H 2
4. 8RS

ZEOERSEERERIEIRTG | BERIGIEN AR,
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BRITEFHATE: 2024-09-03 18:49:43

1. O

ZEOiEKER : platform.api3.cloud.sunhongs.com,
RIENSGUE — 450G

BONEROIBRIERIRS « 200%/75.

EOE#HATE : 2019-09-16 20:18:53,

BEORRERTEM,

2. MNSH

ITNBRSHGIRMGILE T ROBERSENED NS TEAHSEIIRNATERSH,

SHEWR D5vid FEYFNULL et Ak
Action P S String NHSE, ANEOBUE : GetVerifyQRCode
Version = = String AHSE, AEOBYE : 2019-03-14
Region £ B String AHEBH, FEOFFTEEBISH.
User_Uin = &5 Uint64 FFUin
User_Id L = String ARPERIKS
User_Name 2 = String FAFBRFR
3. S
SHER Bl A
QRCodeUrl String Y~ #EfSurl
Requestld String K—EK D, BREKREBRE, EAIRIFEERAIZRIERD Requestld,

4. FEIRMG

ZEROERSEERXAER | BthERIGiF LA IR,
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EIRE

BRITEFHATE: 2024-09-03 18:49:43

1. ZOfEiA

ZEOiEKER : platform.api3.cloud.sunhongs.com,
ERMIE | RERIPEMMF

BONEROIBRIERIRS « 200%/75.

EOE#HATE : 2019-09-16 20:18:20,

BEORRERTEM,

2. MNSH

ITNBRSHGIRMGILE T ROBERSENED NS TEAHSEIIRNATERSH,

SR Wi FEEFNULL St )
Action 2 S String NHESE , AZOEYE : ModifyWeChat
Version = = String AHESE, AEOBYE : 2019-03-14
Region 2 " String PHBY , FEOFFEEBISH,
User_Uin = &5 Uint64 FFUin
User_Id — = String BFRERKS
User_Name =2 = String FAFRFR
A sle
3. WS
SHEWR i) EET
Requestld String H—iEK ID , @XIEKESIRE, EIRBRNFEREHIZRIEKET Requestld,
:tt\
4. FERAG
ZEOELSIBEBXRIEIRID , EtEREFELAILERD,
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AEWUEER]

BRITEFATE: 2024-09-03 18:49:43

Sz N

1. EOFA

EOEKREE . platform.api3.cloud.sunhongs.com,
EEWIMEE

BOAREIESRIERIRE] : 200%/FD,

EOSEFRATE : 2019-09-16 20:19:08,

EORWERTEN,

2. NS

PINERSEFIFRGE TEROABRSENHDL AHSH , REBEARSHFIRIAHLERSE,
SHETR Wi FBEFNULL ESid] T
Action = = String AHSE, AEOBE : NoAcceptNotice
Version o & String AHSE, AEOBYE : 2019-03-14
Region 2 B String NHEBH , FEOFTFEEGBILSH.
User_Uin P~ &= Uint64 HFUin
A s
3. ImHESH
SEER il R
Requestld String H—iEK ID , ®RIEKEPSIREl. EAIRRRATEEREZRIERD Requestld,

4. TRt

ZEOERSEERERAEIRTG | BERIGIEN AR,
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BRITEFATE: 2024-09-03 18:49:43

1. O

EOiEKkiEE - platform.api3.cloud.sunhongs.com,

EEREFEEEAEFRKS
BONROIBRIRERIRS « 200%/75.
RO EFAYE : 2019-09-30 11:21:49,

EORWERTEN,

2. NS

SR wWhiE FEFFNULL
Action = a
Version = a
Region = =
Account & )
PhoneNumber = =
NickName ) )
CustomAppld & B
PageNum = )
PageSize = )
CustomUin = )
SortKey = =
SortTurn = =
StartLastLoginTime = =
EndLastLoginTime = =
3. iS4

SEETR &g A
TotalNum Int64 FRF#E
AccountList AccountList BFyIE

Requestld String

WREFRA © Efi=_V1
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Int64
String
Int64
Int64

Int64

N

NS, FEOEYE : 2019-03-14

N

AHSH, FEOTFTEEBUSH,
HPIRERS

HPFNSHE

Dl

B ifmappid

HiFrkey
IRFFaEERE | O - I , 1 i8R
FroRmTIE
LEERAYIE)

E—EK ID , RIEREBRE, BRI FEERMZRIERE Requestld,
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4. FEiRtS

ZEOERSEEREXIEIRTG | BERIGIEN AR,
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BRITEFATE: 2024-09-03 18:49:43

1. O

ZEOiEKER : platform.api3.cloud.sunhongs.com,
RIEHERBSTEER

BUAZCERIERRE) © 200%/%0.

EOE#HATE : 2019-09-16 20:14:08,

BEORRERTEM,

2. NS

INBERSHGIRMGILH T ROBERSENED NS TEAHSEIIRNATHERSH,

SHEWR ik FEYFNULL BN R
Action = a String NHSE, AEOBYE : SendBindingEmail
Version = 5 String NHSE, AEOBE : 2019-03-14
Region 2 B String NHEBH, FEOFFEERBLLSH.
User_Uin 2 & Uint64 FBFUin
User Id 2 & String BRERIKS
User_Name 2 S String BB
A M2
3. BB
SHETR ESit] R
Requestld String W—iEK ID , ®RIEKEPSIRE. EAIRRRAEEREZRIERD Requestld,
H >
4. $5IRS
ZEOETWSEEEXIEIRG , EhERGFE IR0,
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SRS

BRITEFATE: 2024-09-03 18:49:43

ServerDevice

REER
WANTEOSIA

BFR Wik FEFNULL &St R
Deviceld = & String &#%id
Password = & String g
Intranetlp & S String ’&ip

IdKeys

MREERE

BANTEOS|A : GetCustomAccount, GetCustomSubAccount, QueryCustomAccount
B Wil FEYFNULL el A
CreateTime = = Int64 createTime
Secretld =3 = String f2¢Rid
SecretKey 2 = String FrsAkey
Source = = Int64 source
Status = = String BRI

AccountList

EWSFHIE

BN TEOS|A « GetCustomAccount, GetCustomSubAccount, QueryCustomAccount
R Wik FBEFNULL i Ak
Active 2 " Int64 EEEE
AddTimestamp 2 & String FZEER
Appld 2 S Int64 APPID
BindStatus = " Int64 GBS
LastLoginTime = & String LIRERAIE
Mail P S String iR
ModTimestamp 2 = String &M HER
NickName 2 = String BEFR
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Filter
o
WO -

ET
Name

Value
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BRITEFATE: 2024-09-03 18:49:43

Iheeiuihe
WNERIREIEEERHTFE Error £ER , NIFRIER APL O, Hian

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct."
2

"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

}

}

Error 1 Code FREIRIG , Message FRZB=HNEKER.

TEIRASFIER

NIERB
R WiAE
AuthFailure.InvalidSecretld FIHIEL (REZ= API BE%R) |
AuthFailure.MFAFailure MFA &%,

. FAAFE. RN aRAERCEMRSEZR  MREER | SOaRPEREEER 1T858
AuthFailure.SecretldNotFound

BEREE=ES.
AuthFailure.SignatureExpire EEIH, Timestamp FIRSH[AIVEEEASBES TS , BREAMN EEEINEREEZ.
AuthFailure.SignatureFailure SEER, SHUERR | BURBEASNPIEOLESCUSeEE 2T EIgE,
AuthFailure.TokenFailure token $&i%.

AuthFailure.UnauthorizedOperation  i&55Rkak CAM #5#Y,

DryRunOperation DryRun 8 , RFEBFRESEMING , RESET DryRun 2%,
FailedOperation BERL,

InternalError HEBFEIR.

InvalidAction BEORFE.

InvalidParameter SRR,

InvalidParameterValue SHEUEREIR,

LimitExceeded R BCERBRE .

MissingParameter TROSEEEIR,

NoSuchVersion BOMARFE.

RequestLimitExceeded ERADREGERE 7 SRR S,

WRARERS : Efi=_V1 55236 T FH409



kN

2

HIRAS

ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

W SBHEIRED

WREFRA © Efi=_V1

eRA

B S,

BEAE.

BIRFE.

BRI,

RIZRURLE.
RAISEFER,
BRAEARSTHS.
http(s)iEkiMM¢EIR , R

FEOARSTSATEII.

4% GET #0 POST 53Kk,

gﬁﬂj\ /lL:I\
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"].\\.) RS

FarmAl (tag)
WA (2018-08-13)
APIHELE

RITEHATE: 2024-09-03 18:49:51

APIhRZ

V3
5zH
BEOFR ROIT0RE
AddResourceTag RS RERETIR
CreateTag BIEIRES
DeleteResourceTag TRE R
DeleteTag HHIPRIRES
ModifyResourceTags RSB RRBRAIIRES
=N
BEOSR BOThRE
DescribeResourceTags ERRIFREIRE
DescribeResourceTagsByResourcelds EERRXREANTE
DescribeTags ERESIZR
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ERAT
EOSZVL
BIEEHATE: 2024-09-03 18:49:51

tcecloud API £XE/MARIEREITEMIGIE , IS MERBTEELHEKRSHHIEEER(ER (Signature ) LISTHEKRESH. SREEHTLEIE
ER , REFEUEELE Secretld 1 SecretKey ; EEFPIRSEREFIL | BRF=APIESHENERE , UL EAB=APEZO,

s=E \

1. BELEeFEIE

EERER=APIZE , BRIECAPIZERHABELSEIE. L2FEIFEIE Secretld £ SecretKey :
¢ Secretld B F4xR APL ERES®D

o SecretKey BBFINEE R F R RMIRS SSRGS E FRIRNEH.

* FAFWIFSREREEIE , BRitEE,

HEZEEIENEARSEOT :

1. BRtcecloudEEPMTHIE,
2. BifE=APIZRRIEH S TRE
3. E=APIESATUE , M [FrE] BIaTLABIE—XdSecretld/SecretKey

TR FFREKSRSAILUABMRY Secretld / SecretKey,

2. kR ESZ R

BT e Secretld # SecretKeyf5 , MAILAERERERT . LUTREMSE BAFMHTTE
BRIZFAFHY Secretld 1 SecretKey SBIE :

e Secretld: AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE
e SecretKey: Gu5t9XxGARNpq86cd98joQYCN3EXAMPLE

AR XBERERA , BRI SERRERIBAY Secretld 1 SecretKey #H{T/EEHR(E !
RS 28 EELAIFIR (Describelnstances)igskAfl , HFAFERAX—EOR , EiEkeATaanT:

SHER H3z 280E

Action T Describelnstances

Secretld Z4Ald AKIDz8krbs)5yKBZQpn74WFkmLPXx3EXAMPLE
Timestamp LFIRTEIEL 1465185768

Nonce BB IEREEN 11886

Region SCAIRRTEKE, ap-guangzhou

Instancelds.0 FEERISLHIID ins-09dx96dg

Offset {risE 0

Limit BASIHEH 20

Version EORES 2017-03-12

WRARERS : Efi=_V1 55239 0 H409m



'h'.

'-}‘Lj gﬁ& NP2 Ié?

2.1 HS¥GEFF

BESENFTEIERSEIRSHEBNTERF ( ASCIER) FFfr. 5 1) RESHSHITHIF  SHERISINEE , A25tR/0 ; 2) 2 ASCIRBEEX
/7, ¥ Instancelds.2 ZHFE Instancelds.12 [5HE , ARIEFER  WARERSE. BRULUENREESPRERHIFRASREIX—IN8E | 41 php &Y
ksort E#. EATRBISERIHEFERINT:

{

'Action’ : 'Describelnstances’,
'Instancelds.0" : 'ins-09dx96dg’,
‘Limit" : 20,

'Nonce' : 11886,

'Offset' : 0,

'Region'’ : 'ap-guangzhou’,
'Secretld' : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version': '2017-03-12',

}

ERECREFRINESARN , X EERGIFRSEETHY | BEIRNER—EEIT,

2.2, BHEE R/

WWEBEMISKRFFR, BEL—SHFFOERSEISUE SEHETR ="S8E I | WX Action 281, ESHEFRA "Action” , SEIEA
"Describelnstances” , FELHE{LEHE S Action=Describelnstances . i : “S¥E" o EAETIFuriRBERIE.

REBEIHENE N SHA & HHERE—R | REERINERFHHRN:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=118868&0ffset=0&Region=ap-guangzhou&Secretld=AKIDz8k
rbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

2.3. JHEEBRCF S
IS BRERERRYF R, SRIRFRFHERUTLNSEE:

1. iEK75iA: Sz POST #1 GET 753 , XEfFEM GET iEK , ZBRHEAEKE,

2. BRENEFLHIFIZR(Describelnstances)AJiERIFHEZ /9 : cvm.cloud.sunhongs.com, LFRAGEREGSRIEZEOFABERIARIAR , FEI&ED
i,

3. BRI HRRAZAPIEREZEEN / .

4. 15 RFFE: B E—SERRIERFRIR,

ERFEBIIFHEN: BRKTTE + BREN +BFKEE + 7 + BRFRHH
HIRIHHEERDS |

GETcvm.cloud.sunhongs.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=208Nonce=11886&Offset=0&Region=ap-
guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE& Timestamp=1465185768&Version=2017-03-12

24 EpEREA

S BERE SRR, EEER HMAC-SHAL BiEN E— SR SINERRF BRI TES | REISEMRIE S BER Base6s HITHD , AIFHRERE
RIER R,

BRAGR3A0T | LA PHP IES /961

$secretKey = 'Gu5tIXxGARNpq86cd98joQYCN3EXAMPLE';

$srcStr = 'GETcvm.cloud.sunhongs.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=0&Re
gion=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));

echo $signStr;

REBEINERSBN:
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EliPOYW3pW28FpsEdkXt/+WcGel=

ERHECERINESITARRN IR LERGIFRERGH TSR | SRINERBSHFhrI—R0e.

3. BRI

LRSS R B TREERIEABRESY  FETHEHIT URL i3,

W E—P AR EZ B ElIPOYW3pW28FpsEdkXt/+WcGel= |, SESEIRIEEEIFRESEL ( Signature ) 9 :
EliP9YW3pW28FpsEdkXt%2%2bWcGel%3d , B RTEMSLRANER URL,

R NRAPNERGER GET , SiFEBK/5%78 POST [T Content-Type 73 application/x-www-form-urlencoded , M &XiE RIS FTEERSEHN
{EITEM URL fRI8 , 2EEM=SAREMB. Ik ASCI FFFE URL RIBRIRESCEL UTF-8 BHTHB.

R FURRIESH http EES BN NFTESEHT urlencode , FTEXMMER T , MARENERBHT URL HIZT , BUMAXR URL HESSHERKX
.

IR Rt MEEEH TR , fRIZRA RFC 3986, (R %XY MRAFRHIALRFHITES R . HP" XY RN+ (0-9 IXEFE
A-F) | ERINERSIRER.

4, BRKW

RESSIRIER | FEUTEZAWARIERT | SRERERE

FERAER ST
AuthFailure.SignatureExpire SEISH
AuthFailure.SecretldNotFound EIAEE
AuthFailure.SignatureFailure BEER

AuthFailure.TokenFailure

AuthFailure.InvalidSecretld

token iR

PR (2= APL AR )

Bl S S —

. BRET

FESKITVER APL 3.0 BY , #E7ZEFIECERItcecloud SDK 3.0 , SDK HETEZANIRE , FFRMRAK I mRHAIEAZRORA. FMEESN SDK Fuld,
LRTHSFRIZESHA ¢

e Python

* Java

o PHP

* Go

e JavaScript
e NET

ATEEENRESEERE  THUSRREES A, B OANSEIRERSH, EREE. BREOMSHEERI bASRgRuE , (fE
RS ELRE , AAESERY | LFAERE-A SDK.

=AY url ATEES ¢ https://cvm.cloud.sunhongs.com/?Action=Describelnstances&Instancelds.0=ins-
09dx96dg&Limit=208&Nonce=1188680ffset=08Region=ap-
guangzhou&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliP9YW3pW28FpsEdkXt%2F%2BWcGel%3D&Timestamp=14
65185768&Version=2017-03-12
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IR BT GIPRERREER ARt RN RRRZRRIE , FLNSRSLE url FEXSESFITHEER curl SHdERRSREEMGER | 8
ATER—NILEERER url |, FEESURGIFHRY Secretld 1 SecretKey AESLIZSR , FHERRFXRIRTEEAESA Timestamp .

IR ETENREY  FTRFEES  EER—IESSRHUTEEIRY url TREEEMAR , FRASHRINTERRE | EXAFTMIERE. AZRESH
i , BERITEIERRA.

R ATMUR(ERT APL 3.0 , FREERATEANEZME , AMERIERAI APl | BT FEATERBRSEERITERIR | B NAISEIRAESN
i,

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.lRandom;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {

Mac mac = Mac.getlnstance(method);

SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.cloud.sunhongs.com/?");
/] EENRBKRIGSEHTFEAER | A TreeMapfRIEIRF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");
}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {
StringBuilder url = new StringBuilder("https://cvm.cloud.sunhongs.com/?");

/] EFRERMurl PRI SEIRR R B EK

for (String k : params.keySet()) {

FEXERBHITUrlencode , HFkeyEBRHENFE , HULLAMXIHvalueit{Turlencode
urI.append(k).append(" ").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");
}
return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap<String, Object> params = new TreeMap <String, Object>(); // TreeMapa] LAB#IHERF

// SERFE PR R 2 EFAMEANES , 5140 : params.put("Nonce", new Random().nextInt(java.lang.Integer MAX_VALUE));
params.put("Nonce", 11886); // AH5%)

// SCRREA R N 4 EFR RS2 EIRTE , a0 : params.put("Timestamp”, System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // AHES#]

params.put("Secretld”, "AKIDz8krst5yKBZQpn74WkaLPx3EXAMPLE"); /] "NHSE

params.put("Action”, "Describelnstances"); // AEES#]

params.put("Version", "2017-03-12"); // ’A,it #

params.put("Region”, "ap-guangzhou"); // A1

params.put("Limit", 20); // WSE%

params.put("Offset", 0); // WEE%

params.put("Instancelds.0", "ins-09dx96dg"); // W5ZE&4L

params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE", "HmacSHAL")); // AESE
System.out.printIn(getUrl(params));
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Python

R QNERETE Python 2 INMBAHIE(T , BES LEE requests (KERE :  pip install requests .

# -*- coding: utf8 -*-
import base64
import hashlib
import hmac

import time

import requests

secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query_str = "&" join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =='_main_"
endpoint = "cvm.cloud.sunhongs.com”
data = {

'Action’ : 'Describelnstances’,

'Instancelds.0" : 'ins-09dx96dg’,

‘Limit" : 20,

'Nonce' : 11886,

'Offset' : 0,

'‘Region' : 'ap-guangzhou’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12'

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])

# IAbSOFRER |, ARZhiaaTaer=4Eit#k

# resp = requests.get("https://" + endpoint, params=data)
# print(resp.url)
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ZEOE3v3
BIAEHATE: 2024-09-03 18:49:51

tcecloud API £XE/MARNERETEMHIE , IS MEREBFTEELAHBERSHHEEEZ(ER (Signature ) ISIHEKESH. SREEHREEIE
4k, REEIFEIE Secretld 1 SecretKey ; HERFPIREEREEIL , BREEAPIZHERAERE , BULEERZAPEEO.,

S - \
1. BiFLEeFElE
EFERERA=APIZHE , BRIEAPIZHEREFBLZESEIE. L2EIFEHE Secretld F1 SecretKey :

e Secretld BFHRIR APl EEESH
o SecretKey FHFIIEE B FHBFIRSSRIHIGIEEFFRE0ZHE.,
* FFWIAFIRREREEIE , BRHE,

BRIEREFIEREREERNT ¢

1. HRtcecloudEEHEHIE.
2. BIE=APIESRAgEHI ST
3. E=APIZSETHE , M [FiiE] BPRJLAGIEE—XdSecretld/SecretKey

IR FAEKESRETTLUABERIT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &&75%

ER  WTFGETAE , R32EF Content-Type: application/x-www-form-urlencoded {48z, X3FPOST/Hi% , BEISZHF Content-Type:
application/json LA% Content-Type: multipart/form-data FEFNYIET | json IRRBUARTEWSEOESIE , multipart IR REEISEOSE,
IRTiZEEOABE(ER json &AM | & BRSSO 4I%A.

TEUSRSSHEA MNXEAFIREAGF , DEBNMBERZRERE. BAWBEITERLE7IRAM NS : Limit 1 Offset , 3 GET 737413
A,

1RIZFFRY Secretld # SecretKey 382 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #1 Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

2.1. FHEALBERER
AT ETUHHEAEIEHKER ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + '\n' +
CanonicalHeaders + "\n' +
SignedHeaders + '\n' +
HashedRequestPayload

e HTTPRequestMethod : HTTP i&3K75i% ( GET, POST ) , ARffIFA GET ;

e CanonicalURI : URI £%§ , API 3.0 EIEHRIERHT (/) ;

* CanonicalQueryString : &2 HTTP i&3K URL hEIAF/FE , 3+F POST &K , BEEATF/HE , WF GET &%k , My URL FEE (?) FEH=
TFERE , ARFIEYES : Limit=10&Offset=0, j¥& : CanonicalQueryString FEL&1d URL A3,

e CanonicalHeaders : 258 BRLEMEE , ZPES host F content-type FINLER , BAIIIABEXRILESEEE LIRS BSERNE— LS
M. FHERNIN @ 1) L5 key 1 value B—EEpUNG |, HEEERTIE | 128 keyvalue\n 18202 ; 2) SER | IRIBSLED key (/N5 ) RFEEHERE
1THHE. Bl content-type:application/x-www-form-urlencoded\nhost:cvm.cloud.sunhongs.com\n

* SignedHeaders : £5&ZULEMER | RBLLXERBHLLIS 5 TES , 1 CanonicalHeaders B &HILEBRETE—XIMAY. content-type 1
host JowsisESkEB. BHEN : 1) 3KEB key F—HAING ; 2) Z40LE key (NG ) IRIBFHAIFHTHHE , FEUSS () PR, E+H
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79 : content-type;host

e HashedRequestPayload : IEKIEXHIMEHE , IHHET5ER Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , XJ HTTP iEREANEX
payload fif SHA256 [8% , SAE+7S#HIRS , RERBEHIEMNSFE, 5 | }F GET 5K , RequestPayload EEAZTFRFE , XF POST i5
3k , RequestPayload BiJg HTTP iE3KIEX payload.

HRIBLA AN | REIFSRIRIATEIEREIT (ATREZE  \n BITFREEBRITEHI—TEK)

GET

/

Limit=10&Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.cloud.sunhongs.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

22 JHHSEEBFAER
RIS PR S R FREH

StringToSign =

Algorithm +\n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

* Algorithm : &E28i% , BRIEE/ TC3-HMAC-SHA256 ;

¢ RequestTimestamp : EKATIEIRY , BNERLERHY X-TC-Timestamp BUYE , 40 L~BliERA 1539084154 ;

e CredentialScope : EIEEE , 189 Date/service/tc3_request , B HEA. FMERARSMRIEZFFE (tc3_request ) . Date J9 UTC #RARTEIE
B8 , BUEREMASE X-TC-Timestamp BEH UTC FRERTEAENE—3 ; service HFR4E , /RSHANREE—E, flI0 cvm, W ERGIE
Sk, BYEA 2018-10-09/cvm/tc3_request ;

* HashedCanonicalRequest : BIALBHHEFEIEIERBRIGHEE |, ITESEN Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

==
1. Date ‘Z/RMBFIEIEL X-TC-Timestamp 8153 , BRIXJ9 UTC+0, MRMARFZAMIKESR , FIIFR/\K |, FSHEXRME EEARD B2
REERVELRW. RIRAEEY 1551113065 , 74/ \RAIRIEZ 2019-02-26 00:44:25 , {BEiTE5EIAY Date B UTC+0 FIHEARA
2019-02-25 , mA2& 2019-02-26,
2. Timestamp WZLRIRSEATE , EFEBREFERENEZRELH  REEBIRSPNSERY. MFRKIEAINERERES | 788
SHT—RIERE , BROELW (RRISZTHER) .

HRIELA LA | ZROISRIRSER /BT (ATRRENT , \n TR SETEHN—T8R) ¢

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9c192c14460df6c1ffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. i EER
1) ItERESEEE , BT

SecretKey = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request")

e SecretKey : JRARY SecretKey ;
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e Date : B Credential Ff9 Date ZERISE , a_E~f , 792018-10-09 ;
e Service : Bf Credential #3f9 Service =8, WAl , 79 cvm ;

2) itgEs , HRBaT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

* SecretSigning : BILA EITESRIRIRESZER ;
e StringToSign : BIZ B2 EERINGSEFRE |

2.4. $H% Authorization
AT H8EHHE Authorization :

Authorization =
Algorithm + "' +

'Credential="+ Secretld + '/' + CredentialScope + ', ' +

'SignedHeaders=" + SignedHeaders + ',
'Signature=" + Signature

* Algorithm : &€&75i% , Bl TC3-HMAC-SHA256 ;
o Secretld : Z$AXIHAY Secretld ;

e CredentialScope : Wt , EIEEE ;

* SignedHeaders : Il £ , 258 ZRLEMER |

¢ Signature : &8

RIBELLERIN | B SEIRYED

gﬁﬁ\ /Ié?

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f06

14b047e5df4582db9e9bf4672ba50567dbal6c6ccfl74c474

RESTTERIBRERNT

https://cvm.cloud.sunhongs.com/?Limit=10&0Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_request, SignedHeader
s=content-type;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbcbecfl74c474

Content-Type: application/x-www-form-urlencoded
Host: cvm.cloud.sunhongs.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

. BRKW

HRIESERRER | FARLUTERRMAERT | SRIESSIRERE

=D
AuthFailure.SignatureExpire
AuthFailure.SecretldNotFound
AuthFailure.SignatureFailure

AuthFailure.TokenFailure

WREFRA © Efi=_V1

ISR
SR
BHARE
R

token $EiR
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kN

'-}‘Lj gﬁﬂj NP2 lL:Ix

RS A
AuthFailure.InvalidSecretld BHAEL (AR API Z5E2EEY )

4.

k%

Ny —
BiE
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;

import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util.TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {

private final static String CHARSET = "UTF-8";

private final static String ENDPOINT = "cvm.cloud.sunhongs.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";
private final static String CT_JSON = "application/json";

private final static String CT_FORM_DATA = "multipart/form-data";

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getInstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm”;

String host = "cvm.cloud.sunhongs.com”;

String region = "ap-guangzhou";

String action = "Describelnstances”;

String version = "2017-03-12";

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
//ERRKX , BUESSHE
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkkkkkkkkk 59% 1 m}%iﬁ]);ﬁiﬁ*% *kkkkkkkkkkkk

String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&0Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host";
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String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.println(canonicalRequest);

// *kkkkkkkkkkkk 59% 2 mﬁ?%%g?ﬁ% kkhkkkkkkkkkkkk

String credentialScope = date + "/" + service + "/" + "tc3_request";

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.println(stringToSign);

// *kkkkkkkkkkkhk ﬁg% 3 ﬁ’%ﬁ% *hkkkkkkkkkkkhk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

bytel[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printIn(signature);

// *kkkkkkhkhkkk 55% 4 ?#;% AUthOFIZatIOh *hkkkkhkkkkhkkk
String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "

+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.println(authorization);

TreeMap<String, String> headers = new TreeMap <String, String>();
headers.put("Authorization", authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

}

}

Python

-*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# BIRSH
secret_id = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9XxGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.cloud.sunhongs.com”

endpoint = "https://" + host

region = "ap-guangzhou"

action = "Describelnstances"

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# *kkkkkhkkkkkkk 59% 1 m;%*m:f‘éiﬁ*% *kkkkkkkkkkkk
http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&Offset=0"

ct = "x-www-form-urlencoded"

payload = ""

if http_request_method == "POST":
canonical_querystring = ""
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ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host”

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

# kkhkkkkkhkkkhkkkkk 59% 2 ﬁ}%ﬁ%g?ﬁ% khkkkkkkkkhkkkk

credential_scope = date + "/" + service + "/" + "tc3_request”

hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

# *kkkkkkkhkkkhk 59% 3 .’L_i_%\xi% *hkkkkkkkkkkhk

# ITESBRER

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# kkkkkkhkkkhkkkkk 5% 4 m}% Authorlzatlon *kkkkkkkkkkkk
authorization = (algorithm + " " +

"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHBHCRINENERLER

headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,

}
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15K

BRITEFATE: 2024-09-03 18:49:51

1. BRSSbiE

s (Region ) 2fEIERVEIEH ORIMIERE, tcecloudRFIGIERRINE 2 EERE |, METRSEGREAERISEEIISESE. AT IHEER
i, IBE TEERE , BEEERSRATE PR,

ERTLLEE APLEC EiftisbIR EESAET IR,

2. @IS

tcecloud API BYFFEZOEIT HTTPS MTE(E | iREtELSMNEEEE.

3. 1IBKAE
I HTTP B3R53E:

e POST (¥ )
e GET

POST {53k #3#19 Content-Type 284 :

e application/json (7 ) , XIAfEA TC3-HMAC-SHA256 &&75i%.
e application/x-www-form-urlencoded , %/ifEF HmacSHAL & HmacSHA256 &&757%,
* multipart/form-data ( (Y& EEOSTHF ) , WIFEA TC3-HMAC-SHA256 &E755%,

GET {5 KHGIERBA/NAEHBIT 32 KB, POST ERFEAEREA HmacSHAL, HmacSHA256 BIAE#81T 1 MB, POST iEkfEA&&TER TC3-
HMAC-SHA256 R357#% 10 MB,

4, FERES

YIEFUTF-84wA3.
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[EIZ558R

BT E: 2024-09-03 18:49:51

il
S

IEffEREIZ5ER
M RIRSHRAMZOEELHMAZST IR (DescribelnstancesStatus) 2017-03-12 i/ , HEMAML , HATREANRENT :

{

"Response”: {

"TotalCount": 0,

"InstanceStatusSet": [],

"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc"
}

}

* Response REMERRI Requestld 2EIFERIFER , TiCIBERMINEE , RE APILET |, NHESIRE,

* Requestld FAF—1 APLiERRIE—IRR , AR APL HIISHE | "TLAEKRIA] , FHEEIZ ID SRRRERE,

° [RTEENFERS  ERIAEMEOENNFE , FARNEOFMREINFERS OIS FIEN. HHFIHA] TotalCount # InstanceStatusSet 1599
DescribelnstancesStatus #OEXIFE: , BT REASKNAFEINELE=RSSEELH , Bt TotalCount IR FHIREES 0,
InstanceStatusSet FIZRAZS,

THIRIR[EILEER
SRS, SRR -

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”
b
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}

}

Error (IHIIAREZIFERBEALMY. Error FEREREMEH Code 1 Message FRIEEALNAT 2 ERER].

* Code FREMRHHERIEIRD , LR BRI LSRR LSRRI E ARSI SRR O NAEHRDI IR E B EHX I NRERIRTTE.
* Message BT MERAENEHRRE , BEEWSRKESREMML W AFTRSEHERTEEREHN , AP AKX NREE.
Requestld FBF— APLiEXRAIME—IRIR , 1R APL HIIRE | STLIERRBA] , FHRMt% ID AR,

NHGEIRIG (TODO: EEER REENFE?)

IREIERFUNRFIE Error FE , NFRER APLIEOSKM,  Error Y Code FERFRREIRMG , FrE L SEPATaEHIIAEIRIBANTIERRG , FTRIIHET
AR,

IR sEREA
AuthFailure.InvalidSecretld BIRAEE (AR API Z5EEEY )
AuthFailure.MFAFailure MFA $8iR,
AuthFailure.SecretidNotFound EHAFE,
AuthFailure.SignatureExpire BRI,
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HIRA ERiER
AuthFailure.SignatureFailure BEER,
AuthFailure.TokenFailure token $HiR.

BERE CAM #Y,

AuthFailure.UnauthorizedOperation

DryRunOperation
FailedOperation
InternalError
InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

WREFRA © Efi=_V1

DryRun ##(F , KRIBHRISEMINN . REZET DryRun 24,
=S SIS

RERSEIR,

BOREFE.

SHEEIR,

SHEEEIR.

TR ECRRPRA.

FROSEGEIR.

EOMRARFIE.

TEREDRERIT T SREPR .

B SR,

HETE.

RIREAFE.

RIEAATA.

RIZBURE.

RASEER.

BT,

http(s)iERIMYEEIR , 328+ GET #1 POST iEK.,

EORSSATEIIE.
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) ERITA

HEYEATIRRAFHEOLSNENNSE, N E | A MENRRAERIO SRR EXLSHH TR | EERERITEETXLSH , 7
BEIERAHEIER,

BEIE V3
{8278 TC3-HMAC-SHA256 &&75i4RT , AHSHEEL—HE) HTTP Header ISR+ , 11T
BHER Sl vk R

XTC-Acti . = BEREOZR. BUESEZEONEPEHASHNTLSE Action B9RBE. FIIN=IRSESHIEIASLAIFIFRREO |

-TC-Action String = . .
EYE# Describelnstances,

MRS E , ARIFRAEIREE MEEAIEUE. EOESIBEBESEZEOXETEHMASE AT SE] Region

XTCRegion — SUING B s, 8 - REEOABBERZA , BRI | KA SRS R,

X-TC- Integer 2 2487 UNIX AYiE)E , elicRAGE APLEKRAYATIEL., #ia0 1529223702, F& : MR SRS SMEIEERIIS S
Timestamp = i, SEEREZTHER.
X-TC-Version String = EERY AP ROMRAS. EESERZOSUEHFASLHESEL Version BUREE, HIIN=ARSSZRAOARA 2017-03-12,
HTTP FRESHIAIESLER=ER , a0 :
TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-
type;host, Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
He,
Authorization  Strin = - TC3-HMAC- SHAZSG SEDEA , BREENZE ;
9 _Credential : &&EiE , AKIDEXAMPLE £ Secretld ; Date £ UTC iRgRTEIEL , REBSAIAEH
X-TC-Timestamp #2&#9 UTC FRERTIBHER—EL ; servicer=m® , RRSTERRTmEE—E, AN
cvm ;
- SignedHeaders : 258 Z1+ERILEHMSE | content-type #1 host Ju4i5sLER ;
- Signature : FZHE,
XTC-T, . = IREHIEBATAR Token , FEESIGAIER—EE(EA. IBRZEETI Token FERGID SRS A RREOIREL
-TC-Token String A

KEFESHAFEE Token,

EBHiE V]

{8 HmacSHAL #1 HmacSHA256 &&75i40 , ARSHEEHR—NEEKEF , 00T

SHEWR g ok R
Acti , = BFRIEOER, BBSEROMETRMASHATESL Action B, HIN=IRS SSAIEIRSLHITIRE
ction String =

O, BY&ES Describelnstances,

MIEHSE , FSRMRFR R MR, EOESIMEEESERONEPRASHATSH

Region String 5 Region AUIEE, £ : REEOAFTEESIZSE  BEOEPIFRGREE | AEMEEERZSEHtE
T2,
T o Z50 UNIX BY[E)2; , AricRARS APLIEKAYRTEL. 1801529223702 , SRS LFIRMEHEET K , S35
imestamp Integer = AN -
BRTHEIR,
Nonce Integer 2 BEHLIEEEEY , 5 Timestamp BXG#Ek , BFBILEERIE.
. TE=APIZHE L BBERIFRRBAAY Secretld , —4 Secretld J3RIME—HY SecretKey , 7 SecretKey SRk
Secretld String =

HERIERES Signature,
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SHETR

Signature
Version
SignatureMethod

Token

HhiE IR

ok
2

String

String

String

String

gﬁ& N Ié?

- BERER , BRREIREROESEE , EERAPRECFUMASEITEEH, BATESE8IENL
= ALSTRY,
= RERT AP HORRA, EUESEHOSRETPAS S Version FIFEE, FIANZ=ARSSEHUMRAS 2017-03-

12,
= #BH , BASZHEF HmacSHA256 71 HmacSHAL, REIEREIEE HmacSHA256 Bt , AR
- HmacSHA256 ESAIIFSH , EfbiERI9MEA HmacSHAL IS4,
= IGRHE-RBATFRNY Token , BEEAIGRIZE—EM. IEIZHR Token EER SRS AREO

B, KHIZAATEE Token ,

e (Region ) EIsIIEAVEIEH ORIMIEXE, tcecloudRXFIIERRIE 2 EERE |, RERRSEREAERENREEIISESE. A TIHEER

FE. B THEE  ENtERSE

IEEE PRIt

ERTLUEE APLEC EifitissIR EESAET IR,

WREFRA © Efi=_V1
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— LS :
IRERERRIR
I EFRATE: 2024-09-03 18:49:51

32 HEA

1. EOHA
OBk © tag.api3.cloud.sunhongs.com,
REORTERERKEIR
BONEDIBERIERIRS  200%/75.

EOF#HATE : 2020-05-18 19:31:11,

FEOBRIO &S N,

2. MNSH

UTBRSHGIRNGIH T ROBRSHHED NS

gﬁﬁ\ /Ié?

SHER D55vi FEEFNULL ESit) fix
Action = &= String NHESE, AEORYE : AddResourceTag
Version 2 S String NHSE, AEORYE : 2018-08-13
Region 2 &= String AHBH, MEOAFEEBLSH.
TagKey = = String FResHE
TagValue = = String RSB
Resource = &5 String AiR7NERTUimiA
A s
3. MIHESE
SHETR &St R
Requestld String W—EK ID , BXiEKREBRE, EMIOMITHEERMHIZXIBEREN Requestld.
H >3
4. 5E3ixt5
PATMBH 7O SSIZEBRAERD , EERINFE N AR,

AR
InvalidParameterValue.ResourceDescriptionError
LimitExceeded.TagKey

LimitExceeded.TagValue

WREFRA © Efi=_V1

ik
Resource description error.
The number of created tag keys reaches the limit of 1,000.

Each tag key can have up to 1,000 values.
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BRITEFATE: 2024-09-03 18:49:51

1. ZOfEiA

OBk - tag.api3.cloud.sunhongs.com,
EOBT AR —rSRIRESE
BONEROIBRIERIRS « 200%/75.

EOFEHATE : 2021-05-28 20:04:47,

FEOBRIOE S NN,

2. MINSH

ITNBRSHGIRMGILE T ROBERSENED NS TEAHSEIIRNATERSH,

SR Wik FEEFNULL
Action = &
Version = &
Region = a
TagKey = a
TagValue = &=
A s
3. ImHEE
SHER el EEST
Requestld String
H
. TEIRAS

ESidl fat

String AHSE, AEOBYE : CreateTag
String AHSE, AEORE : 2018-08-13
String NHEHSBH , AEOARSEEBLLSE.
String FRESEE

String REE

E—EK D, BRIERESRE, EUTRRERAEZRIERAT Requestld,

LITBIH TRONSSZIERRAIEIRD , BRI A SR,

FEIRA

LimitExceeded.TagKey
LimitExceeded.TagValue
InvalidParameterValue.ReservedTagKey
InvalidParameterValue.TagKeyCharacterlllegal
InvalidParameterValue.TagKeyEmpty
InvalidParameterValue.TagKeylLengthExceeded

InvalidParameterValue.TagValueCharacterlllegal

WREFRA © Efi=_V1

fEk
The number of created tag keys reaches the limit of 1,000.

Each tag key can have up to 1,000 values.

gﬁﬁ\ /Ié?

System reserved tag keys qcloud, tencent and project cannot be created.

Tag key contains illegal characters.
Tag key cannot be empty.
Tag key length exceeds limit.

Tag value contains illegal characters.

%256 @

40913
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HIRAD !

i

B

InvalidParameterValue.TagValueLengthExceeded Tag value length exceeds limit.

ResourcelnUse.TagDuplicate Tag already exists.
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BRITEFTATE: 2024-09-03 18:49:51

1. O

EOERIEAE © tag.api3.cloud.sunhongs.com,
AEORATRRITEMRFIXRXR
BUABCIERITERIRS] : 200R/%D,

O SEFRATE : 2020-05-18 19:41:43,

EOBIE S L E,

2. NS

INBERSHGIRMGILH T ROBERSENED NS TEAHSEIIRNATHERSH,

SHEBIR sk FEEFNULL et fR
Action P S String NHSE, AZEOBUE : DeleteResourceTag
Version 2 S String NHESE, ANEOEYE : 2018-08-13
Region £ B String PHEBH, FEOFFEEBISH,
TagKey = &= String FrResiE
Resource 2 &= String BREANERTEA

3. FitHEE
SHER ESig) A
Requestld String H—iEK ID , ®RIEKEPSIRE. EAIRRRATEEREZRIERD Requestld,

4. $HIRMG
PINGIE 7O ERXAEIRG , Bt A= ERE.
FEIRA HA

ResourceNotFound.AttachedTagKeyNotFound The tag key associated with the resource doesn't exist.
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BRITEFATE: 2024-09-03 18:49:51

1. O

EOERIEAE © tag.api3.cloud.sunhongs.com,
AEORTHR— RS RN EE
BUABCIERITERIRS] : 200R/%D,
EOSEFRATE : 2020-05-18 19:47:49,

EOBIE S L E,

2. NS

INBERSHGIRMGILH T ROBERSENED NS TEAHSEIIRNATHERSH,

SHEBIR sk FEEFNULL Eid A
Action P S String NHEBE, AZOEUE : DeleteTag
Version 2 & String NHESE, AZOEYE : 2018-08-13
Region 2 B String NHEBH, FEOFFEERBILLSH.
TagKey = = String FEMPRARERE
TagValue = = String FEMPRIIREE
A s
3. MHEE
SHER ESig) A
Requestld String H—iEK ID , ®RIEKEPSIRE. EAIRRRATEEREZRIERD Requestld,

4. TRt

LIMBIH TiROWSSZERXAIEIR , EERDFE N A SR,

FEIRA HA
FailedOperation.TagAttachedResource Tags associated with resources cannot be deleted.
ResourceNotFound.TagNonExist Tag does not exist.
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WESHEIRRERAIIREE

BRITEFTATE: 2024-09-03 18:49:51

1. EOFA

EOiSKIEE : tag.api3.cloud.sunhongs.com,
RO RFHERE R EIRES
BUABEDIBREERIRS] : 2000R/%0,
EOE#AETE : 2023-11-07 15:35:08,

ORISR NN,

2. NS

TFERSHGIRNGIH T ROBERSEFIRD AHSH , TEAHSHFIRNAHIBERSL,

SR Wik fREENULL 28 fEk

Action 2 = String ANHS# , ANEOEYE : ModifyResourceTags
Version = & String ~HSE, AEOEE : 2018-08-13

Region B B String PNHEBY, FEOAFEEBISH.
Resource = = String FRA/SERTUA

FEBINSEMANREES. MRResourcelfARIERIFARREKMARIRER | MIEIIR

ReplaceTags & B Array of Tag BX ; BEXE , WEZRRREIIEXMAVFEEESOVRNE. A FReplaceTags
DeleteTags —Z W fFERE— , E—ET LA SHRAIRER
DeleteTags = - Array of m%%@?&ﬂ*ﬁﬁhé%é AfEO+ReplaceTagstDeleteTags —EWFEH— , H—&
= = TagKeyObject BB EERIAVIRES
o "
3. FitHEE
SHETR RE fak
Requestld String H—iEK ID , ®RIEKEPSIRE. EAINRRATEEREZRIERD Requestld,

4. FEiRtG

LIMBIE TiROWSZERRAIEIR , BRI A SR,

TR fEk

InvalidParameterValue.ResourceDescriptionError Resource description error.

LimitExceeded.TagKey The number of created tag keys reaches the limit of 1,000.
LimitExceeded.TagValue Each tag key can have up to 1,000 values.
InvalidParameter.Tag Tag parameter error.
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IR HA

InvalidParameterValue.DeleteTagsParamError DeleteTags cannot contain the elements in ReplaceTags or AddTags .
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=B L]
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VoPL N sMA— A
EHRIRKIRIRS
EITEHETE: 2024-09-03 18:49:51
1. O
OBk - tag.api3.cloud.sunhongs.com,
ERRIFREIRES
EOANZECIBESRIERIRE - 200%/FD,

EOFE#HATE : 2020-05-18 20:20:33,
EOBRI SR EN,

2. NS

UTBRSHGIRMNGIE T ROBREEHED AHSY , TEAHSHIIRNATLERSH,

SHETR Wik FBEFNULL E-Sid] ik
Action 2 S String NS, AEOBYE : DescribeResourceTags
Version 2 S String NHESE, AEORYE : 2018-08-13
Region = B String AHBH , MEOAFTEEBILSH,
CreateUin & & Uint64 BlEEFuin
ResourceRegion S S String HIRFrE I,
ServiceType & & String M=t
ResourcePrefix & & String FIREIER
Resourceld = = String HRE—RRA
Offset = B Uinte4 HiRmEE | BUAN 0, WAALIMItSEIEEE
Limit 5 B Uint64 oK, B A 15
CosResourceld & = Uint64 EEECostu&EiRid
A M
3. IHEE
SEETR ESit] i)
. IBHXISNAET I,
TotalCount Uint64 .
FEREH
) iz wap o SE1UIN
Offset Uint64 e =
BB RE
- . IBERIINATT L,
Limit Uint64
BmEAN
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%

gﬁﬂj NP2 lL:Ix
SHEWR i A
ISERIINARTIL,
Rows TagResource g
J ZRITES
Requestld String

E—ER D, ®RIERESRE, EUDRIRERAEZXIERA Requestld,

4. TR

ZEOERSEERERAEIRG | BERIGIEN AR,

NS
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BERIRRERHIIREE

BRITEFATE: 2024-09-03 18:49:51

v S
1. EOHA
EOERIEAE © tag.api3.cloud.sunhongs.com,
BFEaEERIRIRSREN
BRIAREOTEREREIRE) © 200%/%,
O SEFRATE : 2020-05-18 20:18:33,

EOBRIOE S NN,

2. MINSH

ITNBRSHGIRMGILE T ROBERSENED NS TEAHSEIIRNATERSH,

SHEBR Wik FIFNULL et 3%
Action 2 S String NHBE, AEOBUE : DescribeResourceTagsByResourcelds
Version 2 & String NHESE, ANEORYE : 2018-08-13
Region 2 B String PNHBH , FEOFFEEBILSH,
ServiceType = &= String N2=ESid)
ResourcePrefix 2 &= String HIRRISR
Resourcelds = &= Array of String HIRME—FRC
ResourceRegion 2 & String BIRFRTE b
Offset B & Uint64 HIERBE |, BUAR 0, RIAALIMItSEREEEUS
Limit B & Uint64 BTN, BiAA 15
A sle
3. MIHESE
SHETR E3is) A
) IS ERIIAET I,
TotalCount Uint64
HEREE
. ISHrSSMAT I,
Offset Uint64
HiEUBRE
Limit Uint64 W%Wm'
(=5WNIN
ISERISAAT I,
Tags TagResource _
J ° GEZTES
Requestld String H—EK ID , @XKiEKESIRE, EIRRFEEREHIZRIEKET Requestld,
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4. TEIRNS

PAMRFIE 7O S5 B EAXA%EIRT , EftbiEnRAnER A H5ER0,
TR
InvalidParameterValue.Regionlnvalid
InvalidParameterValue.ResourcePrefixInvalid
InvalidParameterValue.ServiceTypelnvalid
InvalidParameterValue.UinInvalid

InvalidParameterValue.ResourceldSizelnvalid

WREFRA © Efi=_V1

fk

Region error.
Resource prefix error.
Service type error.

Uin parameter is invalid.

gﬁﬂj\ /lL:I\

The number of resource exceeds the upper limit (50).
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ERRESIFR

BRITEFATE: 2024-09-03 18:49:51

7 A
1. EOFA

EOERIEAE © tag.api3.cloud.sunhongs.com,
RATFEEEEIARETIE.
BRIAREOTEREREIRE) © 200%/%,

EOSEFRATE : 2020-05-18 20:15:39,

EOBRIOE S NN,

2. MINSH

ITNBRSHGIRMGILE T ROBERSENED NS TEAHSEIIRNATERSH,

SHEBR Wik ARYENULL 2R 3%
Action =] & String AHBE, ANEOBYE : DescribeTags
Version = B String AHSE, AEOBYE : 2018-08-13

Region 2 = String AHBH, AEOTFEEBLSH.
TagKey B B String RER SRS ERNFERRINNFE | AMEENRNEIZAFEnE
TagValue &= & String REE SERRNFERRRNNFE | AMEENRSEIZAFEnE
Offset & & Uint64 HIRREE | BAR 0, RAUALIMItSEEES S

Limit B £ Uint64 I/, BUAK 15
CreateUin & =" Uint64 BEEEAF Uin , AMEFAZRE Uin EAREGER
TagKeys = = Array of RS REE SRS ERNFERRN AR | NMAENFRREZAFERE Z5TagKey

= = String ERHMEERT REANME
ShowProject & & Uint64 EEENHERES
A s
3. FitHEE
SHER ESidl ik
TotalCount Uint64 g:gﬂ‘ﬁﬂ.
. IBHXIIMATTIL,
Offset Uint64
*¢ " BRI RE

. . IS HIIMATT I,
Limit Uint64

mi n Eﬁk/_]\
Tags TagWithDelete gg];ﬁwm'
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SHETR ESid 5%
Requestld String W—iEK ID , ®RiEkERE, EMDMATFERMHZRIBERE Requestld.

4. 581=8
LUMYFE T OB ERRAERD , B ERSIFEN A R,
FEIRAD i

InvalidParameterValue.UinInvalid Uin parameter is invalid.
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SRS

BRITEFATE: 2024-09-03 18:49:51

Tag

T —MrEREY

e TEOSIA © BatchCreateTag. ModifyResourceTags

B ik FEVFNULL
TagKey = &
TagValue = a
TagKeyObject
IREHEIIR
WANT#EO3|A - ModifyResourceTags
BR WA FFFNULL
TagKey =2 &5
TagValue = &
TagWithDelete
B MrERENUREE TR
e TEOS | « DescribeTags
B sk FEYFNULL
TagKey =3 &
TagValue — &
CanDelete — &
TagFilter

tagidEEAS MR SHIRE

e T™EOS|F : DescribeResourcesBindTag. DescribeResourcesByTags

BFR Wik FEEFNULL
TagKey = =
TagValue & &

FRIERS : Efh=_V1

S]]

String

Array of String

String
String
s
String
String
String
String
Uint64
Tk
IR

gﬁﬁ\ /Ié?

A
TR
TreE
i
IER
oy =]

134

e

A

LR

IREERA S MEIEREIIRER
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ResourceldTag

BRRSEE

AT OS| A : DescribeResourceTagsByTagKeys, DescribeResourcesByTags

E=T
Resourceld

TagKeyValues

TagResource

IREREEXS LA BTIRID

W03/ : DescribeResourceTags.,

BR

TagKey
TagValue
Resourceld
TagKeyMd5
TagValueMd5

ServiceType

ServiceTypeFilter

BEFEIR

=
=

=
=

=
=
=
=
=
~x=
=
~x=
=
~x=

=
E=

#HaNT=OS|F : DescribeResourcesBindTag

B
ServiceType

ResourcePrefix

WREFRA © Efi=_V1

=

=
E

FEFNULL

Py

=
[=)

FEEFNULL

=
=)

=

iy

iy

iy

i

FEFNULL

=
[=]

=
[=]

HE
fi2

String

String

DescribeResourceTagsByResourcelds, DescribeResourcesBindTag

String

Array of String

fik
RIRIE—1RR
IRESHE{EYS

i
BB

=
|

i

B

rEE
BIRID
TRERMD5SE
IRE(EMD5E

A

ARS52EE

BRIRAIER

gﬁﬁ\ /Ié?
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AR

BRITEFATE: 2024-09-03 18:49:51

IheeudRA
WNERIREIERATFE Error £E] , NIFRIER APL O, Fian

{

"Response": {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct."
b

"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

}

}

Error thfY Code RREIRIG , Message RRZERIEMRSE,

TEIRASFIER

PHFERD
RS iR
AuthFailure.InvalidSecretld FHPIEL (RE= API AR )
AuthFailure.MFAFailure MFA $&i%,

. FARNFE. RN aEREEACEMRSEZR  MREESR | SREEPERESIER , 1T858
AuthFailure.SecretldNotFound

BEREE=E,
AuthFailure.SignatureExpire EELH, Timestamp FERSHAINEEEASBES TS , BREAN BEEINEREEZ.
AuthFailure.SignatureFailure SEER, SHUERR | BYRBEASNPIEOLECUSeEE S TTEISE,
AuthFailure.TokenFailure token $&i%.

AuthFailure.UnauthorizedOperation &3k CAM $24%,

DryRunOperation DryRun #F , {RIBERISEMIN , REZET DryRun 24,
FailedOperation BRI,

InternalError HEBFEIR.

InvalidAction BEORFE.

InvalidParameter SRR,

InvalidParameterValue SHEUBEEIR.

LimitExceeded R BCERBRE .

MissingParameter ROSEEEIR,

NoSuchVersion EORAAFE.

RequestLimitExceeded BERAVREGET 7 SRS,
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FHIRIG 588
ResourcelnUse RS,
Resourcelnsufficient RRTE.
ResourceNotFound RRFE,
ResourceUnavailable RRAAT A,
UnauthorizedOperation KIFRUR(E.
UnknownParameter RHNSHEEIR,
UnsupportedOperation BERS.
UnsupportedProtocol http(s)iEKINNERIR , R32HF GET #1 POST 153K,
UnsupportedRegion BOARSTSATEM,
W SS5EREG
HIRAD 5188

InvalidParameterValue.ReservedTagKey
FailedOperation.TagAttachedResource
InvalidParameterValue.ServiceTypelnvalid
LimitExceeded.TagValue
InvalidParameterValue.Regionlnvalid
ResourceNotFound.TagNonExist
InvalidParameterValue.ResourceldSizelnvalid
InvalidParameterValue.TagFilters
InvalidParameterValue.TagValueCharacterlllegal
InvalidParameterValue.TagListEmpty
InvalidParameter.Tag
InvalidParameterValue.ResourceDescriptionError
InvalidParameterValue.TagValueLengthExceeded
InvalidParameterValue.TagKeyLengthExceeded
ResourcelnUse.TagDuplicate
InvalidParameterValue.TagKeyCharacterlllegal
InvalidParameterValue.DeleteTagsParamError
InvalidParameterValue.TagFiltersLengthExceeded
ResourceNotFound.AttachedTagKeyNotFound
LimitExceeded.TagKey

InvalidParameterValue.TagKeyEmpty

WREFRA © Efi=_V1

System reserved tag keys qcloud, tencent and project cannot be created.
Tags associated with resources cannot be deleted.
Service type error.

Each tag key can have up to 1,000 values.

Region error.

Tag does not exist.

The number of resource exceeds the upper limit (50).
Values specified for TagFilters are invalid.

Tag value contains illegal characters.

The TagList parameter is not specified.

Tag parameter error.

Resource description error.

Tag value length exceeds limit.

Tag key length exceeds limit.

Tag already exists.

Tag key contains illegal characters.

DeleteTags cannot contain the elements in ReplaceTags or AddTags .
TagFilters does not exist or the value of TagFilters exceeds 6 characters.
The tag key associated with the resource doesn't exist.

The number of created tag keys reaches the limit of 1,000.

Tag key cannot be empty.
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HIRAD ki

InvalidParameterValue.UinInvalid Uin parameter is invalid.

InvalidParameterValue.ResourcePrefixInvalid Resource prefix error.
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1HIAEE (cam )
KA ( 2019-01-16)
APIEELS

RITEHATE: 2024-09-03 18:50:08

APIRRZ

V3

HittizM

EOSZR
AttachRolePolicies
AttachRolePolicy
AttachRolesPolicy
CreatePolicy

CreateRole

DeletePolicy

DeleteRole
DescribeRoleList
DetachGroupPolicies
DetachGroupsPolicy
DetachUsersPolicy
GetPolicy

GetRole
GetServiceApilList
GetServiceRolelnfo
ListAttachedGroupPolicies
ListAttachedRolePolicies
ListEntitiesForPolicy
ListPolicies
UpdateAssumeRolePolicy

UpdatePolicy

RP#EXEA

WREFRA © Efi=_V1

£ZOT8EE
BrES T RBIBE
BESIRRIEIIBE
PES N AERIRRE
OUERER

ellfeze)es!

il s

pilllazces!

FEFEsIR
fRIRgPES N RIREIRP A
RGP ERIREIZ N EPA
fRIRGBERIREIZ AR
BEERIEIFR
SRENFRBIFR
SRENARSS M HAPIFIZR
KBRS REER
BEINRPEXERIRIEIIER
SRENFR AP TERIRIR IR
EIRRRRRERAISLASIZR
BEiRRTIR

I A BEER
SRR
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n}“_) HRTES

BOZR BEOhEE
GetPasswordRules SREXCAMZEERBHL
UpdatePasswordRules BEFCAMERIHI

SpiRftEEO

BEOSZR EEOIhRE
CreateOauthProvider ifoauthfieE
GetUserAccessToken FREVFAF oauthtmiR
RefreshUserToken RIETFFuserAccessToken
UpdateOauthProvider BEFfOauthftEEE
VerifyUserAccessToken EIEAFuserAccessToken
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ERAT
EOSRVL
BRIEEHATE: 2024-09-03 18:50:08

tcecloud API £XE/MARIEREITEMIGIE , IS MERBTEELHEKRSHHIEEER(ER (Signature ) LISTHEKRESH. SREEHTLEIE
ER , REFEUEELE Secretld 1 SecretKey ; EEFPIRSEREFIL | BRF=APIESHENERE , UL EAB=APEZO,

s=E \

1. BELEeFEIE

EERER=APIZE , BRIECAPIZERHABELSEIE. L2FEIFEIE Secretld £ SecretKey :
e Secretld FBF4xR APL ERES®D

* SecretKey BBFINEE R F R EMIRS SSRGS E FRIRNER.,

* AFWAFSREREEIE , BRitEE,

HEZEEIENEARSEOT :

1. BRtcecloudEEPMTHIE,
2. BifE=APIZRRIEH S TRE
3. E=APIESATUE , M [FrE] BIaTLABIE—XdSecretld/SecretKey

TR FFREKSRSAILUABMRY Secretld / SecretKey,

2. kR ESZ R

BT e Secretld # SecretKeyf5 , MAILAERERERT . LUTREMSE BAFMHTTE
BRIZFAFHY Secretld 1 SecretKey SBIE :

e Secretld: AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE
e SecretKey: Gu5t9XxGARNpq86cd98joQYCN3EXAMPLE

AR XBERERA , BRI SERRERIBAY Secretld 1 SecretKey #H{T/EEHR(E !
RS 28 EELAIFIR (Describelnstances)igskAfl , HFAFERAX—EOR , EiEkeATaanT:

SHER H3z 280E

Action T Describelnstances

Secretld Z4Ald AKIDz8krbs)5yKBZQpn74WFkmLPXx3EXAMPLE
Timestamp LFIRTEIEL 1465185768

Nonce BB IEREEN 11886

Region SCAIRRTEKE, ap-guangzhou

Instancelds.0 FEERISLHIID ins-09dx96dg

Offset {risE 0

Limit BASIHEH 20

Version EORES 2017-03-12
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2.1 HS¥OEFF

BESENFTEIERSEIRSHEBNTERF ( ASCIER) FFfr. 5 1) RESHSHITHIF  SHERISINEE , A25tR/0 ; 2) 2 ASCIRBEEX
/7, ¥ Instancelds.2 ZHFE Instancelds.12 [5HE , ARIEFER  WARERSE. BRULUENREESPRERHIFRASREIX—IN8E | 41 php &Y
ksort E#. EATRBISERIHEFERINT:

{

'Action’ : 'Describelnstances’,
'Instancelds.0" : 'ins-09dx96dg’,
‘Limit" : 20,

'Nonce' : 11886,

'Offset' : 0,

'Region'’ : 'ap-guangzhou’,
'Secretld' : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version': '2017-03-12',

}

ERECREFRINESARN , X EERGIFRSEETHY | BEIRNER—EEIT,

2.2, PHEE R/

WWEBEMISKRFFR, BEL—SHFFOERSEISUE SEHETR ="S8E I | WX Action 281, ESHEFRA "Action” , SEIEA
"Describelnstances” , FELHELEHE S Action=Describelnstances . ¥ : “S¥E" o EAETIFuriRBERIE.

REBEIHENE N SHA & HHERE—R | REERINERFHHRN:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=118868&0ffset=0&Region=ap-guangzhou&Secretld=AKIDz8k
rbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

2.3. JHEE BRI ES
IS BRERERRYF R, SRIRFRFHERUTLNSEE:

1. iEK75iA: Sz POST #1 GET 753 , XEfFEM GET iEK , ZBRHEAEKE,

2. BRENEFLHIFIZR(Describelnstances)AJiERIFHEZ /9 : cvm.cloud.sunhongs.com, LFRAGEREGSRIEZEOFABERIARIAR , FEI&ED
i,

3. BRI HRRAZAPIEREZEEN / .

4. 15 RFFE: B E—SERRIERFRIR,

ERFEBIIFHEN: BRKTTE + BREN +BFKEE + 7 + BRFRHH
HIRIHHEERDS |

GETcvm.cloud.sunhongs.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=208Nonce=11886&Offset=0&Region=ap-
guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE& Timestamp=1465185768&Version=2017-03-12

24. EpESREA

S BERE SRR, EEER HMAC-SHAL BiEN E— SRS ERIRF BRI TES | REIEMIIES BER Base6s HITHD , AIFHRERE
RIER R,

BRAGR3A0T | LA PHP IES /961

$secretKey = 'Gu5tIXxGARNpq86cd98joQYCN3EXAMPLE';

$srcStr = 'GETcvm.cloud.sunhongs.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=0&Re
gion=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));

echo $signStr;

REBEINERSBN:
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EliPOYW3pW28FpsEdkXt/+WcGel=

ERHECERINESITARRN IR LERGIFRERGH TSR | SRINERBSHFhrI—R0e.

3. BRI

LRSS R B TREERIEABRESY  FETHEHIT URL i3,

W E—P AR EZ B ElIPOYW3pW28FpsEdkXt/+WcGel= |, SESEIRIEEEIFRESEL ( Signature ) 9 :
EliP9YW3pW28FpsEdkXt%2%2bWcGel%3d , B RTEMSLRANER URL,

R NRAPNERGER GET , SiEER/51%78 POST [T Content-Type 73 application/x-www-form-urlencoded , M &XiE RIS FTEERSEHN
{EITEM URL fRI8 , 2EEM=-SAREMB. Ik ASCI =FFE URL RIBRIRESCEL UTF-8 BHTHB.

R FURRIESH http EESBENNFTESEIHT urlencode , FEXMMER T , MARENERBHIT URL HZT , BURAAX URL HESSHERKX
.

IR Rt MEEEH TR , fRI3RA RFC 3986, (R %XY XRAFRHIALRFHITES R . HP" XY RN+ (0-9 IXEFE
A-F) | ERINERSIRER.

4, BRKW

RESSIRIER | FEUTEZAWARIERT | SRERERE

FERAER ST
AuthFailure.SignatureExpire SEISH
AuthFailure.SecretldNotFound EIAEE
AuthFailure.SignatureFailure BEER

AuthFailure.TokenFailure

AuthFailure.InvalidSecretld

token iR

PR (2= APL AR )

Bl S S —

. BRET

FESKITVER APL 3.0 BY , #E7ZEFIECERItcecloud SDK 3.0 , SDK HETEZANIRE , FFRMRAK I mRHAIEAZRORA. FMEESN SDK Fuld,
LRTHSFRIZESHA ¢

e Python

* Java

o PHP

* Go

e JavaScript
e NET

ATEEENRESEERE  THUSRREES A, B OANSEIRERSH, EREE. BREOMSHEERI bASRgRuE , (fE
RS ELRE , AAESERY | LFAERE-A SDK.

=AY url ATEES ¢ https://cvm.cloud.sunhongs.com/?Action=Describelnstances&Instancelds.0=ins-
09dx96dg&Limit=208&Nonce=1188680ffset=08Region=ap-
guangzhou&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliP9YW3pW28FpsEdkXt%2F%2BWcGel%3D&Timestamp=14
65185768&Version=2017-03-12
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IR BT GIPRERREER ARt RN RRRZRRIE , FLNSRSLE url FEXSESFITHEER curl SHdERRSREEMGER | 8
ATER—NILEERER url |, FEESURGIFHRY Secretld 1 SecretKey AESLIZSR , FHERRFXRIRTEEAESA Timestamp .

IR ETENREY  FTRFEES  EER—IESSRHUTEEIRY url TREEEMAR , FRASHRINTERRE | EXAFTMIERE. AZRESH
i , BERITEIERRA.

R ATMUR(ERT APL 3.0 , FREERATEANEZME , AMERIERAI APl | BT FEATERBRSEERITERIR | B NAISEIRAESN
i,

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.lRandom;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {

Mac mac = Mac.getlnstance(method);

SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.cloud.sunhongs.com/?");
/] EENRBKRIGSEHTFEAER | A TreeMapfRIEIRF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");
}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {
StringBuilder url = new StringBuilder("https://cvm.cloud.sunhongs.com/?");

/] EFRERMurl PRI SEIRR R B EK

for (String k : params.keySet()) {

FEXERBHITUrlencode , HFkeyEBRHENFE , HULLAMXIHvalueit{Turlencode
urI.append(k).append(" ").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");
}
return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap<String, Object> params = new TreeMap <String, Object>(); // TreeMapa] LAB#IHERF

// SERFE PR R 2 EFAMEANES , 5140 : params.put("Nonce", new Random().nextInt(java.lang.Integer MAX_VALUE));
params.put("Nonce", 11886); // AH5%)

// SCRREA R N 4 EFR RS2 EIRTE , a0 : params.put("Timestamp”, System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // AHES#]

params.put("Secretld”, "AKIDz8krst5yKBZQpn74WkaLPx3EXAMPLE"); /] "NHSE

params.put("Action”, "Describelnstances"); // AEES#]

params.put("Version", "2017-03-12"); // ’A,it #

params.put("Region”, "ap-guangzhou"); // A1

params.put("Limit", 20); // WSE%

params.put("Offset", 0); // WEE%

params.put("Instancelds.0", "ins-09dx96dg"); // W5ZE&4L

params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE", "HmacSHAL")); // AESE
System.out.printIn(getUrl(params));
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Python

FER  QNERETE Python 2 INMBAHIE(T , BB LEE requests (KERE :  pip install requests .

# -*- coding: utf8 -*-
import base64
import hashlib
import hmac

import time

import requests

secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query_str = "&" join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =='_main_"
endpoint = "cvm.cloud.sunhongs.com”
data = {

'Action’ : 'Describelnstances’,

'Instancelds.0" : 'ins-09dx96dg’,

‘Limit" : 20,

'Nonce' : 11886,

'Offset' : 0,

'‘Region' : 'ap-guangzhou’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12'

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])

# IAbSOFRER |, ARZhiaaTaer=4Eit#k

# resp = requests.get("https://" + endpoint, params=data)
# print(resp.url)
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ZEOE3v3
BIAEHATE: 2024-09-03 18:50:08

tcecloud API £XE/MARNERETEMHIE , IS MEREBFTEELAHBERSHHEEEZ(ER (Signature ) ISIHEKESH. SREEHREEIE
4k, REEIFEIE Secretld 1 SecretKey ; HERFPIREEREEIL , BREEAPIZHERAERE , BULEERZAPEEO.,

S - \
1. BiFLEeFElE
EFERERA=APIZHE , BRIEAPIZHEREFBLZESEIE. L2EIFEHE Secretld F1 SecretKey :

e Secretld BFHRIR APl EEESH
o SecretKey FIFIIEE R FHBMIRSSRIHIGIEEFF R E0ZHE,
* FAFWAFIRREREEIE , BRHE,

BRIEREFIEREREERNT ¢

1. HRtcecloudEEHEHIE.
2. BIE=APIESRAgEHI ST
3. E=APIZSETHE , M [FiiE] BPRJLAGIEE—XdSecretld/SecretKey

IR FAEKESRETTLUABERIT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &&75%

ER  WTFGETAE , R32EF Content-Type: application/x-www-form-urlencoded {48z, X3FPOST/Hi% , BEISZHF Content-Type:
application/json LA% Content-Type: multipart/form-data FEFNYIET | json IRRBUARTEWSEOESIE , multipart IR REEISEOSE,
IRTiZEEOABE(ER json &AM | & BRSSO 4I%A.

TEUSRSSHEA MNXEAFIREAGF , DEBNMBERZRERE. BAWBEITERLE7IRAM NS : Limit 1 Offset , 3 GET 737413
A,

1RIZFFRY Secretld # SecretKey 382 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #1 Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

2.1 FHEALBERER
AT ETUHHEAEIEHKER ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + '\n' +
CanonicalHeaders + "\n' +
SignedHeaders + '\n' +
HashedRequestPayload

e HTTPRequestMethod : HTTP i&3KJ5i% ( GET, POST ) , ARffFA GET ;

e CanonicalURI : URI £%§ , API 3.0 EIEHIERHT (/) ;

* CanonicalQueryString : &2 HTTP i&3K URL ShEIAF=FE , 3+F POST &K , EEATF/HE , WF GET &%k , My URL FEE (?) FEHI=
TFERE , ARFIEYES : Limit=10&Offset=0, j¥& : CanonicalQueryString FEL&1d URL A3,

e CanonicalHeaders : £25&BRLEMEE , ZES host F content-type FILER , (BAIIIABEXRILESEEE LIRS BSERNE— LS
M. FHERNIN @ 1) L5 key 1 value B—EEpUNG |, HEEERTIE | 128 keyvalue\n 18202 ; 2) SER | IRIBSLED key (/N5 ) RFEEHERE
1THHE. Bl content-type:application/x-www-form-urlencoded\nhost:cvm.cloud.sunhongs.com\n

* SignedHeaders : £5&ZLEMER | HBLLXERBWLLIS 5 TES , 1 CanonicalHeaders B &HILEBRETE—XIMAY. content-type 1
host JowsisESkEB. BHEN : 1) 3KEB key F—HAING ; 2) Z40LE key (NG ) IRIBFHAIFHTHHE , FEUSS () PR, E+H
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79 : content-type;host

e HashedRequestPayload : IEKIEXHIMEHE , IHHET5ER Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , XJ HTTP iEREANEX
payload fif SHA256 [8% , SAE+7S#HIRS , RERBEHIEMNSFE, 5 | }F GET 5K , RequestPayload EEAZTFRFE , XF POST i5
3k , RequestPayload BiJg HTTP iE3KIEX payload.

HRIBLA AN | REIFSRIRIATEIEREIT (ATREZE  \n BITFREEBRITEHI—TEK)

GET

/

Limit=10&Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.cloud.sunhongs.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

22 JHHSEEBFAER
RIS PR S R FREH

StringToSign =

Algorithm +\n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

* Algorithm : &E28% , BRIEE/ TC3-HMAC-SHA256 ;

¢ RequestTimestamp : EKATEIRY , BNERLERHY X-TC-Timestamp BUYE , 40 L~BliERA 1539084154 ;

e CredentialScope : EIEEE , 189 Date/service/tc3_request , B HEA. AMERAIRSMRIEZFFE (tc3_request ) , Date J9 UTC #RARTEIE
B8 , BUEREMASE X-TC-Timestamp BEH UTC FRERTEAENE— ; service AR , /RSEANREE—E, flE0 cvm, W ERGHE
Sk, BYEA 2018-10-09/cvm/tc3_request ;

* HashedCanonicalRequest : AL EHHEFEIEIERBRIGHEE |, ITESEN Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

==
1. Date ‘Z/RMBFIEIEL X-TC-Timestamp 8153 , BRIXJ9 UTC+0, MRMARFZAMIKESR , FIIFR/\K |, FSHEXRME EEARD B2
REERVELRW. RIRAEEY 1551113065 , 74/ \RAIRIEZ 2019-02-26 00:44:25 , {BEiTE5EIAY Date B UTC+0 FIHEARA
2019-02-25 , mA2& 2019-02-26,
2. Timestamp WZLRIRSEATE , EFEBREFERENEZRELH  REEBIRSPNSERY. MFRKIEAINERERES | 788
SHT—RIERE , BROELW (RRISZTHER) .

HRIELA LA | ZROISRIRSER /BT (ATRRENT , \n TR SETEHN—T8R) ¢

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9c192c14460df6c1ffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23.iHEER
1) ItERESEEE , BT

SecretKey = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request")

e SecretKey : JRARY SecretKey ;
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e Date : B Credential Ff9 Date ZERISE , a_E7~ff , 792018-10-09 ;
e Service : Bf Credential #1f9 Service ZERE8. , WLl , 79 cvm ;

2) itgEs , HRBaT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

* SecretSigning : BILA EITESRIRIRESZEIR ;
e StringToSign : BIZ B2 EERINNGSEFRE |

2.4. $H% Authorization
AT H8EHHE Authorization :

Authorization =
Algorithm + "' +

'Credential="+ Secretld + '/' + CredentialScope + ', ' +

'SignedHeaders=" + SignedHeaders + ',
'Signature=" + Signature

* Algorithm : €875i% , ElE/ TC3-HMAC-SHA256 ;
* Secretld : Z$AXIHAY Secretld ;

e CredentialScope : Wt , EIEEE ;

* SignedHeaders : Il £ , 258 ZRLEMER |

¢ Signature : &8

RIBELLERIN | B SEIRYED

gﬁﬁ\ /Ié?

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f06

14b047e5df4582db9e9bf4672ba50567dbal6c6ccfl74c474

RESTTERIBRERNT

https://cvm.cloud.sunhongs.com/?Limit=10&0Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_request, SignedHeader
s=content-type;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbcbecfl74c474

Content-Type: application/x-www-form-urlencoded
Host: cvm.cloud.sunhongs.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

. BRKW

HRIESERRER | FARLUTERRMAERT | SRIESSIRERE

=D
AuthFailure.SignatureExpire
AuthFailure.SecretldNotFound
AuthFailure.SignatureFailure

AuthFailure.TokenFailure

WREFRA © Efi=_V1

ISR
SR
BHARE
R

token $EiR
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RS HEIREA
AuthFailure.InvalidSecretld BHAEL (AR API Z5E2EEY )

4.

k%

Ny —
BiE
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;

import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util. TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {

private final static String CHARSET = "UTF-8";

private final static String ENDPOINT = "cvm.cloud.sunhongs.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";
private final static String CT_JSON = "application/json";

private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getInstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm®;

String host = "cvm.cloud.sunhongs.com”;

String region = "ap-guangzhou";

String action = "Describelnstances”;

String version = "2017-03-12";

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");

[ ERRKX , BUESSHE
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkkkkkkkkk 59% 1 m;%*m;ﬁiﬁ*% *kkkkkkkkkkkk

String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&0ffset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host”;
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String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.println(canonicalRequest);

// *kkkkkkkhkkkkkk ig% 2 m}%#%§g$ﬁ$ kkhkkkkkkkkkkkk

String credentialScope = date + "/" + service + "/" + "tc3_request”;

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.println(stringToSign);

// *kkkkkkkkkkkk ﬁg% 3 .’L-I-%‘xig *hkkkkkkkkkkkhk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printIn(signature);

// *kkkkkkkhkhkkk 5% 4 ?#E AUthOI’IZatIOh *hkkkhkkhkkhkkk
String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "

+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.println(authorization);

TreeMap<String, String> headers = new TreeMap <String, String>();
headers.put("Authorization", authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

}

}

Python

-*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# BIRSH
secret_id = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9XxGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.cloud.sunhongs.com”

endpoint = "https://" + host

region = "ap-guangzhou"

action = "Describelnstances"

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# *khkkkkkhkkkhkkkkk 59% 1 ?#;%;m;ﬁi%i*% *kkkkkkkkkkkk
http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&Offset=0"

ct = "x-www-form-urlencoded"

payload = ""

if http_request_method == "POST":
canonical_querystring = ""
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ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host”

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

# kkhkkkkkhkkkhkkkkk 59% 2 ﬁ}%ﬁ%g?ﬁ% khkkkkkkkkhkkkk

credential_scope = date + "/" + service + "/" + "tc3_request”

hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

# *kkkkkkkhkkkhk 59% 3 'H'%E% *hkkkkkkkkkhk

# ITESBRHER

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# kkkkkkhkkkkkkk 5% 4 : m}% Authorlzatlon *kkkkkkkkkkkk
authorization = (algorithm + " " +

"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSHRINENERLER

headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,

}
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BRILEFTATE: 2024-09-03 18:50:08

1. BRSSbiE

gﬁﬁ\ /Ié?

bz (Region ) 2ISYHRAVEIETORIMIEXIS, tcecloud X (JISIERRME BE2iRE | REARMISBSRAEEASEMIAEE. TR

T, B TEEE , BNEEESRIATE PR,
ERTLUEE APLEC EifiiRpIR EESSAET IR,

2. 1Bt

tcecloud API FIEFEIZEAYEIT HTTPS ¥HTE(E | IREEZSMNEEEE.

3. IBKAE
I HTTP B3R5E:

e POST (¥ )
* GET

POST &k #5#9 Content-Type 8 :

e application/json (7 ) , WIAfEA TC3-HMAC-SHA256 &&75i%.

* application/x-www-form-urlencoded , @47 HmacSHAL & HmacSHA256 &£ 7375,
e multipart/form-data ( {XERHIEOSTES ) |, ©HEA TC3-HMAC-SHA256 BE 7534,

GET iEKENIERBRNAEH#ET 32 KB, POST IER{FEAERE A HmacSHAL, HmacSHA256 BIAREBIT 1 MB, POST iEkER&ERTiAA TC3-

HMAC-SHA256 RBi37#% 10 MB,

4, FRERES

(ERUTF-84%HS.

WREFRA © Efi=_V1
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XM EFTAYE: 2024-09-03 18:50:08

il
=

IEfRIREIZER
AR ST ER LR ASFIE (DescribelnstancesStatus) 2017-03-12 iAol , EARTY , EETRERIEEAI T -

{

"Response”: {

"TotalCount": 0,

"InstanceStatusSet": [],

"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc"
}

}

* Response RENEAY Requestld 2EEIFEL , TiCHERMINSSE , RE APIMET |, INESIRE,

* Requestld FBF—> APLIERIIE—IRIR , 215 API HIIRE | ATLBREIA] , FHRAHZ ID SKRIRERE,

o RTEENFERI , ERARMEOENNFE , ARIEOMRENFERS WEOSGEFIEN., ISR TotalCount # InstanceStatusSet 1979
DescribelnstancesStatus #Z[ENXFEE , BT ERERNBEFPENASE =IRSEELA , Bt TotalCount 7EIIER FRIREER O,
InstanceStatusSet 7R,

THIRIR[EILEER
BV, SRR -

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct."
b
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}

}

Error (IHIMAREZIFRBFALM. Error FEREREMEH Code 1 Message FRIEEALNET 2 ERER].

e Code RREMRHBAIEIRID , HIEKH BTSSR EZERISE A SRS AR O A EHRIB IR EmE RN MR EFRR T 2.
* Message BT MEREENEHRRE , BEEWSKESREMML W AFTRSEHERFEEREHN , AR RARIHX NREE.
Requestld FBF—™ APLiEXRAME—IRIR , 2R APL HIIRE | STLIERRBA] , FHRMZ ID FARRFE,

RHIEIRG (TODO: EEER, ZEENFE?)

REIERFUNRFIE Error B, NFRER APLIEOSKM, Error Y Code FERFRMEIRMG , FrE L SEPATREHIIAEIRIDANTIERG , TRIIHT
NHEER,

=] sEIRHEA
AuthFailure.InvalidSecretld EIRAEE (AR API Z5EEEY )
AuthFailure.MFAFailure MFA $8iR,
AuthFailure.SecretldNotFound BRI,
AuthFailure.SignatureExpire EZITHA.
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HRAD Hie iR
AuthFailure.SignatureFailure BEER,
AuthFailure.TokenFailure token iR,

BRER CAM 1%,

AuthFailure.UnauthorizedOperation

DryRunOperation
FailedOperation
InternalError
InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

WREFRA © Efi=_V1

DryRun #E , KFRIBRELEMINN , RESET DryRun 84,
R,

HEBFEIR,

BOREFE,

SR,

SHEUEEIR.

RIS ECETPR S o

TROSHEER.

BOMARFE.

ERADREGERT T SRR S,

RIFE G,

RIFAE.

BRTFE.

BRI,

RIFIURAE.

RASEEER,

BMEARST.

http(s)iERIMSEIR , R32#F GET #1 POST i53K,

ORISR,

£6288 T1 40911



) ERITA

HEYEATIRRAFHEOLSNENNSE, N E | A MENRRAERIO SRR EXLSHH TR | EERERITEETXLSH , 7
BEIERAHEIER,

BEIE V3
{8278 TC3-HMAC-SHA256 &&75i4RT , AHSHEEL—HE) HTTP Header ISR+ , 11T
BHER Sl vk R

XTC-Acti . = BEREOZR. BUESEZEONEPEHASHNTLSE Action B9RBE. FIIN=IRSESHIEIASLAIFIFRREO |

-TC-Action String = . .
EYE# Describelnstances,

MRS E , ARIFRAEIREE MEEAIEUE. EOESIBEBESEZEOXETEHMASE AT SE] Region

XTCRegion — SUING B s, 8 - REEOABBERZA , BRI | KA SRS R,

X-TC- Integer 2 2487 UNIX AYiE)E , elicRAGE APLEKRAYATIEL., #ia0 1529223702, F& : MR SRS SMEIEERIIS S
Timestamp = i, SEEREZTHER.
X-TC-Version String = EERY AP ROMRAS. EESERZOSUEHFASLHESEL Version BUREE, HIIN=ARSSZRAOARA 2017-03-12,
HTTP FRESHIAIESLER=ER , a0 :
TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-
type;host, Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
He,
Authorization  Strin = - TC3-HMAC- SHAZSG SEDEA , BREENZE ;
9 _Credential : &&EiE , AKIDEXAMPLE £ Secretld ; Date £ UTC iRgRTEIEL , REBSAIAEH
X-TC-Timestamp #2&#9 UTC FRERTIBHER—EL ; servicer=m® , RRSTERRTmEE—E, AN
cvm ;
- SignedHeaders : 258 Z1+ERILEHMSE | content-type #1 host Ju4i5sLER ;
- Signature : FZHE,
XTC-T, . = IREHIEBATAR Token , FEESIGAIER—EE(EA. IBRZEETI Token FERGID SRS A RREOIREL
-TC-Token String A

KEFESHAFEE Token,

EBHiE V]

{8 HmacSHAL #1 HmacSHA256 &&75i40 , ARSHEEHR—NEEKEF , 00T

SHEWR g ok R
Acti , = BFRIEOER, BBSEROMETRMASHATESL Action B, HIN=IRS SSAIEIRSLHITIRE
ction String =

O, BY&ES Describelnstances,

MIEHSE , FSRMRFR R MR, EOESIMEEESERONEPRASHATSH

Region String 5 Region AUIEE, £ : REEOAFTEESIZSE  BEOEPIFRGREE | AEMEEERZSEHtE
T2,
T o Z50 UNIX BY[E)2; , AricRARS APLIEKAYRTEL. 1801529223702 , SRS LFIRMEHEET K , S35
imestamp Integer = AN -
BRTHEIR,
Nonce Integer 2 BEHLIEEEEY , 5 Timestamp BXG#Ek , BFBILEERIE.
. TE=APIZHE L BBERIFRRBAAY Secretld , —4 Secretld J3RIME—HY SecretKey , 7 SecretKey SRk
Secretld String =

HRLIERER Signature,
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Signature
Version
SignatureMethod

Token

HhiE IR

ok
2

String

String

String

String

gﬁ& N Ié?

- BERER , BRREIREROESEE , EERAPRECFUMASEITEEH, BATESE8IENL
= ALSTRY,
= RERT AP HORRA, EUESEHOSRETPAS S Version FIFEE, FIANZ=ARSSEHUMRAS 2017-03-

12,
= #BH , BASZHEF HmacSHA256 71 HmacSHAL, REIEREIEE HmacSHA256 Bt , AR
- HmacSHA256 ESAIIFSH , EfbiERI9MEA HmacSHAL IS4,
= IGRHE-RBATFRNY Token , BEEAIGRIZE—EM. IEIZHR Token EER SRS AREO

B, KHIZAATEE Token ,

e (Region ) EIsIIEAVEIEH ORIMIEXE, tcecloudRXFIIERRIE 2 EERE |, RERRSEREAERENREEIISESE. A TIHEER

FE. B THEE  ENtERSE

IEEE PRIt

ERTLUEE AP EifitiRsIR EESAbET IR,

WREFRA © Efi=_V1
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Hfthiz]
HEZ T RIRZIAE

I EFRATE: 2024-09-03 18:50:08

1. EO#E

OBk © cam.api3.cloud.sunhongs.com,
HEZ N RRIABE

BONEDIBERIERIRS  200%/75.

EOEFRATE : 2022-08-11 19:02:25,

BEORISE N,

2. MASH

PAITBRSHGIFRMNGH TEOBRSHENA D AHSH , RBARSHGIRIAHBERSE,
SHEWR itk FEYFNULL ESit) fik
Action = = String NHSE, AEOBYE : AttachRolePolicies
Version 2 & String AHESE, REORYE : 2019-01-16
Region 2 = String AHBH, MEOAFTEEBLSH.
Roleld 5 " Uint64 fAeID(SRERRYE—TR)
RoleName & & String AEEIREARBIDAME—IN)
Policyld & & Array of Uint64 ZRERID list(52RA8E listME—IN)
PolicyName &= & Array of String R list(5ERRKID listME—IN)

3. EHSE
SHETR ESid] R
Requestld String W—EK ID , @XiEkRERE, EMMITFERMHIZXIBEREN Requestld.

4. 581=68
LUMMYFE 7O SZERRAERED , B EIRSIFE N A R,

FEIRAD

B}
2

FailedOperation.PolicyFull
InvalidParameter.OperatePoliciesOverLimit

InvalidParameter.PasswordLengthTooShort
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FEIRG

i
4

InternalError.SystemError
InvalidParameter.ParamError

InvalidParameter.PolicyldNotExist
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BRILEFHATE: 2024-09-03 18:50:08

1. Z=OfER
EOIEKER © cam.api3.cloud.sunhongs.com,

A0 (AttachRolePolicy ) FBF4FERIEEIAE.
BONEROIBRIERIRS « 200%/75.

EOFEHATE : 2022-08-11 19:02:25,

FEOBRIOE S NN,

2. MINSH

ITNBRSHGIRMGILH T ROBERSENRD NS, <2

SHEWR Wik FBEFNULL gt
Action = &= String
Version = &= String
Region ~ = String
Policyld &= &= Uint64
AttachRoleld &= @3 String
AttachRoleName &= @3 String
PolicyName &= = String
A M2
3. BB
SR St Tk
Requestld String
H
. EIRS

LI B THROSSZIBRRAIEIRT | EhERDFER
FER
InvalidParameter.PolicyldNotExist
InternalError.SystemError
InvalidParameter.RoleNotExist

InvalidParameter.AttachmentFull

WREFRA © Efi=_V1

LSRRI A TSRS,
i34
AHSBH, AEOEYE : AttachRolePolicy

AHBE, AEOBYE : 2019-01-16
NEBH , FEOFFTEECBILSH.
REEID , A& Policyld5PolicyName Zi%&—
fAelD , BFEE/AE . A2 AttachRoleld 5 AttachRoleName —if—

AEEMR , BFEEMAE . A& AttachRoleld 5 AttachRoleName Zi%—

RI&E , A&Policyld5PolicyName —i%—

W—EKID , @XiEkEBSRE, EMMITEERMHIZXIBEREN Requestld,

1Y, jzt%al%ﬁt_lj

%293 ™

gﬁﬁ\ /Ié?

40913
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BRILEFHATE: 2024-09-03 18:50:08

1. Z=OfER

EOIEKER © cam.api3.cloud.sunhongs.com,
HPES N AEEIRE

EOAZECIESRIRERIRAE - 200%/7D,

EOEFAATAE : 2023-02-09 15:36:51,

FEOBRIOE S NN,

2. MINSH

LITNBRESHGIFRNGIH T EZROBRSEFEBD AHSE
SHEWR 1% FEYFNULL
Action = a
Version = &

Region = )
Roleld = &
RoleName & )
Policyld o &
PolicyName = &

3. BB
SR KA R
Requestld String

4. FEIRG

String

String

Array of Uint64
Array of String
Uint64

String

LIBIH TiRON S ZERRAIEIRS , EfERDFE A SR,

FER

FailedOperation.PolicyFull
InvalidParameter.OperatePoliciesOverLimit
InvalidParameter.PasswordLengthTooShort
InternalError.SystemError

InvalidParameter.ParamError

FRIERS : Efh=_V1
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: AttachRolesPolicy
ANHSE, REORYE : 2019-01-16

HEH , FEOTTREBISEH,

5
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Keyword & &= Array of String RABZEATEATE
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1 RREENRE | 2 FRTURERE

HSETSSIAAT I,
BUEERTIA)

ISEISAAT L,
IEEHRE

HSERISNAAT L.
SRS

I SEISNAAT L,
=/iE

HEETSSIAAT L,
REIRSIERERNE

gﬁﬁ\ /Ié?

: GetPolicy

HE8y, AEOEYE : 2019-01-16

HEH  FEOATEEBISH,

BE—EK ID , ®RIERESRE. EEIFEIRAEZXRIERAT Requestld,

26307 1 #4093



Jy HRHEE
4. 581=15
LAY 7O ERXAEIRE , EEIRADIERN A HEIRD,

IR

i
5

ResourceNotFound.PolicyldNotFound
InvalidParameter.ParamError
InternalError.SystemError

InvalidParameter.PolicyldError

WRARERS : Efi=_V1 55308 T #4097



SR EIFE

EITEFATE: 2024-09-03 18:50:09

1. EOHA

EOERER © cam.api3.cloud.sunhongs.com,
A ( GetRole ) BFREUSEABRIFMAEE.
BRIAREOTEREREIRE) © 200%/%,

EOSEFRATE - 2022-08-11 19:03:58,
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3. WS

SR eSSl

TotalNum Uint64

List AttachPolicyInfo
Requestld String

4. FEIRS

PITNGIH 7RO SSZERRAIERD , EMERAEFIA

R
InvalidParameter.ParamError

InternalError.SystemError

FRIERS : Efh=_V1

FREFNULL RE
= String
= String
= String
= Uint64
= Uint64
a Uint64
fik
HSETSSAAT I,
RIRIDEL
I SERISNAATIL,
SRERTIZR

AHBE, AEORYE : 2019-01-16
PHBH, FEOFFEEBISH,
FAF4EID

TS, BAMER 1, N1 7R
AN, BUMER 20

E—EKID , ®XERESRE. EESEEREGZXRIBERAT Requestld,

ARG,

gﬁﬁ\ /Ié?

%313 1 #4093



SREN A 4B ERISRIR YR

BRITEFTATE: 2024-09-03 18:50:09

1. &MEiA

EOERER © cam.api3.cloud.sunhongs.com,

gﬁﬁ\ /Ié?

Z$#0 ( ListAttachedRolePolicies ) FEFHREN A ELBENIFILTIZ.
BUABEIEROERIRS)  200%/F5,

EOEHATE : 2022-08-11 19:03:58,

EOBRIOE S NN,

2. MINSH

UTNBRSHGIRMNGILE T ROBERSERD NS

SHETR
Action
Version
Region
Roleld
RoleName
PolicyType
Page

Rp

3. WS

SHETR

List

TotalNum

Requestld

4. TR

Wi
=
=

=]
=

i

iy

iy

fim

ESitl

AttachedPolicyOfRole

Uint64

String

FBEFNULL
=~
=

=

iy

iy

i B

iy

ESitl i)
String AHBE, AEOBYE : ListAttachedRolePolicies
String AHESE, AEORYE : 2019-01-16
String AHSH, MEOAFTELCRLSH.
String A& D, ATEEAE . A2 Roleld 5 RoleName —ifk—
String fAEd. BTEEAE . A2 Roleld 5 RoleName —ik—
String RERIRSEENTIR | UserRnNEWBENRE | QCSERRXEIRIFURRE
Uint64 g, N 1 FA
Uint64 BITE , TEEXT 200

R

I SESIARTI,

FABRERIRIRY IR

I SERSIARTI,

AERERIISRIRSE

BW—EK ID , BXiEkERE, ELIDMIIFERMHIZRIBERE Requestld.

UM TR O SSIBIEERA0ERT , BEtERaE AR,

=S

WREFRA © Efi=_V1

%6314 1 #409m3



) Hitra
FEIRG
InternalError.SystemError

InvalidParameter.ParamError

WRARERS : Efi=_V1 315 H409m



BRI RERAISLIRY IR

BRITEFTATE: 2024-09-03 18:50:09

1. ZEOfEA

EOIEKER © cam.api3.cloud.sunhongs.com,

AN ( ListEntitiesForPolicy ) RIRTEAMRIEREAISLATIZR.
EOAZECIESRIRERIRAE - 200%/7D,

EOEFAATE - 2022-08-11 19:03:58,

FEOBRIOE S NN,

2. BINSE
IUTBERESHFRGH T EOBKSEFE D AT S |, TBARSEGIRN A TLERSE,

SHER W% SIENULL 353 A
It

gﬁﬁ\ /Ié?

Action = &= String NHESE, AZOEYE : ListEntitiesForPolicy
Version 2 S String NHESE, ANEOEYE : 2019-01-16
Region 2 B String QB , AREOTTEERILLSE.
Policyld 2 5 Uint64 5K id
Page & & Uinte4  TUR3, BUABR 1, N\ 1 7R
Rp S S Uinte4  BTTA/N, BUAER 20
o . ATEYE 'All', 'User', 'Group' F1 'Role’ , "All' F-FKENFFASLIAERY | 'User' FxRFKENFIK
EntityFilter & &= String = o , Ve o N Al
5, 'Group' FRFIREVEFAE | 'Role’ RRFIREVAE , AR All
A s
3. S
SEER il A
, IBHSSMAAT I,
TotalNum Uint64
SLUREER
) . . IBEXISNAET I,
List AttachEntityOfPolic
e ST
Requestld String K—EK ID , BREKREBRE, EAIORFEERAZRIERD Requestld,

4. $EIRMG
LI G TIEOWSSZERRAIEIRT , EERDFE N A SR,
FRIRIG

InvalidParameter.PolicyldError

FRIERS : Efh=_V1

%6316 1 40913



"f.) BEES

FEIRG

i
4

InvalidParameter.ParamError

InternalError.SystemError

WRARERS : Efi=_V1 55317 W H4091



EIRARSIZR

EITEFATE: 2024-09-03 18:50:09

1. Z=OfER

EOIEKER © cam.api3.cloud.sunhongs.com,
A0 ( ListPolicies ) JATEIARIRIIE.
EOAZECIESRIRERIRAE - 200%/7D,

EOEFAATE : 2022-12-02 16:37:36,

FEOBRIOE S NN,

2. MNSH

UTNBRSHGIRMNGILE T ROBERSERD NS

SHEWR Wik FFNULL 28U
Action = = String
Version = &= String
Region = &= String
Rp = &= Uint64
Page = = Uint64
Scope B &= String
Keyword = String
TargetUin = &= Uint64
TargetGroupld & = Uint64
TargetRoleld = = Uint64
ServiceType = &= String
Client B 73 String
FlagUin B 73 Uint64
FlagGroupld - &= Uint64
FlagRoleld = &= Uint64
CreateMode S &= Uint64

3. WS

SHETR ESid)

B
5

FRIERS : Efh=_V1

NHSE, FEOEYE : 2019-01-16

N

BIEE | BAER 20, WRATF 0 BE/NVFEETF 200

s, BUAMER L, N 1R,

AHBH, FEOTTEEBUSH,

AEEATF 200

gﬁﬁ\ /zli?

ATEE All'. 'QCS' # 'Local' , 'All' SRENFrEHEE , 'QCS' RERBFRIZHME , 'Local' RIREXE

TEN RS , BOARLAIl

RERIRB LD
#ZUintEg
Eroedz Lo | Uiy

ZAeldiEg

&F=fRIdILEL |, gNcvm

FERRIR |, #=H& " console”

RUIntRCREX

& GroupldiRigxEx

1A EIdiKoREL

BUESREY « LIRF-mIREa B IRENE | 2 RRAIEACIRE | SRR AR EIRE | 410058
RINEIRE ; SRS S

6318 1 #4093



'h'.

'-}‘Lj gﬁ& NP2 Ié?

BHETR it A
TotalNum Uint64 gigggfmm.
IS HrIIMAET I,

RIEER |, RS R ELE policyld. policyName, addTime, type. description, createMode &,
Hrp : <br>policyld : 258 id <br>policyName : 5#&% <br>addTime : ZHgEIEERNE <br>type : 1 FRE
List Strategylnfo BN , 2 FINKER <br>description : $El&HHR <br>createMode : 1 RRRWESIPROIENER , &
MER R BB R A BT RIS A B RS <br>Attachments: KEXAIFEF# <br>ServiceType: 5§
KEXRIP= <br>IsAttached: HEEEANRCLARECEKEKRIEII A null, OFRTKRKERL , 13RREX

BRERRE
. . . IS EIINAAT I,
ServiceTypelist Strin
P J s
Requestld String M—iEK ID , ®RIEKEPSIRE], EAIRRAEEREZXIERE Requestld,

4. TEIRMS
PITGIE 7O ERXAIEIRG , BRI =R,
HIRAD R
InvalidParameter.ParamError
InvalidParameter.UinError
InternalError.SystemError
InvalidParameter.ScopeError
InvalidParameter.KeywordError
InvalidParameter.GrouplIdError

InvalidParameter.ServiceTypeError

WRARERS : Efi=_V1 319 W H409m



(Z FABEERER

EITEFATE: 2024-09-03 18:50:09

1. O

EOERER © cam.api3.cloud.sunhongs.com,

gﬁﬁ\ /zli?

A#2O (UpdateAssumeRolePolicy ) B EX A EEERIIITRIE Y,

BONROIBRIRERIRS « 200%/75.

EOSE#HATE : 2022-08-11 19:02:25,

EOBRIOE S NN,

2. MNSH

ITNBERSHGIRMNGILH T ROERSEED NS

SHEBIR W%k FOUFNULL  26AY

Action = & String
Version 2 = String
Region = = String
Roleld & = String
RoleName &= = String

PolicyDocument 2 =
A e
3. FitH&E
SHETR KA
Requestld String

4. TR

String

2%, AEOBYE : 2019-01-16

5>

HEY , FEOFTFEEBUSH.

>

AElD , BFsE/AE , NS Roleld 5 RoleName —i%—
AEER , BHEEMAE . A Roleld 5 RoleName Zi%—

SREESIRY | 7=~ : {"version™:"2.0","statement":
[{"action":"name/sts:AssumeRole","effect":"allow","principal":{"service":
["cloudaudit.cloud.tencent.com”,"cls.cloud.tencent.com"]}}]} , principal BFigEEREE
BOI5R. RENZSHA S5 RNEEFS

( https://cloud.tencent.com/document/product/598/36221 ) #itH&#Rolelnfo

BE—ERID , ®RIERESRE., EUDREFERAGZXRIERAT Requestld,

UMM TR O SSIBIEERA0ERNT , BERaE AR,

R
InvalidParameter.ConditionError
InvalidParameter.VersionError

InternalError.SystemError

WREFRA © Efi=_V1

B
4

£6320 1 #4093


https://cloud.tencent.com/document/product/598/36221%EF%BC%89

N

gﬁﬂj\ /lL:I\

HIRAD

=
4

InvalidParameter.AttachmentFull
InvalidParameter.PrincipalError
InvalidParameter.RoleNotExist

InvalidParameter.ParamError

WRARERS : Efi=_V1 55321 0 H409m



v r o

BEFRAS
BIAEHATE: 2024-09-03 18:50:09
1. A

EOERER © cam.api3.cloud.sunhongs.com,

gﬁﬁ\ /zli?

AEO (UpdatePolicy ) AJRTEHFREE. MREHFERBIRE , MZOSERBHRIBIEOMEE | F2EEHRE , MRAFEEARERE  WE

EelE— P EOAMRAE.
BONEROIBRIRERIRS « 200%/%0,
EOEHATE : 2022-08-11 19:02:25,

ORISR NN,

2. MINSEL

TFERSHGIRNGIH T ROBERSEFIRD AHSH , TEAHSEIIRNAHIBERSL,

SHETR PAE ABEFNULL (B A
Action = = String AHSE, AEOBE : UpdatePolicy
Version 2 5 String AHSE, AEORE : 2019-01-16
Region 2 S String QB AEOLTEERLSE.
Policyld 2 = Uinté4  ZREZID
PolicyName & = String REZA
Description &= = String RESHEA
SRIESIRY |, =l : {"version™:"2.0","statement":
[{"action":"name/sts:AssumeRole","effect":"allow","principal":{"service":
PolicyDocument & & String ["cloudaudit.cloud.tencent.com”,"cls.cloud.tencent.com"]}}]} , principal BFiEEREN
BR, REUZSHAISH KA BIFEE
( https://cloud.tencent.com/document/product/598/36221 ) #HitH&#Rolelnfo
A M
3. HIHSE
SHER St A
Requestld String H—iEXK ID , ®REKEPSIRE]., EIRREATFE 2R EZXIERD Requestld,
H >
4. %EIBEEE.'J

UMM TR O SSIBIEERA0EIRT , BEERIEN AR,

=S ]

InvalidParameter.PolicyNameError

InvalidParameter.PrincipalError

FRIERS : Efh=_V1

6322 71 #4093


https://cloud.tencent.com/document/product/598/36221%EF%BC%89

2

'-}‘Lj gﬁ& [z Ié?

HIRAD i)

5%

InvalidParameter.ConditionError
InvalidParameter.ParamError
InvalidParameter.PolicyDocumentError
InvalidParameter.ActionError
ResourceNotFound.PolicyldNotFound
InvalidParameter.NotSupportProduct
InvalidParameter.PolicyDocumentLengthOverLimit
ResourceNotFound.UserNotExist
InternalError.SystemError
InvalidParameter.StatementError
InvalidParameter.VersionError
InvalidParameter.EffectError
InvalidParameter.PolicyldNotExist
InvalidParameter.PolicyldError
InvalidParameter.ResourceError
InvalidParameter.UserNotExist
ResourceNotFound.GroupNotExist
ResourceNotFound.NotFound
FailedOperation.PolicyNamelnUse
InvalidParameter.AttachmentFull
UnauthorizedOperation

InvalidParameter.DescriptionLengthOverlimit

WRARERS : Efi=_V1 55323 W H409m



kN

2

AFEXEO
SREXCAMZEREHNY

I EFRATE: 2024-09-03 18:50:09

1. &MOEiA

OBk © cam.api3.cloud.sunhongs.com,

AEO{GetPasswordRules} BT IREN PRI RS IZ BN

BUAZCERIEIRE) © 200%/%,
EOFEHATE : 2022-08-11 19:06:02,

EORRERTEN,

2. NS

LINBRESHGIFRINGIH T EZOBRSHFIERD AT
SR % FEFFNULL
Action 2 &
Version 2 &
Region 2 a

3. WS

SHEWR i)
Rules PasswordRules
UpdateTime String
Modifier String
BlackList String
Requestld String

%:tt‘l:l

HIR09

ZEOERSEERERIEIRG , BERIGIEL

WREFRA © Efi=_V1

t24) , REAHSHGIRIAHERSL,

SH, AEOBYE : GetPasswordRules
String ANHS¥, ANEORYE : 2019-01-16

String AHESY, FEOTTEREBISEH,

fEk

SIS,
R NIIES

SIS,
SEHAE]

SIS,
EHAR

IS ERIIMATT I,
BERAFRFERSIZKR son string

E—ER D, ®RIERESRE, EUDRRERAEZRIERAT Requestld,

NS PSR

%324

gﬁﬁ\ /Ié?

40913



EHHCAMZRIHIM

EITEFATE: 2024-09-03 18:50:09

1. &MEiA

ZEOiEKIEE © cam.api3.cloud.sunhongs.com,
EHTRFERIRENN

BUAZCERIERRS) © 200%/%0,

EOEHATE : 2022-08-11 19:06:02,

EOBIE S L E,

2. MNSH

IUTBRSHGIRMNGIL T EROERSEIED A

SHEBR ik FEEFNULL
Action = a
Version 2 =
Region 2 =
Rules 2 &
BlackList = &

A Ry 73

3. BB

SR ESit] R
Requestld String

H >

. EIRS

ZEOE R SBERERIEIRG | BERIGIEL

FRIERS : Efh=_V1

HEH, TBRAHSHIIER

String
String
PasswordRules

String

RS,

HE8, AEOEYE : 2019-01-16

5

HEH , FEOTTEREBUSH,

5

TR EMNY
EZRFREBFIFR son string

E—EK D, BRIERESRE, EUTRRERAEZRIERAT Requestld,

%325 ™

gﬁﬁ\ /zli?

40913



SRz
FrifoauthBl &

I EFRATE: 2024-09-03 18:50:09

Sz A
1. EOHA

OBk © cam.api3.cloud.sunhongs.com,
FrifloauthfilE

BONEDIBERIERIRS  200%/75.

EOEFRATE : 2022-12-12 19:35:47,

FEOBRIO &S N,

2. MNSH

SHETR v FEFFNULL
Action = B
Version = =
Region = =
Name = &5
Desc &5 &5
Clientld = &
ClientSecret = &=
AuthorizeUri = =
AccessTokenUri = =
GetUserInfoUri = =
UserNameField 2 &
NickNameField = &
PhoneNumField = &
EmailField 2 &=
IsSyncldpUser B A
3. HSE
SEER &S] fiER

WREFRA © Efi=_V1

RIESE, AEOBYE : 2019-01-16
NHSBY  FEOATEEBISH,
SoiRMErE (&l ) B/

&

ERRRZFRRYid

ERRR R R
ocauthIGIERRUSEurl
¥xHlaccess_token url
SREVFEFERurl
BERWSIRFERETR
PRRRXS R FERAFR
FHNSHRFERETR
HRFENT R ER R

EBRE idp AR

%326 M

gﬁﬁ\ /Ié?

40913



N

'-}‘L] gﬁﬂj NP2 IL:I\

SHETR ESit] fiEk

Id Int64 g%wﬂgbmm'

Name String gﬁmﬂ%ﬁﬁk

SAMLProviderArn String ﬁ?g&@ﬂ;

Requestld String E—EK ID , ERIEREBRE, ELIDRITFERMZXRIERE Requestld,

4. 581=5
LUMYFE 7O SBERRAERD , EbEIRASIE N A TR,
FEIR A

FailedOperation.IdentityExist

WRARERS : Efi=_V1 55327 W H409m



kN

%

SREXFIF oauthimiR

BRITEFTATE: 2024-09-03 18:50:09

1. &MEiA

BEOERES
SRENFF B =73 F&f%access token
BUAE OB RINERRE] : 200%/%,
EOEFAATE : 2022-08-11 19:05:48,

EORWERTEN,

2. MINSH

cam.api3.cloud.sunhongs.com,

ITNBRSHGIRMGILE T ROBERSENED NS TEAHSEIIRNATERSH,

SHETR Whisk
Action =
Version =
Region =
UserAuthCode =
OpenAccessToken &=

3. WS

BHER s
Appld String
UserOpenld String
UserUnionld String
UserAccessToken String
ExpiresAt Int64
UserRefreshToken String
Scope String
Requestld String
WIS : s V1

FEYFNULL ESidl fig
#e

sy String AHBE, AEOBYE : GetUserAccessToken

& String AHESH, AEOEYE : 2019-01-16

iy

String RESH  FEOTHFEECBISH,

iy

String auth codefZiNEg

iy

String % =Jaccess token , SZUZFEA,

A
ISHIIMAET I,
app id

IBHXIHINATT L,
% =750penld

HESESINATT I,
g =75unionld

[lie oo eI U
g =75access token

SIS,
iJHARTA)

SIS,

refresh token

ISERIIATT I,
RECEE

E—EK ID , @XiEREBSRE, EMAMIFEERMHIZXIBEREN Requestld,

%328 ™

gﬁﬁ\ /Ié?

40913



kN

'-}‘Lj gﬁﬂj NP2 IL:I\

j:t\
4. E'l?nEﬁE.'l
AMBIE T OWSSZERXAERID  EttERIEN AT EIRE,
HIRAD Ak
InvalidParameter.ParamError

InternalError.SystemError

FailedOperation.AuthCodeError

WRARERS : Efi=_V1 55329 T H409m



kN

) Bitra

RlIET BB userAccessToken

BRITEFTATE: 2024-09-03 18:50:09

1. &MEiA

EOIEKER © cam.api3.cloud.sunhongs.com,
RIFTFF%=77access_token
BONEROIBRIERIRS « 200%/75.

EOEFAATE : 2022-08-11 19:05:48,

EORWERTEN,

2. MINSH

SHEWR ik FEVFNULL et fik
Action = = String NHEBE , AZOEUE : RefreshUserToken
Version 2 S String NHEBE, AZOEYE : 2019-01-16
Region = B String NHBH, FEOFFEERBILLSH.
UserRefreshToken = = String FFRlFrtoken
UserOpenld = 3 String FFopenld
3. MHESE
SR ESic) R
UserAccessToken String %:! 7,3_2 a\cizl;;s?tromk;n
. I SETSIARTI,
E At Int64
xpires " P
Appld String appld AR
Requestld String W—EK ID , ®RiEkESRE, EMDMTFEERMHIZXRIBEREN Requestld,

4. TEIRMS
IR T SO S BRESEAOSIRE , EBHRIG I S0,

IR A
FailedOperation.RefreshTokenError

InvalidParameter.ParamError

WRARERS : Efi=_V1 55330 70 FH409



2

) Hitra

IR HHA

InternalError.SystemError

WRARERS : Efi=_V1 5331 0 H409m



F#HOauthfitB=EE

EITEFATE: 2024-09-03 18:50:09

27

1. EOHA

EOERER © cam.api3.cloud.sunhongs.com,
BEFrOauthFtEER

BRIAREOTERIRERIRE) © 200%/%,

EOSEFRATE - 2022-11-16 17:05:50,

EOBRIOE S NN,

2. MNSH

ITNBERSHGIRMNGILH T ROERSEED NS

SR Wik FEFFNULL
Action = a
Version =
Region = =
Desc & =
Name = =
Id = =
OwnerUin = =
Clientld 2 B
ClientSecret P =
AuthorizeUri P =
AccessTokenUri = &
GetUserInfoUri = =
UserNameField = =
NickNameField = =
PhoneNumField 2 =
EmailField = B
IsSyncldpUser 5 B
3. BitHE4E
SR ESidl i)

WREFRA © Efi=_V1

gﬁﬁ\ /zli?

Nt

>N

240, AEOEYE : 2019-01-16

RHBY, FEOFFERERLSH.
=/E

SHIRME (B ) BIR
id

OwnerUin

ERRZFRRYid

RN FRRYZERSR
oauthIHERERurl
¥kHlaccess_token url
REAFERur

B RIS FEREZR
RFRIS R ERE R
FHSIRFREMR
ERFEXS NI FEREZ R

EEREE idp FBFEUE

6332 71 #409m1



kN

) Bitra

SHEWR eS| R
Requestld String H—iEK ID , ®XEKRESIRE. EIR@NFEEREMZRIERE Requestld,
H 0
4, %EEETJE_'J

ZEOGRISEERRAERD | BthERIGIF N ARG,

WRARERS : Efi=_V1 55333 0 H409m



gﬁﬁ\ /Ié?

IUFFAF userAccessToken

BRITEFTATE: 2024-09-03 18:50:09

1. O

EOERER © cam.api3.cloud.sunhongs.com,

AP S =7 &access_token

BUAZCERIERRS) © 200%/%0,

EOEHATE : 2022-08-11 19:05:48,

EORBERTEN,

2. MINSH

ITNBRSHGIRMGILE T ROBERSENED NS TEAHSEIIRNATERSH,

SHETR

Action

Version

Region
UserAccessToken

UserOpenld

3. WHESE
SEBER

UserOpenld

UserUnionld

Requestld

4. FEIRES

String

String

FEFNULL et R
= String NHEBE, ANZEOEYE : VerifyUserAccessToken

& String AHSE, AEORE : 2019-01-16
& String AHBH , FEOFFTEEBISEH,
= String access token
B String open id

fiER

B EXIIIAT L.

FE=7FHopenld

SEXIIPAT L.

B=7F&unionld

BE—EKID , ®RERERE. EEEERAEGZRIERAT Requestld,

LI G 7RO SSZERRAIEIRG , BRI A SR,

=S ]

B
B

FailedOperation.UserrAccessTokenError

InvalidParameter.ParamError

InternalError.SystemError

FRIERS : Efh=_V1

%6334 1 #409m3



SRS

BRITEFTATE: 2024-09-03 18:50:09

Rolelnfo

AEFMRER

AN T#EOB|A : DescribeRoleList, GetRole

2R Wik
Roleld =
RoleName =
PolicyDocument =
Description =
AddTime =
UpdateTime 2
DeletionTaskld =3
ConsoleLogin =
RoleType &
SessionDuration =

PermList

APIERSIZE

HWENTZOS| : DescribeCamServiceAndPerm

BFR WhIE
PermId L
ApiZhName =
ApiEnName =
IsNeedObject =
IsSpResource =
PmService 2

GroupData

FFEEXER

WANTHEO3|H : GetAllSubUser

=2

WREFRA © Efi=_V1

Wik

gﬁﬁ\ /Ié?

FEFNULL ESig) fEk

& String &b

= String ARBEER

& String FREAYERER S

& String fRtainA

5 String FAEERYBEERTE)

5 String fAERERIA—RAYE

2 String RAENEB=TFE , £aAX

& Uint64 AHEEERITER

2 String fataRal |, Bluser, systemagservice_linked

= Uint64 BREdiE

FEFFNULL RE fEk

= String Id

= String APIFhxz

B Array of ApiEnNamelist APIZENZ(EEFIER

2 String EABEREMR

2 String EASIFLGIREN

= String pmService
FEEFNULL Sl A

$6335 1 #4093



kN

2

BFR Wik
Groupld B
GroupName =
GroupNum =
Channel =2
GroupMem &

RolePolicyList

AERIRYIR

#WaNTEO3 A : GetServiceRolelnfo
BR
IsHidden
Policyld

PolicyName

iy

PrincipalServiceRoleCases

ey l=E S

#WANTHEOSIA © GetPrincipalService

R
RoleName
ServiceName
CaseName
CaseEnName
RoleDesc

RoleEnDesc

Name

AR

HWANTHEOS I © GetPrincipalService

BR Wik
Zh 2
En -

FRIERS : Efh=_V1

FBEFNULL
=
=
[ )
=
=
=
=
=
[ )
FBEFNULL
I~
=
=
=
[ )
FBEFNULL
=
[mm)
=
=
[mm)
=
[mm)
&
=
[ )
FEFNULL
2
=
=

%

2

Int64
String
Int64
Int64

Array of Uint64

ESic)
Uint64
Uint64

String

HE
fi2

String
String
String
String
String

String

gﬁﬁ\ /Ié?

iR

FAF4id
FF4EER
FRFAmRREE
BlERE

#HpkRuid

Bes
IRS5HAEZ
BRPXEZ
BRENE
R
e

%6336 1 #4093



AccountDetail

IKSHIB

WA TEEOS|A - AddSubAccount

R

ActionFlag
ConsoleLogin
LoginFlag
NeedResetPassword
Password

UseApi

TokenType

UserData

BRERS#E

WAITHEOS| A : GetAllSubUser

BR

Uid

Uin

Name
PhoneNum
CountryCode
PhoneFlag
Email
EmailFlag
UserType
CreateTime
WechatFlag
SystemType

IsReceiverOwner

SubAccountInfo

FHFBFER

#HE0TEOSIA : UpdateSubAccount

WREFRA © Efi=_V1

o o o o D

iy

FEFNULL

=

=

[ )

Pz

[ )

=

=

=

=

=

[==)

=

[==)
FEFNULL
=
[
=
[
=
[ )
=
[ )
=
[ )
=
[ )
=
[ )
=
[ )
=
=
=
[==)
=
[==)
5
-y

=]
ActionLoginFlag
String
ActionLoginFlag
String
String
String

Int64

ESit]
Uint64
Uint64
String
String
String
Int64
String
Int64
Int64
String
Int64
String

Int64

gﬁﬁ\ /Ié?

30

BRMBIEIRR
RERVFRHIEER
BRIFF

Jerast it
FAFZTS

{EFEApI

HECENRERE

fEk
FAFId
KSHE—FIS
P&
FRIESHS
XS
ERIEIAIERE
HRFEthiE
HRFEREIAIE
FAF3REY
BlEERTE
HER
IS ERC S

REAEKRS

6337 T1 #4093



'h'.

R
CanlLogin
ConsoleLogin
CountryCode
Name
NeedResetPassword
PhoneNum
Remark
SystemType
Uid

Uin

Password
WxzsStatus
UserType
Email
Account

Lang

NickName

GroupMemberInfo

FRFERFER

BANTEOS| A : DescribeGroups, GetGrouplist, GetSubsGroup, ListGroups

BFR

vid

Uin

Name
PhoneNum
CountryCode
PhoneFlag
Email
EmailFlag
UserType

CreateTime

WREFRA © Efi=_V1

O o o o o o D

iy

17 B 1 B 1 R i B i N U

iy

=
=
=]
=
=]
=
=]
=
=]
=
=]
=
=
=
=]
=
=
=

=
E=

FEFNULL

Py

O o o o o o D

iy

17 B 17/ B 1 R I B i N U

iy

FEFNULL

=

17NN 7 I 7 B R R 17 B 17 B 1]

iy

%

i

Uint64
Uint64
String
String
String
Uint64
String
Uint64
Uint64

String

gﬁﬁ\ /Ié?

EOREEERR, 1B
FNS

&E

L VaESit

EWERFID

T FRgE—id

=g

[ (EHEISE A

FAFEE

EXZRHERFE

BR&

E=

==

WEFR

Ak

FHF Uid,
FHRIF Uin,
FRAFER.
FHS,
FNKIEEAEG.
A CWIEF.,
HRFEIE .

A CIIEHE.
FAFZEEL,

BlEERTIA,

$6338 1 #4091



'h'.

=2

IsReceiverOwner

QywxUserld

Serviceltem

iRSs

#WanTEOS A « GetServiceList
B
AddTime
ArnDocument
ColConf
DefAddr
DefaultStrategyList
IsAllowDefProj
IsDisProject
IsDisZone
IsSeen
Online
QueryAddr
Querylnterface
ServiceEnName
ServiceName
ServiceType
Syninterface
UpdateTime
Weight
WhiteKey
Writter

ResourceTypelist

Type

AttachedStrategylnfo

RERER

WREFRA © Efi=_V1

O o o o o B B B B B D D

iy

ol oy o oY

iy

FBEFNULL

=

=
)

FEEFNULL

=
=
=
=

=
E

=

L B 17/ B i/ R 17 IS 1 R 17 NS 1 A 17 B 1 B 7 B

iy

o oy o o

iy

HE
15

Uint64

String

ESil
Datetime
String
String
String
String
String
String
String
String
String
String
String
String
String
String
String
Datetime
String
String
String
ResourceTypeltem

String

gﬁﬁ\ /Ié?

EEAEHBERA.

fik

elfEinE)
ArnDocument
ColConf
DefAddr
ERASRES
IsAllowDefProj
IsDisProject
IsDisZone
r=EIY
Online
QueryAddr
Querylnterface
IRSZEIE
RS
ARS33RE
Syninterface
A
Weight
WhiteKey
BIEA
RIFSEEIEE

S]]

6339 1 #4093



BANTEOS| A : DescribeAttachedEntityPolicies

R Wik
Policyld )
PolicyName =
AddTime &
CreateMode S
Description &

PrinciPalService

IRBWSIFIE

#WANTEO3|A © GetPrincipalService

BFR

Domain

Name
ServicelLinkedRole
RoleCases

ServiceType

GroupMeta

RF4ETER

W03 - GetUserGrouplist, ListAllUserGroup

BFR
Groupld

GroupName

GroupUserInfo

BFETRFER

#WaNTEOSIA : GetGroupsSubAccount, ListUsersForGroup

R
vid
Uin
Name

PhoneNum

WREFRA © Efi=_V1

gﬁﬁ\ /Ié?

BlEskR , 1 BIiEhatlRE, 2 BdRIKiE A,

FEEFNULL ESid] R
= Uint64 SRERID,
& String ERERBR,
2 Datetime REEEIEERTE.
= Uint64
= String SRR,
WAIE FEFFNULL ESit]
= = String
= = Name
= = Uint64
= =3 PrincipalServiceRoleCases
= = String
FEFFNULL &St
= Int64
=z String
WA AFNULL KA
= = Uint64
b= = Uint64
= = String
= = String

ik

3=

BFR
REFARSEXAE
RErRER

A SStERE

Tk
FAF4id
FFAER

fik
®ERFid
TFgE—id
BR&
FNS

6340 1 #4093



'h'.

BFR
CountryCode
PhoneFlag

Email

EmailFlag
UserType
CreateTime
IsReceiverOwner
SystemType

NickName

ListOpenPlatform

B=ATFRFRER

WANT#EOS|A : ListOpenPlatforms

BFR WA
Openld =
Appld =
OpenName =
OpenlLogo =
OpenHome =
OpenType =
Uin =3
Status =
Domain =
State =
Modifier =
ModifyTime =
CreateTime =
Memo =

Ownerlnfo

EWRSER

WA TEEOS|A : ListSubAccounts

WREFRA © Efi=_V1

MI  HD RO

ali

FEFNULL

Pz

L/ B 17 R i/ R 17 I i I 17 B 17

iy

2R R

iy

FEFNULL

2

2

2

2

2

=

=

=

=
KA
Int64
String
String
String
String
Int64
Uint64
Int64
String
Int64
String
String
String
String

gﬁﬁ\ /Ié?

RE fER
String ExRRD
String FHSIRR
String HBFE
String HRFEHRIR
Int64 ek Sit)
String BIEERE
String ALK
String KRBy
String WEFR

R

openid

app id

app name

open logo

B=GFEER

RINRE

EREIKS

B=HFEES

RIS | O-FFIRES | 1-IR5S
1EA

SEFAIA)

SRR

=T

26341 1 #409m3



B
Uin
UserName

CheckStatus

AttachedUserPolicy

PP REXRISRERIFS

AN 23| F : ListAttachedUserAllPolicies

R Wik
Policyld B
PolicyName &=
Description =
AddTime =

StrategyType &

CreateMode )

Groups =
StrategylInfo
KAEER

FEFNULL

=
=)

=

I

iy

iy

Ho

WANTHEEOS | ¢ ListPolicies.

BIR WA
Policyld =z
PolicyName =
AddTime =
Type =
Description 2
CreateMode 2
Attachments B
ServiceType =
IsAttached &=
Deactived &=
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FEFNULL
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i
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String
Datetime
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String
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SREKID,
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SRS CIZEATE).
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Uint64 FSUin
String P&
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fiEk

SRERID

RIEE

SRESHEIA

BlEEATE]
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FEERENER

RIEEEL, 1 RTEENER | 2 RRRRE.

RESHEIA,

elEskls | 1 EIEtatlE, 2 B RIiE A,

REXAIRIF 4L
RIERERRI 53
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=2 Wk FREFNULL 258 fER
DeactivedDetail & £ Arr.ay of BT miIR
String
IsCheck = = Uint64 EEHTREMRES
ProviderList
casBHNTRHEFIZER
HWANTEEOSIA -
B sk FEYFNULL eSS
Id 2 = Uint64
CreateUin = B Uint64
OwnerUin = &= Uint64
Name = = String
Desc = &= String
ProviderType = &= Uint64
Status = = Uint64
ModifyTime = &= Datetime
CreateTime = = Datetime
Cas = &= String
ResourceTypeltem
RIRRE
WA TEOSIF © GetServicelList
R WhiE FEFNULL
ResourceEnName & B
ResourceName & B
ResourceType &) &
ServiceType &= &=
ServiceAndPerm
WS ERSEXIEOER
e T#EOS|F : DescribeCamServiceAndPerm
B WA FEFFNULL ESit]

WREFRA © Efi=_V1

String
String
String

String

gﬁﬁ\ /Ié?
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cas [dS
BlEHuin
EKS
SHIRMEETR
SiniRitrnima
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SHRMEIRS
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=2 Wi
ServiceType 2
ServiceName =
IsDisZone =z
IsDisProject =
IsAllowDefProj 2
WhiteKey 2
PermList &
ActionLoginFlag

BRI ESRRR
WIS A - AddSubAccount

SR P
Phone &=
Stoken &
Token &
Ukey =

CasProviderItem

cas server FiEEE

WU T#EO2|A : DescribeCasProvider

BHR

Id

CreateUin
OwnerUin
Name

Desc
ProviderType
Status
ModifyTime
CreateTime
SAMLMetadata

SAMLEntityld

WREFRA © Efi=_V1

FBEFNULL

=

=
=

=
=

=
=
=
=
=
=
=

=
E

FEFNULL

Py

I

iy

£S5t

String
String
String
String
String
String

Array of PermList

FEFNULL

iy
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|

s
Int64
Uint64
Uint64
String
String
Int64
Int64
String
String
String

String
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REVPEREREOAIRER
RERRZE key
HEXAPIZIZE

fEk
BEiE
RToken
f&Token

ukey

R
provider id
BUZEMKFuin
EMFuin
B

1t

[

providerz££Y
1E5AHTE
ellEEn
SAMLITEIE

SAMLEEflid
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BR
SAMLSingleSignOn
SAMLSingleLogout
SAMLKeys

Cas

CasRoot
CasLoginUrl
CasValidateUrl
CasLogoutUrl

Oauth

OwnerAccountAttribute

EKFREM

#0TEOSIA - UpdateOwnerAccount

R P
Remark =
AddSubAccountDetail

SIS

WU T#EEO3|A - AddSubAccount

R Wik
Name B
Token &5
Password =
Secretld =
SecretKey =
NickName =
Uin &

AttachEntityOfPolicy

ERERRERAISLIAER

W TEOSM : ListEntitiesForPolicy

B ik
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FBEFNULL

FEFNULL
=
=
[ )
Pz
=
=
=
=
=
=
[mm)
=
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5
5
FEFNULL
=
=
FENULL
=
[=m)
=
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E\
A
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=
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=
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=
=

RE R
String SAMLE Bk
String SAMLE k%
String SAMLKE=
String Cas
String casiRithit
String casEffurl
String castiturl
String casEHurl
String oauthfcE&
s fiak
String B
RE fEk
String FF&
String token
String At
String secretid
String secretKey
String EFR
Uint64 uin
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BFR Wik FFFNULL B fiEk

Id = S String SL{RID

Name = = String SRZFR

Uin 2 2 Uint64 SEfAUin

RelatedType B " Uint64 KRERREY, 1 FPXEX ; 2 FAPAEXREK

AttachedStrategylnfoPack

FRESE

N TEOS|F : DescribeAttachedEntityPolicies

ER W% AUFNULL 53 i)
List = - Array of HRARECR |, FUBE M RLRESE policyld. policyName, addTime, type.
= = AttachedStrategylnfo  description, createMode P&, H :
TotalNum & & Uint64 SREREL
Id & & Uint64 AN&Type=1RZRuin , 2RFZRRgroupld
Attributelnfo
=)

WANT#E03|F : AddAttributeValues

BR WA FEFFNULL ESid] fk
AttributeName = I3 String BHEIR
Attribute = 2 String Bl
AttributeValue ES = String BHE

AttachedUserPolicyGrouplInfo

FAPRERIE (EAEIR)ER

#WaNT#EOS | « ListAttachedUserAllPolicies
R Wi FBEFNULL E-Sidl ik
Groupld &= = Uint64 SHID
GroupName &= = String PEBFR

GroupUidUinInfo

BFREfMREFER
WA O3/ : DeleteSubAccount
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Uid = a

Uin = a

Groupld = =
ServiceApiListIinfo
IRSHIAPIES

WANITEEO3IA : GetServiceApilist

BIR

Name
IsNeedObject
Desc
ReadWriteDetail
InterfaceLevel

ResourceExample

Receiver

HERBAER

=
=
=
=
=
=
=
=
=
=

=
=

wWaNTZOS| : DescribeSubAccountContacts

2R

Uid

Name

Remark
PhoneNumber
PhoneFlag

Email

EmailFlag
IsReceiverOwner
WechatFlag

Uin

ServicePermlItem

#=0O

WREFRA © Efi=_V1

gﬁﬁ\ /Ié?

FIF4EID MSRREHAREER- L ENERA dRTVERF AERR

Uint64 FHARFUId

Uint64 FHAFUin

Int64
FEFNULL Sl
= String
= String
= String
= Uint64
= Uint64
= String

FE¥FNULL

=

iy

iy

o o o o

iy

fifik
APIZFR
EARERKIR

*

B

Q2R 03B, LB , 2482, 355

ERNIE - 0.3 O% , LERER

AN S wE |
St faEg

Uint64 id
String ZF
String &t
String FHSE
Int64 FHSHBERKIE
String IFE]
Int64 HRFER B
Int64 EEEERREA
Int64 RSB
Uint64 MKSuin
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AN TEOS|A : GetServicePermList

R Wi FEEFNULL ESit] fEk
AddTime B a Datetime BRI
ApiAddr = &= String ApiAddr
ApiZhName 5 S String chxzigiA
AuthFunction Fi & String SEO
CWildcardName = &= String CWildcardName
InterfaceEnName & & String EOZ
InterfaceLevel & & String URRIE |, 032055, LERES!
IsAuthBusiness & & String B OCH=APEEREN. 1 ESBTARERIEO
IsNeedObject 7 &= String IsNeedObject
IsSeen & &= String IsSeen
IsSeenAtGenerator &= &= String REIEER R
IsSpResource = = String IsSpResource
IsUserSet = = String IsUserSet
PermId = &= String Id
ReadWriteDetail = = String OS5
ResourceType S - String HiRZER
UpdateTime & S String EHdIE
Weight = = String Weight
Writter & S String BB
ServiceName & & String RE&
ProductShortCode a & String ProductShortCode
ProductShortName = & String ProductShortName
ServiceType = & String RSS2EEY
SubAccountFilter
LRGN FIRSER
WA TEEO31A | ListSubAccounts
BFR WAL FEFNULL ESig) fik
Uid P =3 Uint64 FHFUd
Uin P 2 Uint64 FBFUin
Name 2 2 String FAFName
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BFR Wik FEFFNULL RE fk
Remark 2 2 String &
CanlLogin = = Uint64 EEBIFER
PhoneNum 2 2 String EIESHE
CountryCode 2 2 String X5
PhoneFlag = = Int64 I SEERKIE
Email ! <! String IS
EmailFlag - = Int64 HRFER EIIE
UserType 2 2 Int64 FAFRE
CreateTime 2 2 String BlEERTE)
IsReceiverOwner P P Int64 EEBEERKA
SystemType 2 2 String &St
NeedResetPassword 2 2 Int64 RESEEERN
ConsoleLogin 2 2 Int64 EERTEHEER
WoxzsStatus = = Int64 MEARSKERE
PermType = = Array of String INPRZER
NickName =y 2 String BEFR
QywxUserld 5 & String I HERFId
UserAttributeAndValues S S Array of AccountAttributeAndValue TEREM

ServiceApilnfo

RS REAPHER

WANTHEOS I : GetServiceApilist
BFR Wik FEFNULL il b
Name 2 = String RSB
ServiceType 2 S String fRSSID
ArnDocument 2 2 String RSN B RSbEE
Apilist & = Array of ServiceApiListinfo APHEEFIZE
ConditionKeyList S 2 Array of String SHRNZIZR

AttachPolicylnfo

RERRIRIER

BANTEOS|A ¢« ListAttachedGroupPolicies
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BR wWhi%k FEFFNULL
Policyld = 5
PolicyName 2 b=
AddTime = =
CreateMode = 2

AccountAttributeAndValue

TERE
WANITEEOS|A : ListSubAccounts

AR Wi
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BN TEOS| A : CreateApiKey. CreateCollApiKey, QueryApiKey, QueryCollApiKey. QueryKeyBySecretld
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BANTEOS|A : AddUserToGroup, RemoveUserFromGroup, UpdateGroupMember

BR Witk
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ApiKeyDetail
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CreateTime &= =
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AEXKIRIRER
#WE0TEOSIA ¢ ListAttachedRolePolicies
BFR Wik FEFFNULL ESit] R
Policyld 2 S Uint64 ZREEID
PolicyName = = String REEZTR
AddTime 2 S String 4BTERTIE]
PolicyType = = String SEMRERY |
CreateMode 2 & Uint64
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SRR
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BIR WA FEVFNULL
Operator 2 &
Attr 2 =
Value g2 &
UpdateGrouplnfo
BEHRFAER
AN TS| - UpdateSubAccount
B ik FEEFNULL ESid)
Groupld = & Uint64

WREFRA © Efi=_V1

String
String
Uint64
Uint64
Uint64

String

)

FF4Aid

gﬁﬁ\ /Ié?

HA

ZRID

E¢Key
BUZERTIA)(RTTEVEL)
REQBR, 35H)
BLIAO

fik

UserRmBEEN RS , QCSFTRRFRILRRE
RISCIEST | IR NE RN ERSREE | bR EREIE A=

stk
SRR
i

ILEcE

%6351 1 #4093



'h'.

R
Uid
GroupName

Channel

ExtAttr
FPEES
WATFEOEIE

B
NeedResetToken

NeedResetStoken

Grouplnfo

BFAER
WA EOSIA

R Wi
Groupld &
GroupName =
Channel S
Remark &
CreateTime &=
UserInfo &=
GroupType @3

PasswordRules

EERSHINY

iy

FBEFNULL

=

iy

iy

: DescribeSubReceiver

FBEFNULL

Pz
[mm)

o

i

i

el

il

i

: DescribeGroups, GetGrouplList, GetSubsGroup,

gﬁﬁ\ /Ié?

&St R
Uint64 FBFid
String FBFRALEIR
Int64 SENCERE 07T 10 5815 2 : B4 3 : S5 +lpH
FEFFNULL ESid] fik
& Int64 EZHEEmfafJtoken
& Int64 FEZHEEmfafistoken
ListGroups
ESig) R
Uint64 2Hid
String HER
Int64 SEERIE 075 1: 5815 2 : B4 3 : F2{5 +HBfF
String &t
String BIEERE
Array of GroupMemberInfo BFRARRER

Int64

BANTEOS|A « GetPasswordRules, UpdatePasswordRules

R

MinimumLength
MustContain
ForcePasswordChange
ReusePasswordLimit

RetryPasswordLimit

WREFRA © Efi=_V1

Rt FEHFNULL
% Py
2 &
2 &
=] =
A
== =
[=] [=]

FFEZE, 0-BEX , 1-7iR

Sl Ak

Int64 BNERBKE

String =088

Int64 EIEYH

Int64 EREESIRE

Int64 BERAEIGRBOREL

$6352 1 #4093



B

OnlyAdminCanResetPassword

UserGroup

FRFRBFAER
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B
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FIKEFTIZE
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BFR WAL FEYFNULL el A
Keywords 2 =" Array of Filterltem WRFMHES
Operator 2 " String B

UserInfo

FFER

WA TEEO3|A : AddSubAccount
BR WAIE FEYFNULL E<ig) fER
CanlLogin & = String FKS K
CountryCode FS S String X5
Detail 5 & AccountDetail g
Name S = String BR
PhoneNum & & String BIESH
SystemType S = String s S
Email & 5 String ZEHFE
NickName B S String FR
Remark B B String &iE
WxzsStatus & & Int64 MIEERIRE
ContactMail & B String EXEMBAE
IsReceiverOwner & & Int64 BEEEKS
IdentifyType S S Int64 BipZny
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RITEFATE: 2024-09-03 18:50:09

ThRESLER
USRI Error 60 , MEIEFG APLEECISERL, I

{

"Response": {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”
b

"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

}

}

Error By Code RREIRID , Message RRZBRINEMKSE,

TEIRASSIER

PHEERD
IR pizlilz
AuthFailure.InvalidSecretld FHPIEL (RE= API AR )
AuthFailure.MFAFailure MFA &R,

) FEAAEE. R aNEREEACEMRREZR  MKEESR | SRERPERESIER  iT5a
AuthFailure.SecretldNotFound

BEREE=E,
AuthFailure.SignatureExpire FEIH, Timestamp FIRSHAINEEEASBS RS , BREAN AEENEREEZ.,
AuthFailure.SignatureFailure FEER, SEITEER  BENBEAAS PRSI ES FiTtEIgE,
AuthFailure.TokenFailure token $5iR.

AuthFailure.UnauthorizedOperation &3k CAM $24%,

DryRunOperation DryRun #F , KRIBERIGLEMIN , REZET DryRun 24,
FailedOperation BRERI,

InternalError PMEBTEIR.

InvalidAction BOAFE.

InvalidParameter SHEER.

InvalidParameterValue SHEUBEEIR,

LimitExceeded I BCERBR S .

MissingParameter ROSEEER,

NoSuchVersion EOMARFE.

RequestLimitExceeded BERAGREGEE 7 SRS,
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R okl
ResourcelnUse R G,
Resourcelnsufficient RIFRAE.
ResourceNotFound RRFE,
ResourceUnavailable RRAAT A,
UnauthorizedOperation HRIERURLE.
UnknownParameter RINSHEER,
UnsupportedOperation BAEARSSS.
UnsupportedProtocol http(s)iEREIR . R GET 1 POST &K,
UnsupportedRegion BOARSTSATEMI,
W S5ERES
R

InvalidParameter.ServiceTypeError
InvalidParameter.AttachmentFull
InvalidParameter.RoleFull
InvalidParameter.OperatePoliciesOverLimit
InvalidParameter.PolicyldNotExist
InvalidParameter.PrincipalError
InvalidParameter.ActionNotExist
ResourceNotFound.NotFound
InvalidParameter.DescriptionLengthOverlimit
InvalidParameter.UinError
FailedOperation.RefreshTokenError
ResourceUnavailable.IDPMaxLimit
FailedOperation.UnknownAccountSettingGroup
FailedOperation.AccountSettingValueCalculateError
InvalidParameter.ResourceError
InvalidParameter.ConditionError
InvalidParameter.KeywordError
InvalidParameter.VersionError
FailedOperation.AddIdentityError
FailedOperation.PolicyFull

InvalidParameter.PolicyDocumentLengthOverLimit

WREFRA © Efi=_V1
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TR iAH
FailedOperation.PolicyNamelnUse
FailedOperation.SkeyExpired
FailedOperation.Accesskey
FailedOperation.AccountGroupNameNotMatch
InvalidParameter.RoleNameError
UnauthorizedOperation
InvalidParameter.RoleNamelnUse
InvalidParameter.PasswordLengthTooShort
FailedOperation.UserrAccessTokenError
InvalidParameter.UserNotExist
ResourceNotFound.URLError
FailedOperation.IdentityExist
InvalidParameter.PolicyDocumentError
ResourceNotFound.UserNotExist
InvalidParameter.ParamError
InvalidParameter.StatementError
FailedOperation.SecretIdExist
InvalidParameter.NotSupportProduct
FailedOperation.AuthCodeError
InvalidParameter.ActionError
ResourceNotFound.GroupNotExist
FailedOperation.SubAccountHasKey
FailedOperation.InAsyncModifyError
InvalidParameter.ScopeError
InvalidParameter.RoleNotExist
InvalidParameter.GroupldError
FailedOperation.NoneValue
FailedOperation.UnknownAccountSettingKey
InvalidParameter.PolicyldError
ResourceNotFound.IdentityNotExist
InternalError.SystemError
InvalidParameter.EffectError

FailedOperation.AccountSettingConfigError
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FailedOperation.SetLoginRuleFail
InvalidParameter.PolicyNameError

ResourceNotFound.PolicyldNotFound

WRARERS : Efi=_V1 55358 T FH409



5

APIZ#Y

TCE &SR ( location )
kA4S (2019-11-28)
APIEESS

BRILEFHATE: 2023-12-07 22:17:01

API}RZA

V3

LG Ee SEE

EOSBR
DescribeRegionZone
DescribeRegions

DescribeZones

WREFRA © Efi=_V1

EZOThRE
B ERNRE—AN
HifitgE

EHiFTAKIIER
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ERAT
EOSZVL
BIEEHATE: 2023-12-07 22:17:01

tcecloud API £XE/MARIEREITEMIGIE , IS MERBTEELHEKRSHHIEEER(ER (Signature ) LISTHEKRESH. SREEHTLEIE
ER , REFEUEELE Secretld 1 SecretKey ; EEFPIRSEREFIL | BRF=APIESHENERE , UL EAB=APEZO,

s=E \

1. BELEeFEIE

EERER=APIZE , BRIECAPIZERHABELSEIE. L2FEIFEIE Secretld £ SecretKey :
¢ Secretld FBF4xR APL ERES®D

* SecretKey BBFINEE R F R EEMIRS SSRGS E FRTRNEH.,

° FAFWIFSREREEIE , BRitEE,

HEZEEIENEARSEOT :

1. BRtcecloudEEPMTHIE,
2. BifE=APIZRRIEH S TRE
3. E=APIESATUE , M [FrE] BIaTLABIE—XdSecretld/SecretKey

TR FFREKSRSAILUABMRY Secretld / SecretKey,

2. kR ESZ R

BT e Secretld # SecretKeyf5 , MAILAERERERT . LUTREMSE BAFMHTTE
BRIZFAFHY Secretld 1 SecretKey SBIE :

e Secretld: AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE
e SecretKey: Gu5t9XxGARNpq86cd98joQYCN3EXAMPLE

AR XBERERA , BRIBRAPSERRERIBAY Secretld 1 SecretKey #H{T/EEHR(E !
RS 28 EELAIFIR (Describelnstances)igskAfl , HFAFERAX—EOR , EiEkeATaanT:

SHER H3z 280E

Action T Describelnstances

Secretld Z4Ald AKIDz8krbs)5yKBZQpn74WFkmLPXx3EXAMPLE
Timestamp LFIRTEIEL 1465185768

Nonce BB IEREEN 11886

Region SCAIRRTEKE, ap-guangzhou

Instancelds.0 FEERISLHIID ins-09dx96dg

Offset {risE 0

Limit BASIHEH 20

Version EORES 2017-03-12
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2.1 HS¥OEF

BESENFTEIERSEIRSHEBNTERF ( ASCIER) FFfr. 5 1) RESHSHITHIF  SHERISINEE , A25tR/0 ; 2) 2 ASCIRBEEX
/7, ¥ Instancelds.2 ZHFE Instancelds.12 [5HE , ARIEFER  WARERSE. BRULUENREESPRERHIFRASREIX—IN8E | 41 php &Y
ksort E#. EATRBISERIHEFERINT:

{

'Action’ : 'Describelnstances’,
'Instancelds.0" : 'ins-09dx96dg’,
‘Limit" : 20,

'Nonce': 11886,

'Offset’ : 0,

'Region'’ : 'ap-guangzhou’,
'Secretld' : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version': '2017-03-12',

}

ERECREFRINESARN , X EERGIFRSEETHY | BEIRNER—EEIT,

2.2, BHEE R

WWEBEMISKRFFR, BEL—SHFFOERSEISUE SEHETR ="S8E I | WX Action 281, ESHEFRA "Action” , SEIEA
"Describelnstances” , FELtHEILEHES Action=Describelnstances . i : “S¥E" o ERAETIFuriRBERIE.

REBEIHENE N SHA & HHERE—R | REERINERFHHRN:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=118868&0ffset=0&Region=ap-guangzhou&Secretld=AKIDz8k
rbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

2.3. JHEEBFCF TS
IS BRERERRYF R, SRIRFRFHERUTLNSEE:

1. iEK75iA: Sz POST #1 GET 753 , XEfFEM GET iEK , ZBRHEAEKE,

2. BRENEFLHIFIZR(Describelnstances)AJiERIFHEZ /9 : cvm.cloud.sunhongs.com, LFRAGEREGSRIEZEOFABERIARIAR , FEI&ED
i,

3. BRI HRRAZAPIEREZEEN / .

4. 15 RFFE: B E—SERRIERFRIR,

ERFEBIIFHEN: BRKTTE + BREN +BFKEE + 7 + BRFRHH
HIRIHHEERDS |

GETcvm.cloud.sunhongs.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=208Nonce=11886&Offset=0&Region=ap-
guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE& Timestamp=1465185768&Version=2017-03-12

24. EpEREA

S BERE SRR, EEER HMAC-SHAL BiEN E— RSN ERRFHRETESR | REISEMIIES BER Base6s HITHD , AIFHRERE
RIER R,

BRAGR3A0T | LA PHP IES /961

$secretKey = 'Gu5tIXxGARNpq86cd98joQYCN3EXAMPLE';

$srcStr = 'GETcvm.cloud.sunhongs.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=0&Re
gion=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));

echo $signStr;

REBEINERSBN:
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EliPOYW3pW28FpsEdkXt/+WcGel=

ERHEEERFINESREN IR LERGIFRERSGHTESRBIE , BRINEEBSHIFHrI—E0e.

3. BRI

LRSS R B TREERIEABRESY  FETHEHIT URL i3,

W E—P AR EZ B ElIPOYW3pW28FpsEdkXt/+WcGel= |, SESEIRIEEEIFRESEL ( Signature ) 9 :
EliP9YW3pW28FpsEdkXt%2%2bWcGel%3d , B RTEMSLRANER URL,

R NRAPNERGER GET , SiFEBK/51%78 POST [T Content-Type 79 application/x-www-form-urlencoded , M &XiE RIS FTEERESEHN
{EITEM URL fRI8 , 2EEM=FSAREMB. Ik ASCI FFFE URL RIBRIRESCEL UTF-8 BHTHB.

R FUREIESH http EESBANFTESEHT urlencode , FEXMMER T , MARENERBHIT URL HIZT , BURAAXR URL HESSHERKX
.

IR Rt BT TR , fRIZRA RFC 3986, (R %XY MRAFRHIALRFHITES R . HP" XY RN+ (0-9 XS FE
A-F) | ERINERSIRER.

4, BRKW

RESSIRIER | FEUTEZAWARIERT | SRERERE

FERAER ST
AuthFailure.SignatureExpire SEISH
AuthFailure.SecretldNotFound EIAEE
AuthFailure.SignatureFailure BEER

AuthFailure.TokenFailure

AuthFailure.InvalidSecretld

token iR

PR (2= APL AR )

Bl S S —

. BRET

FESKITVER APL 3.0 BY , #E7ZEFIECERItcecloud SDK 3.0 , SDK HETEZANIRE , FFRMRAK I mRHAIEAZRORA. FMEESN SDK Fuld,
HRSHFRIEIES

e Python

* Java

o PHP

* Go

e JavaScript
e NET

ATEFZIRRSEURE  TEUSSIMREES A, B ARSI ERERSTH., BROEE. BRNEOMSHNEERIL AR E | 18
RAMESEIRE  FrEsBmt , SPRIEREMEMA SDK.,

=AY url ATEES ¢ https://cvm.cloud.sunhongs.com/?Action=Describelnstances&Instancelds.0=ins-
09dx96dg&Limit=208&Nonce=1188680ffset=08Region=ap-
guangzhou&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliP9YW3pW28FpsEdkXt%2F%2BWcGel%3D&Timestamp=14
65185768&Version=2017-03-12
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IR BT GIPRERREER ARt RN RRRZRRIE , FLNSRSLE url FEXSESFITHEER curl SHdERRSREEMGER | 8
ATER—NILEERER url |, FEESURGIFHRY Secretld 1 SecretKey AESLIZSR , FHERRFXRIRTEEAESA Timestamp .

IR ETENREY  FTRFEES  EER—IESSRHUTEEIRY url TREEEMAR , FRASHRINTERRE | EXAFTMIERE. AZRESH
i , BERITEIERRA.

R ATMUR(ERT APL 3.0 , FREERATEANEZME , AMERIERAI APl | BT FEATERBRSEERITERIR | B NAISEIRAESN
i,

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.lRandom;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {

Mac mac = Mac.getlnstance(method);

SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.cloud.sunhongs.com/?");
/] EENRBKRIGSEHTFEAER | A TreeMapfRIEIRF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");
}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {
StringBuilder url = new StringBuilder("https://cvm.cloud.sunhongs.com/?");

/] EFRERMurl PRI SEIRR R B EK

for (String k : params.keySet()) {

FEXERBHITUrlencode , HFkeyEBRHENFE , HULLAMXIHvalueit{Turlencode
urI.append(k).append(" ").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");
}
return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap<String, Object> params = new TreeMap <String, Object>(); // TreeMapa] LAB#IHERF

// SERFE PR R 2 EFAMEANES , 5140 : params.put("Nonce", new Random().nextInt(java.lang.Integer MAX_VALUE));
params.put("Nonce", 11886); // AH5%)

// SCRREA R N 4 EFR RS2 EIRTE , a0 : params.put("Timestamp”, System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // AHES#]

params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPXx3EXAMPLE"); // AHSE]

params.put("Action”, "Describelnstances"); // AH5%]

params.put("Version", "2017-03-12"); // 5%

params.put("Region”, "ap-guangzhou"); // A1

params.put("Limit", 20); // WSE%

params.put("Offset", 0); // WEE%

params.put("Instancelds.0", "ins-09dx96dg"); // W5ZE&4L

params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE", "HmacSHAL")); // AESE
System.out.printIn(getUrl(params));
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Python
IR WERRE Python 2 IFMIBrhiatT , BELLE requests (Kl :  pip install requests

# -*- coding: utf8 -*-
import base64
import hashlib
import hmac

import time

import requests

secret_id = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query_str = "&" join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =='_main_"
endpoint = "cvm.cloud.sunhongs.com”
data = {

'Action’ : 'Describelnstances’,

'Instancelds.0" : 'ins-09dx96dg’,

"Limit" : 20,

'Nonce': 11886,

'Offset’ : 0,

'‘Region' : 'ap-guangzhou’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12"

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])

# HbSSCFREA | BRIHfERIBEf ATt 28

# resp = requests.get("https://" + endpoint, params=data)
# print(resp.url)
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ZEOE3v3
BIEEHATE: 2023-12-07 22:17:01

tcecloud APl £33 MAIEERIHITEMIGE , IS NMNERBREALHBERSHHBAERIER (Signature ) LUSIHERESH., EBEEHREFEIE
&Rl , REFEIUEEIE Secretld # SecretKey ; EFRFIEREZEFIE  IBRIERAPIEARERE , BT EERA=APEEO,

S - \
1. RiFReFEiE
EE—RERATAPIZE] , IBRIEAPIEERERIBREEIE. LEEIFEE Secretld 1 SecretKey :

e Secretld BFHRIR APl EEESH
o SecretKey FIFIIEE B FHBMIRSSIHIGIEE R F R E0ZE.,
° FFWIAFIRREREEIE , BRHE,

BRIEREFIEREREERNT ¢

1. HRtcecloudEEHEHIE.
2. BIE=APIESRAgEHI ST
3. E=APIZSHETIHE , M [#iiE] BPaJLAGIEE—XdSecretld/SecretKey

IR FFREIKERESATLUAERRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &&75%

IR - WFGETAE , R Content-Type: application/x-www-form-urlencoded 1Y 4&=(, XFPOSTA% , BRisz#: Content-Type:
application/json LA% Content-Type: multipart/form-data FEFRNYIET | json IRRBUARTEWSZEOESIE , multipart IRRXREREISEOSE,
IRz O ANBEER json 18ZUBR | £ BIRSSHEOSRAA.

TEUSRSSHEA MNXEAFIREAGF , DEBNMBERZRERE. BAWBEITERLE7IRAM NS : Limit 1 Offset , 3 GET 737413
A,

1RIZFFRY Secretld # SecretKey 382 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #1 Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

2.1 FHEALBERER
AT ETUHHEAEIEHKER ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + '\n' +
CanonicalHeaders + "\n' +
SignedHeaders + '\n' +
HashedRequestPayload

e HTTPRequestMethod : HTTP iE3K75:% ( GET, POST ) , A=l GET ;

e CanonicalURI : URI 2%§ , API 3.0 BEANIERIHT (/)

e CanonicalQueryString : &#2 HTTP {5k URL hHIEIAFFTE |, 3T POST 153K , BIEANTFME , 3T GET 5K , WA URL @S (?) FEMI=F
TFERE , ARFIEYES : Limit=10&O0ffset=0, j¥& : CanonicalQueryString FZE£&5d URL Z#A3.

e CanonicalHeaders : 258 ZRLEMEE , ZDES host # content-type FILER , (BATIIABEXRILESEEE LIRS BSERNE— LS
M, HHEN : 1) SLEB key 70 value B—RVNG |, FEIEERTIE | &8 key:value\n 180HHE ; 2) S0LE0 , IRARLER key (NG ) HOFHAFRF#H
1THHE. Bl content-type:application/x-www-form-urlencoded\nhost:cvm.cloud.sunhongs.com\n

* SignedHeaders : £25&ZULEMER | RBLXERBHLLIS 5 TES , 1 CanonicalHeaders B &HILEBRETE—XIMAY. content-type 1
host JowsisESkEB. BHEN : 1) 3KEB key F—HAING ; 2) Z40LE key (NG ) IRIBFHAIFHTHHE , FEUSS () PR, E+H
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79 : content-type;host

e HashedRequestPayload : {iEXRIEXHINEHE , ITEEN Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , 3 HTTP iEKEANEX
payload fif SHA256 [8% , SAE+7S#HIRS , RERBBHIEMNSFE, 5 | 5F GET i5K , RequestPayload BEEAZEFRE , XF POST i5
3k, RequestPayload BJg HTTP i53KIEX payload.,

RIEULERN | REIRSRIRIALEIERBINT (AT REREW , \n BTRHEBISEITEDFI—TER) -

GET

/

Limit=10&Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.cloud.sunhongs.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2 JHHSEE TR
RIS TSR TS

StringToSign =

Algorithm +\n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

* Algorithm : &E28% , BRIEE/ TC3-HMAC-SHA256 ;

e RequestTimestamp : EKATIEJRY , BNIERLERHY X-TC-Timestamp BUYE , 40 L~BliERA 1539084154 ;

e CredentialScope : EiIEEE , 189 Date/service/tc3_request , B HEA. AMERAIRSMRIEZFFE (tc3_request ) . Date J9 UTC #RAERTEIN
B8 , BUEREMASE X-TC-Timestamp BEH UTC FREREAENE—3 ; service NFR4E , /RSHANREE—E, flE0 cvm, M LERGE
3k, BYEA 2018-10-09/cvm/tc3_request ;

* HashedCanonicalRequest : AL EHHEZFIEINEIERBRIGHEE |, ITESESN Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

=
1. Date Z/RUMBFIEIRL X-TC-Timestamp 8155 , BRIXJ9 UTC+0, MRMARZAMIKESR , fIIFR/\K |, SSHEAXMSE EEMARD B2
EERERVELRM., Bt a&k/ 1551113065 , 7£4</ \XAYATERE 2019-02-26 00:44:25 , (BRITHESZIR Date BY UTC+0 FIEERR /9
2019-02-25 , mA2& 2019-02-26,
2. Timestamp WZXRIRSATE , EFRREFGERENEZEEH  REEBI RS HPNSERY. WMFRKIHEAINEREREL | A8
ST —RIERE , BROELRW (RRESZTHER) .

RIELLERIN | AR ERRRFSSFHRUT (ATRNEH  \n BITFHES BRI —TEK) -

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9c192c14460df6c1ffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. i EER
1) iTERESEEE , BT

SecretKey = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request")

e SecretKey : JR¥ARY SecretKey ;

WRARERS : Efi=_V1 55366 T0 F409



'h'.

e Date : B Credential &hfJ Date =FERSE , @0 7= , 92018-10-09 ;
e Service : Bf Credential #1f9 Service ZRER , WLl , 79 cvm ;

2) iHEEs , HRBaT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

* SecretSigning : BILA EItESRIRIRESZEIR ;
e StringToSign : BB ESEINGSEFRAE |

2.4. $H% Authorization
AT H8EHHE Authorization :

Authorization =
Algorithm + "' +

'Credential="+ Secretld + '/' + CredentialScope + ', ' +

'SignedHeaders=" + SignedHeaders + ',
'Signature=" + Signature

* Algorithm : &875i% , Bl TC3-HMAC-SHA256 ;
* Secretld : Z$AXIHAY Secretld ;

e CredentialScope : Wt , EIEEE ;

* SignedHeaders : Il £ , 258 ZRLEMER |

* Signature : %(H

HRIBLA AN | ZRBIFERIRYED -

gﬁﬁ\ /Ié?

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f06

14b047e5df4582db9e9bf4672ba50567dbal6c6ccfl74c474

RESTTERIBRERNT

https://cvm.cloud.sunhongs.com/?Limit=10&0Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_request, SignedHeader
s=content-type;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbcbecfl74c474

Content-Type: application/x-www-form-urlencoded
Host: cvm.cloud.sunhongs.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

. BRKW

HRIESERRER | AL TERRMAERT | SRIESSIRERE

=D
AuthFailure.SignatureExpire
AuthFailure.SecretldNotFound
AuthFailure.SignatureFailure

AuthFailure.TokenFailure

WREFRA © Efi=_V1

ISR
SR
BHARE
R

token $EiR
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IR A
AuthFailure.InvalidSecretld ZHAEL (AR API Z5E2EEY )

4, BRER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;

import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util.TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {

private final static String CHARSET = "UTF-8";

private final static String ENDPOINT = "cvm.cloud.sunhongs.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";
private final static String CT_JSON = "application/json";

private final static String CT_FORM_DATA = "multipart/form-data";

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getInstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm”;

String host = "cvm.cloud.sunhongs.com”;

String region = "ap-guangzhou";

String action = "Describelnstances”;

String version = "2017-03-12";

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
//EERX , BUEZHE
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkkkkkkkkk 59??( 1 ?#E*m%i%*% *kkkkhkkkkkkkkk

String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&0Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host";
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String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.println(canonicalRequest);

// *kkkkkkkkkkkk ﬁg% 2 ?#E?%gg?ﬁ% khkkkkkkkkkhkkk

String credentialScope = date + "/" + service + "/" + "tc3_request”;

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.println(stringToSign);

// *kkkkkkkkkkkhk ﬁg% 3 ﬁ’%ﬁ% *hkkkkkkkkkkkhk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printIn(signature);

// *kkkkkkkhkhkkk 55% 4 m}% AUthOFIZatIOh *hkkhkkkkhkkk
String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "

+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.println(authorization);

TreeMap<String, String> headers = new TreeMap <String, String>();
headers.put("Authorization", authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

}

}

Python

-*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# TIPS
secret_id = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9XxGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.cloud.sunhongs.com"

endpoint = "https://" + host

region = "ap-guangzhou"

action = "Describelnstances"

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# *kkkkkhkkkkkkk ﬂ;g% 1 m;%*m%i%*% *kkkkkkkkkkkk
http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&Offset=0"

ct = "x-www-form-urlencoded"

payload = ""

if http_request_method == "POST":
canonical_querystring = ""
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ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

# *kkkkkhkkkkkkk 59% 2 m;%?%gg?ﬁ% kkkkkkkkkkhkkk

credential_scope = date + "/" + service + "/" + "tc3_request"

hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

# *kkkkkkkhkkkkhk 59% 3 .‘L_t_%%g *khkkkkkkkkkkhk

# ITESBRERE

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

HRREEEF KKKk 59% 4 - ﬁ}% Authorization ****x#xxskrsx
authorization = (algorithm + " " +

"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHBERIIENERLER

headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,

}
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ERIEEFATE: 2023-12-07 22:17:01

1. ARSSHbAE

gﬁﬁ\ /Ié?

e (Region ) 2fEIIERVEIEH ORIMIEXE, tcecloudXFIGIERRIE 2 EERE |, RERRMNEGREAERIREEIISESE. A TIHEER

. 25 MERE , BEEESRIATE PR,
ERTLUEE APLEC EifitissIR EESAbET IR,

2. BIEMY

tcecloud APl FUFTEEOEIT HTTPS HHTE(S | IRE LS UNEEEE.

3. 1IBKAIE
I HTTP B3R53E:

e POST (##F )
e GET

POST {53k #35#9 Content-Type 284 :

e application/json (#E7F ) , WIR(FER TC3-HMAC-SHA256 E& 5%,

* application/x-www-form-urlencoded , @47fif#EF HmacSHAL & HmacSHA256 &£ 757%.
e multipart/form-data ( {RERHIEOSTE ) |, WHEA TC3-HMAC-SHA256 BE 754,

GET IERAIEREANAGET 32 KB, POST iEKEMERTTEA HmacSHAL, HmacSHA256 RIAMSEET 1 MB,

HMAC-SHA256 ¥37#% 10 MB,

4. FrFmAY

YEFRUTF-84RA,

WREFRA © Efi=_V1

POST iEkER&ERTT%/ TC3-
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{EIEEEES

ERIEEFATE: 2023-12-07 22:17:01

205 E =S
AZHRS5 SR EOEFLAMAESIZ (DescribelnstancesStatus) 2017-03-12 kA9 , EREAMY , HATEEANREILNT |

{

"Response”: {

"TotalCount": 0,

"InstanceStatusSet": [],

"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc”
}

}

* Response REMERHY Requestld BEIEMIFE: , TLIERMINES . RE APIMEY , MIMERIREL.

* Requestld FIF— APLERIIHE—IRIR , 205 API BELRE |, ATLABRRFA] , FHEMZ ID KRG

° [RTEENFES , HRIAEMEOENNFE , FARNEOFMREINFRS OIS FEN. HAFIHA] TotalCount #1 InstanceStatusSet 1599
DescribelnstancesStatus #OEXFEL , BT ARSKNBFENITSE=RSEELH) , B TotalCount LB FHYREES O,
InstanceStatusSet FIZRAZS,

=) ESIEILEEES
ERFRE | REEERATN

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”
b

"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

}

}

Error BHIMAFREZBRIBALRY,. Error FERIERIEMERAT Code 1 Message FEREEMAMATZ L EIREIRT.

* Code FREMRHHERIHIRD , LiERH BRI LSTREZERB AL RIS SRR ORI NAESRDI IR E B E B R EFRIRTTE.
* Message B/ TIXMERRENENRRE | BEEWSKESAGMIL , WATESEERITFEENER , AP AKX NRENE,
Requestld F3F—> APLiEREIME—HRIR , #N5R APL HIIRE |, AJLBRERIEA] , FHEMIZ ID SKAFREE

AHIEIRIS (TODO: ESER, REENERE?)

IRBIEERAFYISRFE Error B, NSRSV APLIEOLM.  Error AT Code FERFRTNMEIRMD |, FrB LSS ERRTBEHIAUEIRIG A A HIERD , TRIIHT

NHEEIREG,

FEIR ERiEA
AuthFailure.InvalidSecretld BEPIEL (RR= API Z4EEEL ) ,
AuthFailure.MFAFailure MFA $8i%,
AuthFailure.SecretldNotFound BRI,
AuthFailure.SignatureExpire BRI,
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HRD FERRA
AuthFailure.SignatureFailure EEEIR.
AuthFailure.TokenFailure token &R,

BERE CAM #Y,

AuthFailure.UnauthorizedOperation

DryRunOperation
FailedOperation
InternalError
InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

WREFRA © Efi=_V1

DryRun ##(F , KRIBHRISEMINN . REZET DryRun 24,
BN,

PIERSEIR,

BORFHE.

SHEEIR,

SHEVERIR.

TR ECRRPRAE.

BROSEGEIR.

EORARFE.

TERAREGET T SRR,

B A,

BETE.

BT,

BRI A,

RIZRUR(E.

RASHGEIR.

BRI,

http(s)iERIMYEEIR | 328+ GET #1 POST iEK.

ORISR,

6373 T1 #4093
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ERIEEFATE: 2023-12-07 22:17:01

HEHRATIRRAFEOLSNENNSE , NN E | EENENRRATENOSX PR EXLSHH TR | EERIERIFEETXESH , 7
BEIERRIEIER,

BRITE V3
57 TC3-HMAC-SHA256 55875748 , (ASLSMMmEHR—HE HTTP Header kR , 11F
SHE wm  ow A

X-TC-Action String = TEH’EI\H’SH%D%E"\, BESEEOSGERMASEASE Action RIREA. BINN=IRSEIEIDSLAIFIZR:ED |,
EYEA Describelnstances,
HIHSE, FASRIMRA R ER MBIEREEE. BOESAEEESEEO XERRASE LS4 Region

XTC-Region UG 2 woien. R : BEREORBEERZEN , BORRATIISIINE | BTSSR A,

X-TC- Integer £ 7] UNIX BIEE , AliCRAR APLERRORTEL, 4ia0 1529223702, 5 : (IR SRSEMEEEEITS S

Timestamp = f, 2EEEZTHER.

X-TC-Version String = £2ERY AP RORRAE, BUBSERZOMEFANSAHESE Version RUREE, FIEI=ARSSERAOMRA 2017-03-12,
HTTP FuESMHIAIESLER=ER , 50 :
TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-
type;host, Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Heh,

. . - TC3-HMAC- SHA256 EERHZE  BRIEENZE ;
Auth t St =
uihorization - SHING %= Credential : Z44SiE , AKIDEXAMPLE £ Secretld ; Date £ UTC fRiRHEMEH , EUEEEMALSH
X-TC-Timestamp ##E#) UTC #REREIBE—EK ; service AF=m® , LRSERRImEE— , fla
cm;
- SignedHeaders : 258 ZITERILEYMER | content-type # host Jousishsky ;
- Signature : SEHE,
R ER— len(nte B == S iy ey AZ ] pacy
X-TC-Token String = IGEHIEBETFRRY Token , FEESIGRI R —RER, IGRIEHE Token HEEIHINSEERIRSTBBEECZREY,

KHEIZSHAEE Token,

BEHFZE VL

{83 HmacSHAL #1 HmacSHA256 8754 , AHSHFER—HEERSES , W

SHETR ESit] Wik
Acti . o BENEOER, RESEROSUSPRASHAELSE Action I9IRIE, FIMI=RSSBVEINLAITIREE
ction String =

O, BY&ES Describelnstances,

HUSEY . FARINRE BRI NSRS, RORZAMEERES SRS PBANSHATESH

Region String = Region BYi%iBH, FE : REROARFTEGRZSH OSSPSR |, AEMEESEZSEE
ReE,

Timestamp Integer 2 LE7 UNIX BJIEIE, , ACSARE APLiEKRAORTIE. 1701529223702 , iR SHFIRTEHRETXA , 251
SRIHEIR.

Nonce Integer 2 BETLIEEEEY , 5 Timestamp BX&#Ek , BFBILEERIE.

Secretld String = FE=APIZZE_E ERBAIFRREDRY Secretld , —4 Secretld SIMME—HRY SecretKey , T SecretKey &%

HERIERES Signature,

WRARERS : Efi=_V1 55374 W H409m



SHETR

Signature
Version
SignatureMethod

Token

MR

String

String

gﬁ& N Ié?

Wik R
= BERER , FBERWIEIRERNEE Y | FEAFPREDGRASEITESE. BINtERESIEOE
B '8¢}
= EERY AP RORRA. EUESERZOSUERANSLHESE Version RUNREE, HIII=ARSS2EAINRA 2017-03-

12,
= #BH , BASZHEF HmacSHA256 71 HmacSHAL, REIEREIEE HmacSHA256 Bt , AR
- HmacSHA256 EEIGIEEE , BbERIYER HmacSHAL IIFEE,
= IGEHIEBETFRRY Token , BELESIGII B —RER, IGAIEER Token HEZHRISERIRSBAECR

Y, KHIZSEBAFEE Token

e (Region ) EIsIIEAVEIEH ORIMIEXE, tcecloudRXFIIERRIE 2 EERE |, RERRSEREAERENREEIISESE. A TIHEER

FE. B THEE  ENtERSE

IEEE PRIt

ERILIBT APHED EiiRsIR EETMAIMETIR.

WREFRA © Efi=_V1
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R EENSE—AO

BIEESRATE: 2023-12-07 22:17:01

L. O

EOERES

location.api3.cloud.sunhongs.com,

Bt/ TRAKES. 6 1. Bini 2. HRFEES; 3. FREEER

FRAZEOERSERE : 20000%/F5,

EOFHATE : 2021-06-10 14:38:47,

BORKSEEREN,

2. WA

PATBERSEHGIFRNG H T EOERSERIS
SHETR Wi
Action =
Version =
Region =
Productld =
SubProductld =
Regions =

3. B
SHETR ESidl
RegionCount Int64
RegionSet RegionEx
Requestld String

4. TR

ZEOGERWSEIEREREIRD , BtEREFER

FRIERS : Efh=_V1

INHBH, TEAHSHIIRDATLERSH.

FEFFNULL E<ig) fiER

&= String H2E, AEOBYE : DescribeRegionZone
& String PNHEHSE, AEOBYE : 2019-11-28

& String PHEHSY, PEOFFTEELBISH.

— String TCE F=gaCode

= String TCE Fr=f&Code

S Array of String FIEAIRegionF 3R

7%
iR

E—ER ID , ®XIERERE., E DR FHRERAZXIFRA Requestld,

IR,

%376 M

gﬁﬁ\ /Ié?

40913



'ﬁ) ERE A

EHiathiEyIZE

ERIEEFATE: 2023-12-07 22:17:01

1. &MEiA

EOIEKEER © location.api3.cloud.sunhongs.com,
Z$#0(DescribeRegions) B F &= A,
BOANEOIBRIERIRE © 20000%/70,

EOEFAATE : 2019-12-13 11:22:25,
EORWERTEN,

2. MNSE

LINBRESHGIRGIE T EZOBREHIRI NHSEY , TEAHSHFIRDAHIFTRSL,
SHEWR Witk FE¥FNULL S A
Action 2 S String NHBE, AZOBUE : DescribeRegions
Version 2 " String AHBE, AEORYE : 2019-11-28
Region 2 B String AHBH, AEOAFEEBLSH.

3. WS

SHETR Bt A

TotalCount Uint64 bl E

RegionSet RegionInfo HigFIREE

Requestld String HE—iEK ID , BREREBSRE]l. ERIARATHEEREZRIERE Requestld,
H
. EIRS

ZEROERSEERXAER | BthERIGiF N ARG,
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iR BXYIER

ERIEEFATE: 2023-12-07 22:17:01

1. O

EOIEKEER © location.api3.cloud.sunhongs.com,
ZA#E[(DescribeZones) BFEAA HXEA,
EUAZECIERIREPRE] : 20000R/%5,

EOEFAATE : 2019-12-04 16:17:41,

BEORRERTEM,

A M
2. MANSE]
IUNERSEFIRGIE TEOBRSHNBL AHESEH , RBAHSHFIIRNATLERSE],
SEER Whisk FEYFNULL St} i
Action 2 S String NHSE, AZOBYE : DescribeZones
Version 2 = String AHSBE, AEORYE : 2019-11-28
Region £ B String PHBY , FEOFFEEBILLSH,
A s
3. ImHESH
SHAR St b9
TotalCount Uint64 THXEH=E
ZoneSet Zonelnfo TREXFIRER
Requestld String K—EK ID , RIEKESIRE, ENITRRFEERHIZXIEKRAN Requestld,
:tt\
. FHIRAS
ZEOBE L SBIEREXAEIRD , EBEREBIEN A TSR,

WRARERS : Efi=_V1 55378 T FH409
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ERIEEFATE: 2023-12-07 22:17:01

ZoneEx

DescribeRegionZone #[MIR[EIRY Zone HIAMER

#HaN O3 : DescribeRegionZone

2R

RegionID

Zone

ZonelD
ZoneName
ZoneState
ZoneStateRemark

ZoneRole

Zonelnfo

TRAXER

=
=

=
=

=
=

=
=

=
=

iy

WA T#EEO3|A : DescribeZones

BFR

Zone
ZoneName
Zoneld

ZoneState

RegionEx

FEFNULL

(17 I 7 B 17 B B 7

iy

FEFNULL

iy

iy

iy

7|

DescribeRegionZone iR[E]AY Region HIAER

W03 - DescribeRegionZone

BR

Region
RegionID
RegionName
RegionState

RegionStateRemark

WREFRA © Efi=_V1

Wik
=
=
=
=
=
=
=
=

=
=

FBEFNULL

Py

o o

iy

HE
fi2

String
String
String
String
String
String

String

gﬁﬁ\ /Ié?

ik

FFr/@RegionfR=

AR EFR(EE N FHE, APHEFR)
TREXRS

SRR EFRERRMUSTR, AR~ ER)
AR (AVAILABLE/UNAVAILABLE)
ABRRS(REER)

FEXAER (MAZETARK, SAZMWTERKX, OAZEEAEK )

iR

String AIAAXEFR , fla0 , ap-guangzhou-3

String ATAXEEA , BN, TN=X

String AJAEKXID

String AJAKXID

s
String
String
String
String

String

R

MR AR (EENEELFRTER, APIER])
iR S (EFR S, RlimRRER)
MR

HBIEIRZS (AVAILABLE/UNAVAILABLE)

RIS A
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2

E=T
ZoneCount
ZoneSet

RegionRole

RegionInfo

ISR

i

#WaNT#EO3|A : DescribeRegions

BR
Region
RegionName

RegionState

FRIERS : Efh=_V1

FEFNULL

Py

iy

iy

FEEFNULL
=
=
=

=
)

%

5

Int64
Array of ZoneEx

String

gﬁﬁ\ /Ié?

fk
THARHE
AKX

i A (MR bIE, SR:Mithis;, ORE Eitbiz)

A
A FR , 590 , ap-guangzhou
A | FI90 , SRR (7N)

MR RIS
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-ﬁ) BEES

=S

ERIEEFATE: 2023-12-07 22:17:01

ThRESLER
SRR Error R , MR APL IS, Fi

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct."
b

"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

}

}

Error By Code RREIRID , Message RRZBRINEMKSE,

TEIRAGSIER

AIERD
AR 588
AuthFailure.InvalidSecretld FHPIEL (RE= API AR )
AuthFailure.MFAFailure MFA 5%,

. FEAAFE. Rt EREEACEMRHEZR  MAEESR | SREEPERESIER T8
AuthFailure.SecretldNotFound

BEREETIE,
AuthFailure.SignatureExpire FEEH, Timestamp FIRSHAINEEEASBES TS , BREAN AEEFNEREEZ.
AuthFailure.SignatureFailure FEER, SEITEER  BENBEAAS PRSI ES FiTtEIgE,
AuthFailure.TokenFailure token $5iR.

AuthFailure.UnauthorizedOperation &35k CAM #51Y,

DryRunOperation DryRun #{F , KRIBERIGEEMIN , RESET DryRun 24,
FailedOperation BRERI,

InternalError PMEBTEIR.

InvalidAction EORFE,

InvalidParameter SHEER.

InvalidParameterValue SHEUBEEIR,

LimitExceeded I BCERBR S .

MissingParameter ROSEGER,

NoSuchVersion EOMARFE.

RequestLimitExceeded BERAGREGEE 7 SRS,
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%

HIRA

ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

WSS EEIR

WREFRA © Efi=_V1

WiAA

B A,

BFEAE.

BRI,

BFEAATA.

RIZRUR(F.
RASHGER.
BRAFARSTHS.
http(s)iIERMIEIR , R

BEORSTSATEIIE.

4% GET #0 POST i53Kk.

gﬁﬂj\ /lL:I\
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'ﬁ) RS

APISZHY

Z1RARSS (sts)
ARZA ( 2018-08-13)
APIHES

RILEFHATE: 2023-12-07 22:17:01

APIERZA

V3

MWERtEREO
EOBMR EOIhee
AssumeRole FishiERE
GetFederationToken SRENEA &SP IR EIE
GetThirdPartyFederationToken SRENFABFIGEHES ( B=AFAE )
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'ﬁ) ERE A

ARG
EOLRV]
BIREHATE: 2023-12-07 22:17:01

tcecloud APl 2XIBMAIEIERHTEMIGE , IBNMERBFEELHBRSHPEIEREER (Signature ) LISIEBERES. SREEHTEFIE
4Rk, TEFEIEESE Secretld F] SecretKey ; ERFNRBZRERIL , BRITSAPIZARERE , BUEEEBZAPLZRO.

s=E .

1. RigREEIE

EERER=APIZE , BRIECAPIZERHABELSEIE. L2FEIFEIE Secretld £ SecretKey :
e Secretld FBF4xR APL ERES®D

* SecretKey BBFINEE R F R ERMIRS SSRGS E FRTRAEH.

* FAFWAFSREREEIE , BRitEE,

HRIEREZIENERSROT

1. EFRtcecloudBFEBFNEHIA.
2. HIE=APIESHIEHIETRE
3. E=APIESHINE , M [Fr] BPRJLABIEE—XdSecretld/SecretKey

IR FREKRSRZTLUBERMX Secretld / SecretKey,

2. &SRR

BT X% Secretld 7] SecretKeyf5 , FiATLAERMSRZET .. INTREMRSZBNFMIIE
BRIZFAFH Secretld 1 SecretKey SBIE :

e Secretld: AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE
e SecretKey: Gu5t9XxGARNpq86cd98joQYCN3EXAMPLE

AR XBERERF , BRI SERREIBAY Secretld 1 SecretKey #H{T/EEHR(E !
LRSS e EELBIFIZR (Describelnstances)ig=k A%l , HREFERX—ZORN , EiE5keH08e0T:

SHER H3z 230E

Action FER Describelnstances

Secretld #5Ald AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp LFIRTEIEL 1465185768

Nonce BB IEEEEY 11886

Region SCAIRFTEKE, ap-guangzhou

Instancelds.0 FEERISLHIID ins-09dx96dg

Offset {risE 0

Limit BASIFRH 20

Version BEORES 2017-03-12

WRARERS : Efi=_V1 55384 T FH409
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2.1. e ¥HF

BSENFTEIERSEIRS BT ( ASCIER ) FHFfr. 5 1) RESHSHTHIRF  SHERSNEE , A&5ER/0 ; 2) 2 ASCIRBEEX
/7, ¥ Instancelds.2 ZHFE Instancelds.12 [5HE , ARIZFER  UARERSE. BRTLUENREESPRERHIF RS —I8E | 41 php 89
ksort F#. EATRBISEAIHIFERINT:

{

'Action’ : 'Describelnstances’,
'Instancelds.0" : 'ins-09dx96dg’,
"Limit' : 20,

'Nonce': 11886,

'Offset' : 0,

'Region' : 'ap-guangzhou’,
'Secretld' : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version': '2017-03-12",

}

ERECERRINESITARRN , X EERGIFRSEETHE | BRIRER .

2.2. HHEE R

WEBEMISKRFFR, BEL—SHFFNERSEISUR SEHETR ="S8E T | WY Action 281 , ESHEFRA "Action” , SEIER
"Describelnstances" , ELHE{LEHES Action=Describelnstances . i : “S¥E" o EAETIEUrRBERIE.

REBEIENS ISR & THEE R | REEMERFHER:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=118868&0ffset=0&Region=ap-guangzhou&Secretld=AKIDz8k
rbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

2.3. PHESBIRXFHER
IS BRERERRYF R, SRRFRFHEBUTLN SIS

1. ik Sz POST #1 GET 753 , XEfHEM GET iEK , ZERHIEAEAE,

2. IBRENEFZLHIFIZR(Describelnstances)AJiERIFHZ /9 : cvm.cloud.sunhongs.com, SLRRAGERIEG S RIEZECFABERIARNAR , FEI&ED
iR,

3. BRI HRRAZAPIEREZEEN / .

4. 1ERFFTE: B E—SERRERFRIB.

ERFLRIFHENNI: IBRITIE + BREN +EKREER + ? + IBRFRFH
THIRIHHEER |

GETcvm.cloud.sunhongs.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=208Nonce=11886&Offset=0&Region=ap-
guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE& Timestamp=1465185768&Version=2017-03-12

24, ERSEH

WS BAENESEER, BEER HMAC-SHAL EiEx E—S 93RS ERRFRBIHTES | ARBEMIIES BERA Baseod H{THIS , AITREGRE
RS2,

BIRAGR3A0T | LA PHP IES /96

$secretKey = 'GUStIXGARNp86cd98joQYCN3EXAMPLE';

$srcStr = 'GETcvm.cloud.sunhongs.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=0&Re
gion=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));

echo $signStr;

BREBEINERB:

WRARERS : Efi=_V1 55385 0 FH409m



kN

'-}‘Lj gﬁ& NP2 Ié?

EliPOYW3pW28FpsEdkXt/+WcGel=

ERECERINESAREN , IR LERIFRERSGHTESSEIE | BRINERBSHIFHrI—R0e.

3. BRI

LIS R B TREERIFABRESY  FENTHEHIT URL i3,

W E—P AR EZ B ElIPOYW3pW28FpsEdkXt/+WcGel= , SESEIRIEEEIFRKESEL ( Signature ) 79 :
EliPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , BT AMBRANER URL,

AR RAFIERAER GET , 3i&i5K5:%79 POST R Content-Type 3 application/x-www-form-urlencoded , M &iXiE RS EREEREHMN
{EI9REM URL /1B , SEEMN-FrSAREMmE. IE ASCI = URL RBRITESLLL UTF-8 TR,

R FURRIESH http EESBANFTESEHT urlencode , FEXMMER T , MABENER BT URL HZT , BURAAKR URL HESSHERKX
Mo

R Rt BEtbRBEH( TR , RESKA RFC 3986, {7 %XY WTHFRFRIRFHITEO MR , R XY R #HEFF (0-9 IXEFE
A-F) |, ERINERSIEER,

4, BRFKM

RESSRIER | FEUTEZAWRIERT | SRERERE

SRV His
AuthFailure.SignatureExpire SEISH
AuthFailure.SecretldNotFound BT
AuthFailure.SignatureFailure BEER

AuthFailure.TokenFailure

AuthFailure.InvalidSecretld

token $£i12

PR (2= APL AR )

Bl S S —

. BRET

FESKITVER APL 3.0 BY , #E7ZERIECERItcecloud SDK 3.0 , SDK HETERANIRE  FFRMAK I mIRHAIEAZEORA. FMEESN SDK Fil,
LRHFRIZESSE ¢

e Python

* Java

e PHP

* Go

e JavaScript
NET

ATEEEORESEERE  THUSRREES AP, B OANSEIRRERSH, EREE. BREOMSHEERI bASRgRuE , (fE
RS ELRE , FAESERY | LFABERE-MA SDK.

BEEHAY url IJEES ¢ https://cvm.cloud.sunhongs.com/?Action=Describelnstances&Instancelds.0=ins-
09dx96dg&Limit=208&Nonce=1188680ffset=08&8Region=ap-
guangzhou&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliP9YW3pW28FpsEdkXt%2F%2BWcGel%3D&Timestamp=14
65185768&Version=2017-03-12
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TR BT RGITFRERRESR , AR AERFLRNE , FLNSRISL url FEXSEEFIHEER curl FHSERRSREEMGER | 81
b??%EU—ATLAIE% R[EIRT url |, FEIEBRAIFRT Secretld 1 SecretKey WESLAIEA | FHERRFHRIEIAEAF/S Timestamp ,

IR ETIENRET , FRFEES  EER—ESSRHUTEEIRY url FTREEEMAR , RRAASHHINTEARR | EXAFTMIERE. RAZRESH
i , BERITHEIERRIA.

R ATMURMERT APL 3.0 , FREEEATEANEZME | AERIFRAI APl | BT FEATERBRSEERITERIR | B NAISEIRHESN
i,

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {

Mac mac = Mac.getInstance(method);

SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.cloud.sunhongs.com/?");
/] EENERNSSEFH TFHHEF | iR TreeMap{RIEIE

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");
}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {
StringBuilder url = new StringBuilder("https://cvm.cloud.sunhongs.com/?");
// ERRBERur I SEINF R B EK
for (String k : params.keySet()) {
FEXERBFHITUrlencode , BT keyEBRHENFE , HULAMIXSHvalueit{Turlencode
urI.append(k) append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");
}
return url.toString().substring(0, url.length() - 1);
}

public static void main(String[] args) throws Exception {

TreeMap<String, Object> params = new TreeMap<String, Object>(); // TreeMapa] LAE&IHEE

// SRR FRRY R {EFAREANES , 5140 : params.put("Nonce", new Random().nextInt(java.lang.Integer MAX_VALUE));
params.put("Nonce", 11886); // AHE&%]

// SERRVE RS R 2 PRS2 R0ATIE , BG40 : params.put("Timestamp”, System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // "4

params.put("Secretld", "AKIDszrst5yKBZQpn74WkaLPx3EXAMPLE"); /] NHSE

params.put("Action”, "Describelnstances"); // AHE#]

params.put("Version", "2017-03-12"); // ’A;% £

params.put("Region”, "ap-guangzhou"); // AHE&41

params.put("Limit", 20); // W84k

params.put("Offset", 0); // WEE%

params.put("Instancelds.0", "ins-09dx96dg"); // A/$Z£%4

params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE", "HmacSHAL")); // AHESE
System.out.printIn(getUrl(params));
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Python

FER  QNERETE Python 2 INMBAHIE(T , BB LEE requests (KERE :  pip install requests .

# -*- coding: utf8 -*-
import base64
import hashlib
import hmac

import time

import requests

secret_id = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query_str = "&" join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =='_main_"
endpoint = "cvm.cloud.sunhongs.com”
data = {

'Action’ : 'Describelnstances’,

'Instancelds.0" : 'ins-09dx96dg’,

"Limit" : 20,

'Nonce': 11886,

'Offset’ : 0,

'‘Region' : 'ap-guangzhou’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12"

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])

# HbSSCFREA | BRIHfERIBEf ATt 28

# resp = requests.get("https://" + endpoint, params=data)
# print(resp.url)
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ZEOE3v3
BIEEHATE: 2023-12-07 22:17:01

tcecloud API £XE/MARIEREITEMIGIE , IS MERBFTEELHERSHHEEEZ(ER (Signature ) LISTHEKRESH. SREEHRLEIE
ARL , BEEIEEIE Secretld #1 SecretKey ; ERFEEEREREIL , BRIE=APIZIETUEEE , AULEARA=APEEA.

ssE \
1. BFLEeFElE
FEEIXER=APIZAE , BRECAPIZERNHPBELZESEIE. TEFEIFEHE Secretld # SecretKey :

 Secretld BF#rR APl ERESH
* SecretKey BBFINEE R F MRS SRS B F R ENEH.
o FAFWAFIRREREEIE , BRHE,

BRIEREFIERNERLERNT ¢

1. ZFRtcecloudFEFIEHIA,
2. BIE=APIEZRAGESI S TE
3. E=APIEAE , i [#i2] BiJLIEZE—3dSecretld/SecretKey

TR FFREIKSRSAILUABMRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 & 7%

iEE - WFGETAE , R3E Content-Type: application/x-www-form-urlencoded thil4&=, XFPOSTA% , BRIt Content-Type:
application/json LA% Content-Type: multipart/form-data FEFRNYIET | json IRRBUARTEWSEOESIE , multipart IRRXREFEISEOSE,
IRz O ABEER json 18TUBA | £ BRSREOSRAA.

TEUSRSSHZEA MNXEAFIREAGF , DEBNMBERRERE. BAMBEITERLEZIRAM NS4 : Limit 71 Offset , EF GET 737413
A.

B FIFAAY Secretld ] SecretKey £BIE : AKIDz8krbs)5yKBZQpn74WFkmLPXx3EXAMPLE # Gu5t9xGARNpG86cd98joQYCN3EXAMPLE

2.1. BHEHGEIERER
FRINTHEHHEENTEIERE ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + '\n' +
CanonicalHeaders + "\n' +
SignedHeaders + '\n' +
HashedRequestPayload

e HTTPRequestMethod : HTTP iE3K75i% ( GET, POST ) , A&l GET ;

e CanonicalURI : URI %% , API 3.0 BIEAERAT (/) ;

¢ CanonicalQueryString : &2 HTTP 353k URL FRUEAFRE , 3T POST 5K , EEATFRHE , 3T GET &K, W URL HEIE (?) FENZF
FFBRE , ARFIEVES : Limit=10&Offset=0, j¥& : CanonicalQueryString FEL&1d URL Z#h3.

* CanonicalHeaders : £25&BRLEMER . ZE2A host f content-type FILER , B IIABEXHILE S E5E B LIRS B S EKIE— 4IRS
M, HHEN : 1) SLEB key 70 value B—ERV/NE |, FEIEERETIE | &8 key:value\n 18=0HHE ; 2) Z0LE0 , IRIRLER key (NG ) HOFHRFF#H
1THHE. Bl . content-type:application/x-www-form-urlencoded\nhost:cvm.cloud.sunhongs.com\n

* SignedHeaders : £5&BRILEMER | IRBALRIERKBEMLLES 5T , 1 CanonicalHeaders B EHILENBE—XIMAY. content-type #0
host JgwhiSkaB, HHENN : 1) LE8 key H—ERING ; 2) 20 3LE8 key (NG ) IRRFHAIFHITHHE , FELUDS () DE. WHIH
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73 : content-type;host

e HashedRequestPayload : {EXRIEXHINEHE , ITEEN Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , 3 HTTP iEKEANEX
payload fif SHA256 8% , SAE+7S#HIiRS , RERBBEEIEMNSFE., T2 | }F GET 5K , RequestPayload EEAZTFRFE , XF POST i5
3k , RequestPayload BiJg HTTP iE3KIEX payload.

HRIBLA AN | REIFSRIRIATEIEREIT (ATREZE  \n BITFREEBRITEHI—TEK)

GET

/

Limit=10&Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.cloud.sunhongs.com

content-type;host
€3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2 JHHSE B TR
RIS PR S R FREH

StringToSign =

Algorithm +\n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

* Algorithm : &E28&% , BRIEE/ TC3-HMAC-SHA256 ;

* RequestTimestamp : {EXRATEE; , ENERLEBHY X-TC-Timestamp BYUE , 21_ERAIERF 1539084154 ;

* CredentialScope : EIEBE , 18/ Date/service/tc3_request , & HHA. FTEKAIIRSBINLIEFFFE (tc3_request ) , Date J3 UTC #rAERTEIAY
B , BUEREMAILSH X-TC-Timestamp &Y UTC iRAERTBIRM—2 ; service /=M% , WRSBERNASRES—E, 0 cvm, a1 ERBLE
3k, Y&/ 2018-10-09/cvm/tc3_request ;

* HashedCanonicalRequest : AL EHHEFIEINEIERBRIGHEE , ITESEN Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

=

1. Date Z/RMBFIEIRL X-TC-Timestamp 5153 , BRFXJ9 UTC+0, MRMARZAMIKESR , fIIFR/\X |, SSHEXME LEMARD B2
EERERVELRM., B a8/ 1551113065 , 7£4</ \XKAYATEE 2019-02-26 00:44:25 , (BRITESZIRY Date BY UTC+0 BIHERR /9
2019-02-25 , mA2& 2019-02-26,

2. Timestamp WZLRIRSEATE , EFEBREFERENEZRELH  REEBIRSPNSERY. MFRKIEAINERERES | 788
SHT—RIERE , BROELW (RRISZTHER) .

HRIELA LA | ZROISRIRSER /BT (ATRRENT , \n TR SETEHN—T8R) ¢

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9c192c14460df6c1ffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23.iHEER
1) ItERESEEE , BT

SecretKey = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request")

e SecretKey : JRARY SecretKey ;
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e Date : B Credential fhf§ Date ZFER=E. , 2N 7= , /92018-10-09 ;
e Service : Bf Credential #1f9 Service =8 , WAl , 79 cvm ;

2) itEEs , HRBET

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

* SecretSigning : BILL EITEERIRIRESZEE ;
e StringToSign : BIE2ITEBRIRGFSEFRE |

2.4. 8 Authorization
AT H8=HHE Authorization :

Authorization =

Algorithm + "' +

'Credential="+ Secretld + '/' + CredentialScope + ', ' +
'SignedHeaders=" + SignedHeaders + ',

‘Signature=" + Signature

* Algorithm : &&75i% , Bl TC3-HMAC-SHA256 ;
* Secretld : ZE$AXIHAY Secretld ;

* CredentialScope : W.EX , FIEEE ;

* SignedHeaders : W L3 , &58EHLEER |

e Signature : £&(8

HRIBLA AN | ZREIFEEIRYES -

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f06
14b047e5df4582db9e9bf4672ba50567dbal6c6ccfl74c474

RETEERERNT

https://cvm.cloud.sunhongs.com/?Limit=10&0Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_request, SignedHeader
s=content-type;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbcbecfl74c474

Content-Type: application/x-www-form-urlencoded

Host: cvm.cloud.sunhongs.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

. BRRW

HRIBSERRENR | PR TERRMAERT | SRIESSRERE

IR iR HA
AuthFailure.SignatureExpire BRITH
AuthFailure.SecretldNotFound ESHAEE
AuthFailure.SignatureFailure BEER
AuthFailure.TokenFailure token $8iR
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RS A
AuthFailure.InvalidSecretld BHAEL (AR API Z5E2EEY )

4.

k%

Ny —
BiE
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;

import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util.TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {

private final static String CHARSET = "UTF-8";

private final static String ENDPOINT = "cvm.cloud.sunhongs.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";
private final static String CT_JSON = "application/json";

private final static String CT_FORM_DATA = "multipart/form-data";

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getInstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm”;

String host = "cvm.cloud.sunhongs.com”;

String region = "ap-guangzhou";

String action = "Describelnstances”;

String version = "2017-03-12";

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");

[ ERRKX , BUESSHE
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkkkkkkkkk 59% 1 m;%*mr;ﬁiﬁ*% *kkkkkkkkkkkk

String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&0ffset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host”;
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String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.println(canonicalRequest);

// *kkkkkkkhkkkkkk 59% 2 ?#E?%Eg?ﬁ% *hkkkkkkhkkkhkkk

String credentialScope = date + "/" + service + "/" + "tc3_request";

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.printIn(stringToSign);

// *kkkkkkkhkkkkkk 59% 3 .‘L_i_%\xig *kkkkkkkhkkkkkk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

bytel[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printIn(signature);

// *kkkkkkkhkkkkk 5% 4 ﬁ}% Authorlzatlon *kkkkhkkkkkhkkk
String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

System.out.printIn(authorization);

TreeMap<String, String> headers = new TreeMap <String, String>();
headers.put("Authorization", authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

}

}

Python

-*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# EIHSE
secret_id = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9XxGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.cloud.sunhongs.com”

endpoint = "https://" + host

region = "ap-guangzhou"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# *kkkkkkkkkkkhk ﬁg% 1 ?#E*m%i%*% *kkkkkkkkkkkk
http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&Offset=0"

ct = "x-www-form-urlencoded"

payload = ""

if http_request_method == "POST":
canonical_querystring = ""
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ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

# kkhkkkkkhkkkhkkkkk 59% 2 ﬁ;%%ﬁg?ﬁ% khkkkkkkkkhkkkk

credential_scope = date + "/" + service + "/" + "tc3_request"

hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

# *kkkkkkkhkkkhk 59% 3 .‘L_i_%\xig *hkkkkkkkkkkhk

# ITESBRER

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# kkkkkkhkkkkkkk 5% 4 ' m}% Authorlzatlon *kkkkkkkkkkkk
authorization = (algorithm + " " +

"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHBHCRINENERLER

headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,

}
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ERIEEFATE: 2023-12-07 22:17:01

1. ARSSHbAE

gﬁﬁ\ /Ié?

e (Region ) EfEIIEAVEIER ORIMIEXIE, tcecloudRSIIERRIE 2 EERE |, MERRNEGREAEREIREEIISESE. A TIHEER

fE. 1S MHIEE , ENERRASEFRthE.

ERTLAEE AP EifitissIR EESAANETIR.

2. BIEMY

tcecloud API HIFFE#EO9IEIT HTTPS TR |, BUtE L2 U@ EE

3. IBKAE
T HTTP IBK5E:

* POST (¥#7F)
* GET

POST &K #5HY Content-Type 8 :

e application/json (##F ) , H/RER TC3-HMAC-SHA256 £& 75k,

* application/x-www-form-urlencoded , #/R{#F HmacSHAL 8% HmacSHA256 &&757%.

=R

e multipart/form-data ({X&Bo O ) |, W/RER TC3-HMAC-SHA256 && 7575,

GET i&RANSREA/NAERBIT 32 KB, POST iBEREASEHEN HmacSHAL, HmacSHA256 ATR1Ei#Bid 1 MB, POST i&R{ERE&ZA%H TC3-

HMAC-SHA256 Rd3z#%F 10 MB,

4. FFmAY

9fERUTF-84%A3.,

WREFRA © Efi=_V1

$6395 1 #4093
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-

[EIZ558R

T EHAYE: 2023-12-07 22:17:01

il
=

IFBIRAIEER
LRSS e OB ELAIMRESIZR (DescribelnstancesStatus) 2017-03-12 i , BVERMKLD , HETEEANRENTA

{

"Response": {

"TotalCount": 0,

"InstanceStatusSet": [],

"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc"
}

}

* Response RENEBAY Requestld 2EEIFEL , TiCHERMINESE , RE APIMET |, INESIKE,

* Requestld FAF—1 APLEKRIIE—IRR , AR APL HIISE | "TLAEKRIA] , FHEEIZ ID SKRRERE,

o RTEENFERI , ERIABRMEOENNFE , ARIEOMRENFERS WEOSGEFIEN. HFI5RY TotalCount # InstanceStatusSet 197
DescribelnstancesStatus #OEXIFE: , BT REASKNAFEINELE=RSSEELH , Bt TotalCount IR FHIREES 0,
InstanceStatusSet FIZRAZS,

THIRIR[EILEER
SRS, SRR -

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct."
b
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}

}

Error (IHIIAREZIFERBEALM. Error FEREREMEH Code 1 Message FRIEEALNET2UEREA].

* Code RREMHBAIEIRID , HEKH BT LASREZ RIS E LSRN N AYEHRID IR E M E RN MR EFRR T 2.
* Message BT MEREENEHRRE , BEEWSKESRGMM W AFTRSEHERFEEREH , AR RARIHX NREE.
Requestld FBF— APLiEXRAIME—IRIR , 1R APL HIIRE | STLIERRBA] , FHRMt% ID AR,

AHIEIRIG (TODO: EEER, 2EENFE?)

IREIERFUNRFIE Error FE , NFRER APLIEOSKM,  Error Y Code FERFRREIRMG , FrE L SEPATaEHIIAEIRIBANTIERRG , FTRIIHET
AR,

=] sEIRHEA
AuthFailure.InvalidSecretld BSREE (RET= APIBAZEL)
AuthFailure.MFAFailure MFA $8iR,
AuthFailure.SecretldNotFound EHAFE,
AuthFailure.SignatureExpire EZITHA.
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IR ERtEA
AuthFailure.SignatureFailure BEER,
AuthFailure.TokenFailure token $EiR.

AuthFailure.UnauthorizedOperation BEkEK CAM 1%,

DryRunOperation
FailedOperation
InternalError
InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

WREFRA © Efi=_V1

DryRun ##(F , KRIBRISEMINN . REZSET DryRun 24,
SIS

PIERSEIR,

BOREFHE.

SEEIR.

SHEVEEIR.

TR ECRRPRA].

BROSEGEIR.

EROMRARFIE.

TERAOREGET T SRR,

RiRW A,

BIFETE.

BRI,

RIEAATA.

RIZRUR(E.

RASEIER.

BRI,

http(s)iERIMYEEIR , 328+ GET #1 POST iEK.

ORISR,

£6397 T1 #4093
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HEYEATIRRAFHEOLSNENNSE , N E | EENENRBATENX R R EXLSHH TR | EERIERIRTEETXESH , 7
BEIERAHEIER,

BEIIE V3
8 TC3-HMAC-SHA256 754 , AStEMBES—HE HTTP Header RLEHH , 41T

SHETR ESidl Wik fEkR

XTC-Acti . = BEREOZR. BUESEZEONEPEHASHNTLSE Action B9RBE. FIIN=IRSESHIEIASLAIFIFRREO |
-TC-Action String = . .
EYE A Describelnstances,

MRS E , ARIFRAEIREE MEEAIEUE. EOESIBEBESEZEOXETEHMASE AT SE] Region

XTC-Region UG = soien. R : BEREOREEERZE , BORRATIISEIE | RSB MRAE,

X-TC- Integer £ 2487 UNIX AYiE)E , elicRAGE APLEKRAYATIEL., #ia0 1529223702, F& : MR SRS SMEIEERIIS S
Timestamp g = i, SEREZTHER.
X-TC-Version String = EERY AP ROMRAS. EESERZOSUEHFASLHESEL Version BUREE, HIIN=ARSSZRAOARA 2017-03-12,
HTTP tRESMDIAIESLER=ER |, a0 :
TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-
type;host, Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Heh,
Authorization  Strin = - TC3-HMAC- SHAZSG SEDEA , BREENZE ;
9 = - Credential : &I , AKIDEXAMPLE 2 Secretld ; Date & UTC fRERTEIRIBHER , BUEEEM TS
X-TC-Timestamp ##E#) UTC #RERTEIBER—EK ; service AF=m% , LRSERRImiEE— , fia
cvm ;
- SignedHeaders : 258 Z1+ERILEHMSE | content-type #1 host Ju4i5sLER ;
- Signature : E&EE,
XTC-T, . = IREHIEBATAR Token , FEESIGAIER—EE(EA. IBRZEETI Token FERGID SRS A RREOIREL
-TC-Token String A

KHEIZSHAFE Token,

EBHiE V1

{8 HmacSHAL #1 HmacSHA256 &&75i40 , ARSHEEHR—NEEKEF , 00T

SHER ESid] ik
Acti . o BERRORR, RESERONETMASHALSE Action BRI, FIIIZIRSSSSHIEIRSLHIZIRE
ction String =

O, BY&EA Describelnstances,

MEHSE , FRVRR R MR, ORI ESERONEPRASHATESH

Region String 2 Region B9i%BH, TE : REROAFEGRZSH OSSPSR |, AEMEESEZESEHE
A=EH.
Ti o =51 UNIX Bf[E)% , alCRAEE APTiEKRIRTIEL. 1801529223702 , (IREZFAIEHEETK , S5/
imestamp Integer 2 AN .
BELHEIR,
Nonce Integer £ BEHIEREZY , 5 Timestamp BX&#ER , FFIHLEERINT.
. FE=APIZZIE_E ERBERIFRREDAY Secretld , —1 Secretld I3MME—HRY SecretKey , T SecretKey £
Secretld String =

ERIERER Signature,
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SHETR

Signature
Version
SignatureMethod

Token

HhiE IR

ok
2

String

String

String

String

gﬁ& NP2 Ié?
Wik AR
= BRER | AREIEREKNEEN , EEAPRESRYMASEITESY. BNtESEslEOLE
SR '
= BIERY AP BORRAS. BUBESEEOXEPAS QTS E] Version B9RHE. FIAN=iR5E8A90R A 2017-03-
12,
= FE&H, , BeisgEF HmacSHA256 1 HmacSHAL, REIEEIIEEI HmacSHA256 B , A 5F

HmacSHA256 EiEIHIFES , BfhIERI9FER HmacSHAL KilF&ES,

= IERHERFTARY Token , FRESIGRIHHE—RMAER. IGRIEHE Token FEZSAEIRIRSZEMEOZR
B, KHIZAATEE Token ,

e (Region ) EISYIIEAVEIER ORIMIEXIE, tcecloudRXSIIERREIE 2 EERE |, RERRSEEAEEIREEIISEE. A TIHEER

fE. IS THEE  ENtERSE

T PRIt

ERTLUEE APLEC EifitissIR EESAbET IR,

WREFRA © Efi=_V1

£6399 1 #4093



MEERREO
RIS EAe

ERIEEFATE: 2023-12-07 22:17:01

1. &MOEiA

OBk sts.api3.cloud.sunhongs.com,

RIEERE
BUAZCERIEIRE) © 200%/%,
EOEFRATE : 2022-07-06 16:48:44,

BEORRERTEN,

2. NS

gﬁﬁ\ /zli?

UTBRSHGIRMNGIE T ROBRSHHED AHSH , RBEAHSHIIRNATLERSH,

SHETR Wik REFENULL 8
Action = &= String
Version = = String
Region = &= String
RoleArn 2 B String
RoleSessionName & & String
DurationSeconds B & Uint64
UserUin = &= Uint64
Policy = &= String
AssumeUin = &= Uint64
A M2

3. BB
BHERR il R
Credentials Credentials GRS Z S IE+
ExpiredTime Uint64
Expiration String

WREFRA © Efi=_V1

NHBE, AEOEYE : 2018-08-13

AHBH, REOAFEEBISH,

RENEREER. <br>EEAG :
<br>qcs:cam:uin/12345678:role/4611686018427397919,
qcs::cam::uin/12345678:roleName/testRoleName<br> RS A :

<br>qcs::cam:uin/12345678:role/tencentcloudServiceRole/4611686018427397920,
qcs::cam::uin/12345678:role/tencentcloudServiceRoleName/testServiceRoleName

IR IERTR . P EENETR
IEEIRRRERIERER , BA67 : 70, BA 7200 7, RAKENEBEAS 43200 #

R SS ISR R EEIKF IR , fANAFuin , REAFownerUin, Eft
ERTH LS

HRESHIAIER : 1. policy FEA urlencode (WIRBIT GET HiEiERE= APl , RiKEKR
B , FTESEEERBS APLH55E urlencode —R ) . 2. HIKEESIBCAM HIHE
%. 3. REEHFAEEES principal JTE.

EEFIKFUin |, #EFEtokend , cam-auth$SiATSIR(E]

MERFRIAYRTE) , IRE] Unix BFE)EL | 1EHzlfy

UEBTCRAORTE) |, LA is08601 #&=4AY UTC R EIZER=
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kN

'-}‘Lj gﬁ& NP2 Ié?

SHER =it A
Requestld String W—iEK ID , ®XEKREPSIRE., EI@EAFEEREZRIERE Requestld,

4. fERES

PUTMRFIH TR O SSIBiEaRa0tEiReg , BEtERmE A EIRE.

FHIRAS iR

ResourceNotFound.RoleNotFound The role corresponding to the account does not exist.
UnauthorizedOperation Unauthorized operation.
InternalError.GetAppldError Failed to get the appid .
InternalError.SystemError Internal error. Please check and try again.
InvalidParameter.StrategyInvalid Invalid policy.
InvalidParameter.GrantOtherResource Unauthorized access to the resource.
InvalidParameter.OverTimeError The expiration time exceeds the threshold.
InvalidParameter.ResouceError Resource error.

InternalError.DbError Database error.

InternalError.EncryptError Encryption failed.
InvalidParameter.AccountNotAvaliable The account does not exist or is unavailable.
InvalidParameter.StrategyFormatError Policy syntax error.
InvalidParameter.ExtendStrategyOverSize The extension policy is too large.
InvalidParameter.ParamError Invalid parameter.
InvalidParameter.PolicyTooLong The policy is too long.
InternalError.GetSeedTokenError Failed to get the seed token.
InvalidParameter.TempCodeNotAvaliable Invalid TCB temp code.
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SREER S B!

ERIEEFATE: 2023-12-07 22:17:01

1. &MEiA

mATEEEIE

OBk - sts.api3.cloud.sunhongs.com,

SRENEX & SM GRS
BONEOIBRIERIRE « 200%/75.
EOEFAATE : 2022-07-05 19:59:17,

EORWERTEN,

2. NS

gﬁﬁ\ /zli?

UTBRSHGIRMNGIE T ROBREHHED NS, TEAHSHIIRNATLERSH,

SHETR
Action
Version
Region

Name
Policy

DurationSeconds

SecretType

3. S

SHER
Credentials
ExpiredTime

Requestld

4. TR

Wik FRPFNULL
= =
= =
= =
= =
= =
& B
) B
Credentials
Uint64
String

sy
String
String
String

String

String

Uint64

Uint64

fik

IGRSIES

S84, AEEOEYE : GetFederationToken
NS, AEOEYE : 2018-08-13

HEH, FEOFTTEEBUISEH,

»

ERILAEE X BRREREN AR, AFE4EmR.

SRESHAAIER : 1. policy BEMH urlencode (NSRBI GET 75iAIEK= APL, RIXEK
B , FTESEEPEEIRIBA AP {55 urlencode —R ) , 2. HIGEESIBCAM EH8E
% 3. TREGHAEEES principal JTER

EEIGRHERRIERE , A7 7, BUAL800F) , RAKAIIRERMEA 720070,

MEPEE (0 KIEH ; 1: |iEP).

IGREHE-BERMAYEIE , IRE] Unix BIEEL , #EHREIFD

BE—EK ID , ®RIERESRE. ERFEIRAGZXRIERAT Requestld,

UM 7RO SSIBIEERA0EIRT , BEERIENATEIRE.

=S ]

InternalError.DbError

FRIERS : Efh=_V1

fEk

Database error.
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'h'.

FERT

InternalError.EncryptError
InternalError.GetAppldError
InternalError.GetSeedTokenError
InternalError.SystemError
InvalidParameter.AccountNotAvaliable
InvalidParameter.ExtendStrategyOverSize
InvalidParameter.GrantOtherResource
InvalidParameter.OverTimeError
InvalidParameter.ParamError
InvalidParameter.PolicyTooLong
InvalidParameter.ResouceError
InvalidParameter.StrategyFormatError
InvalidParameter.Strategylnvalid
InvalidParameter.TempCodeNotAvaliable
ResourceNotFound.RoleNotFound

UnauthorizedOperation

WREFRA © Efi=_V1

gﬁﬁ\ /Ié?

itk

Encryption failed.

Failed to get the appid .

Failed to get the seed token.

Internal error. Please check and try again.
The account does not exist or is unavailable.
The extension policy is too large.
Unauthorized access to the resource.

The expiration time exceeds the threshold.
Invalid parameter.

The policy is too long.

Resource error.

Policy syntax error.

Invalid policy.

Invalid TCB temp code.

The role corresponding to the account does not exist.

Unauthorized operation.

26403 1 40913



'ﬁ) ERE A

SRV FIERNIES (SB=RHAE )

ERIEEFATE: 2023-12-07 22:17:01

L. O

OBk - sts.api3.cloud.sunhongs.com,
SREVARFIGRNES (SB=737FKm )
BUAZCERIEPRE) © 200%/80,
EOFEHATE : 2021-06-18 14:30:13,
EORRERTEM,

2. NS

UTBRSHGIRMNGIE T ROBREHHED NS, TEAHSHIIRNATLERSH,

SHER i FEVFNULL et fik
Action 2 = String AHEBE, ANEOEYE : GetThirdPartyFederationToken
Version 2 =" String AHBE, ANEORYE : 2018-08-13
Region = B String AHBH, AEOAFEEBLSH.
UserAccessToken 2 &= String 15la) Token
Duration =3 S Int64 B
ApiAppld = B Int64 ZSHEERR(E0RNE)
3. EHEE
SHETR ESit] R
Credentials Credentials UERHA
ExpiredTime Int64 BRHEA (B A0ER)
Requestld String K—iEK ID , BREREHBRRE. ELDRAFRERAZRIERE Requestld,

4. FEIRS

LI G TIEOWSSZERRAIEIRG , BEERDE N A SR,

FRIRIG R

FailedOperation.CodeNotSet The requested code does not exist.
FailedOperation.UserUinNotSet The user UIN does not exist.
FailedOperation.UserOwnerUinNotSet The user's root account UIN does not exist.
FailedOperation.OpenUinNotSet The open platform UIN does not exist.
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N

'-}‘L] gﬁﬂj NP2 IL:I\

FER R

FailedOperation.OpenOwnerUinNotSet The root account UIN of the open platform does not exist.
FailedOperation.GrantListNotSet The authorization list does not exist.
FailedOperation.StrategyEmpty No policy.

InternalError.SystemError Internal error. Please check and try again.
InvalidParameter.ParamError Invalid parameter.
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kN

2

IR

ERIEEFATE: 2023-12-07 22:17:01

Credentials

IRBSIES

BANTEOS|A - AssumeRole, GetFederationToken, GetThirdPartyFederationToken

B sk FBFNULL et

Token = &= String
TmpSecretld 2 &= String
TmpSecretKey = &= String

FRIERS : Efh=_V1

gﬁﬁ\ /Ié?

RnA
token
[IRAHERZEID

IERHIERZAKey
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-ﬁ) BEES

AR

BRILEFHATE: 2023-12-07 22:17:01

IheeudRA
WNERIREIERATFE Error £E] , NIFRIER APL O, Fian

{

"Response": {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct."
b

"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

}

}

Error 1 Code FRAIRIG , Message FRZB=HNEKER.

TEIRASFIER

PHFERD
RS iR
AuthFailure.InvalidSecretld FEPIEE (RE= API AR ),
AuthFailure.MFAFailure MFA $&i%,

. FARNFE. RN aEREEACEMRSEZR  MREESR | SREEPERESIER , 1T858
AuthFailure.SecretldNotFound

BEREE=E,
AuthFailure.SignatureExpire EEZIIHA. Timestamp FRGEMEMEEANSBIASH  BOEAEN EEEHNERBRL,
AuthFailure.SignatureFailure SEER, SHUERR | BYRBEASNPIEOLECUSeEE S TTEITE,
AuthFailure.TokenFailure token $&i%.

AuthFailure.UnauthorizedOperation &3k CAM $24%,

DryRunOperation DryRun #F , {RIBERISEMIN , REZET DryRun 24,
FailedOperation BRI,

InternalError HEBFEIR.

InvalidAction BEORFE.

InvalidParameter SRR,

InvalidParameterValue SHEEEIR,

LimitExceeded R BCERBRE .

MissingParameter ROSEEEIR,

NoSuchVersion EORAAFE.

RequestLimitExceeded BERAVREGEE 7 SEPRE .
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'h'.

FERT i)z
ResourcelnUse RS,
Resourcelnsufficient RETE.
ResourceNotFound RRFE,
ResourceUnavailable RRAAT A,
UnauthorizedOperation HRIERURLE.
UnknownParameter RENSEGER,
UnsupportedOperation BEARST.
UnsupportedProtocol
UnsupportedRegion BEORIFAE M,
A SSHERES
HIRAD

InvalidParameter.OverTimeError
InvalidParameter.StrategyFormatError
InvalidParameter.TempCodeNotAvaliable
FailedOperation.CodeNotSet
FailedOperation.OpenUinNotSet
InternalError.EncryptError
InternalError.SystemError
FailedOperation.UserOwnerUinNotSet
InvalidParameter.ExtendStrategyOverSize
InvalidParameter.ResouceError
InternalError.GetSeedTokenError
InternalError.DbError
InvalidParameter.Strategylnvalid
ResourceNotFound.RoleNotFound
InvalidParameter.GrantOtherResource
FailedOperation.GrantListNotSet
FailedOperation.UserUinNotSet
InvalidParameter.ParamError
InternalError.GetAppldError
InvalidParameter.AccountNotAvaliable

FailedOperation.OpenOwnerUinNotSet

WREFRA © Efi=_V1

gﬁﬁ\ /Ié?

http(s)iEKINNEEIR , R32Hs GET #1 POST 53K,

L]

The expiration time exceeds the threshold.
Policy syntax error.

Invalid TCB temp code.

The requested code does not exist.

The open platform UIN does not exist.
Encryption failed.

Internal error. Please check and try again.
The user's root account UIN does not exist.
The extension policy is too large.

Resource error.

Failed to get the seed token.

Database error.

Invalid policy.

The role corresponding to the account does not exist.
Unauthorized access to the resource.

The authorization list does not exist.

The user UIN does not exist.

Invalid parameter.

Failed to get the appid .

The account does not exist or is unavailable.

The root account UIN of the open platform does not exist.
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gﬁﬂj\ /lL:I\

HIRAD pizlif

FailedOperation.StrategyEmpty No policy.

UnauthorizedOperation Unauthorized operation.

InvalidParameter.PolicyTooLong The policy is too long.
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