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"resource": "*",
"effect”: "allow"
1

1

}

=
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%

le, “—1H
=1/

BIFEAYE: 2024-08-23 15:08:00

EFBVPCDNSEE(EKDNSIRSEEM ?

AREE, HRREFHEAVPCONSIEHER |, BIaRMIIfAGS , IREBEITCR | KEEEEAWAIVPCRIA,

SNVPCDNSHIAMDNSHT B—iH#& , BiTREaE=?

SIERERIRBRMEAVPCH , FeBEABMNBFENES. JEEXEKEVPCZE , EXYNAIVPCRILEES , SBEAHMETH
RUBLE AT,

VPCDNSIZRAZMRITID ?
4%, BRRTMXIERERS , EfbiCRERETIRGE TR , ENRIES N AENICTIEE .

SINEtricR

ic=ER - | CNAME EEEERSHM—10E -

=z | | e )

www EETTEATEEE Y9 www test. com

T =

@ EBiEEtrEiEStesicom

|- =er, mE=rssEs testcom |

mail FEEEEITH mailtest.com, EEETEIFGEEESSE
e W0: abctestcom, iESabc
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b= I\

1E_| ! E;E

BIFEAYE: 2024-08-23 15:08:00
AiBs

B ER—NPVAltEHE
AAAAICS

B igm— M PVeitit,

MXiER

B2 e BbMAARSS A tbtL .

TXTic®

MAKENTFIREI255 , BHEMSPHER ( RERkEb4 )
CNAMEiZ®

KRRz —MEE.

PTRICR

PTRICREIPHEIHEM—MEZ.

MR

—RIEEEAIRIER | WIEASEMAIEE Hexample.com , BBA www.example.com Fi wwwiEIERIEE example.com HIRIEE.
ICR{E

REHEFITCRAE , HEIERNEAEIE , FTRANCRERE , MNANICRESREAR—,

MX{E5E4R

BILAARNERMEIRSS 2R EMITR |, AT REUE 1-50 , BUEM/ , Uchkidis

NE

S MERIRESFKICRIEA RIS , BT LUEBINENT D BB R EIRETIELG]. BATEERFICRAELGIR | ZFICRINE /
ZFEERTEICRNEZ M.
VPC

RABEMZE ( Virtual Private Cloud , VPC ) 2R THMZ_VIMENERR EMETE , AEEEMZ_V1I ERREFRHMERS | AR
BMgEeZERE. CULBEENMSING, BHER. RERBE | BN, FAERESHFESMIIUER Internet, IEZEM VPC, &
EEOAEETD , BWNERINBER LS.
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APIN 14

vpcdns (vpcdns )
ARZAS (2019-10-25)
APTHESE

RITEHAYE: 2024-09-03 18:49:37

APIERZ

V3

vpcdns

ORI

BindVpcDnsDomain
CreateVpcDnsDomain
CreateVpcDnsDomainRemark
CreateVpcDnsRecord
DeleteVpcDnsDomain
DeleteVpcDnsRecord
DescribeVpcDnsDomainList
DescribeVpcDnsRecordList
ModifyVpcDnsDomain

ModifyVpcDnsRecord

WREFRA © Efi=_V1

VPCHZf##T (VPCDNS)

#OThRE

KEkVpcld
BlE#vpcdnsiEZ
tliEvpcdnsig B &iE
BlEvpcdnsicR
fBRvpcdnsizZ
MksvpcdnsicR
RIEvpcdnsigZ51IE
FIEvpcdnsigRFIER
{&2vpcdnsig

&M vpcdnsicR

%34 @ H79
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ARG

EOSTEVL

SRS E: 2024-09-03 18:49:37

tcecloud APl £XBMNAEIEKEHITEHIGE , B NERAEFTEEAHLBERSHHESEEIER (Signature ) LISIFERES R, &

BIEEHRTEFIEER , T2 FIERE Secretld 7] SecretKey ; ERFPEIRELZEFEIE , BRIECAPIZARNHEHRS , BNTEERATAPI
#ZM.,

s=E e .

1. RiEReFEiE

HEEIXER=APIZE] , BRIERAPIZSANEBRIELEEIE. L2 EIUFELE Secretld ] SecretKey :
e Secretld FBF#RR APL EREBH

* SecretKey B FIIEEE FFBMIRS SRS Z FRTRIER.

* APRITEEREREEIE , BRtE,

HBELZEEIINEREERIT -

1. EFRtcecloudEBFIEHIE,
2. BHE=APIZSBRNEHI A TUE
3. E=APIZSETUHE , M [#7] RIRJLARYEE—XdSecretld/SecretKey

TR AREKSRESELIABILT Secretld / SecretKey,

2. ERE R R

BT ZeEiESecretld f SecretKeyfs , MATLAERSZERT. IATREMRSZHIIFMIFE :
BRIZFFHY Secretld # SecretKey SBIE :

e Secretld: AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
e SecretKey: Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE

AR RERERA , ERIERFRRERIER Secretld 1 SecretKey B TIREHR(E !
LA=RRSS 2R EEXLfI7IZR(Describelnstances)iEk A6l , SRAFEMRX—EOR , HiERSHERENT:

SHER 5354 248

Action Vakrc =t Describelnstances

Secretld #ZAId AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp ZRIET AL 1465185768

Nonce PEHLIEEEEY 11886

Region SERRTEXIE, ap-guangzhou
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SHETR 3L S¥E

Instancelds.0 FFEIRRILGIID ins-09dx96dg

Offset REE 0

Limit RASIFEIL 20

Version EOWRAS 2017-03-12
2.1. HSEHEFF

BAEMEERSERSHEBNFEE ( ASCHRE ) FAFHF. T8 1) RIESHSHTHIRF | SREFRTINET , F&5tA/0 ;
2) #% ASCI 1BEE AN |, 90 Instancelds.2 EHEE Instancelds.12 |5 , AREFEER |, UARREE. ARTLUERRIZES PHIE%
HEFFRESRSLIIX—INAE , 1 php B8 ksort i, HIRRBISEHIHEFRERNT:

{

'Action’ : 'Describelnstances’,
‘Instancelds.0' : 'ins-09dx96dg’,
‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'‘Region' : 'ap-guangzhou’,
'Secretld' : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version': '2017-03-12",

}

ERAECERRINESAN , X EERAIFRISEEITHIRF | ERIRER—EEA.

2.2. BHEBRF AT

WEBEMBERFGE. HE L —THERFRIERSEISN R SEBR ="S81E I | W% Action 281 , HSEEFRA "Action”
, BHYEA "Describelnstances" , EIAEXER A Action=Describelnstances . ¥ : “S&E"HERIAETIEurRRBEOE.

REBBINENS IS8R HEE—E | REERBERFRHEN:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=0&Region=ap-guangzhou&S
ecretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

2.3. PHEERIRFHER
WERENRERIR MR, SRIRFAFEHEUTI LI SEHE:

1. 5Kk 328 POST #1 GET A= |, IXEB(ER GET i5K , iFRAEAEKE.

2. iIERFENEELAIFIZR (Describelnstances)iJiEki®#& /9 : cvm.cloud.sunhongs.com, SEFRENEKIEBRERE OFTEERIAR
AR, RSO,

3. BB YRIRAZAPIHIERBZEER / .

4. BRFRER: B E—SEREKRFEREA,

ERFEBRRIHEAN: BRTE + BRIV +EKER + 7 + BERFRES
TOIRIHERER

WRARERS : Efi=_V1 %36 T #79
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GETcvm.cloud.sunhongs.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset
=08&Region=ap-guangzhou&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version

=2017-03-12

24, EpSEREA

)

P BAENSEER, BIEER HMAC-SHAL EiEX E—PiRiSHERIRNFRRETES , ARBEMRESS6ER Base6d #H1T4R

13, BIEIRIG RIS R A,

BB , LA PHPES 61

$secretKey = 'Gu5tIXGARNpPq86cd98joQYCN3EXAMPLE';
$srcStr = 'GETcvm.cloud.sunhongs.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=118
868 0Offset=08Region=ap-guangzhou&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=146518576

8&Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));

echo $signStr;
REBEINERHA:

EiP9YW3pW28FpsEdkXt/+WcGel=

ERECERRIHESTAN , IR ARG TERIIE , BRNERHES6IFHhaI—EEE.

3. ERHIwG

ERAIS R BT REEIRIFNIBRESE , FEXHET URL %3,

N E—HE RIS RS ElIPIYW3pW28FpsEdkXt/+WcGel=

, BREESEIRE R BRIERESE (Signature ) 79

EiPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , Ei5RTFEMSRAER URL,

AR NRAPKRISKSER GET , si&i5KA1%58 POST @it Content-Type A application/x-www-form-urlencoded , MI&iXiEkK
RAEERSHEIREM URL RS , SHRN-ASARERG. IF ASCI FFHE URL RISAIFRESELA UTF-8 #{T4%i8.

IR FLREIESH http BEREESFTESEHT urlencode , ZEXMMEN T , MATREXIERBHT URL 3T , BUAX URL 4

BESHERLM.

IR Rt BUEbBERI TR , MESRA RFC 3986, 8 %XY MEHRFRPUINFHTES RS  Hp XY A7 =
(0-9 FIXE=rE A-F) , BRINSESIRER.

4. ZZEM

HRIESCRRIEN | T T ERRAEIRD |

RS
AuthFailure.SignatureExpire
AuthFailure.SecretldNotFound

AuthFailure.SignatureFailure

WREFRA © Efi=_V1

TBRIESCAR BTt

R
SEiTH
B

BRER
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RS HoSHEIAR
AuthFailure.TokenFailure token iR
AuthFailure.InvalidSecretld ZRIEE (A2 APl ZHE3EAY )

(e S a —
5. &7 ER

FESTRREA APL 3.0 B , HEFERIREEItcecloud SDK 3.0 , SDK EEETRRMNLRE , FAN R RRIBMEOET, HMAEE
S0 SDK iy, SATSTRARRIEET |

e Python

* Java

* PHP

* Go

e JavaScript
e .NET

ATEBRNERERITRE , THUSIMREES A0 B OANERTERRIIL. BXkES. ARIROMISANEEERLL LA
BigfENE  ABRABRSETRE  FAESERN | TRTAIBRERMA SDK.

REEHHAY url TT8EA  https://cvm.cloud.sunhongs.com/?Action=Describelnstances&Instancelds.0=ins-
09dx96dg&Limit=208&Nonce=11886&Offset=0&Region=ap-
guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliP9YW3pW28FpsEdkXt%2F%2BWcGel%3D
&Timestamp=1465185768&Version=2017-03-12

IR BT RAIPRZERENN | HEBEARRSHEIRE |, RIaNSRELL url FEXSEEHF I FEE R curl Em<SERINSIREESN
Hix | SRH. ATEE—NTLUEERER url |, EEERUREIFH Secretld 1 SecretKey NESLAVZESE | FHERRFHBIRTEEUE
79 Timestamp ,

IR A TENTAT  ARREES [ EER—ESEXITEEIR url JEEEEMAR , RIASHNINFAR | (EXHARIER
. REMAESHEE  BESITEIERRIE.

TR LIMURB(UERT APL 3.0 , FEEERATHEMINERRE | BMERIERN APl , BTFEATERBLSHERUEER | B
XS R BYSERR AL A E

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.LRandom;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);
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SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.cloud.sunhongs.com/?");
/] EZERSSEF TFHHET | At TreeMapfRiEliiF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");
}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {
StringBuilder url = new StringBuilder("https://cvm.cloud.sunhongs.com/?");

// SEFRERur RS SEIRF S B ER

for (String k : params.keySet()) {

/] FEXSEKEB# Turlencode , BT keyEBRRNFH , #ltA{XXIHvalueit{Turlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");
}

return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap <String, Object> params = new TreeMap<String, Object>(); // TreeMapa] LABEEIHEF

// SCRRVEFBR R 24 R FRREHLES , B4 : params.put("Nonce", new Random().nextInt(java.lang.Integer MAX_VALUE));
params.put("Nonce", 11886); // AHESE]

// SEFRE RN RS ZE0RTE) |, 130 : params.put("Timestamp”, System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // ~"FHEE

params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // AIES5#4

params.put("Action"”, "Describelnstances"); // 2NHE%(

params.put("Version", "2017-03-12"); // ~H5%

params.put("Region”, "ap-guangzhou"); // ~HE#

params.put("Limit", 20); // A53&%§

params.put("Offset", 0); // \E5%1

params.put("Instancelds.0", "ins-09dx96dg"); // WEES#

params.put("Signature", sign(getStringToSign(params), "Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE", "HmacSHA1"); // A%t
28

System.out.printin(getUrl(params));

}

}

Python

TR (IRETE Python 2 IMEHET , EBELREE requests (KIS :  pip install requests

# -*- coding: utf8 -*-
import base64
import hashlib
import hmac

import time

import requests
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secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query_str = "&" join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_"
endpoint = "cvm.cloud.sunhongs.com”
data = {

'Action’ : 'Describelnstances’,

‘Instancelds.0' : 'ins-09dx96dg’,

‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'‘Region’ : 'ap-guangzhou’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12"

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])

# IbSCRRER | AShiaaTeer=4Eit#

# resp = requests.get("https://" + endpoint, params=data)
# print(resp.url)

=
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w2 S8

EOZERV3

B SEHATE: 2024-09-03 18:49:37

tcecloud API SX$EMARNERE TEBIGIE | ED’@Al%EX%BﬁET"A%EX’*éﬂlﬂP@@K%{* (Signature ) LISIEERESD., &

ZIEEHTEEIILER , TeFIEEIE Secretld 71 SecretKey ; ERFPIRRBLZEEIE , BRITF=APIZHETUERE | BSNFEEEA=API
=0,

‘EEI—‘—I =3
1. HiEREFIE
EFERERTAPIZAD , BRESAPIEHNEABEREFEIE. REFEIEELE Secretld # SecretKey :

e Secretld FHF#rR APLEFESH
o SecretKey FIFINEEE Z R BFIIRS S ImISIE S E FRTRAIVEA.
s AFPWIITISREZSEIE , BRitEE.,

RIS ZIENEARLS BT :

1. EFtcecloud BRI ZHIA,

2. BIfE=APIZRRIEHI S TRE

3. E=APIZSATIHE , M [FiE] BIALAGIEE—ISecretld/SecretKey

IR AREKSRESELUABRNT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &2 7%

T2 WFGETAE , R37#F Content-Type: application/x-www-form-urlencoded #M¥&=. X3FPOST/% , BREISZIF Content-
Type: application/json LA Content-Type: multipart/form-data P | json IEXERARTBISEOSTE , multipart 18z
REFEWSEONE , WHZEORREERR json 8UER , SF BRSO RA,

THEURRSSHREA MNXEHFIRIEAFIF  SEBRNBERRHEITRE. BAWBERTERSTAZIZRMNSEL : Limit 7 Offset ,
{£F8 GET 7558,

BRiIZFIFAY Secretld #0 SecretKey 3512 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #01
Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

2.1. PHEAEIE R
RIS HHEHIEIERKE ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + \n' +
CanonicalHeaders + '\n' +
SignedHeaders + '\n' +
HashedRequestPayload

e HTTPRequestMethod : HTTP i&3K75i% ( GET, POST ) , AR GET ;
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CanonicalURI : URI £, API 3.0 EEANIERIAT (/)

CanonicalQueryString : &#2 HTTP &K URL FRIEIEZFTER , XITF POST 5K , EENTZREE , JTF GET i&K , WA URL FF
5 (?) GENFZAERS , ARFIBYES : Limit=10&O0ffset=0, jF= : CanonicalQueryString &4 URL 4R/A3.
CanonicalHeaders : £5&&ZRILIER , EPEE host F content-type FNLER , tBATIMABEX LSS ESBLIREEEE
SKEOME—MFIZ 2. HFHEMN @ 1) k3B key 70 value ZT—8/NE , HXIEEETIE | KR key:value\n 1&=(HH% ; 2) 2/ k&6,
HRRBSLER key (/NE ) ROFEEHEFRHITHHE. A @ content-type:application/x-www-form-
urlencoded\nhost:cvm.cloud.sunhongs.com\n

SignedHeaders : £5&ZRILEMER , AR RBML LRSS TES , # CanonicalHeaders BEAILEIRER—XINAY.
content-type #[1 host J9usifEsLEB, HHENN : 1) L3R key ZB—HA/NE ; 2) Z1KEB key (/NE ) 1RERFEHEF#HITHHE , FHELL
25 (;) PR, WHEIFJ : content-type;host

HashedRequestPayload : iEXKIEXAINGH(E | ITE51E/9 Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , X3 HTTP i&
KEE/NEX payload fff SHA256 5% , AF+7 #HmD , RERIDHREEMR/NEFE., = : XJF GET i53K , RequestPayload [
FEATFHE , WF POST 53K , RequestPayload Bl HTTP i&SKIEX payload,

HRIELLEAIN | OIRERIRAGEIERENT (ATRNEW , \n BITFHIEESRITEHFI—TEK ) -

GET

/

Limit=10&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.cloud.sunhongs.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2, FHEFER TR
AU RS ER TS

StringToSign =

Algorithm + \n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

Algorithm : &% , BRIEES TC3-HMAC-SHA256 ;

RequestTimestamp : i&53KATEIRL , BPIERLERRY X-TC-Timestamp Y& , #0 L7=FliEk 7 1539084154 ;

CredentialScope : EIEEE , #8=0 Date/service/tc3_request , @S HER. FEKABRSFIRIEFFFE (tc3_request ) , Date /9
UTC iRERTTEIREHE , BYEREM LS X-TC-Timestamp #25AY UTC FRAERIBIERE—3 ; service AF-@m& , XWASEBNR
BZ—2, 180 cvm, SN ERFLEKR , BYEJ 2018-10-09/cvm/tc3_request ;

HashedCanonicalRequest : BIASBHHEFTSALTIEKENIEEE , ITEHSEN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

P

1. Date /MBS AR X-TC-Timestamp i+E15%) , BRFX UTC+0, WMERIMARFARXEE , FIE/\KX |, BSHEX8E
AR, ERZEMBERVERM. RigiTiE&/s 1551113065 , f£4/\XAYAYEE 2019-02-26 00:44:25 , EEITEEE
#9 Date BY UTC+0 BYEHEARIS 2019-02-25 , MAE 2019-02-26,
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2. Timestamp X/REXRIRFATE , BFEBERRSEHENERAERSH , MREEETASHPNSERM. MNRKAIEAFIIR
EREREY |, JRESEIE T —RITEE , BROERW (IREEZISHHER ) .

MR LA | REIPERIRFERFRHRUT (AT RREN , \n RITFAESSRITER—T8K)

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2ab6d282cccf957dbflaa7f3a7

23. i8S
1) HEIREREEE , (hRBUIT

SecretKey = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request")

e SecretKey : JRIARY SecretKey ;
e Date : B Credential 49 Date =E=8. , a0 L5~ , 792018-10-09 ;
e Service : B Credential opY Service FEHEE , A0 LM, 9 cvm ;

2) iHEER , BT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

* SecretSigning : BILA EITEBRINIRES ZER ;
e StringToSign : BIZB2ATEBRINSFSEFRE ;

2.4. 8 Authorization
AN ™R E Authorization :

Authorization =

Algorithm + "' +

'Credential=" + Secretld + '/' + CredentialScope + ', ' +
‘SignedHeaders=" + SignedHeaders + ',

'Signature=" + Signature

* Algorithm : &£75% , EE/ TC3-HMAC-SHA256 ;
e Secretld : ZEEAXIHAY Secretld ;

e CredentialScope : M tX , EIEEHE ;

* SignedHeaders : L £ , 258ZHLIHER ;

e Signature : 28

HRIBA AN | IR EEIRYED

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5
da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbal6c6ccfl174c474
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https://cvm.cloud.sunhongs.com/?Limit=10&0Offset=0

VPCig & T ( VPCDNS

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_reques
t, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbcbecfl74c4

74

Content-Type: application/x-www-form-urlencoded
Host: cvm.cloud.sunhongs.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

. BRERW

RIESSIRER | FAEUTERRMANERG | iSRIESIRIEAE
RS
AuthFailure.SignatureExpire
AuthFailure.SecretldNotFound
AuthFailure.SignatureFailure
AuthFailure.TokenFailure

AuthFailure.InvalidSecretld

S N J—
4. 2 ER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util. TimeZone;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {
private final static String CHARSET = "UTF-8";

FRIERS : Efh=_V1

I PSS
BRITH
AR
BRER
token iR

ZiREE (A2 API ZA%E )

%44 71 H79

)

=



=

) VPCig#Zf##T ( VPCDNS )

private final static String ENDPOINT = "cvm.cloud.sunhongs.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9XGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";
private final static String CT_JSON = "application/json";

private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getlnstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm”;

String host = "cvm.cloud.sunhongs.com”;

String region = "ap-guangzhou";

String action = "Describelnstances”;

String version = "2017-03-12%;

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
//EERKX , BUESHE
sdfsetTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkkkkkkkkk 55% 1 : m;%%m:;ﬁiﬁﬁi*% kkkkkkkkkkkkk

String httpRequestMethod = "GET";

String canonicalUri = "/*;

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host";

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// K*kkkkkkkhkkkkk 55% 2 ;ﬁ?%%gg?ﬁ% *kkkkkkkkkhkkk

String credentialScope = date + "/" + service + "/" + "tc3_request”;

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.printIn(stringToSign);

// *kkkkkkkhkkkkk ./If_ﬁ 3 o .L-l.%%g kkhkkkkhkkkhkkkhkkx

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printin(signature);

// K*kkkkkkkhkkhkkk $‘9¥ 4 j:}’fl:g Authorizatlon *kkkkkkkkkhkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.printIn(authorization);
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TreeMap<String, String> headers = new TreeMap <String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

}

}

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# ZRSE
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.cloud.sunhongs.com”

endpoint = "https://" + host

region = "ap-guangzhou"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# khkkkhkkkhkhkkkk 53% 1 o ;#;g;m;ﬁi%*% *kkkkkkkkhkkk

http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&0Offset=0"

ct = "x-www-form-urlencoded"

payload = ""

if http_request_method == "POST":

canonical_querystring = ""

ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

# *kkkkkkkkkkkk 5% 2 : T#*%{%gg?ﬁ% kkkkkkkkkkkkk
credential_scope = date + "/" + service + "/" + "tc3_request"
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hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

# *khkkkkhkkkhkkhkhkk ig% 3 : H’%Eg *khkkkkhkkkhkkkhkk

# ITEERHERE

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# *khkkkkhkkkhkhkhkk 552’% 4 : ?#*% Authorization khkkkhkkkhkkkhkkk
authorization = (algorithm + " " +

"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEORINENSSRLER

headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,

}
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15 K451

BRITEHAYE: 2024-09-03 18:49:37

1. frsSHbit

btz (Region ) RIEYBERIEHEH OAIMIEXEL, tcecloudFIIEAREIHZ E7E2RE |, MIEAEHERNERATEEATSEENEE

th. ATIHEHRME. RS THEE  ESEREREIIEF I,
ERTLUEIT APIED EiiSIR B TARtET xR,

2. BEMY

tcecloud API RUFRB#EZECIIYEIE HTTPS TIB(E | IRItEZSMIBEEEE.

\E > :
3. IBKITE
ST HTTP ik
e POST (#7F)
e GET
POST iEkz#569 Content-Type 28! :

o application/json (7 ) , X/AfEA TC3-HMAC-SHA256 & 757%,
* application/x-www-form-urlencoded , #%7f#R HmacSHA1 g HmacSHA256 &&75i%.
e multipart/form-data ({XE2EOZEE ) |, WER TC3-HMAC-SHA256 &2 7575,

GET IERHUEREA/NARE#BIT 32 KB, POST iERFEAESEAEHN HmacSHAL, HmacSHA256 BAE#8iZ 1 MB, POST i&EK{EAE

#&F5iEA TC3-HMAC-SHA256 Aiz3% 10 MB,

4, FRIwAS

FEFAUTF-84%%2.
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IS

BRITEHTAYE: 2024-09-03 18:49:37

IF@REIEEER

PARBRSS 2RO BB LAMAEFIZR (DescribelnstancesStatus) 2017-03-12 kx4l , HIEFAT) , EeTaerORELIT

{

"Response”: {

"TotalCount": O,

"InstanceStatusSet": [],

"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc"
}

}

* Response REMNERH Requestld REENFE , TiCIFKRHEINEE , RE APIMET , UHESIRE,

* Requestld FBF— APLiEKAIME—IRIR , 2R API HILRE |, SJLABKRERA] , FHREZ ID KRR,

o [RTEEMNFERS , HRIWARKREOENNTER  AENEOMMRENFES IO SXEFIEN. HEIHE TotalCount
InstanceStatusSet 5 DescribelnstancesStatus £ OENXFER , BT EREKNAREMEZE=RS2TLH , Bl TotalCount
FULCER FEBRENES 0, InstanceStatusSet FIRI9%,

tHIRIREIER
ERRSN , EEEERATN

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”

)
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}

* Error IHIMEEZISKARKM, Error FEREREAERRY Code 1 Message FERTE LM AT 2 EIREIRY,

* Code FREMAHBIIERID . HiE kBT L RIBZERIDE L HEIRST SR O M AYE IR IR EmE X MR EFIRR
BE,

Message BRHTXMEIREENERERE , BEISEESAEMN | WAL B FRISTEREH , AP ARRKEIXMRE]
&.

* Requestld FBF— APl iEREUE—HRIR , N8R APL HIIEE , STLABCRIRA] , FHEMIZ ID SEARREE,

IR (TODO: EEERE, REEENFEER?)

IREIZERPUNRIFAE Error FER , NIZRRBA APLIECIKM,  Error iy Code FERFRTMEIRD , ATB SR REHINAYEIRAS A AL
IREG , TRV T ARG,
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FHIRAD
AuthFailure.InvalidSecretld
AuthFailure.MFAFailure
AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire
AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation
FailedOperation
InternalError

InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion
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N

AN

\
RITSEFAYE: 2024-09-03 18:49:37

RHSYEBTHRAFMZOLSNENNSE , MIENE | £ MNENRRIROSME P A ENXESHHI TR |, BERERIFE
EHXLSH , FREIERREBK.

roE N

BBHIE V3

{§F8 TC3-HMAC-SHA256 &Z 5750 , ARSEEES—E) HTTP Header 53L& , a0F -
SHER B} Wik AR

BERROSMR. BESEROXETRASEHALSE Action RO, FINIRIRSHEHNE

X-TC-Acti i =
C-Action String = EELHIFIZRED |, BYE Describelnstances,

WIS . SRR B IR EI M ERIEE. RORZAEEESE RO RAS

X-TC-Region String = S8 Region BE, TR | REROAFTEERZSH , BOXEPII IR
B9 | IESBMEEBIZ S ARER.

X-TC- Integer & 2481 UNIX BIEB , eliCRARS APLiEKA9ATIE]L, fIa0 1529223702, T4 : WIRERSS=E

Timestamp T HEEsEEsH , 5SS,

X-TC-Versi , = EER APLRORRAS, EESEREOSERANSLHESEL Version R9REE. BIAN1=BRSSZ/AIMR

-TC-Version String 2

7 2017-03-12,
HTTP fRAESHIAIESLERFER |, g0
TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Hep,

Authorization  String 2 - TC3-HMAC-SHA256 : && 7% , BRIEERZE ;
- Credential : £&EUF , AKIDEXAMPLE & Secretld ; Date 2 UTC #nEREIRIHEER , BX
EFENRHESE X-TC-Timestamp #E/Y UTC FRAERNBEIRHE—E ; service AF-m®& , &
MBI mREE—E, flticvm ;
- SignedHeaders : 25&RITEAISLEMSE , content-type #0 host J9wsifksLEp ;
- Signature : EZFHE,

XTC-T , = IEEHIEBETFERY Token | FEEASIGSZR—RGERA. IREIEE Token FEFDEERR

-TC-Token String &

SEARBEZORE. KEZAAFE Token,

BEHE V]

{£F HmacSHAL #1 HmacSHA256 &8 7558 , ARSHFEER—HMEEKES , (T

SHETR sm Wik A
Action Suing | g CRIFESEDEH. BESFEOTHEHASHARSH Action W5, PINRIRSE

EIRsLHIZIZREO , BUEA Describelnstances,
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e C St Wik kR
Wi Sy, SRR B EI MBIEAIEE. FOESIAMEREESE EZ O REA
Region String = S NS Region ROGER, 1R | RUEOATEECRZSEH , EOEP RIS
BIRER , LRSEMEEEBZS AL,

Za1 UNIX Bf[a)8% , AJicRARE APLIERAYRTEL. FI01529223702 , MRS =F1H(E

Ti t Int =
mestamp MEGET = jamigk, STRESTISE,

Nonce Integer £ BEHIEZEZEYL , 5 Timestamp BX&#ER , BFRHLEERKE.

Secretld Strin o ERAPIESH_EHBHTRREHY Secretld , —4 Secretld IIRIME—H] SecretKey |, T

9 = SecretKey & FRARIEXEH Signature,
Signature String o BRER , ARRIERERNESEE | SERAPRIELRMASETESH. Bt
= BRSNS,

Versi . o BERY APLORRA, EUESEZOSEFRASATSEL Version BUHREE. BIIN=IRSES

ersion String 2
B9RRZAS 2017-03-12,

SignatureMethod Strin & EH75 , BRIST HmacSHA256 1 HmacSHAL, REFEELSE9 HmacSHA256
g 9 T B AR HmacSHA256 EIAIMIESSE | BRI HmacSHAL IS,

T . - IEEHIERATAEAY Token , ZEESIGAIIZEHE—EHFER. IGHEEF0 Token EERHAE
oken String A

EIRSSEMEORE. KEARPAFE Token .

MR

i ( Region ) BEMIRAIEHERH ORIIEXIE. tcecloudAZIIERREIS 2 B2 | RIERRMSBRAREELESE
t. ATRHEHRRE. 5 TEERE , BERRFELEEFatbE,

EEJ LB APIED ENAMIESIER EESTRAIIETIER.
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vpcdns

*KELVpcld

BITEFAYAE: 2024-09-03 18:49:37

1. O

EOBKRIEE : vpedns.api3.cloud.sunhongs.com,
XBtVpcld

BOAEZEOISRIRERPRE : 200K/FD,

EOEHATE : 2022-01-10 21:02:55,

EORWESRREN.

2. NS

UTNBERSEGIRGIH T ROERSEHBO LHSE |, TBEAHSHIIRDAHIERSH,

SHEBR V2 FEVFNULL g 5%
Action = &= String ~HSE, KZFOBYE : BindVpcDnsDomain
Version =2 &5 String NHESE  AEOEYE : 2019-10-25
Region 2 & String AHBY  FAEOFFELRLSEH,
Domainld =2 &5 Uint64 1#§4Z1D
VpcInfos 2 S Array of VpcInfos VPCIER
3. IS
SHER &Sic) TR
CreatedAt Date BN Rz IE]
Requestld String H—IEK ID , ®XiEKREPSIRME. BRI EERAIZRIEKE Requestld,

4. tERG
BURRBI T BTSSR AR | EUBERATE A S i2ES,
2 fi
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InvalidParameterValue.DomainNotExist
InvalidParameterlllegalVpcInfo
InternalError.UndefiendError

InvalidParameterValue.VpcBinded

InvalidParameter.
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EliEvpcdnsiE$3

BRITEHAYE: 2024-09-03 18:49:37

32 A

1. EOfAR

EOEKRER © vpedns.api3.cloud.sunhongs.com,
BlEvpcdnsizZ

EOMZECIERINERS) - 200%/70,

EOEFAYE : 2022-01-10 21:03:16,

EORMER LN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER W%k FRFFNULL ESic) TR

Action 2 S String ~HBE, KIZOBYE : CreateVpcDnsDomain

Version = & String NHESE , ANZEOBYE : 2019-10-25

Region 2 & String AHSH , FEOFFEEBLSE,

Domain = &= String &

Tags S ES Array of Tag FREEE

DnsForwardStatus = = String EEFEFEEZiET , RiES"ENABLED"#1"DISABLED”
3. MBS

SHER &g A

CreatedAt Datetime iEKIRERIE]

Requestld String H—iEK ID , ®RiEKREPSIRE], EEMATEERAZXIEKA Requestld,

4. FEIRAS
AT T O SBIEAESEAOSEIRD | R A IR0,
£270 ik

InvalidParameterlllegalSubnet
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InvalidParameter.lllegalRecord
InternalError.UndefiendError
InvalidParameter.IllegalDomainTId
InvalidParameterlllegalCidr

InvalidParameter.
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BlEEvpcdnsiEZ&EiE

BRITEHTAYE: 2024-09-03 18:49:37

32 A
1. #FO#R
EOBRIEE : vpedns.api3.cloud.sunhongs.com,
BliEvpcdnsigZ&iE
EOAEOIERINERIRS] : 200R/FD,
EOSEFRAETAE : 2022-01-10 21:02:47,

EORMER LN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER whi%E FEIEFNULL eSSl A
Action 2 B String ~HBE, KIEOBYE : CreateVpcDnsDomainRemark
Version = &= String NHESE , ANZEOBYE : 2019-10-25
Region 2 & String PHEY  AEOFFTEELRLSH,
Domainld = = Uint64 1HZID
Remark =2 & String gF
3. WHEE
SHER St fEA
CreatedAt Datetime 5K MR TE]
Requestld String W—i5K ID , 8XIEREPSIRE. BRI EEREZRIERKE Requestld,

4. FEIRD

UG T Ol SSIBIEERA0EIRD | BERIDEN A THEIRD,

Jdr

HIRhD A
InvalidParameterValue.DomainNotExist

InternalError.UndefiendError
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InvalidParameter.
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ElEZvpcdnsicR

BRITEHTAYE: 2024-09-03 18:49:37

32 A
1. EOfAR
EOIEKRES : vpedns.api3.cloud.sunhongs.com,
BliRvpcdnsiexi
BOAEZEOISRIRERPRE : 200%/F,
EOEFAYE : 2022-01-10 21:02:28,

BORMER LN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER WhI%E FBEFNULL &<t fEA
Action = & String NHBE, KZFOBYE : CreateVpcDnsRecord
Version = &5 String NS, ANZEOBYE : 2019-10-25
Region 2 B String AHEBH  FEOFTFEZEBLSEH,
Domainld =2 S Uint64 §&ID
SubDomain =2 & String FiEE
RecordType = & String 1B5REE
Value =2 & String 1IERE
Mx = &= Uint64 MXAL5ER
Weight B B String E
3. WHEE
SHBR &S] A
CreatedAt Datetime TBEKIREIRE
Data Recordld icxld
Requestld String H—iEK ID , BRiEKREPSIRE]., EEMATEERZXIEKA Requestld,
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4. 5=t

UG T OSSR A0EIRD | BERITFE N A HHEIRD,

[

IR i}
InvalidParameter.lllegalPTRRecord
InvalidParameterValue.RecordAAAACountExceed
InternalError.UndefiendError
InvalidParameterlllegalRecordValue
InvalidParameterValue.CnameNotPrivateZone
InvalidParameterValue.RecordExist
InvalidParameterlllegalRecord
InvalidParameterValue.RecordUnsupportWeight
FailedOperation.CreateRecordFailed
InvalidParameterValue.RecordConflict
InvalidParameterValue.RecordMXCountExceed
InvalidParameterValue.DomainNotExist
InvalidParameterValue.RecordTXTCountExceed
InvalidParameter.

InvalidParameterValue.RecordACountExceed
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<7 R

1. EOHHAR

EOIEKEE © vpcdns.api3.cloud.sunhongs.com,
HiBRvpcdnsiz

BOAEZEOIERIRERPRE : 200K/F0,

EOSFEHAYE : 2022-01-10 21:02:41,

EORWERREN,

2. NS

VPCHZf##T (VPCDNS)

UTNBERSEGIRGIH T ROBERSHHRBO LNHSE , TBAHSHFIRDAHERSH,

SEER WS FEFNULL =it
Action = &= String
Version = =5 String
Region = & String
Domainlds 2 N String
A s
3. s
SHAR et b
CreatedAt Datetime EKIA AR E
Requestld String W—EXID , 8Ki5
>3
4. =S

UG T 2O SSIBEERA0EIRD | BEREL L

FHIRAD
InvalidParameterValue.DomainNotExist
FailedOperation.DeleteDomainFailed

InternalError.UndefiendError
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InvalidParameter.
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32 A
1. EOfAR
EOIEKRES : vpedns.api3.cloud.sunhongs.com,
HiBRvpcdnsiex®
EOMZECIERINERS) - 200%/70,
EOEFAYE : 2022-01-10 21:03:22,

EORMER LN,

2. NS

LINERSHGIRNGIE TEOBRSEIRO RS | T,

SHEWR WAiE FEFNULL
Action = &
Version 2 &
Region 2 a
Domainld = B
RecordIds 2 &=
A 3
3. ®iHSE
SEER il U
CreatedAt Datetime TN RzAE]
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